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npe)ll/lCJlOBl/le K YETBEPTOMY U3JAHUIO

Hacrosiiiee n3nanne MOXKHO CUMTaThb B HEKOTOPOM CMBbIC/E 10OUIEHHBIM:
MHHYJIO 0oJjiee JECSATH JIET CO JHS BbIXOJAa KHUTH B CBeT. 3a 3TO BpeMs OHa
cTaJsia HacTosiuuM GectcesiepoM. Boii 3 uznanus 8 MITHMO, kHura Gbiia
HarmeyaTaHa Takxke B uaparesbcTBe «[Iutep». [lepeBon Ha aHIIMICKUE 513bIK
u3jiaH AMepuKaHCKUM MaTeMaTHUECKUM OOLIECTBOM.

OcHoBHasl MpUUMHA TIOMYJISIPHOCTH KHHUTH, 6e3yCJIOBHO, COCTOHUT B TOM,
YTO OHA OCTaeTcsl €IMHCTBEHHOH B CBOeM »KaHpe. BmecTe ¢ Tem wnHTepec
K ipo6JieMam Kpunrorpaduu 1, B 6oJee HPOKOM CMbICJ/e, K HHDOPMaLMOHHOM
6e30MaCHOCTH € KaxX/IbIM I'0JIOM BO3pacTaer.

C MoMeHTa BbIXoJa NPelblAyLIHX M3JAaHWH CHUTyalusi ¢ MaTeMaTHYeCKOM
Kpunrorpagueil B cTpaHe HeMHOro H3aMeHusach. Kypc sekumii «Teopertnue-
cKasi Kpunrorpagus» Ternepb uutaetcs Ha (akyJbTeTe YIpaBJeHUs U TPUKJIAJ-
Hoil MmareMaTukn MO TH. YueGHble Kypcbl, MOCBSILLIEHHbIE 9TOH MaTeMaTHue-
CKOF IUCLMIIINHE, MosiBUIKNCH Ha MaTMexe CII6IY: 3. A. Tupu « CioxuocTHast
kpuntorpadust» u 0. Jludmmuy « CoBpeMeHHble 3a1a4d KPUITOrpadun».

B MI'Y npoojutcst exxeroanas MexjayHapojHasi Kondepenuus «Marema-
THKa ¥ 6€30MacHOCTb HH(MOPMALIMOHHBIX TEXHOJOTHI».

B nacrosiiilee u3nanue BHeCeHbl HEKOTOpble N00aBJEHHST W HCTPABJEHHS.
B rsiaBe mo Teopuu uMces onMucaH HeJABHO OTKPHITBbIH MOJHMHOMHAJbBHbBIA aJi-
FOPUTM MPOBEPKH LIeJbIX YHces Ha rpocToty. JJoGaB/eHbl CIHCOK JUTEPATyphl
JUIsl aJibHEHIIero YTeHusl ¢ KpaTKUMU aHHoTauusMu U «CJloBapb Kpunrorpa-
(hUUECKHX TEPMUHOB>.

Mapm 2012 e. B. fluenko

[lpeaucaoBue K TpeTbeMy U3JaHUIO

B nocsennuie rojibl B KU3HH OOIIECTBA MOCTOSIHHO BO3pacTaeT 3HaueHHe
UH(MOPMALIMOHHON cocTaBJsiolleld (MHpOpPMaLMOHHbIE pecypchl, MHbopMalll-
OHHbIE TEXHOJIOTHH H T. JI.) U, KaK CJIeJCTBHe, HHHOPMALIMOHHON 6e30MacHOCTH.
CreranuicTsl B 06/1aCTH MH(OOPMAIIMOHHON 6€30MacHOCTH HeOOXOIUMBI U B IO~
CYJIlapPCTBEHHBIX CTPYKTypax, H B HAyUHbIX YUPEXKJIEHHSIX, H B KOMMEPUECKHX
hupmax.

JIJ1s1 pa3BUTHsI CUCTEMbI TTOJIrOTOBKU TakuXx crietidaanctoB B 1999—2000 rr.
MPUHATH JIOTIOJMHUTE/bHbIE MEpbl: B MepeueHb CrelualbHOCTEH BbiCLIEro 00-
pasoBaHusi BKJtoueHo 6 creumnasnbHoctelt 6soka 070000 (uHdbopmatmoHHas



[§ [TpenuncioBus

6e30MacHOCTb), B MepeueHb AUCCEPTALHOHHBIX CMEHAIbHOCTEN — MEXKINUCIIU-
niMHapHas cretransHocts 051319. B MocKoBCKOM rocy1apcTBEHHOM YHH-
Bepcutere uM. M. B. Jlomonocosa ¢ cenutsiopss 2000 r. Hauato obyueHue 110
crielMan3alysM « MaTemaTHuecKiue METO/Ibl 3allUThl MHpopMallu» 1 «I1po-
rpaMMHoe obecrieueHue 3aliuThl HHGopMalMu». HayuHblii dyHIaMeHT 3THX
crielMaIn3alyil — Kpunrorpadus — Hayka o idpax.

CucremMatHueckux yueOGHUKOB MO KpUNTOrpaduu Ha PyCCKOM fi3blKe TMOKa
HeT, OHU OYAyT MOSIBAATLCS MO Mepe CTAHOBJEHHS CHCTEMbl IPAXKIAHCKOTO
Kpunrorpaguueckoro o6paszoBaHusi. B 3THUX yCJOBHSIX NpeajiaraeMasi KHura
«BBejieHne B kpunrorpauo», KOTopast y»Ke BbleprKasa JBa U3JIaHHs, MOYKET
ObITh PEKOMEHJI0BaHA B KauecTBe MepBOro yueGHOro nocoGus AJisi CTYIeHTOB-
MaTeMaTHKOB, CMELHaNU3UPYIOIIHXCS B 06aCTH MHPOPMALIMOHHOH 6e30MacHo-
cTu. KHura HanucaHa creuuajucTaMi-KpunTtorpadamu ¢ Uesiblo mnomnysspusa-
MM HAayYHbIX OCHOB KPUIMTOrpachuu U MO3TOMY OCTYIHA U MOKET ObITh M0J1e3Ha
MacCOBOMY YHTaTeJIo.

Pekrop MI'Y,

akagemuk PAH % [Qj G/&(“lw‘( B.A. Cadosnuuuil

Cenmsbps 2000 e.
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[IpeaucaoBre KO BTOPOMY U3JaHUIO

B HaCTOsIIEM BTOPOM H3JIaHHWHW HCIIpaBJIEHbI OMME€YaTKU W HETOUHOCTH, 3a-
MEUEHHbIC B TIEPBOM H3JIaHHH.

Cenmsabpo 1999 e. B. Sluenxo

[lpeaucaoBue K nepBoMy U3JaHUIO

Kpunrorpadus — Hayka o wudpax — JoJroe Bpemsi Oblia 3aceKpeueHa,
TaK Kak MpUMeHsIach B OCHOBHOM JJIsi 3alLlMThl TOCYIaPCTBEHHBIX H BOEHHbIX
cekpeToB. B HacTosilllee BpeMsi METO/Ibl M CPEJICTBA KPUIITOrPaUH UCITOJb3Y-
toTCs 1S o6ecrieueHnsi MHPOPMAalIMOHHOH 6e30MacHOCTH He TOJIbKO rocyaap-
CTBa, HO M YACTHBIX JIML, U opraHu3auuii. Jleno 3nech coBceM He 00513aTebHO
B cekperax. CJIMIIKOM MHOTO Pa3JIMUHbIX CBEJIEHHE «IYJsieT» 10 BCEMY CBETY
B 1M(poBoM Buse. M Hal STUMH CBEIEHUSIMH «BHCSIT» YrpO3bl HENPYKECTBEH-
HOTO 03HAKOMJIEHHsI, HAKOTIIEHHs], TOAMEeHBI, (hajbcudukauud u T. . HanboJee
HaJleXKHbIe METOJIbl 3alIUThl OT TAKUX Yrpo3 JaeT UMEHHO KpUMTorpadusi.

[Toka kpunrorpacguueckie aaropuTMbl it PsI0BOro NOTpeOUTE/s1 — TakiHa
3a CeMbIO MeuaTsiMi, XOTsl MHOTUM Y2Ke MPHXOJMJIOCH MOJIb30BAThCsl HEKOTO-
pBIMH KpUMTOrpauueCcKUMH CPEACTBAMU: LIK(POBAHHE JEKTPOHHOH MOUTHI,
MHTeJIeKTyaslbHble GAHKOBCKHE KapTOUYKW U Jp. EcTecTBeHHO, YTO TPH TOM
OCHOBHOM BOMPOC /ISt M0JIb30BaTe s — 00ecneunBaeT Jid JJaHHOe KPUITorpa-
(brueckoe CpeCTBO HA/IEXKHYIO 3aluTy. Ho saxKe npaBuibHO ChOpPMYTHUPOBATDH
3TOT 3JIeMEHTapHbIN BOMpoc HenpocTo. OT KaKOro NMPOTHBHUKA 3alllMllaeMcs?
Kakue BoaMoxKHOCTH y 3TOro npoTuBHUKA? Kakue 11e/d OH MOXKET MpecJieno-
BaThb? Kak namepsiTh HaleKHOCTb 3alIUTh? CIHCOK TAKHUX BOMPOCOB MOXKHO
MPOAOJKUTE. JIJ1si OTBETa Ha HUMX TOJIL30BATE/0 HEOOXOIMMbI 3HAHHST OCHOB-
HbIX TOHSITHI KPUMTOTrpaduH.

[TonynsipHoe M3/103KeHHE HAYUHBIX OCHOB KpUNTorpaguu (peub UIET TOJbKO
0 «HErocyaapCcTBEHHOM» KpUNTorpaduu; pasiesbl KpUOTOrpaguu, CBs3aHHbIe
C rOCY/IapCTBEHHOI 6e30MaCHOCTbIO, IOKHBI OCTABATLCS CEKPETHBIMH) — LIeJTb
HacTosilell KHUIH. Ee MOXHO HCMoJIb30BaTh U B KauecTBe yueGHOro MocoOusl.
Ha pycckoM si3bike aHaJIOTHUHBIX KHHT MOKa HeT. MaTtepHaJsibl psijia rjias my6Jid-
KOBaJIMCh aBTOPAaMU paHee B Ipyrux uznanusx (rmasa 1 — B kuure C. A. Jlopu-
uenko, B. B. flutenko, «25 s1io10B 0 wudpax», M.: TOUC, 1994; rnaswl 1, 2,
4, 5— B )ypHasie «MaTemaruueckoe MpoCBelleHe», TPEThbs CePHs, BHIMYCK 2,
M.: MIIHMO, 1998; rnaBa 7 — B rasere «MHdopmatuka» (exeHejnesnbHoe
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npusoxenue k rasere «Ilepeoe centsadpsi»), Ne 4, ssuape 1998). I[Tpu noxro-
TOBKE HACTOSILLIEr0 H3/IaHUS 3TH MaTepHasibl OblM NepepaboTaHbl U 1OTIOJNHEHBI.

M3noxenue matepuasna pacCudTaHo Ha YUTaTessl C MaTeMaTHUECKUM CKJla-
JIOM yma. B ocHOBHOM ryiaBbl He 3aBMCSIT JAPYr OT Apyra (3TO AOCTUTHYTO
3a CUET HEKOTOPbIX MOBTOPOB) H MX MOXKHO UMTATh B MPOHU3BOJILHOM MOPSJI-
Ke. [71aBy | — BBOJIHYIO — peKOMeH/yeTCsI MPOUUTATh BCEM, MOCKOJIBKY B Hell
Ha MOMyJISIPHOM YPOBHE Pa3bsICHAIOTCS BCE OCHOBHbIE MOHSTHSI COBPEMEHHON
Kpunrorpaduu: WUgp, KoY, CTOHUKOCTb, JEKTPOHHAs UM(POBas MOANHUCH,
Kpunrorpaduueckuii NpoToKoJ 1 Ap. B 1pyrux riapax yacTe MarepuaJdia noBTo-
psieTcst, HO yxke Godiee yray6senno. B riasax 2, 3, 4, 5 MCTI0J/b3YIOTCST HEKOTO-
pble CBeJIEHUs U3 BbICILIEH MaTeMaTHKH, H3BECTHbIE YUeHHKAM MaTeMaTHUEeCKHUX
KJaCCOB M CTyjleHTaM. [71aBa 6 opHeHTHpOBaHA Ha 3HATOKOB KOMIBIOTEPHBIX
TexHoJoTHH. [1aBa 7 comepKUT MaTepHaJibl OJUMIHAJ, 10 KpUnTorpapuu s
IIKOJILHUKOB, W T103TOMY /ISl €€ UTeHUs] HHKAKUX 3HaHUH, BLIXOASLLMX 3a Npe-
JeJIbl LIKOJIbHOH TIpOrpaMMel, He TpeGyeTcsl.

[Tpenynpexxnenue: Kpunrorpaduyeckre cpeacTBa U NMporpaMMHbIe TPOIYK-
ThI, YOMHHAEMbIE B KHHTE, HCIOJIB3YIOTCS] TOJMBKO AJIST WIOCTPALMH OOIINX
Kpunrorpauueckux Hjei; aBTopbl He CTAaBWJM CBOEH Llesblo J1aBaTh OLIEHKH
WM CPaBHUBATh MMeEIOLLMECs HAa PbIHKE KpUMTorpaduueckue CpeicTsa.

Kpunrorpadgust 6bls1a nocraBjaeHa Ha HayuHyr0 OCHOBY BO MHOrom 6Jaro-
napst paboram Bblatonierocsi ameprukanckoro yuenoro Kiona Hlennona. Ero
JokJan «MaremaTHueckasi Teopust KpUnrorpaduu» Obll MOATOTOBJEH B CEK-
petHoM BapuaHTe B 1945 1., paccekpeueH u ony6JukoBaH B 1948 r., nepeBeneH
Ha pycckuil s13bik B 1963 1. [Tockosibky «PaGoTbl no Teopuu uHopmaluu
u ku6epretke» (1963 r.) K. lllennona cranu 6ubanorpaduueckoil pekocTbio,
MBI BKJIIOUHJIM B TIpUJIOXKeHHe ocHOBHYIo yacTb craTbd K. lllennona «Teopus
CBfI3U B CEKPETHBIX CHCTEMAX». DTy OCHOBOIMOJATAIOILY0 PaOOTy PEKOMEH LY~
eTCsT POUMTATh BCEM MHTEPECYIOIMMCS KpUIITOrpaduei.

Hnst npodeccuoHaNbHOTO MOHUMAHWSI KPUOTOrpauuecKUx ajJropuTMoB
¥ YMEHHS OLEHUBATb UX CHJIbHBIE U clabble CTOPOHBI HEOOX0UMA YKe cepbe3-
Hasl MaremMaTHyeckasi MOJATOTOBKA (Ha ypoBHE MaTeMaTHYeCKHX (haKyJbTeToB
YHHBEPCHTETOB). DTO OOBSCHSETCS TeM, UYTO COBpPeMeHHast KpuMTorpacus
OCHOBaHa Ha TMIyOOKHX pe3ysbTaTaxX TaKHX pasJieJioB MaTeMaTHKH, KaK TeopHs
CJIOXKHOCTH BBIUMCJIEHHH, Teopus uuces, aireObpa, Teopus HHOpMaLKMU U J1p.
JKenatolumm cepbe3Ho H3yuaTb KPUNTOrpacuio MOXKHO [MOPEKOMEHI0BaTh
0630pHyt0 MoHorpaduio «Kpunrorpadusi B 6aHKOBCKOM jiesie» AHoxuHa M. M.,
Bapnosckoro H.T1., Cunenbuukosa B. M., fluienko B. B., M.: MU® U, 1997.

Oxmsabpo 1998 e. B. fluenko
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OcHoBHble NOHATUSI KpunTorpaduu

§ 1. Beenenue

Kak nepedamo HymcHyro ungopmayuio HyxcHomy adpecamy 8 maire
om dpyeux? Kaxnaplil U3 unTateseil B pa3Hoe BPeMs M C Pa3HbIMH LIEJSMH
HaBepHSIKA MbITAJCS PELIUTD JUis ce0sl 3Ty MpaKTHUeCKylo 3a1auy (s ynobcTaa
JlaJibHEHIINX CChIJIOK Ha30BeM ee «3anaua TII», T.e. 3anaua Tadwnoil [lepeda-
yu). BoiOpaB noaxojsiiee pelleHue, oH, CKopee BCEro, MOBTOPUJ H300peTeHHe
OJIHOTO M3 CrIoco6O0B CKPHITON Mepenaun HH(OpPMaLHH, KOTOPHIM YKe He oJHa
ThiCsiua JIeT.

Pasmbiuisis Han 3agauein TII, HeTpyaHo mpuiiTH K BBIBOAY, UTO €CTb TPHU
BO3MOKHOCTH.

1. CosnaTe aGCOMOTHO HANEXKHBIH, HEOCTYMHBIA AJIsT IPYTHX KaHAJ CBSI3H
MeK 1y abOHEHTaMHU.

2. HMcnonb3oBath 06111€I0CTYNHBIN KaHaJ CBsI3M, HO CKPBITh caM (haKT re-
peraun HHPOPMALHH.

3. HMcnosb3oBaTh 001LeIOCTYMHbIA KaHaJ CBSI3H, HO MepeiaBaTh M0 HeMy
HY»KHYI0 MH(OPMaLHUIO B TaK NpeoOpa3oBaHHOM BHJLE, UTOObI BOCCTAHOBUTDL €e
MO TOJILKO ajipecar.

[IpoKOMMEHTHpPYEM 3TH TPH BO3MOXKHOCTH.

1. Tlpu coBpeMeHHOM YypOBHE Pa3BUTHS HAyKH M TEXHUKH CJe]aTh TaKoM
KaHaJsl CBSI3M MEXKJy ylaJeHHbIMH a0OHeHTaMH i1l HeOJHOKPATHOH nepeaauu
60/bLIMX 00BEMOB HH(POPMALIMH MPAKTHUECKH HepeasbHO.

2. Pa3paboTKo# CPeJICTB U METOJIOB CKPBITUSI (haKTa nepejaud coobieH s
3aHUMaeTCsl cmeearoepagus.

[lepBble ciebl creraHorpaMuecKnX METOJIOB TEPSIIOTCS B TJIYOOKOH JPEBHOCTH.
Hanpumep, usBecTeH Takoil cnoco0 CKPLITHS MUCLMEHHOTO COOOLIEHHS: T0OJI0By pada
OpUJIM, HA KOXKEe TOJIOBbI MUCAJMK COOOLIEHUE U MOCJ/e 0OTpacTaHUsl BoJoC paba OTrpaB-
JISIM K ajipecary.

M3 neTeKTHBHBIX POU3BEICHHI XOPOLLO U3BECTHBI Pas/HUHble CMOCOOBI TAHHOMHCH
MEX/y CTPOK OOBIUHOTO, HE3aLIMIIAEMOr0 TEeKCTa: OT MOJIOKA J10 CJIOXKHBIX XMMHUECKHX
pPEeaKTHBOB ¢ MocJeaytolleil 06paboTKOM.



10 [n. 1. OcHoBHbIE TOHSITHSI KPUTITOTPAhHH

Taxke U3 J1€TEKTHBOB M3BECTEH METOJ «MUKPOMOUKU»: COOOLUCHHE 3aMUChiBaeT-
csl C TIOMOLIBIO COBPEMEHHOH TEXHUKH Ha OueHb MaJleHbKHE HOCHTENb (MHKPOTOUKY),
KOTOPbIi MepechliaeTcsi ¢ 0ObIUHBIM MHCHMOM, HAaNpUMep, MO MapKo# WK T1e-HUOY b
B PYTOM, 3apaHee 00yCJIOBIEHHOM MeCTe.

B Hacrosilliee BpeMsi B CBSI3M C LIKPOKHM paclpoCTPaHEHHEM KOMIILIOTEPOB H3-
BECTHO MHOTO TOHKMX METOJIOB «3alpsiThiBaHUS» 3alllMIaeMOll HH(POPMALMK BHYTPH
GoJbIIMX 06bEMOB HH(OpPMAaLMK, XpaHsllelcs B KoMmnbioTepe. HarisaHblit npumep
3anpATbIBAHKA TeKCToBoro daiiia B rpaduueckuil MoxHo HaiiTh B Mutepuete'; on e
npuBesieH B xypHase «Komnbloteppa», Ne48 (225) or | nekabps 1997 r., Ha cTp. 62.
(Cnenyer 0oTMETHTD, UTO aBTOPBI CTATbH B JKypHaJle OLIMOOYHO OTHOCST CTeraHorpaduio
K kpunrorpaduu. KoHeuHo, ¢ momolbio creraHorpauu MOXKHO TNPsiTaTh W TpeiBa-
pHUTEBbHO 3alIM(pOBaHHbIE TEKCThI, HO, BOOOLE TOBOPSsl, CTeraHorpadus W KpPHUMTO-
rpacust — NPUHUMITHAJBHO pa3JiMuHble HAMpaB/eHUs] B TEOPHM M TMPAKTHKe 3alllUThbl
MH(pOpMaIUH.)

3. Paspabotkoil MeTo/10B npeobGpazoBanus (wugposarus) nHGOpMaLKH
C 11eJIbIO ee 3alIUThl OT He3aKOHHBIX T0JIb30BaTe/ el 3aHUMAeTCsl KPUnmoepa-
¢us. Takue Merosbl M criocoObl peoGpas3oBaHkst UHPOPMALMKM Ha3bIBAOTCS
wugppamu.

Hlugposanue (3auugpposarie) — npouecc npumeHeHus urdpa K 3aiu-
1aeMo nHopMally, T.e. IpeoOpa3oBaHUe 3allUilaeMoi HH(popMaLuK (0m1-
Kpblmoeo mekcma) B UUdpoBaHHOe coollienue (wugpmercm, Kpunmo-
epammy) ¢ IOMOUIBIO OTpefleNeHHbIX MPaBUJI, COAepKalUXCsT B LIH(pe.

Hewugpposanue — npoiiecc, oOpaTHbIH WHGPOBAHHIO, T. €. TpeoGpa3oBa-
HUe 1KU(POBAHHOTO COOOIIEHHUST B OTKPLITHIN TEKCT C MOMOLILIO OMpPeieJIeHHbIX
npaBuJ, CoiepKalluxcest B mudpe.

Kpunrorpadusi — npuxnajaHas Hayka, OHa UCIOJb3YeT CaMble TTOC/IeIHHE —
NpUKJIAJHAs HayKa, OHAa MCIOJb3YeT camble TOCJE/HHE JTOCTHKEHHUs JIPYroi
CTOPOHBI, BCe KOHKpETHbIE 3a/laudl KPUMNTOrpaUu CYLIECTBEHHO 3aBUCST OT
YPOBHS Pa3BUTHS TEXHHKH M TEXHOJIOTHH, OT MPUMEHSEMbIX CPEJICTB CBS3U
1 Ccroco6oB nepeaaud HHGOpMaLUH.

§ 2. lpeamer kpuntorpaduu

Ymo ace ssasemcs npedmemom kpunmoepaguu? Jns oTBeTa Ha 3TOT
Bonpoc BepHeMmcs K 3anaue TIT, uToObl YTOUHUTH CUTYalMIO U UCMOJb3YyeMble
MOHSITHSI.

[Ipexkie Bcero 3ameTHM, YTO 3Ta 3ajauya BO3HMKAET TOJIBKO JJisi HH(OP-
Mallii, KoTopasi Hy:kjaaercsi B 3auite. OObIUHO B TaKWX CJyyasix FOBOPST,
YTO HH(pOPMALHST COAEPKUT TAlHY MJIH SIBISIETCS 3aujUujaemoil, npusamroli,

'http://www.geocities.com/SiliconValley/Vista/6001/
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KoH@udenyuarvHoll, cekpemnoii. Jlna HauboJiee TUITMUHBIX, YaCTO BCTpeUa-
IOLLIMXCS CUTyalluil TAKOTO THUIA BBEJEHBI JaxKe crielasbHble TOHATUS:

— TOCYyJlapCTBEHHAsl TalHa;

— BOeHHas TalHa;

— KoMMepyecKas TailHa;

— lopUIMUecKas TaiHa;

— BpaueOHas TalHa U T. I

Janee mbl GyseM TOBOPUTH O 3allMilaeMod HH(OpPMAlWH, UMesl B BHY
cJie/lytolllie TIPU3HAKH TaKo# HH(OpPMALIUH:

— HMeeTCsl KaKoH-TO OTpeJe/eHHbll KPYyr 3aKOHHbIX NOAb308amenell,
KOTOpble UMEIOT MPaBO BJAJIETh 3TOH UHDOpMallUel;

— HUMEIOTCS He3aKOHHbLe NOAb308AMEeAU, KOTOPble CTPEMSITCS OBJAaleTh
910l uHpopMalyel ¢ TeM, 4To6Gbl 06paTUTL ee cebe BO 6GJaro, a 3aKOHHBIM
M0J1b30BaTE/sIM BO Bpe/l.

Jls1si mpocToThl Mbl BHauajie OrpaHUYUMCST PACCMOTPEHHEM TOJIbKO OJHOH
yepo3vl — yrpo3bl pasraaiieHus uHdopmaiuu. CyllecTByIOT U Jpyrie yrpo-
3bl JIJIS1 3alIMIIIaeMOl MH(pOPMALIMU CO CTOPOHbI HE3aKOHHbIX MOJb30BaTeJei:
nojMeHa, uMuTatus v ap. O HUX Mbl OTOBOPUM HHXKE.

Tenepb Mbl MoxKeM M300pa3uThb CUTyalMIO, B KOTOPOI BO3HHMKAeT 3ajaua
TI1, cnenytoteit cxemoit (cm. puc. 1).

A B

p

Puc. 1

3nech A u B — 3aKkoHHbIe M0JIb30BaTeNH 3alIUIIAeMON HH(OPMALIMK; OHH
XOTAT 0OMEHUBATLCSI HH(OpMALHei 1o 00ILIEOCTYTHOMY KaHay cBsidu. [1—
He3aKOHHBIH MOJb30BaTeNb (1pOMmuUBHUK), KOTOPBIH MOXET MepexBaThiBaTh
neperaBaemMble MO KaHaJy CBSI3M COOOIEHHS] W MBITATbCSl M3BJeUb M3 HHUX
MHTEPECYIOLLyI0 ero MH(opMalmio. ATy HopMalbHYI0 CXeMY MOXKHO CUHTATh
MOJIeJIbI0 TUITMYHOH CHTYallH, B KOTOPOH MPUMEHSIIOTCS KpUNTorpaduueckue
METO/Ibl 3aLLUThl MHPOPMALUH.

OTMeTHM, YTO MCTOPHUECKH B KPUNTOrpaduu 3aKpernuiuch HEKOTOPble BOCHHbIE
cioBa (MPOTHBHHUK, araka Ha wwMdp W ap.) OHW HauGojiee TOUHO OTPAXKAIOT CMBICI
COOTBETCTBYIOLIMX KpUNTOrpaduuecknx MoHsATHH. BmecTe ¢ TeM WIHPOKO M3BecTHast
BOCHHAsl TEPMHMHOJIOTHSI, OCHOBAaHHAsl HA MOHSATHH KOJA (BOCHHO-MOPCKHE KOJIbl, KOJbl
lenepanbHoro mraba, KoJAOBble KHHWIH, KOA0603HAUeHHs W T.T.), YKe He TIpUMeHsi-
eTcsl B TEOpeTHYecKoH Kpunrorpaduu. [eso B TOM, u4TO 3a MOCJEIHHE NECHATHIETHS
cdopmupoBasiach meopusa Koouposarus — 60JblI0e HaydHOE HampaBJeHHE, KOTOpoe
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paspabaTblBaeT W M3yyaeT METO/bl 3alUThl HH(POPMALMK OT CJyualHbIX HCKaXKeHWH
B KaHaJax cBsi3u. M ecan panee TepMuHbl KOAHMpOBaHKUE U LIM(POBaHHE YTOTPEOJISAINChH
KaK CHMHOHHMBI, TO Terepb 3TO HEIOMyCTHMO. Tak, HampuMep, oyeHb pacrpocTpaHeH-
HOEe BbIpaXKeHHe «KOJUPOBAHHE — PA3HOBUAHOCTb LIM(POBAHHS» CTAHOBUTCS MPOCTO
HeMpPaBUJIbHBIM.

Kpunrorpadusi 3aHumaercst Mmerogamu npeobpasoBaHust MHPOPMaLKH, KO-
Topble Obl HE MO3BOJIUJIKM TIPOTUBHUKY M3BJIEUb €€ U3 TepexBaThiBaeMbIX CO00-
wenuit. Ilpu sToM Mo KaHaJy CBSI3M MepelaeTcsl y:Ke He cama 3alluuiaemast
MH(OpMalUs, a pe3ysbTaT ee NpeoGpas3oBaHus ¢ MOMOILIbIO LIHdpa, U s
MPOTHBHUKA BO3HUKAET CJIOXKHAST 3a7aua 8CKpoLmus wugppa.

Bekpoimue (83arambisanue) wugpa — npoiece TOJNyueHHs OTKPBITOTrO
TeKCTa U3 WK(PoBaHHOTO cooblleHUs 6e3 3HAHUS TPUMEHEHHOTO H(pa.

OpHako MOMHUMO MepexBaTa COOOLLIEHHH M BCKPBITHSI LIM(pa NPOTHBHHK
MOKET TBITAThCS MOJIYUHTh 3alIUIaeMyt0 HHDOPMALMIO MHOTHMH JIPYTHMH CITO-
cob6amu. HaunboJsiee 13BECTHBIM M3 TAKHUX CMOCOOOB SIBJISIETCS] areHTyPHBIH, KO-
rla MPOTHBHUK KAKUM-JHOO TyTeM CKJOHSIET K COTPYAHMYECTBY OJIHOTO H3
3aKOHHbBIX MOJIb30BATENEH U C TIOMOLIBIO 3TOTO areHTa MoJyyaer JOCTyM K 3a-
wmaemoi uugopmauun. B takoil cutyaunu kpunrorpagus 6eccuibHa.

[IpOTUBHUK MOXKET MbITaTbCS HE MOJYYHTb, & YHHUTOXKUTb MJIH MOAM(HU-
IMpOBaTh 3allifllaeMylo MH(OpPMAlMIO B Mpolecce ee mepefaud. ITo — Co-
BCEM JIPYroil THI yrpo3 Jyuis HHGOPMALMH, OTJIHUHBIA OT MepexBarta COOOIeHHH
¥ BCKPBITHSl WwHdpa. i 3almThl OT TakMX Yrpos paspabaTbiBalOTCs CBOH
crieuupruecKre METOIbl.

CulenoBaTesIbHO, HA MyTH OT OAHOTO 3aKOHHOrO MOJb30BaTesl K APYyroMy
MH(pOpMALIUs JIO/PKHA 3alIHIIATLCS PA3JHUHBIMH CIOCO6aMH, TPOTHBOCTOSILIM -
MH pa3iUuHbIM yrpo3aM. Bo3HuKaeT cuTyalys 1€y U3 PasHOTHUITHBIX 3BEHbEB,
KoTopas 3auiuiinaer nHopmaiio. EctecTBeHHO, MPOTHBHUK OY/IET CTPEMUTHCS
HallTH camoe cjaboe 3BeHO, UTOObl ¢ HAMMEHBLIMMH 3aTpaTaMu J00paThes 10
vH(opMaluu. A 3HAUUT, U 3aKOHHbLIE MOJIb30BATENH JOJLKHBI YUHTBIBATH 3TO
06CTOSITE/ILCTBO B CBOEH CTPATeruu 3alluThl: 6eCCMbICIEHHO JIeNaTh KaKoe-To
3BEHO OYeHb MPOUHBIM, €CJIH €CTh 3aBeOMO GoJiee cabble 3BeHbS (KTPUHIMIM
PaBHOINPOUHOCTH 3ALLUTBI»).

He cnenyer 3abbiBath  eule 06 oJHOH BaxKHOH npobJieme: npobieme co-
OTHOLIEHHS LeHbl MH(pOPMALMK, 3aTpaT Ha ee 3alUTy M 3aTpaT Ha ee J00bl-
BaHue. [1py coBpeMeHHOM ypoBHE Pa3BMTHSI TEXHHKM CaMH CPEICTBa CBSI3H,
a TakKe pazpaboTKa CpeJICTB MepexBaTa MHPOPMALMK U3 HUX M CPEJCTB 3a-
IUTHI HH(OpMaLMK TPeOYIOT oueHb GOJbIINX 3aTpart. [Ipexie uem 3amuuiaTh
MH(opMalio, 3ajaite cebe aBa Bonpoca:

1) siBnsiercst i oHa JUisl MPOTHBHKKA GoJiee 1IeHHOH, YeM CTOMMOCTh aTaKH;

2) aBJsisieTcs M OHa 1Sl Bac GoJiee 1IeHHOH, YeM CTOMMOCTb 3alLUThI.
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MmeHHO nepeunc/ieHHble COOOPaXKeHUs U SIBJISIIOTCS PellaloLMMU [1PH Bbl-
6ope MOAXOMSIIHX CPEACTB 3aLUTh: PU3HUECKHX, CTEraHOrpaHUECKUX, KPHUIT-
Torpaduueckux u ap.

HekoTopble moHsTHS KpUnTorpaguu yao6HO WITIOCTPUPOBATh HCTOPHYE-
CKHMH MPUMEpaMH, T03TOMY clielaeM HeOoJIblIoe HCTOPHUECKOE OTCTYIICHHE.

Hosroe Bpemst 3ansiTie Kpunrorpacueil Obl10 ynesoM uynakoB-oauHouek. Cpeau
HUX ObUIM OflapeHHble yueHble, IUIMJIOMAThl, CBSILLEHHOCTYKHTEN. M3BecTHBI ciyuan,
Korja Kpunrorpacusi cuutanach 1ax<e UepHOH Marueil. DTOT MEPHOL Pa3BUTHSI KPHI-
Torpauu Kak HCKycCTBa JUIMJICS ¢ He3alaMsITHbIX BpeMeH 10 Hauaja XX Beka, Koraa
TOSIBUJIMCH TIepBble WH(poBaJbHble MalMHbl. [ToHHMaHHe MaTeMaTHYECKOTro XapaKkrepa
pelaeMbIX Kpunrorpaduei 3a1au MpHILLIO TOJAbKO B cepenrne XX Beka — rocye padoT
Bblatloulerocst amepukanckoro yueHoro K. IllenHona.

Hcropust kpunrorpaduu cBsizaHa ¢ 60JIbLIMM KOJHUECTBOM JHUTJIOMATHUECKHX H BO-
€HHBIX TailH 1 M03TOMY OKyTaHa TyMaHoM Jierena. HaunGosee nosinas KHAra no UCTOPUH
Kpunrorpapuu cofepyKuT Gosee Thicsun crpanuil. Ona onyGiukosana' B 1967 rony.
Mmeercst nepeBoi 3Toil KHHUrW Ha pycckui sisblk (Kaw /[. Banomimmkn konos. M.,
Lenrpriomrpad, 2000). Kunra T. A. Co6oeBoii® npecTapiiset coGoii yHaaMeHTalb-
HBIIl TPYZ MO McTOpuM Kpunrorpaduu B Poccuu.

CBoii cJiefl B HICTOPUH KPUNTOrpaduy OCTaBHJIH MHOTHE XOPOLLO H3BECTHBIE HCTOPH-
yeckue JMuHOCTH. [IpuBeneM HecKosbKO HauboJee sipkuX npuMepoB. [lepBbie cBeneHus
00 MCINOJIb30BAHUHU LUU(POB B BOCHHOM jeJle CBSI3aHbl C UMEHEM CIapTaHCKOro MoJi-
koBoqua Jlucanapa (wmdp «Cumurana»). Llesaps ucrnosb3oBas B mepenucke Wugp,
KOTOPBIH BOLLeJ B MCTOPHIO Kak «wudp Llesapsi». B npesueit I[peuun 611 u306peren
BU WKdpa, KOTOPLI B JajibHeiilleM cTaJs HasblBaTbest «KBaipar [Toautusi». Onny u3
NepPBbIX KHUT Mo Kpunrorpadun Hanucasn a66at M. Tpurennit (1462—1516), »kuruuii
B lepmanuu. B 1566 romy usBecTHblii Matemartuk Jl. KapaaHo onyGunkoBas paGoty
C OMnMcaHUeM H300PETEHHON UM CHCTeMbI LindpoBaHus («petnerka Kaprano»). @panuus
XVI Beka ocraBusa B uctopuu kpunrorpacdun mepel kopodss lenpuxa [V u Puesse.
B ynomsitytoit kuure T. A. Co6oJieBoii MOAPOGHO OMUCAHO MHOTO POCCHHACKHX LIH(POB,
B TOM uHcJie U «1udupHas asdbyka» 1700 rona, aBropom Kotopo# 6bii1 [Terp Bemvkuii.
(HexoTopble mpuMepbl U3 KHHTH MPHBeAEHbI Ha dopaalle.)

Hexoropble cBeneHusl 0 CBOHCTBax WHMPOB M HUX MPUMEHEHHH MOXKHO HAHTH H
B Xy[02KECTBEHHOI JiuTepatype, 0COOEHHO B IPUKJIIOUEHUECKOH, 1eTeKTHBHOM H BOCHHOI.
Xopouee noppo6Hoe 00bSCHEHHE OCOOEHHOCTEH OAHOrO0 M3 MPOCTEHLINX LIH(pPOB —
wugppa 3amersl U METOIOB €T0 BCKPBITHS COAEPXKUTCS B JIBYX H3BECTHBIX paccKasax:
«3oJg010# XKyK» I.[To u «[lasimyie venoseukn» A. Konan [lofina.

Paccmotpum Gosiee noapoGHO iBa npuMepa.

Iudp «Cuurana». IToT wudp u3BecteH co BpeMeH BoiiHbl CrapTel npotus Adun
B V Beke 110 H.3. JlJisl ero peasu3aluy MCII0/1b30Ba/IaCh CLMTAJA — Ke3Jl, HMelOLLHi
¢hopmy tmimHApa. Ha cuurany BUTOK K BUTKY HamaTbiBaJlach y3Kasl NarmupycHast JieHTa

'Kahn David. Codebreakers. The story of Secret Writing. New York: Macmillan, 1967.
2Coboaesa T.A. Taitmonucn B nctopuu Pocenu (Metopust kpuntorpaduueckoii ciyx6ui Poc-
cun XVIII—Hauana XX B.). M., 1994,
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(6€3 MPOCBETOB M HAXJIECTOB), a 3aTeM Ha TOH JIEHTE BJIOJb OCH CLUTAJbI 3aMTHCHIBAJICS
OTKPBITHIH TeKcT. JIeHTa pasMaTbiBasach M MoJyyasnoch (1Js1 HEMOCBSLIEHHbIX), UTO Ha
JieHTe B OeCropsiike HanucaHbl Kakhe-To OYyKBbI (Kaxnaasi U3 GYKB IMOMEpeK JIEHTb).
3aTeM JieHTa OTIpaBJsiach ajapecaTy. Anpecar Opas Takylo »Ke CLUTasly, TAaKHUM Ke
06pa3oM HamaTblBa/J Ha Hee IMOJYUEHHYIO JICHTY M UuTasl COOOLIEHHE BOJb OCH CLH-
TauIbl.

OtmeTuM, uTO B 9TOM LIH(pPe NpeoOGpa3oBaHHe OTKPLITOTO TeKCTa B LUIH(POBAHHBIH
3aKJII0UACTCS B ONPEJICJICHHOH nepecTaHoBke OYKB OTKpbiToro Tekcra. [Tosromy knace
1MdpoB, K KOTOPbIM OTHOCHTCS M wHdp «Cuurtana», HasblBaeTcss wugpamu nepe-
CMAHOBKU.

Ungp Llesaps. dror mudp peanusyer cieiyiollee npeobpa3oBaHHe OTKPLITOrO
TeKCTa: Kaxkaasi OyKBa OTKPHITOTO TEKCTa 3aMeHsIeTCsl TpeThell nocJse Hee OyKBOH B aJi-
(haBuTe, KOTOPBIA CUMTAETCS HANHMCAHHBIM MO KPYTy, T.e. mocje GYKBbl «si» CJIeLyeT
6ykBa «a». OTmerum, uto Lle3apb 3amenssi GykBy TpeTbell mnocje Hee OyKBOH, HO
MOXKHO 3aMeHsITb M KakoH-HHOyHb Apyrof. [yaBHOe, yTOGLI TOT, KOMY MOCBLIAeTCs
1M poBaHHoe coobllieHue, 3Hal 3Ty BeJMuuHy casura. Knace mmdpos, K KOTOpbIM
otHocuTcsl M wudp Llesaps, HasbiBaeTcs wugppamu 3anerol.

3 npenpiayliero u3noKeHus MOHATHO, UTO MPUyMbIBaHHE XOPOLIEro mudg-
pa — nesno TpynoeMkoe. ITosTomy »kejaTesbHO YBEJIHUMTb «BPEMS *KU3HH»
XopolLlero wupa u UCrob30BaTh ero 1ist MGMPOBaHUS KaK MOKHO GOJIbILIEro
KoJituecTBa cooOlleHuid. Ho npu 3ToM BO3HHKAET onacHOCTb, UTO TMPOTHBHUK
yxKe pasrajaj (BCKpbI) HIM(P ¥ uuTaeT 3aumiiaemyro uHdopmaumo. Eciu
Ke B IIH(Pe ecTh CMEHHBIH KJIOU, TO, 3aMEHUB KJIIOU, MOXKHO HaJeAThCs, UTO
paspaboTaHHble MPOTUBHUKOM METOJIbI y2Ke He NaloT sdeKTa.

[Ton karouom B Kpunrorpaduu MOHUMAIOT CMEHHBIH 3J1€eMEHT 1Hdpa, KOTo-
pblil puMeHsieTest s mudpoBanust coobienunii. Hanpumep, B mmdpe «Cuu-
Tajia» KJOUOM SIBJISIETCS IMaMeTp CUMTaJIbl, a B liudpax tuna umdpa Lesaps
KJIOUOM $IBJISIETCS BeJIMUMHA C/BUra OyKB IIM(PTEKCTa OTHOCHTENBLHO OYKB
OTKPBITOTO TEKCTA.

OnucanHble coobpaKeHHs1 PUBEIN K TOMY, 4TO 6e30MacHOCTb 3alltilae-
Mo# HH(OPMALIMH CTaJla ONPeaesaThCs B EPBYIO ouepeib KatodoM. Cam wudp,
IMdpmMaliiHa WIM TPUHLKI HM(POBAHUS CTaJH CUHTATh M3BECTHBIMH TMPO-
TUBHUKY W JIOCTYITHBIMH JIJIsl TPEIBAPUTEJILHOTO H3YU€eHHsI, HO B HUX MOSIBUJICS
HEU3BECTHBIN /151 MPOTUBHHKA KJIHOU, OT KOTOPOTO CYILIECTBEHHO 3aBUCAT MpPH-
MeHsieMble TIpeoGpa3oBaHust MH(opMallu. Tenepb 3aKOHHbIE MOJb30BATENH,
npexae yeM OOMEHMBATLCS LIM(MPOBAHHBIMH COOOLUEHHSIMH, JOJLKHBI TalHO
OT TPOTHBHUKA OOMEHSATHCS KJIIOUAMH WJIM YCTAHOBUTb OJMHAKOBLIH KJIIOU Ha
000UX KOHIIAX KaHasa CBsi3H. A Jyisi TPOTHBHUKA MOSIBUJIACH HOBasi 3ajlaua —
ONpEJIe/IUTh KJIIOU, MOCJIe Yero MOXKHO JIEKO MPOUMTaTh 3allM(pOBaHHbIE Ha
3TOM KJlloUye COOOIIEHHSI.

BepHemes K ¢opMasbHOMY OMUCAHUIO OCHOBHOTO 00'beKTa KpUMTOrpaduu
(puc. 1, ctp. 199). Tenepb B Hero Heo6X0JAMMO BHECTH CYIIECTBEHHOE H3MeEHe-
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HHe — N06aBUTb HEJIOCTYMHbBIA JJIi MPOTHMBHUKA CEKPETHbIH KaHa/ CBSI3H JJs
oOMeHa KJouamu (cM. puc. 2). Co3aath Takoil KaHaJ CBS3M BIOJHE PeajsibHO,
MOCKOJIbKY Harpy3ka Ha Hero, BooGlile roBOpsi, HeGOJbIIIas.

A < YIITIBOEOUC " -, B

p
Puc. 2

OTMeTHM Ternepb, UTO He CYLIECTBYET €MHOTO 1dpa, MOAXOIAIIEr0 s
Bcex chayuaeB. Boibop crniocoba dpoBaHus 3aBUCUHT OT 0COOeHHOCTEeH HHOP-
MalliH, ee LleHHOCTH U BO3MOXKHOCTEH BJlajlesIbLieB M0 3alluTe CBoel UH(popMa-
uun. [1pexxyie Bcero nopuepkHeM 60Jibllioe pazHoo6pasue BUJIOB 3allMIlaeMoN
WH(OpPMAlIUK: JOKyMeHTaJbHasl, TeJeoHHas!, TeJeBU3HOHHAS, KOMITbIOTEpHAs
v T. 1. Kaxnplil Bua uHdopMaluu UMeeT CBOM CreliMpruecKHe 0COOEHHOCTH,
M 9TH 0COOEHHOCTH CHMJIbHO BJIUSIOT HA BbIGOP METOJOB LIH(POBaHUS HHDOP-
MauuH. bosbloe 3HaueHne umeloT oObeMbl U TpebyeMasi CKOPOCTb Mepeiauu
wndpoBaHHol HHpopMauuu. Buibop Buaa wudpa v ero napamerpos cylile-
CTBEHHO 3aBHUCHT OT XapaKTepa 3all|llaeMblX CEKPETOB UJIH TaliHbl. HekoTopbie
TalHbl (Harmpumep, roCy/lapCTBEeHHbIe, BOEHHbIE M JP.) AOJKHBI COXPAHSATHCS
JeCATUIETHSMH, @ HEKOTOPbIe (Hanpumep, GUpKeBble) — yxKe uepe3 HeCKOJIbKO
4acoB MOXKHO pasriacuTb. Heo6X0auMo yunThIBaTh TaKxkKe U BO3MOXKHOCTH TOTO
MPOTHBHUKA, OT KOTOPOro 3allyuiaeTcs AaHHash uHpopmauus. OxHo aeso —
MPOTUBOCTOSITL OJMHOUKE WJM Jake GaHje YroJOBHHUKOB, a JApyroe Jeno —
MOLIHOH TOCy/lapCTBEHHON CTPYKType.

Crnoco6HOCTb 1IH(Pa MPOTHBOCTOSATH BCEBO3MOXKHBIM aTakaM Ha HEro Ha-
3bIBAIOT CMOUKOCMbIO uLuppa.

[lon amaxoi na wigp NOHUMAIOT NOMBITKY BCKPLITHS TOr0O LIKMdpa.

[ToHsiTHE CTOWKOCTH 1Mdpa sIBJISETCS LEHTPAJbHBIM JUIs KPUNTOrpaduH.
XOoTs1 KauecTBeHHO MOHSITh €ro JIOBOJBHO JIETKO, HO TOJIyueHHe CTPOTHX J0-
Ka3yeMbIX OILEHOK CTOHKOCTH JIIfl KaXKJI0ro KOHKPETHOTo Ihdpa — rnpobJema
HepelleHHasi. DTO 0OBSACHAETCS TEM, UTO JIO CHX MOp HET HeOOXOAMMbIX s
pelleHust TaKoH poOJIeMbl MaTeMaTHUECKHUX pe3yJ/bTaToB. (Mbl BepHeMest K 00-
CYKJIEHHIO 3TOro Borpoca Huxke.) [loatomy cTOHKOCTb KOHKpeTHOro liudpa
OLIEHUBAETCS TOJBKO TyTEM BCEBO3MOXKHBIX TOTMBITOK €r0 BCKPBITHS W 3aBUCHUT
OT KBAJIM(PUKALMH KPUNMOAHAAUMUKO8, aTaKylollX ndp. Takyto npoiiery-
py HHOTJA HA3bIBAIOT 1POBEPKOL CMOUKOCMIU.

BaxXHbIM MOArOTOBUTEIbHBIM 3TANOM JI/Isl TPOBEPKH CTOHUKOCTH 1udpa siB-
JIsleTCsl MPOJlyMbIBAHHE PA3JIUUHBIX MPE/oJaraeMblX BO3MOXKHOCTEH, C MTOMO-
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IbI0 KOTOPBIX MPOTHBHUK MOXET aTakoBaTh LIU(p. [losiBieHne Takux BO3-
MOXKHOCTEl Y MPOTUBHUKA OObIYHO HE 3aBUCHT OT KPUITOrPaduu, 3TO SIBJSETCS
HEKOTOPOH BHELIHeN MOICKA3KOH U CYLIECTBEHHO BJIUSIET HA CTOUKOCTD LIHpa.
[To3TOMY OLIEHKH CTOHKOCTH LIH(pa BCEraa Collep:KaT Te MPeAnoNoxKeHHs o 1ie-
JISIX ¥ BO3MOXKHOCTSIX TIPOTHBHUKA, B YCJIOBUSIX KOTOPBIX 3TH OLLEHKH MOJyU€EHbI.

[Ipexyie Bcero, Kak 3TO y»Ke OTMeUaJoCh Bbille, 0OObIUHO CUMTAETCS, UTO
MPOTHUBHUK 3HAET caM LIKU(P U UMEET BO3MOXKHOCTU JJIsl €r0 MPeABAPUTENbHO-
ro usyuenusi. [[pOTHBHUK Tak:Ke 3HAET HEKOTOPbIE XaPAKTEPUCTHKH OTKPBITbIX
TEKCTOB, HalpUMep OOLIYI0 TEMATHKY COOOLIEHHH, HX CTHJIb, HEKOTOPble CTaH-
JapThl, GopmMaThl H T. 1.

M3 Gosee crieuugpuueckux MNpHUBENeM ellle TPU NpHMepa BO3MOXKHOCTEN
MPOTHBHHUKA:

— TIPOTHBHUK MOKET MepeXBaThbiBaTh BCe IM(POBAHHbIE COOOIIEHHS], HO
He UMeeT COOTBETCTBYIOLIMX UM OTKPBITHIX TEKCTOB;

— TPOTHBHUK MOKET MepeXBaThIBATh BCe LIM(PPOBAHHbIE COOOIIEHHS U J10-
ObIBaTh COOTBETCTBYIOLIHE UM OTKPBIThIE TEKCThI,

— TPOTUBHUK UMEET JOCTYI K LIKPPY (HO He K Katouam!) U TOITOMY MOXKET
3alIn(poBLIBATL U NEMIN(POBLIBATL JIIOOYI0 HHPOPMALHIO.

Ha npotsizkeHMH MHOTHX BEKOB CpeIM CIELMAaJHCTOB HE YTHXaJd CIOpbI
0 CTOHKOCTH WIM(POB U O BO3MOKHOCTH MOCTPOEHHST aBGCOJIOTHO CTOHKOTO
wndpa. [1puBeneM Tpu XapakTepHbIX BbICKA3bIBAHHS HA 3TOT CUET.

Anrnuiicknii matematuk Yapaba Be66umx (XIX B.):

«Besknii uesoBek, Jazke €cyiM OH He 3HAKOM C TEXHHKOH BCKPBITHSA 1IM(POB, TBEP-
JI0 CUHTAET, UYTO CMOXKET H300pecTH abCOJIOTHO CTOMKMH wMdp, 1 ueM Gojee yMeH
1 00pa3oBaH 3TOT 4eJIOBEeK, TeM 0oJjiee TBEpAO 3TO yOexjaeHue. 1 cam pasaensii 3Ty
YBEPEHHOCTb B TeUEHHEe MHOTHX JIET».

«Oren kubepuetuxu» Hopbept Bunep:

«JIto60it mwUdp MoxkKeT ObITb BCKPBIT, €CJH TONbKO B 9TOM €CTb HACTOSITeJbHAS
HeoOX0UMOCTb H MH(OPMALHUsl, KOTOPYIO MpeJriosaraeTcs olyuuTb, CTOMT 3aTpaueH-
HBIX CPEJCTB, YCHJIHH H BPEMEHH...»

Aprop wmdppa PGP ®. 3ummepmann («Komnbioreppa», Ne48 ot 1.12.1997,
cTp. 45—46):

«Kaxpii, KTo aymaet, uto u3obpes HempoOHBaeMylo cXemy IIU(POBaHHS, — WJH
HEBEPOSATHO PELKHI FeHHH, WM MPOCTO HAUBEH M HEOMbITEH...»

«Kaxnpiii porpaMmuct BooGpaxkaer cebsi Kpunrtorpadom, 4to BELET K pacrpo-
CTPAHEHHIO HCKJIOUMTEBbHO MJIOXOr0 KPUNTOOOECHEUCHHUS. .. »

B 3akJ/oueHHe jaHHOrO pasjiesa ciesaeM ellle OfHO 3aMedaHue — O Tep-
MHHOJIOTHH. B mocsieiHee BpeMmsi Hapsily cO CJIOBOM «KpPHMTOTpadUsi» 4acTo
BCTPEUAETCS U CJOBO «KPHUITOJIOTHSI», HO COOTHOLLIEHHE MeXK/ly HUMH He Bcerja
noHUMaercsl npaBu/bHO. Celluac MPOMCXOIUT OKOHUATebHOE (HOPMHUPOBAHHE
9TUX HAyYHBIX JUCLMILINH, YTOUHSIOTCA UX MPEAMET M 3aJauH.
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Kpunmoepagus — nHXeHepHO-TeXHUUeCKast TMCUUIIJIMHA, KOTOpasi 3aHU-
MaeTcsl MaTeMaTHUeCKMMH MEeTOJaMM 3alluThl HHopMaluu. Bkitouaer B cebs
KPHUIITOCHHTE3 U KPUIITOAHAH3.

Kpunmocunmes — ta yacTb Kpunrorpaguu, Kotopasi 3aHHMaeTcsi paspa-
GOTKOH KpUnTorpahuuecKUx CpeliCTB 3allUThl HHOPMALHH.

Kpunmoanaaus — COBOKYMHOCTb METOIOB M CIIOCOGOB BCKPBITHSI KPHITO-
rpauuecKux Cxem.

Kpunmoaoeus, uiy, 4to TO XKe camoe, meopemudeckas (WIH mamema-
Mu4eckas) Kpunmoeapagus — otTpacyb JUCKPETHOH MaTeMaTHKH, PeIMeTOM
KOTOPOH SIBJISIETCS MCCJIEN0BAHHE MaTeMaTHUECKHX Mojlesiell Kpunrorpaguue-
CKHX CXEM.

CoOTHOILIEHHe KPUNTOCHHTE3a W KPUMTOAHAJIM3A OUEBUJIHO: KPHITOCHH-
Te3 — 3alluTa, HarpuMep pa3paboTka WIK(POB, a KPUIITOAHAIU3 — HaMAaleHHE,
T.e. ataka Ha wudpbl. OQHAKO TH JBe IUCLMIUIMHBI CBSI3aHBI IPYT C APYTOM,
1 He GbIBA€T XOPOLIMX KPUMNTOrpadoB, He BJAJEIOIIMX METOJaMH KPUITOAHA-
J13a.

§ 3. MaremaTnueckre OCHOBBI

BoJbliioe BaHsIHHE HA pa3BUTHE KPUMITOrpadUy OKa3aJu NOosBUBLINECS B ce-
peante XX Beka paboThl amepukanckoro matemaTnka Knona [lennona. B stux
paboTax OblIH 3a/02KeHbl OCHOBBI TEOPUH HH(OPMALMH, a TaKxke Obll pa3-
paboTaH MaTeMaTHUEeCKHH anmapaT sl UCCJeJOBaHUH BO MHOTHMX 00JaCTsIX
HayKH, CBsI3aHHbIX ¢ HH(opmalmel. Bosiee Toro, MpuHATO CuUTaTh, UTO TEOPUS
MH(pOpMalMKM Kak Hayka poausach B 1948 romy nocjie nmyGanKauuu padoThbl
K. lennona «MaTemaTuueckas Teopusi CBs3u» |,

B cBoeii pa6ore? «Teopusi cBA3H B ceKpeTHbIX cucTeMax» Ko Ilennon
000011K/ HAKOTJIEHHBIH 10 HEro onblT pa3paboTku wHppoB. OKazanoch, UTo
Jla’ke B OUeHb CJIOXKHBIX LIH(pPax B KauecTBE THUIHUHBIX KOMIOHEHTOB MOXK-
HO BbIJIEJIUTh, 110 KpailHell Mepe TeOopeTHUeCKH, TakHue MPOCTble MHGPbI, KaKk
wigppor 3amersl, Wi pol nepecmarosKiL WK UX COUeTaHHsI.

ludp 3amenbl siBAsieTcs MpoCTelllIMM, HauboJee MOMyAsPHbIM LIHU(POM.
TunuunbiMu npumepamu sijsitorest wudp Llesapsi, «uudupuasi azbyka» [lerpa
Besukoro u «nsiuyiue yenopeukn» A. Konan [oitna. Kak BugHo U3 camoro
HasBaHUs, WHGP 3aMeHbl OCYILECTBJsET peoOpa3oBaHue 3aMeHbl OYKB HJIH
JIPYTHX «UacTel» OTKPHITOTO TEKCTa Ha aHAJOTHUHbIE «UacTH» HIM(PPOBAHHO-
ro tekcra. Jlerko nath mMatemaruueckoe onucanue ivdpa 3amenbl. [Tyctb X

IShannon C. E. A mathematical theory of communication // Bell System Techn. J. V.27,
Ne3, 1948. P. 379—423; V.27, Ne 4, 1948. P. 623—656.
2Cwm. TpusioxKenue.
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v Y — 1Ba ajnidaBuTa (OTKPHITOrO M ILIMPPOBAHHOTO TEKCTOB COOTBETCTBEHHO),
COCTOsIlIIME M3 OJIMHAKOBOro 4ucsaa cumBoJioB. Ilyeth Takke g: X — V —
B3aMMHO OjiHO3HAuHOe oToOpaxkeHue X B Y. Torma ummdp 3ameHbl JeHCTBY-
€T TaK: OTKPBITHIE TEKCT XX ...X, Npeobpasyercss B LIMMPOBAHHBIH TEKCT
gxi)g(xs) ... g(xn).

[Ingp nepecTaHoBKH, KaK BUAHO U3 HAa3BaHMUsI, OCYLIECTBJSIET TPe0OPas3o-
BaHHE MePecTaHOBKH OYKB B OTKPbITOM TekcTe. TWMHUHBIM MpUMepoM liudpa
nepecTaHoBKU sBJsieTcs WHpp «Cuurana». OOGbIUHO OTKPBITHIH TEKCT pas-
6uBaercsl Ha OJIOKM PaBHOH AJMHbI M KaxKIbld OJIOK LIH(PYeTCsl He3aBUCH-
mo. Ilyctb, Hanpumep, AJHHA OJIOKOB paBHa 71 U G — B3aUMHOOJHO3HAUHOE
otoGpaxkenue MuoxkectBa {1, 2, ..., n} B ce6s. Torna umdp nepecTaHOBKH
JIEHCTBYET Tak: 6JIOK OTKPBITOTO TEKCTA X| . . . X, MpeoOpasyercst B 6JOK M-
POBAHHOIO TEKCTA Xg(1) - - - Xa(n)-

Baxkneitiium jyist pazsutusi kpunrorpacdun Obut pesysbrat K. IllenHona
0 CyleCTBOBaHUH abCoJItoTHO cToiKoro mudpa. Jliobo# Takol mmndp nomo-
6€eH TaK Ha3blBa€MOMH JIEHTe OJHOPA30BOr0 MCMOJb30BAHUS B TOM CMbICJIE, UTO
CEKPETHBIN KJII0Y JIO/KEH ObITh MOJHOCTBIO CJydaHHbIM, OTHOPA30BbIM, U €ro
JUIMHA JI0JDKHA ObITh HE MeHbllle JJHHbI OTKPBITOrO TEKCTA.

Aror pesysbrart 661 Jokaszad K. [llenHoHoMm ¢ rnomolpbio pa3paboTaHHOTO
MM T€OPETUKO-HH(OPMALIMOHHOIO MeTOo/la HCCaeloBaHUsl WHppoB. Mbl He Oy-
JIeM 3J1ecb OCTaHABJMBATLCS HA 3TOM NOAPOOHO, 3aHHTEPECOBAHHOMY YHTATEIIO
pekomenlyem u3yunth pacoty K. [llennona'.

O06cyaumM 0coOEHHOCTH CTPOEHUST a0COJIOTHO CTOHKOTO 1IMdpa U BO3MOK-
HOCTH €ro MPaKTHUECKOro MCMoJb30BaHHsA. TUNHUHBIM W HauboJiee MPOCTHIM
NpUMEPOM peaJsinzaliii abCoJIIoTHO CTOHKOro WWHdpa siBJsiercs wngp Bepuama,
KOTOPBIH OCYyLLECTBJIsIeT T0OUTOBOE CJI02KEHHE 1-OUTOBOIO OTKPBLITOrO TEKCTa
1 11-OUTOBOTO KJItOUa:

yi=xi®k, i=1,..., n

35ech X| . ..X, — OTKPBITHIH TeKCT, ki, ..., R, — Koy, Yy ... Y, — WUppo-
BaHHbLIH TEKCT.

[TouepkHem, uto Jyist aGCOJIOTHOH CTOHKOCTH CYLIECTBEHHBIM SIBJISIETCS
KakJ10€ U3 CJIENYIOINX TPeOOBaHUI K JIEHTE OJJHOKPATHOTO MCIOJb30BAHHUS:

1) nosnasi cayuafiHocTh (PaBHOBEPOSITHOCTL) KJioua (3TO, B UACTHOCTH,
03HAUYAET, UTO KJOU HeJb3si BbipabaThbiBaTh € MOMOIIbIO KaKOTO-JIHG0 JeTep-
MHHUPOBAHHOTO YCTPOHCTBA);

2) paBeHCTBO JYIMHbBI KJIIOUA W JUIMHBI OTKPBITOTO TEKCTa;

3) OJIHOKPATHOCTb HUCMOJIb30BAHHUS KJIIOUA.

'Cwm. Tpunoxenue.
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B cayuae HapylieHdsi XoTsi Obl OJJHOTO W3 3THX YCJIOBHH LIM(P nepecraer
ObITb a6COMIOTHO CTOUKHUM U TOSIBJISIIOTCS] IPUHLMITHAJbHBIE BO3MOXKHOCTH JJI51
€ro BCKPBITHS (XOTsI OHM MOTYT ObITh TPYJHO peasM3yeMbIMH).

Ho, okasbiBaercsi, UMEHHO 3TH YCJOBHSI WU JIeNaloT abGCOJIOTHO CTONKHH
11dp OueHb JOPOTHM M HeMpakTHUHbIM. [Ipexiie ueM MoJib30BaThCs TaKUM
1GPOM, Mbl JIO/KHBI 00ecreuuTb BceX aGOHEHTOB JOCTATOUHBIM 3aracom
CJIyUAHHbIX KJIOUEH U UCKJIOUHTh BO3MOXKHOCTb UX MOBTOPHOTO MPUMEHEHHS.
A 3710 caenath HEOOBIYANHO TPYAHO H L0OPOTO.

Kaxk ormeuan I1. Kan: «ITpo6aema coznanus, perucrpaluu, pacnpocTpaHeHust U OT-
MeHbI KJIIOUeH MOXKeT TMOKa3aTbCsl He CJMIIKOM CJIO0XKHOH TOMY, KTO He HMeEET OfbITa
nepeaaun cooOlleHUH Mo KaHa/jlaM BOEHHOH CBSI3H, HO B BOEHHOE BpeMsi 0ObeM rnepe-
JlaBaeMbIX COOOLLEHHI CTAaBUT B TYIMHK Jlaxke MPo(ecCHOHAbHbBIX CBS3HCTOB. 3a CyTKH
MOTYT ObITh 3alIH(POBAHBI COTHH Thicsiu cyioB. Co3aanue MUIJIHOHOB KJIOUEBLIX 3HAKOB
notpe6oBaJso Obl OTPOMHbBIX (PMHAHCOBBIX M3JIEPIKEK H ObIJIO Obl COMPSIKEHO ¢ GOMbIINMH
3aTpaTaMM BpeMeHH. Tak KaK KaKiblil TEKCT J0J/KEH UMeTb CBOH COOCTBEHHBIH, ¢HH-
CTBEHHBIH W HEMOBTOPUMbIH KJIIOY, MPUMEHEHHe HealbHOH CHCTeMbl MoTpe6oBaso Gbl
nepeaaud Mo KpaklHel Mepe TAKOro KOJIHUECTBA 3HAKOB, KOTOPOE SKBHUBAJEHTHO BCEMY
00beMy TnepeilaBaeMoil BOeHHOH HH(OPMAaLMU».

B cuny ykasaHHbIX NPUUYHH aBCOJIOTHO CTOHKHE WIM(PbI TMPUMEHSIOTCS
TOJIBKO B CETSIX CBSI3H € HeOOJbLIHM 00beMOM MepenaBaeMoil HHOpMaLUH,
0ObIYHO 3TO CETH JUIsl Nepeaynd 0co060 BaxKHOH roCy1apcTBEHHOH HH(POPMALIHH.

Tenepb y»Ke MOHSITHO, UTO yallle BCEro JJIsl 3alllUThl CBOEH MH(OpMalUU
3aKOHHbIE MOJIb30BATENH BbIHYK/I€HbI TPUMEHSATh HeaGCOIOTHO CTOHKHE LI~
pbl. Takue wmdpbl, Mo KpailHel Mepe TEOPETHUECKH, MOTYT ObITb BCKPbITHI.
Bompoc To/IbKO B TOM, XBAaTHT JIM Y MPOTUBHUKA CHJI, CPEACTB U BPEMEHH s
pa3paboTKK U peasin3ali COOTBETCTBYIOLMX aAropUTMOB. OOBIUHO Ty MbIC/b
BbIPAXKAIOT TaK: MPOTHUBHUK C HEOTPAHMYEHHBIMM PecypcaMH MOXKET BCKPBITh
000K HeaBCOMIOTHO CTOUKHI LIHPP.

Kak »e mosmKeH nelcTBOBAaTh B TOH CUTyalMH 3aKOHHBIH MOJb30BATENb,
BbiGUpas aas cebs wngp? Jlydine Bcero, KoHeuHo, Gbl10 Obl J0Ka3aTh, UTO
HHUKAKOMH MPOTUBHUK HE MOXKET BCKPbITh BbIOpaHHBIi WHGP, cKaxKeM, 3a 10 jeT
1 TE€M CaMbIM TOJIyUHTh TEOPETHUECKYIO OlleHKY CTOHKOCTH. K coxkasenuio, ma-
TemMaTHyeckasi TeopHsl ellle He JaeT HY:KHbIX TeOpeM — OHH OTHOCSTCS K Hepe-
LLIEHHOH npoOaemMe HUNHUX OYEHOK BbLUUCAUMEAbHOU CAOHCHOCMU 3adaH.

[TosToMy Ha npakTHKe MPUXOAMTCS MCMOJb30BaTh aJbTEPHATHBHBIA MOJI-
X0/l — TOoJlyueHHe TaK Ha3blBaeMbIX MPAKTHUECKHUX OLIEHOK CTOHKOCTH. [l
9TOr0 HY?KHO BBIMOJIHUTD CJIE/lyIoLlee:

— TOHATb U UETKO CPOPMYJHPOBATh, OT KAKOTO MPOTHBHHKA Mbl coOHpa-
eMcsl 3aluIaTh HHPOPMALIHIO; HEOOXOJUMO YSCHHUTb, UTO HMEHHO TPOTHBHUK
3HAET WJIM CMOXKET Y3HaTb O LIM(pe, a TakKe Kakue CHJbl M CpPelcTBa OH
CMOZKET MPUMEHHTD /Il €r0 BCKPBITHS;
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— MBbICJIEHHO CTaTh B IMOJIOXKEHHE MPOTHBHUKA U MbITATHCH C €0 TMO3HIHNI
aTakoBaTb WIHGP, T. €. padpabaTbiBaTh pasJjHuHble aJTOPUTMbl BCKPLITHS LIH(-
pa; mpu 3TOM HeOoOGXOIUMO B MaKCHMAJbHOH Mepe 06eCreunTh MOJIeMpOBaHHe
CHJI, CPEJICTB U BO3MOXKHOCTEH NMPOTHBHHKA,;

— HaWJyulIni U3 pa3paboTaHHbIX aJTOPUTMOB HCMOIb30BATh JJIS TIPAKTH-
UeCKOH OlleHKH CTOMKOCTH iudpa.

3/1ech M0JIE3HO JJIsT HITIOCTPALUH YIIOMSIHYThb O JABYX MPOCTEHIINX MeToIax
BCKpPbITHS LIMQpa: cjydaiiHoe yrajbiBaHHe Kjtoua (0oH cpabaTbiBaeT ¢ Ma-
JIEHbKOH BepOSITHOCTBIO, 3aTO MMeET MaJIeHbKYIO CJIOXKHOCTB) U Mepebop Bcex
NOAPSI KJoUeH BIUIOTh 0 HAXOXKJEeHHsT HCTHHHOrO (OH cpabaThiBaeT BCeraa,
3aTO MMeEeT OueHb OOJIbIIYI0 CJHO0XKHOCTb). OTMETHM TakKxKe, UTO He Bcerna
Hy»KHa aTaka Ha KJIOY: JJIsi HEKOTOPBIX HIH(POB MOXKHO Cpasy, 1axKe He 3Hast
KJIIOUa, BOCCTAHABJMBATDH OTKPBITBIH TEKCT MO HGPOBAHHOMY.

§ 4. HoBble HanpaBJeHus

B 1983 rony B KHure «Koybl u Matematuka» M. H. Apumnosa u J1. E. Ca-
JloBcKoro (6ubauoreuka «KpaHT») Obl10 HanucaHo: «[IpuemoB TaiiHonucH —
BeJIMKOE MHOXKECTBO, H, CKOpee BCero, 3T0 Ta 00J1acTb, e YyxKe HeT HYX/bl
NPUAYMbIBATH UTO-HUOY/Ib CYLIECTBEHHO HOBOEe». OJHAKO 3TO ObIO OUepesHOe
6oJibllioe  3abJiyxKjleHde oTHocuTesbHO Kpunrtorpacdud. Eme B 1976 rony
6bl1a ony6JIMKoBaHa paboTa MOJIOJIBIX aMepUKaHCKUX MateMaTHKoB V. [{nddu
u M. 3. Xenimana «Hoble Hampabjennsi B Kpuntorpadun» !, KoTopas He
TOJIBKO CYIIECTBEHHO H3MEeHWJIa KPUMTOrpauio, HO M MpHUBEaa K MOSIBJIEHHIO
1 OypHOMY pa3BHUTHIO HOBbIX HarpaBJeHHd B MaremaTuke. LleHTpasibHbIM
MOHATHEM «HOBOW KpUNTOrpauu» siBJSETCS NOHATHE OJIHOCTOPOHHEN (DYHKLIMH
(mogpobGree 06 3TOM CM. TJ1aBy 2).

Odnocmoporneil HagbiBaetrcst ¢yukumsi F: X — Y, obaanaiomias 1Byms
CBOHCTBAMHU:

a) CYLIECTBYET MOJMHOMHAJLHbBIA aJrOPUTM BbIUHCJIeHHsT 3HAUeHUl F(X);

6) He CyIIeCTBYeT MOJMHOMHAJIBLHOTO aJrOPUTMa UHBEPMUPOBAHUSL PyH-
KuuK F (T.e. pelieHUsi ypaBHeHUs! F(x) = y OTHOCHUTEJILHO X, TOUHOE OIpejie-
JleHHe cM. Ha cTp. 32).

OTMeTHM, UTO OJIHOCTOPOHHSIS1 (PYHKLHS CYLLECTBEHHO OTJIHUAETCS OT PyHK-
[M#, TPUBLIYHBIX CO IIKOJbLHOH CKaMbH, M3-3a OTPAHHUEHHH Ha CJIOXKHOCTD
ee BbIUHCJIEHUS] U HHBEPTHPOBaHHUs. Bonpoc o cylecTBOBaHHH OJHOCTOPOHHHUX
(bYHKLMI MOKA OTKPBIT.

Vugpepu ¥ ., Xeaaman M. . 3aimiienHocTs 1 AMHTOCTOKOCTh, BBenienne B kpuntorpaduio //
THUHNIP. T.67, Ne 3, 1979.
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Ellle 0fHUM HOBBIM MOHATHEM SIBJSETCS TOHATHE PYHKYUU C CEKPEMOM.
MHorna ete ynorpedasercs TepMUH @yHKyusa ¢ r08yuikoti. DyHkuuei ¢ cex-
petoM HasbiBaercst Takast ¢yHkuust £: K x X — Y, uto:

a) CYLIECTBYET MOJHHOMHAJILHBIN aJTOPUTM, KOTOPBIH BLIOHPAET TaKylo Ma-
py (ky, ko), k| — cnyuatiHblii snemMeHT MHOXKecTBa K. 3HaueHue ko HasbiBaeTCs
CEeKpeToM,;

6) CylLeCTBYET TOJMHOMHAJbLHBIH aJrOPUTM, KOTOPBIH MO JaHHBIM &)
u x € X Boiuncasier F(ky, x);

B) HE CyL1eCTBYET NOJMHOMHAJBHOIO a/JrOpUTMa MHBEPTUPOBAHUS (PYHKLIUH
F(ky, -) npu H3BECTHOM k| (M HEU3BECTHOM k9);

T) CYLIECTBYET TMOJMHOMHAJLHBIA aJrOPUTM, KOTOPbIH MPU H3BECTHOM CEK-
pere ko uuBepTHpyeT (yHKuMo F(ky, -).

[Ipo cyuiecTBOBaHHE (PYHKUMI C CEKPETOM MOXKHO CKa3aTb TO K€ CaMoe,
YTO CKa3aHO PO OJHOCTOPOHHUE (PYyHKUMH. [l MpaKTHUECKHUX LieJIeH KpHIl-
Torpaduu ObIIO MOCTPOEHO HECKOJNLKO (DYHKIIHH, KOTOPblE MOTYT OKAa3aThCsl
GbyHKLIMAME ¢ ceKpeToM. JIJisi HUX CBOWCTBO B) MOKa CTPOTrO He JIOKA3aHO, HO
Jau6o 1oKasaHo, JHOO Tpeanosaraercs, 4To 3ajaya HHBEPTHPOBAHHS IKBHBA-
JIEHTHA HEKOTOPOU JJaBHO MU3y4aeMOH BbIUMCJUTENbHO TPYJIHOH MAaTEMAaTHYECKOH
3anade. Haubosee H3BeCTHOH M TOMYJSAPHOH M3 HUX SIBJSIETCS TEOPETHKO-
yKcsoBast (yHKIMSI, Ha KOTOPOH nocTpoeH miudp RSA (nogpoGHee 06 3TOM
CM. Ty1aBy 4).

[IpuMeHeHHe (YHKILMI C CEKPETOM B KPUNTOrpacuu MO3BOJISET:

1) opranusoBath 06MeH IHGPOBAHHBIMU COOOLIEHUSAMH C HCTIOb30BAHHEM
TOJIbKO OTKPBITBIX KaHAJOB CBS3H, T.€. OTKA3aThCSl OT CEKPETHLIX KaHaJoB
CBSI3U YISl MPEABAPUTEJbHOr0 0OOMEHA KJI0YaMH;

2) BKJIIOUHTb B 3aJ1auy BCKPBITHS HIH(Pa BLIUHCJUTENLHO TPYAHYIO MaTeMa-
THUECKYIO 3a/lauy ¥ TEM CaMbIM TOBBICHTh 000CHOBAHHOCTb CTOMKOCTH 1IH(PA;

3) peliath HOBble KpUnTorpaguueckue 3ajauu, OTJIUUHbIE OT LIM(POBAHUS
(9neKmMpoOHHaA Yupposas NOONUCL U JIP.).

[TonuepkHeM, UTO BCe 3TH 3aaud MOTYT ObITb peLIeHbl, 10 KpakHeldl Mepe
TEOPETHUECKH, U 63 HCT0/b30BaHUS (DYHKILMH C CEKPETOM; OJIHAKO KOHCTPYK-
IMM, OCHOBaHHble Ha (DYHKILHSX C CEKPETOM, Mpolile U 3pdeKTHBHEE.

Onuuiem, Hampumep, Kak MOxHO peasnusoBath m. ). [Tosb3oBatens A,
KOTOPBIH X0U€eT NoJiyuaTh LIM(PPOBaHHbIE COOOLIEHHS, L0JKEH BEIOPATh KaKylo-
Hu6yabL dynkuuio Fgx ¢ cekperom K. OH coobliiaeT BceM 3aMHTEPECOBAHHBIM
(Harpumep, ny6JMKyeT) onucanle GyHKUMH Fx B KauecTBe CBOETo ajJropuTMa
ummepposanusi. Ho mpu stom 3HaueHne cekpera K OH HHKOMY He cooOlaeT
U JIep>kUT B cekpere. Ecau Tenepb noJb3oBatesnb B XoueT mocJaTh MoJib-
3oBaresio A sauiiaemyio uidopMainio x € X, To oH BbluucsieT y = Fg(x)
¥ MOCBLJIAeT Y M0 OTKPLITOMY KaHaJy roJib3oBartesio A. [Tockosbky A mst cBo-
ero cekpera K ymeeT HHBEPTHPOBATh [k, TO OH BLIUUCJISIET X 110 MOJYUEHHOMY Y.
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Huxro npyro#i He 3HaeT K W MO3TOMY B CHJIy CBOHCTBA B) (PYHKIHH C CeKpe-
TOM HE CMOXET 3a MOJHHOMMAJIbHOE BPeMs M0 M3BECTHOMY LIM(DPOBAHHOMY
COOOLLEHUIO Fi(X) BBIYHCIUTL OTKPBITBIA TEKCT X.

OnucaHHyl0 CHCTEMy Ha3bIBAlOT KPUNMOCUCMEMOL ¢ OMKPbLIMbIM KAIO-
4OM, TIOCKOJIbKY aJITOPUTM HGpOBaHUs Fi sBJsSETCs OOUIENOCTYHbIM HJIH
OTKPBITBIM. B mocJ/iefiHee BpeMsl Takue KPUMTOCUCTEMBI €llle HA3bIBAIOT ACUM-
Mempu4HbLMU, TTOCKONLKY B HUX €CThb aCUMMETPHS B aJrOPUTMAaX: aJrOPUTMbI
1dpoBaHUs U 1elIMPPOBaHUS Pa3IHUHbL. B OT/IMUHE OT TAKHX CHCTEM Tpau-
LMOHHbIE WH(Pbl HA3BIBAIOT CUMMEMPUYHbIMIL B HUX KJIOU JUIsl LUK POBaHUS
v JelndpoBanusi ofuH U TOT xkKe. (CM. KOMMEHTapui K TEepPMHHY «aCHM-
MeTpHUHasi KpunrocucreMa» B CjioBape Kpunrorpagpuuecknx TepMuHoB.) Jls
ACHMMETPHUHBIX CHCTEM aJITOPUTM 1IM(DPOBAHUS 0OILIEU3BECTEH, HO BOCCTAHO-
BUTb 110 HEMYy aJIrOPUTM JeLIH(POBaHUS 3a MOJMHOMHANLHOE BpeMsl HEBO3-
MOZKHO.

Onucannyto Bbilie uaeto Judpdu n XemimaH npeisioxkujd UCrojb30BaTh
TaKXKe JUIsl 9JeKTPOHHON MOANHCH COOGIIEHNH, KOTOPYIO HEBO3MOXKHO MOJIe-
JlaTh 3a ToJHHOMHasbHOe BpeMs. [lycTe mosb3oBartenmo A HeoOXOAMMO MOA-
nucatb coobuleHne x. OH, 3Hasi cekpeT K, HaXomut Takoe y, uto Fg(y) = X,
¥ BMeCTe C COOOLIeHHEM X TMOChIIAeT y MoJb30BaTe/l0 B B KauecTBe CBOEH
3J1eKTpOoHHOH noanucH. [Tosb3oBatesb B XpaHUT y B KauecTBe JI0Ka3aTe/bCTBa
Toro, uto A moamucasn cooblieHue x.

Coo6liieHne, OAMHCAHHOE 3JEKTPOHHOH MOAMUCHIO, MOYKHO MPECTABISITh
cebe Kak napy (x, y), rie x — coollileHue, iy — pellieHne ypaBHenus Fi(y) = x,
Frg: X — Y — QyHKUMsA ¢ ceKpeToM, M3BeCTHasi BCEM B3aUMOJEHCTBYIOLIMM
aboHeHTaM. M3 onpenenennsi pyHKUMH [k OYEBHIHBI CJeylOLIMe MOJe3Hble
CBOKCTBA JIEKTPOHHOU MOJMUCH:

1) moanucaTh cooOlleHHe X, T.€. PelluTb ypaBHeHHe Fk(y) = x, MOXKeT
TOJIbKO aGOHEHT — 006J1aaTe/ib JaHHOro cekpera K; APyrHMH CJIOBAMH, MOJI-
JieJ1aTh MOJMUCh HEBO3MOXKHO;

2) npoBepuUTb MOAJHHHOCTb TOJAMNUCH MOXKET Jt000H aBGOHEHT, 3HAIOUIMH
OTKPBITBIH KJIIOY, T. €. caMmy (PYHKLHIO Fi;

3) NpH BO3HUKHOBEHHH CIIOPOB OTKA3aThCs OT MOJMUCH HEBO3MOXKHO B CHITY
ee HernoJIe/bIBAeMOCTH;

4) noanucaHHble cooOlLeHUs (X, y) MOXKHO, He onacasich yulep0a, rnepe-
CblIaTh MO JIIOObIM KaHaJaM CBSI3H.

Kpome npuHIMNa nocTpoeHHs: KPUIITOCHCTEMbI ¢ OTKPBITHIM KJltouoM, Jlnd-
¢u u Xeqman B TOH Ke pabGoTe TMPENNTONKHUIN ellle OJHY HOBYIO HJEI0 —
omkpoimoe pacnpedesenue xaioyeti. OHU 3aJlalUCh BOIPOCOM: MOXKHO JIH
OpraHW30BaTh TaKylo MPOLEYPYy B3auMoaeidcTBUsi aboHeHToB A u B 110 0TKpbI-
TbIM KaHaJlaM CBSI3H, UTOObI PELIUTb CJEyIOlHe 3a1auH:
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1) BHauane y A W B Her HHMKako# oOulell CEKPeTHOH WHQOpMallH, HO
B KOHLIE MPOLEAyphl Takast obiiasi cekperHasi nudopmarst (061 Kiaou) y A
v B nosiBasiercs, T. €. BbipabaThlBaeTCs;

2) maccHBHbBIF MPOTUBHUK, KOTOPBIH TepexBaThIBAET BCe Mepenaur UHhop-
Mal{K M 3HaeT, 4To XOTAT Moayunth A W B, TeM He MeHee He MOXKET BOCCTa-
HOBHUTb BeIpaGoTaHHbIN 061mHil KMou A u B.

Juddu u Xessiman npeayioxKUM peliath 3TH 3aja4d ¢ MOMOLIbI0 (DYHKIMH

F(x) = af mod p,

rjie p — 60Jbl10E MPOCTOE UUCJIO0, X — MPOU3BOJIbHOE HATYpasbHOE UUCJIO, Ol —
HEKOTOPHIU npumumusHeli 3semenm nons GF(p). O6uienpusHaHHo, YTO UH-
BepTHpOBaHHe PYHKIMK o mod p, T. €. IMCKPETHOe Jlorapu(MUpPOBaHHUe, SBJISI-
eTcsl BBIUMCIUTENbHO TPYAHOH MaTemaTHueckol 3anaueit. (I[ToapoGuee cm. rua-
BY 4.)

Cama mnpollefypa, WH, KaK MPUHATO TOBOPUTb, NPOMOKOA 8blpabOMKU
obujeeo Karoua, ONUCHIBAETCS CJAEYIOLIMM 00Pa3oM.

A6onenTsl A ¥ B He3aBUCHMO JIPYT OT Ipyra CJyuyaiiHo BBIGHPAIOT MO OJHOMY
HaTypasibHOMY UHCJTy — CKaXKeM X4 U Xp. DTH 3J1eMEHThl OHH JIePKAT B CEKpeTe.
Jlanee Kax/Iplil U3 HUX BBIYUCJSIET HOBBIH 3JIE€MEHT:

ya=o"" mod p, yp=0o" mod p.

(Uncna p u o cuntatores o01eI0CTYNHbIMH.) [ToTOM OHH 0OMeHHBAIOTCS STUMU
9JIeMEHTaMHU 110 KaHajy cBsidu. Terepb aGoHeHT A, MOJyudB yp W 3Hasl CBOM
CEKPETHBIH 3JIEMEHT X4, BBIUMCJISIET HOBBIH 3J1EMEHT:

XA

y5' mod p = ()™ mod p.

AHajiornuHo nocrynaer aboHeHT B:
y¥ mod p = ()" mod p.

Tem cambiM y A v B nosiBuicst oOLIMH 3JeMeHT T0Js, paBHBIE o4*8. DTOT
3JIEMEHT U 00bsIBAsIETCS 0OIUM KaouoMm A u B.

N3 onucannsi mpotokoJsia BUIHO, YTO MPOTHBHHMK 3HAET p, o, o4, o*B, He
3HAET X4 U Xg W X0OUeT y3HaTh o*4*8. B HacTosilee BpeMsl HET aJropuTMOB Jleki-
CTBHH NPOTUBHHUKA, OoJiee 3(pPeKTUBHBIX, UeM IUCKPETHOE JIorapu(MUPOBaHHE,
a 3TO — BBIYUCJUTENBLHO TPYIHAs MaTeMaTHUecKas 3ajaaua.

Yenexu, JOCTHTHYTble B pa3paboTKe CXeM 3JEKTPOHHOH MOMINHUCH H OT-
KPbITOrO pacnpejiesieHus Kiatouel, 03BOJIM/N IPUMEHUTb 3TH HIeH TaKxkKe U K
JIPYTUM 3ajiauaM B3aUMOJEHCTBUS YAaleHHbIX a00HEHTOB. Tak BO3HUKJIO 60Jb-
1110€ HOBOE HaMpaBJieHHe TEOPETHUECKON KpUNTOrpaduu — Kpunrorpaduueckue
NpPOTOKOJbI (1MoJpoGHee CM. TJ1aBy 3).



24 [n. 1. OcHoBHbIE TOHSITHSI KPUTITOTPAhHH

OODBEKTOM M3yueHHs] TEOPUH KPUMTOrpacuuecKUX MPOTOKOJIOB SIBJSIOTCS
yaajieHHble aGOHEHTbI, B3aUMOJIEHCTBYIONINE, KAK NMPABUJIO, MO0 OTKPLITHIM Ka-
HaJsiaM cBsi3d. Llesiblo B3aumMoieicTBHSI aOOHEHTOB SIBJSIETCS pelleHHe KaKoH-To
3anaun. Mimeercst Tak:ke MPOTUBHUK, KOTOPBIH TpecelyeT COOCTBEHHbIE 1eJH.
[Ipu 3TOM MPOTHBHHK B pa3HbIX 3a/lauax MOXKET UMETb pas3Hble BO3MOXKHOCTH:
HarpuMmep, MOXKeT B3aMMOJEHCTBOBATh C abOHEHTAMH OT MMeHH JApyrux abo-
HEHTOB WJIM BMeLIWBAThbCs B 0OMeHbl MH(pOpMaLMell MexK1y aGOHEHTaMU U T. 1.
[TpOTHBHUKOM MOXKET JlaxKe 0Ka3aTbCsl OAMH H3 aGOHEHTOB WJIM HECKOJbKO
aBGOHEHTOB, BCTYMUBLIMX B CrOBOP.

[IpuBenem elile HECKOJILKO MPUMEPOB 3ajay, pellaeMbiX yaajeHHbIMA a60-
HeHTamu. (UuraTe/ 10 peKOMeHIyeM 10 CBOEMY BKYCY CAMOCTOSITENbHO MPHJLY-
Math ellle Kakue-HuOyb MpHUMepHhl. )

1. BsanmoneficTBytoT Ba He 10BepsIIOUINX APYT ApYry aGoHeHnTa. OHU XOTAT
MOANKUCaTh KOHTPAKT. DTO HAJI0 CJeJaTh TaK, YTOObl He IOTYCTUTh CJEYIONLYIO
CUTYyalMIO: OJUH M3 aGOHEHTOB MOJYYHJ TMOAMKUCH JIPYyroro, a caMm He MOJIMH-
caJcsl.

[IpoTokoJ1 pelneHusi 3Tol 3aaayd NPUHATO HA3bIBATb NPOMOKOAOM NOO-
NUCaHUSL KOHMPAKMA.

2. B3auMojielicTBYIOT JIBa He JIOBEPSIOIIMX JPYT ApYyry aboHeHTa. OHH XOTAT
6pOCUTb KPeOHil C MOMOLIBIO MOHETBI. DTO HAJO CAEATh TaK, UYTOObI aGOHEHT,
nonbpachbIBalOLIMi MOHETY, He MO H3MEHUTb Pe3yJibTaT NoadpachiBaHus Mocje
T0JIyueHHsl 10raJlki OT aOOHEHTa, YrajblBaloLLEro 3TOT pesyJbTar.

[IpoTokoJs1 pelueHust 3TOl 3a1ayd NPHHATO Ha3blBaTb NPOMOKOAOM NOO-
bpacol8aHus moHemol.

Onuilem OiMH M3 TMPOCTENILINX MPOTOKOJOB MOAGPAChIBAHUS MOHETHI M0 Tesedo-
Hy (Tak HasbiBaemasi cxema Bisitoma—Mukann). st ero peasuzauun y aGoHeHTOB A
U B 1oJpKHA ObITh OHOCTOPOHHSIST (hyHKUMs [: X — Y, ynoB/eTBopsitowias C/elyIonum
YCJIOBUSIM:

1) X — MHOKECTBO LIeJIbIX YHCEJI, KOTOPOE COJAEPKHUT OJMHAKOBOE KOJMUECTBO YeT-
HBIX U HEUETHbIX UMCEJ;

2) moGble uncaa xj, Xo € X, uMelollde oIuMH 06pa3 f(x;) = f(x2), UMEOT OaHY
YETHOCTD;

3) mo 3agaHHoMy 006pasy f(x) «TpyaHO» BLIYMCIMTH YETHOCTb HEM3BECTHOTO apry-
MeHTa X.

PoJsib mop6packiBaHnsi MOHETHI HTPAeT CJAy4alHbll U PABHOBEPOSITHBIN BLIGOP 3Jie-
MeHTa X € X, a poJib OpJia U PElIKH — Y€THOCTb U HEUETHOCThb X COOTBeTCTBeHHO. [TycTh
A — aboneHT, nopOpachIBaIOLIME MOHETY, a B — aGOHEHT, yraJblBalolIlil pe3yJibTar.
[1poTOKOJ COCTOUT M3 CJIE/LYIOIIMX 11aroB:

1) A BbiGupaer x («moaOpachiBae€T MOHETY»), 3alIU(PPOBLIBAET X, T.€. BbIUMCJSIET
y = [(x), 1 nockL1aer y aGoHeHty B;

2) B noJsiyyaer y, MbiTaeTcs yragatb YeTHOCTb X M MOCHIJIAET CBOIO JIOTa/Ky a60HEeH-
Ty A;
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3) A momyuaert foraaxy ot B u coo6laer B, yrajas Jin OH, Tochliasi eMy BhiGpaHHOe
UHCJIO X;

4) B npoBepsieT, He oOMaHbIBaeT Ji1 A, BbIUHC/SAS 3HaueHHe f(x) U cpaBHUBAs e€ro
C MOJIyUCHHBIM Ha BTOPOM Llare 3HaueHHEM Y.

3. BaanmopeiictByloT 1Ba abonenta A u B (THMHUHBIA TpUMep: A — KJIMEHT
Gatika, B — 6ank). AGoHeHT A xouer f0Ka3aTb aboHeHTY B, uTo OH UMeHHO A,
a He MPOTHUBHHK.

[IpoToKoJ1 pellieHUst STOH 3a7aud NPUHATO HA3bIBATb NPOMOKOAOM UOeH-
mugukayuu aborenma.

4. B3auMOJIEHICTBYIOT HECKOJILKO yaJileHHbIX aGOHEHTOB, TOJNYUUBIIHX TPH-
Ka3bl U3 OJIHOTO LieHTpa. YacTh aGOHEHTOB, BKAOUAs LEHTP, MOTYT ObITh MPO-
TUBHUKaMU. HeoOX0IUMO BbIPaGOTATh €HHYH0 CTpATErHio JEHCTBUH, BbIMI-
PBILIHYIO /151 aDOHEHTOB.

ATy 3ajauy NPUHATO HA3bIBATh 3ajauell 0 BU3AHTHHCKUX reHepasax, a Mnpo-
TOKOJI €€ PeLIeHUs] — NPOMOKOAOM BUSAHMULCKO20 COAAULEHUSL.

OcMmbicsieHe pasiuyHbIX MPOTOKOJOB M METONOB HX TOCTPOEHHS CTaso
OJIHOH M3 MPEANOChUIOK K mnosiBjaeHU0 B 1985—1986 TIT. 1BYX MJIOJOTBOPHbBIX
MaTeMaTHUECKHX MOJIEJIeN — UHMEePaKmUBHOL cucmems. 0OKA3AMeEAbCMEa
1 doKa3ameavbcmaa ¢ Hyaesolm pasesauleruen. MareMaTHueckue Uccien0-
BaHHU$ 3THX HOBBIX 00BEKTOB MO3BOJIMJIM 10Ka3aTb MHOTO YTBEP:KIEHHH, BeCbMa
TMOJIE3HBIX TIPH pa3paboTKe KpUNTOTrpacHuecKuX MpOTOKOJOB (MofpobHee 06
3TOM CM. IJ1aBy 2).

[Ton uHTEepaKTUBHOH cHCTeMON f0KasaTesbeTBa (P, V, S) nmonumalor npo-
TOKOJ B3aUMOJIEHCTBHUS JIBYX a00HeHTOB: P (nokasbiBatouiuii) u V (npoBepsiio-
uit). AGoHeHT P xoueT jokasaTb V, uto yTBepKaeHue S uctuHHo. [1pu sTOM
aboHeHT V' camocrosiTesbHO, 6€3 MOMOIIHK P, He MOXKET MPOBEPUTH YTBEPKJIe-
uue S (mostomy V u HaseiBaercst mpoBepsiiolinM). AGOHEHT P MOXeT ObITh
¥ MPOTUBHUKOM, KOTOPbIH XOueT JokasaTbh V, uTo yTBep:KIeHHe S WMCTHHHO,
XOTSl OHO JI02KHO. [TpOTOKOJT MOXKET COCTOSITb W3 MHOTHX payHdos oOMeHa
cooO0LLeHUAMU Mexxy P 1 V 1 10JKeH yIOBJETBOPSAThL JBYM YCJIOBHSIM:

1) noanoma — ecin S 1eHCTBUTENLHO MCTHHHO, TO a0OHEHT P ybenuT
aboHeHTa V npusHaTh 3T0;

2) koppexmmHocmes — ecan S JI0XKHO, TO aOOHEHT P BpsifL i yoenutT a6o-
Henra V, uto S UCTHHHO.

31ech CJ0BAMH «BpSIL JIU» Mbl JUIl IPOCTOTHl 3aMEHUJIM TOUHYIO MaTeMa-
THUECKYIO (POPMYJIUPOBKY.

[Tomuepknem, uto B onpenesnennu cucrembl (P, V., S) He nomyckasoch,
uTo V MOXKeT ObITh NPOTUBHUKOM. A ecsi V' okasasicsi TIPOTHBHHKOM, KOTOPbIH
XOUeT «BbIBelaTh» Y P Kakylo-HUOYIb HOBYIO M0Jie3Hyio Jisi ce6si uHdopma-
uuio 06 yrBepakIeHud S? B sTOM ciyyae P, eCTeCTBEHHO, MOXKET HE XOTETb,
uyToObl 3TO CJAYUMJIOCH B pedyJbraTe pabothl nporokoga (P, V, S). I1porokon
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(P, V, S), peatoiinii Takylo 3ajady, Ha3blBAaeTCsl A0KA3aTeJbCTBOM C HyJle-
BbIM pasrJiallleHHueM U JI0JDKEH YJIOBJIETBOPSITh, KpoMe ycJioBui 1) u 2), ele
U CJEIOLIEMY YCJIOBHIO:

3) Hyresoe pasesauierue — B peaysbrate pabotebl npotokoaa (P, V, S)
aboHEHT V' He yBEJIMUMT CBOM 3HAHUS 00 yTBEPXKJIEHHH S WJIH, JIPYTUMH CJIO-
BaMH, He CMOXKET HU3BJleub HUKAKOH MH(POPMALIUK O TOM, MoueMy S HCTHHHO.

§ 5. 3akaoueHue

3a nocJieiHue ro/ibl KpUNTOrpadusi U Kpunrorpaduueckue MeTo/ibl BCe 1K -
pe BXOJSIT B Hallly XKM3Hb U JaXKe ObIT. BOT HecKosbKO mpumepoB. OTnpaBss
e-mail, Mbl B HEKOTOPBIX CJIyuasix oTBeuaeM Ha BOMpoc MeHo: «HyxkeH siu pe-
JKUM 3alupoBaHusi?». Biagenell nHTe/eKTyanbHONH GaHKOBCKON KapTOUKH,
obpallasicb uepe3 TepMHHAJ K GaHKy, BHauaJie BBITOJHSET KpUITOrpaduye-
CKHMI TMPOTOKOJI ayTeHTH(HKalMKU KapTouku. [losb3oBaTenn cetn KMHTepHeT
HaBepHsIKa 3HAKOMbBI C IUCKYCCHSIMH BOKPYT BO3MOXKHOTO MPHHSATHS CTaHAapTa
9JIEKTPOHHON MOAMUCH ISl TeX CTPaHML, KOTOPbIE COAEPKAT «KPHUTHUECKYIO»
MH(pOpMaLUIo (I0PUIHUECKYIO, Mpaic-JaucTbl U Ap.). C HelaBHUX MOP M0JIb30Ba-
TeJIU CeTell CTaJ yKa3bIBaTh MOC/e CBOeH (haMUJIMK HAPSILY C yKe MPUBBIYHBIM
«e-mail...» 1 MeHee NpuUBbIUHOE — «OTMNEUaTOK OTKPBITOrO KJIHOUA...>».

C KaXKJIbIM JIHEM TaKMX MPUMEPOB CTaHOBUTCS Bce GoJibliie. IMEHHO HOBble
NpaKTHUECKHUE TPUJIOKEHHS KPUMITOTPAa(UU U ABJSIOTCS OJJHUIM U3 HCTOUHUKOB
ee pa3BUTHS.



Inasa 2

Kpuntorpadus u Teopus CJ0XKHOCTH

OcHoBHOe BHUMaHHe B HACTOSILLEH TJ1aBe Mbl yJeJ/seM pa3bsCHEHHIO BaXK-
HeHUIINX WJlel, CBS3aHHBIX C MPUMEHEHUEM TEOPETHKO-CJIOXKHOCTHOTO TMOJIX0/1a
B Kpunrtorpaduu. ManoxeHue 1no HeoOXOAMMOCTH HEIOCTATOUHO (hopMalib-
HOe — JIs MaTeMaTHUeCKOH KPUNTOrpapuu THITMUHBI MHOTOCTPAHHUHBIE OTpe-
nenenust. [1peanonaraercsi 3HaKOMCTBO UMTATE/Isi ¢ OCHOBAMU TEOPHH CJI0KHO-
CTH BbIUMCJIEHUH: TIOHATHSIMHA MaliuHbl Tbiopunra, knaccoB P u NP (cm. [2]),
a Takxke C IaBol | Hacrosileld KHUTH.

§ 1. BBeneHue

B Teopernueckoli KpunTorpaguu CyLIECTBYIOT JBa OCHOBHBIX T0JX0Ja
K OMpeJIe/IEeHNI0 CTOHKOCTH KPUTITOCUCTEM W KPUTITOrpaUUECKUX MPOTOKOJIOB
(B nasbHerIeM Mbl OyJeM TaK:Ke HCIOJIb30BaTh OOLIMH TEPMUH — KPHUIITOTpa-
(bruecKHe CXeMbl): TEOPETHKO-MH(POPMALIMOHHBIH U TEOPETUKO-CJ0KHOCTHOM.
Teoperuko-uHdopMaLMOHHBIH MOAXO/ NPENoJaraer, YTo NPOTHBHHUK, aTaKylo-
MK KPUNTOrpadruecKylo CXeMy, He UMeeT J1ayKe TEOPETHUECKOH BO3MOXKHOCTH
MOJNYUUTb HMH(POPMALIMIO, JOCTATOUHYIO JJIsi OCYIIECTBJEHHS CBOMX LeJel.
Knaccuueckum mpumMepoM 37eCh MOXKET CJAyKHUTb 1iudp BepHama ¢ opHo-
Pa30BbIMH KJ/I0YaMH, a6COJIIOTHO CTOMKHHA MPOTUB NMACCUBHOTO NPOTHBHUKA.

[Tonasasitoliee GOJLIIMHCTBO UCMO/b3YEMbIX Ha TpaKTHKE Kpunrorpadu-
UecKMX cxeM He 00J1aJlaeT CTOJb BLICOKOH CTOHKOCTbIO. Bosee Toro, o6bluHO
ObIBaeT HECJI0’KHO yKa3aTh aJIrOPUTM, KOTOPbIH BBIMOJHSIET CTOSIILYIO Mepes
MPOTHBHUKOM 3aj1auy, HO He TIPaKTHUECKH, a B MpUHLMMNE. PaccMoTpum caety-
IOLLIUA npUMep.

[lpumep 1 (kpunTocucTeMa ¢ OTKPBITBIM KJouoM). Kpunmocucmena
C OMKPOLMbIM KAIOHOM TIOJHOCTBIO OTpeiesisieTcsl TPeMs aJirOpPUTMaMH: reHe-
palyu KJouei, wudpoBaHus U fellindpoBaHusi. AJTOPUTM FeHepalK KJouei
G oOlIEeN0CTYIEH; BCAKHI KeaIMI MOKET MOJIaTh €My Ha BXOJ[ CJydaiHyro
CTPOKY r Hajjiexallled AJAWHbl U MoJyunTh napy kimoueh (Kj, Ko). OTKpbI-
ThIll K04 K| myOJHKyeTcsl, a CeKpeTHbIH KJtou Ko U cJydaiiHasi CTpoka r
XpaHstcst B cekpere. Asroputmbl wudpoBanus Ex, u aewndposanus Dy,
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TakoBbl, uTo ecan (K;, K9) — mapa KJjioueH, creHepHpoBaHHAs aJrOPUTMOM
G, 10 Dg,(Ek, (m)) = m aast mo6Oro OTKPLITOro TekcTa m. Il mpocToThl
M3JI0XKEHHUS MIPE/TIONAraeM, UTO OTKPBITBIH TEKCT U KPUNITOrpaMMa HMEIOT OJ11-
HaKoBYyIO JUIMHY 7. KpoMe TOro, cuutaeM, uTo OTKPBITHIN TEKCT, KPUIITOrpaMMa
1 06a KJoua siBJASIOTCS CTPOKAMH B JIBOUUHOM ajihaBHTe.

[Ipeanosio:kuM Tenepb, UTO MPOTHBHUK aTaKyeT 3Ty KpUMTOCHCTeMy. Emy
M3BECTEH OTKPBITHIH KJI0U K|, HO HEM3BECTEH COOTBETCTBYIOUIMH CEKPETHbIH
k/ou Ko. [IpOTHBHUK nepexBaTH/ KPUNITOrpaMMy ¢ M MbITAeTcs HAHTH CO00-
ueHue m, rae d = E, (m). [TockosbKy ajqroput 1M poBaHus o6LIeH3BeCTeH,
MPOTHBHUK MOXKET MPOCTO MOCJIEN0BATENLHO TepeOpaTh BCe BO3MOMKHbIE CO-
OOLIEHUS UIMHBI A, BBIUUCJUTD JIJIST KAXKJIOTO TAKOTO COOOUIEHHS 117; KPUIMTO-
rpammy d; = Ex, (m;) u cpaBuuth d; ¢ d. To cooGuienue, ajst Kotoporo d; = d,
1 GyJIET UICKOMBIM OTKPBITBIM TEKCTOM. ECJIH MOBE3ET, TO OTKPLIThIH TEKCT Gy/IeT
HaiiieH foctatouHo 6bicTpo. B xyauem ke caydae nepeGop OyeT BbIMOJHEH
3a BpeMmsl nopsinka 2"7T(n), rne T(n) — Bpemsi, TpebyeMoe Uil BbUHUCJIEHHS
byHKLMK Ek, OT co0OLIeH ! JUTHHBI 1. Ecsii co00111eHNs HMEIOT AJHHY MOpsiKa
1000 6uToB, TO TaKOH NepebOp HEOCYIIECTBUM HA MPAKTHKE HU Ha KAKHUX CaMbIX
MOLIHBIX KOMIbIOTEPAX.

Mbl paccMoTpesid JIHUb OJMH M3 BO3MOXKHBIX CMOCOOOB aTakd Ha KpHIl-
TOCHCTEMY W MPOCTEHLIMH aJrOPUTM MOUCKA OTKPBITOTO TEKCTa, Ha3blBaeMblil
0OBIUHO aJITOPUTMOM MOJIHOTO NepeGopa. KMcenosib3yercs Takke W JIpyroe Ha-
3BaHUe: «MeTOJL rpy0o CHJlbl». JIpyroii NpocTeliuii aJroOpuT™ MOUCKa OTKPbI-
TOTO TEKCTa — YrajlblBaHue. DTOT OUEBUIHBII aArOpPUTM TpelyeT HeGOJIbIIMX
BbIUKCJIEHHH, HO cpabaTbiBaeT ¢ MpeHeOpPeKUMO MaJjlol BepOoSITHOCTbIO (MpH
60J/bLIMX JJIMHAX TeKcToB). Ha camoM jiesie NpOTHBHUK MOXKET MbITAaThCsl aTaKo-
BaTb KPUNITOCHCTEMY PA3JIMUHBIMU CIIOCOGAMH U HCTIOJIb30BATh Pa3JHuHble, 60O-
Jiee U30LIPEHHbIE aJTOPUTMbI TOUCKA OTKPBITOTO TEKCTa. ECTeCTBEHHO cuuTaTh
KPHUITOCHCTEMY CTOHKOH, eCJi JII0OOH TaKOH ajJropuT™ TpebyeT MpaKTHYeCKH
HEOCYLIeCTBUMOr0 06'beMa BbIUMCJAEHHH W/ cpabaTbiBaeT ¢ MpeHeOpexuMo
MaJioll BeposiTHOCTb10. (I1pH 9TOM NMPOTHBHUK MOXKET MCMOJb30BATh HE TOJIBKO
JIETEPMHUHUPOBAHHbIE, HO H BEPOSITHOCTHBIE AJITOPUTMbIL.) DTO H €CTh TEOPETHKO-
CJI02KHOCTHOH MOJIXOJL K OTpejieIeHnIo CToHKoCTH. [lJ1si ero peanusaiyu B OTHO-
ILIEHUH TOTO UJIH HHOTO THTa KPUMITOrparUUECKUX CXeM HEOOXOIMMO BbIMTOJIHHUTD
cJeflylonlee:

1) natb opmasbHOE onpeeseHne cXeMbl JaHHOTO THIA;

2) natb opmasbHOe onpejesneHte CTORKOCTH CXEMbl;

3) J0Ka3aTh CTOMKOCTb KOHKPETHOH KOHCTPYKIIMHM CXeMbl JIAHHOTO THIIA.

371ech cpagy ke BO3HHUKAET psifi MPobJIeM.

Bo-nepBbix, B KpUnTorpauuecKux cxemax, pa3yMeercsi, BCEria HUCMOoJb-
3yloTcsl (PUKCUpOBaHHblE 3HAuUeHUsi napameTpoB. Hampumep, KpunrocHcTeMbl
paspabaThiBalOTCs JUIsl KJIIOUeH JUIMHBI, CKaxkeM, B 256 wiu 512 6utos. s
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NpUMEHEHHsT YK€ TEOPETHKO-CJ0XKHOCTHOTO MOAX0/a HeoOX0auMOo, 4ToObl 3a-
Jlaua, BbIUMCJHUTEbHYIO CJI0XKHOCTb KOTOPOH MpearnoJaraercsi UCoib30BaTh,
6bls1a MaccoBol. [ToaTomMy B TeopeTHuecKoll Kpunrorpaduu paccMaTpHBaoTCs
MaTeMaTHUECKHe MOJIEJIH KPUNTOrpauuecKUx cxXeM. DTH MOJIEH 3aBUCST OT
HEKOTOPOro napamerpa, Ha3blBAeMOro napameTpoM ©6e30MacHOCTH, KOTOPbIH
MOZKET TMPUHUMATb CKOJIb YTOJHO GoJibliiMe 3HAueHUsi (0ObIUHO ISt MPOCTOThI
npearnoJiaraercsi, 4to napamerp 6e30MacHOCTH MOXKeT MpoGeraTb Bechb HaTy-
paJibHbIH Psif).

Bo-BTophbIX, onpenesneHte CTOHKOCTH KpUNITOrpaduuecKoi CXeMbl 3aBUCHT
OT TOM 3a7aun, KOTOpasi CTOUT Mepejl MPOTUBHUKOM, M OT TOT0, Kakast uHdopma-
1yst o cxeme emy noctymnHa. [TosTomy cTOHKOCTb CXeM MPUXOIUTCS OMpPeaessiTh
M MCCJIEIOBATh OTJAENBHO ISl KaXKJI0r0 MPEANoJoKeH!sT O MPOTHBHHUKE.

B-TpeTbux, HEOOXOAUMO YTOUHUTH, KAKOH 0O'bEM BbIUUCJIEHUH MOXKHO CUH-
TaTbh «MPAKTHUECKH HEOCYLIECTBUMbIM>». M3 cKa3aHHOro BhILIE CJIEyeT, YTO 3Ta
BeJIMUMHA He MOXKET ObITh MPOCTO KOHCTAHTOH, OHa JI0JKHA ObITh Mpe/IcTaBeHa
(byHKIMel OT pacTyliero napamerpa 6e3onacHoCcTH. B cooTBeTCTBHH ¢ Te3aHcoM
DJMOHJICAa aJrOPUTM CuuTaeTcss 3PQPEKTHBHBIM, €CJU BPEMsi €ro BbIMOJHE-
HUSI OTPAHHUEHO HEKOTOPHIM MOJMHOMOM OT JJIHHBI BXOJHOTO CJIOBa (B HalleM
cJlyuae — OoT napamerpa Ge3onacHocTd). B mpoTHBHOM ciiyyae roBopsiT, UTO
BBIUMCJIEHHS] MO IAHHOMY aJIFOPUTMY MPaKTHUECKH HEOCYLeCTBUMbL. 3aMETHM
TaK)Ke, UTO CaMM KpUNTorpachuueckKrue CXeMbl JOJXKHbI ObITh 3PPEKTUBHBIMH,
T. €. BCE BbIUMCJEHUs], MPeAncaHHble TOH WIH MHOH CXeMOH, JOJIKHBI BbIMOJ-
HATbCS 3@ MOJMHOMHAJNLHOE BPEMSI.

B-uerBepTbIX, HEOOXOAUMO OMpPENE/UTh, KAKYI0 BEPOSTHOCTb MOYKHO CUM-
TaTh npeHebpeKUMo MaJiol. B Kpunrtorpaduu npuHATO CUMTaTh TAKOBOH JItO-
Oy10 BEpOsITHOCTb, KOTOpast Alsi JIoOOro MoJMHOMA p M VIl BCEX JOCTATOUHO
GOJbIINX 1 He TpeBocXoauT 1/p(n), Tie n — napamerp 6e30MacHOCTH.

Wrak, npn HaJIMuMK BCeX YKa3aHHbIX BbIllle ONpeaesaeHui, npobaema o6oc-
HOBAaHHUS CTOMKOCTH KPHUNTOrpaUuecKoil CXeMbl CBeJach K JI0KA3aTeJbCTBY
OTCYTCTBHSI MOJHHOMMAJIBHOTO AJrOPUTMa, KOTOPBIH pellaeTr 3ajauy, CTOSILLYIO
nepea NpoTHBHUKOM. Ho 31ech BO3HMKaeT elle OIHO M BecbMa CepbesHoe
NPENnsITCTBHE: COBPEMEHHOE COCTOSTHHE TEOPHH CJIOKHOCTH BBIUMCJIEHUH He M03-
BOJISIET JI0Ka3bIBAaTh CBEPXMOJHHOMHAJbHbBIE HUKHHE OLEHKH CJIOXKHOCTH JIJIS
KOHKPETHbIX 3a/lau paccMaTpHBaeMoro kJjacca. M3 storo ciesyer, uTo Ha JaH-
HbIl MOMEHT CTOHKOCTb KPHNTOrpauueckux cxeM MOxKeT ObITb yCTaHOBJIEHA
JIMUIb C NPUBJIEYeHHEM KaKHX-J1H00 HeloKa3aHHbIX npernodoxenuil. [Tostomy
OCHOBHO€ HarpabJieHHe MCCJIe[JoBaHUH COCTOMT B MOUCKe HauboJjiee cjalbix
JIOCTATOUHBIX YCJOBUH (B Hjeasie — HEOOXOJUMBIX U JIOCTATOUHBIX) JJIs Cylle-
CTBOBAHHUSI CTOMKMX CXeM KaxK[IO0To M3 THUMOB. B OCHOBHOM paccmaTpHBaloTCs
NPENoJoKeHUs ABYX THIOB — 00LIHe (MM TEOPETHKO-CJI0XKHOCTHBIE) H TEO-
PETHKO-UHMCJIOBbIE, T. €. TIPEINOJOMKEHHS O CJ0KHOCTH KOHKPETHBIX TEOPETHKO-
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UMCJIOBBIX 3ajau. Bee 3TH npeanosioxkeHus B iutepaType 0OblUHO Ha3blBaloTCs
KpUNTorpapuuecKuMH.

Huxke Mbl KpaTKo paccMOTPHM HECKOJIbKO MHTEPeCHbIX MaTeMaTHUeCKHX
00'bEKTOB, BO3HUKILIMX Ha CTbIKE TEOPHH CJIOXKHOCTH M Kpuntorpacuu. bosee
noJApoOHbIi 0630p MO 3THUM BONpPOCAM MOXKHO HalTH B Kuure [1].

§ 2. Kpunrorpadus u runore3a P £ NP

Kak mnpaBujio, 3HAKOMCTBO MATEMATHKOB-HECMEIHAJIUCTOB C TeOpHei
CJIOXKHOCTH BBIUMCJIEHHH orpaHuunBaercsi kaaccamd P u NP u 3HameHuTo#
runote3oit P 2 NP.

HarnomHuM BKpatiie HeoOXOAUMblE CBEECHHSI U3 TEOPHH CJIOMHOCTH BBIUMCJICHUIL.
[TycTh ¥ — MHOXKECTBO BCEX KOHEUHBIX CTPOK B JBOMUHOM aJjgasute L = {0, 1}.
[Toxmuoxectsa L C ¥* B TEOPUH CJIOXKHOCTH NPHUHSITO HA3blBaTh sI3bIKaMHU. [0BOpAT,
uyto MaiuHa Teilopunra M paGoTaer 3a MOJMHOMHA/bHOE BpeMsi (HJIM MPOCTO, UTO
OHA TMOJIMHOMHAJIbHA), €CJIM CYLLECTBYET TAKOH MOJMHOM p, YTO Ha JitoOOM BXOJIHOM
CJIOBE JUIMHBI A MallnMHa M ocTaHaBJIMBAeTCsl MOCJ/e BBIMOJNHEHUS! He GoJiee ueM p(n)
onepauuit. Maivia Teiopunra M pacrniosHaet (Ipyroi TepMHH — MPUHUMAET) si3bIK L,
€CJIH Ha BCSKOM BXOJIHOM CJIOBe X € L MmaumnHa M ocraHaB/HBaeTCsl B NPHHHMAIOLLEM
COCTOSIHMM, @ Ha BCSKOM cJioBe X & [ — B orepratoiiem. Knace P — 310 kiace Beex
I3bIKOB, pacro3HaBaeMbiX MaliMHaMu ThlopuHra, paboTailolMH 3a MOJMHOMHAJBHOE
Bpemsi. Pyukims [: X* — X Bblunc/IMMa 3a NOJMHOMHAJIBHOE BPEMS], ECJIH CYIIIECTBYET
Takast MOJIHHOMHAJbHAST MalliHa ThIOPHHTa, 4TO €CJIH Ha BXOJ eH MOJIaHo CJI0BO X € X*,
TO B MOMEHT OCTaHOBa Ha JieHTe OyJeT 3anmucaHo 3HaueHue f(x). S3bIK L npuHaIIeKUT
knaccy NP, ecai cyiiectBytor npeaukat P(x, y): X* x 3% — {0, 1}, Boiunc/aumelii 3a
NOJHHOMHA/ILHOE BPEMsl, U TOJIMHOM p, TaKHe 4To

L={x|3yP(x, p&ly| < p(x]}.

Takum o6pasom, s13bik L mpuHagiekut NP, ecin asst Besikoro cjoBa M3 L AJiMHBL 1
MOXKHO yraatb HEKOTOPYIO CTPOKY MOJIMHOMHAJBbHOH OT A JJIMHBI M 3aT€M C MOMOLLLbIO
npenukara P y6eauTbest B npaBuibHOCTH jorafku. slcho, uto P C NP. fInsercs qn
9TO BKJIIOUEHHE CTPOTHM — OJIHA U3 CAMbIX H3BECTHBIX HEpeIleHHbIX 3aJau MaTeMaTHKHU.
BoJIbLIMHCTBO CrEUMaNMCTOB CUMTAIOT, UTO OHO CTporoe (Tak Ha3blBaeMas TMIOTe3a
P # NP). B knacce NP BbijeseH noJkgace MakCHMajibHO CJIOXKHBIX SI3bIKOB, Ha3bl-
BaeMblXx NP-nosnbivn: mo6oit NP-mosHbIf f3bIK pacro3HaBaeM 3a MOJHHOMHAJIbHOE
BpeMst TOrJla U ToJibKo Toraa, korga P = NP.

Jnst nanbHeiiero HaM norpebyercst elile MOHSTHE BEPOSTHOCTHON MalivHbl Thio-
puHra. B o6biunbix MauinHax TbiopuHra (MX HA3bIBAKOT JETEPMHUHHPOBAHHBIMH, UTOObI
OTJIMUUTb OT BEPOSITHOCTHBIX) HOBOE COCTOSIHME, B KOTOpPOE MallMHAa MEpPeXOAMT Ha
OUEPEJIHOM 1lIare, TOJIHOCTbIO OMpeJle/sieTcsl TEKYLIMM COCTOSIHUEM M TE€M CHMBOJIOM,
KOTOPbIH 0003peBaeT roJloBKa Ha JieHTe. B BEpOSITHOCTHBIX MalllMHAX HOBOE COCTOSIHHE
MOKET 3aBHCETb €lle W OT CJyYalHOH BeJMUMHbI, KoTopasi npuHuMaetr 3Hauenus 0 u 1
C BeposiTHOCTBIO 1/2 Kaxkioe. AJIBTepPHATHBHO, MOXKHO CUMTATh, YTO BEPOSITHOCTHASI
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MaiuHa ThlopyHra UMeeT JIOTMOJHUTEbHYIO CJYUaiHylo JIEHTY, Ha KOTOpOH 3amucaHa
6GeckoHeuHasi IBOMUHasi cJydaiiHasi crpoka. CuyuaiiHasi IeHTa MOXKET YHTAThCs TOJbKO
B OJIHOM HampaBJ/eHWH, U TIepexo] B HOBOE COCTOSIHHE MOXKET 3aBHCeTb OT CHMBOJIA,
0603peBaeMoro Ha 9TOH JIeHTe.

Paccmotpum Tenepb ciefyloliMil eCTeCTBEHHbI! BONPOC: He SIBJSETCS JU
runore3a P # NP Heo6X0UMbIM U IOCTATOYHLIM YCJIOBHEM J/Isi CYLeCTBOBAHHUS
CTOMKHUX KPUNTOrpaUUecKux cxem?

Heo6xommocTb, 1 B caMOM Jiesle, BO MHOIHX CJyyasix MOUTH OUEBHJHA.
BepHemest k npumepy 1. Onpenenum cieiylolni sa3blk:

L={(Ky, d, i) | cymecTByeT Takoe cOOBIIEHHE /71, UTO
Ek,(m) =d n ero i-it 6ur pasen 1}.

$IcHo, uto L € NP: BMecTo onucaHHoro Bo BBeEeHHH MOJHOTrO nepedopa
MOXKHO MPOCTO yrajiaTb OTKPBITbIA TEKCT /72 ¥ MPOBEPUThb 3a MOJUHOMHAJIbHOE
Bpems, uto Eg, (m) =d w i-it 6ur m pasen 1. Ecan na, To BXonHOe c/0BO
(K, d, i) npuHUMAaeTCs1, B TIPOTHBHOM CJlyuae — OTBEPraeTcsl.

B npennosnoxenun P = NP cyuiecTByeT neTepMUHUPOBAHHbIA MOJHHOMH-
aJIbHbIH aJAropuT™, pacrno3Hamoumil a3bik L. 3Hasg K U d, ¢ TIOMOLIBIO 3TOTO
aJrOPUTMa MOKHO MOCJIE/IOBATENbHO, MO OUTY, BBIYUCJUTD OTKPBITBIA TEKCT /1.
Tem cambIM KpunTocHCTEMa HecTOHKas.

Tor ke noaxoa — yrajatbh CeKpeTHbIH KJ/OU M MMPOBEPUTb (3@ MOJHHOMM-
aJlbHOe BpeMsl) IPaBHJbHOCTb J0rajiKH, — IIPUMEHHM B IPHHLMUIE U K JPYTHM
Kpunrorpaguueckum cxemaMm. OJHAKO B HEKOTOPBIX CJyuasiXx BO3HHKAIOT TeX-
HHUECKHE TPYAHOCTH, CBSI3aHHbIE C TE€M, UTO MO MH(OPMALIMH, KOTOpPas UMeeTCs
y TIPOTHBHHKA, UCKOMAasl BEJHUHHA (OTKPBITbIA TEKCT, CEKPETHBIN KJItOY U T.11.)
BOCCTaHABJIMBAETCSl HEOHO3HAUHO.

Uro e Kacaercsi BOMpoca 0 J0CTaTOUHOCTH mpeanonoxenus P # NP, to
3/leCb HanpalluBaeTcs CJeLyIOLWHMH MOAX0L: BbIOpaTh Kakyto-1160 NP-nosnyo
3ajauy ¥ MOCTPOUTL HA ee OCHOBE KPUMTOrpadUueckylo cxemy, 3ajaua B3joma
KOTOpOH (T.e. 3ajaua, crosiulasi nepea NpoTUBHHKOM) Gblia 6bl NP-nosHoi.
Takue monbiTkKH npeanpuHuManch B Hauaje 1980-x romos, B 0COGEHHOCTH
B OTHOLUEHHM KPHUITOCHCTEM C OTKPBITBIM KJIOUOM, HO K yCleXy He IpHBe-
Ju. PesynbraToM Bcex 3THX TIOMBITOK CTAl0 OCO3HAHMeE CJeAylollero (akra:
naxe ecau P # NP, 1o qo6asi NP-nosinasi 3ajaua MoxeT 0KazaThCsi TPyAHOH
JIMIIb HAa HEKOTOPOH 6@CKOHEUHOH MOC/1e/10BaTebHOCTH BXOJHBIX CJ0B. MHbIMU
CJI0BaMH, B ornpejesieHre kaacca NP 3ajoxkeHa Mepa CJIOKHOCTH «B XY/ALIEM
caydae». JIyisi CTOHKOCTH »Ke KpUNTorpauueckol cxeMbl HEOOXOJAUMO, UTOObI
3a/aua MPOTUBHUKA OblJa CJI0XKHOH «IMOYTH BCIOLy». TakuM oOpaszom, cTaJjo
SICHO, UTO JI/IS KPUMITOTPa(UUECKOH CTONKOCTH HEOOXOIMMO CYLLIECTBEHHO HoJlee
cujibHOe mpejmnoJoxenue, ueM P £ NP. A umeHHo npearnosioxkeHne o cyiie-
CTBOBaHUH OJIHOCTOPOHHHUX (DYHKLHH.
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§ 3. OnHocTopoHHUe GyHKUUU

ToBopsi HedopMasibHO, OAHOCTOPOHHSIST (PYHKIMST — 3TO 3(PPEKTUBHO Bbl-
yrcaumast yHKLMS, 4151 3a1a4d MFHBEPTUPOBAHUSI KOTOPOH He CYLIeCTBYeT (-
(bekTHBHBIX asnropuTMoB. [Toa HHBepTHpPOBaHHEM MOHUMAETCsI MaccoBasi 3ajaua
HaxXO0XJIeHHs] TI0 3aJlaHHOMY 3HAueHHI0 (DYHKLMH OAHOTo (/M1060r0) 3HAUeHHs
13 npoobpasa (3amerum, uTo oGpaTHasi (PyHKLHsI, BOOOIE rOBOPSI, MOXKET He
CyLIeCTBOBATE). !

[TockosibKy MoHATHE OJHOCTOPOHHEH (DYHKLMH — LIeHTpaJbHOe B MaTeMa-
THUECKOH KpUnTorpaduu, HUKe Mbl aeM ero opmaJjbHoe OrpesiesieHHe.

[Tyers X" = {0, 1}" — MHOXKeCTBO BCeX JBOMUYHBIX CTPOK AJHHBI 72. TToj
dyukumeit f mbl monnmaem cemeiictso {f,}, rae f,: X" — X" m = m(n). dast
MPOCTOThI H3JIOXKEHUSI Mbl TIpeJrioaraeM, uto 1 mpoGeraer BeCb HaTypaJsbHbIN
psijl M uTO KaXkaasi u3 hyHKUME [, BCIOly onpejiesiena.

DyuKUMs [ HAa3bIBAETCST 4ecmMOLL, eCJIM CYLIeCTBYET TaKOH MOJMHOM ¢, UTO
n < g(m(n)) nas Beex n.

Onpepnenenue 1. UectHas dyHkums f Ha3biBaeTcss 00HOCMOPOHHeL, eclii
BBIMOJIHEHB! CJIETYIOLINE YCIOBHSI.

1. CymiecTByeT MOJMHOMHAJBHBIN AITOPUTM, KOTOPBIH JJIs1 BCSKOTO X BbI-
yucJisier f(x).

2. lnst mo6oil MOJHHOMHAJIBHOH BEpOSITHOCTHOH MaminHbl Tblopunra A
BBIMIOJIHEHO cJiefytonlee. [1ycTh cTpoka x BhiGpaHa Haynauy W3 MHOXKeCTBa X"
(o603Hauaercs x €p X"). Torna ans n06oro noJuHOMa p U Beex J0CTATOUHO
60JIbLINX 1

Pri[(A(f(x))) = [(x)} < 1/p(n).

BepostHocTb 31ech onpesessiercsl caydyaiiHbiM BbIOOPOM CTPOKH X M CJydaii-
HBIMH BEJIMUMHAMH, KOTOpble A HCTOJMb3yeT B CBOel pabore.

YcsioBue 2 KauecTBeHHO o3HauaeT cjenyoliee. Jlo6ast noJHHOMHANbHAS
BeposITHOCTHAsI MalMHa TblopuHra A MoxeT MO AaHHOMY y HalTH X M3 ypaB-
HeHusi f(x) = y JULIb ¢ NPEHeOPEKUMO MaJIOl BEPOSTHOCTDIO.

3ameTm, uTo TpeGOBaHWE UECTHOCTH HeJb3s OMyCcTHTb. [10CKOJIbKY IyIHHA
BXOJIHOTO cJIoBa f(x) matuHbl A paBHa /M, € MOXKET He XBATHThb MOJHHOMH-

ICyuiectByer ciejylonmii 06pasHblii aHaor 0HOCTOPOHHEH byHKLMU. TTpecTaBm cebe GoJlb-
uyto TesieOHHYI0 KHUTY, YNopsiloueHHylo no (amusiusm aboHeHToB. Torja HaWTH Mo JaHHON
(haMUJIMKH COOTBETCTBYIOLIMI TesiepOHHBI HOMep He cocTasisier Tpyna. Ho mnpencraBbre cebe
obpaTHylo 3ajauy — 1o HoMepy TesedoHa HalTH (GAMHIMIO €ro Baajesblia. DTOT Ke MpuMep
MOYKHO HCIOJIb30BATh U ISl TIOSICHEHHS] CYLIHOCTH MOHSTHsI (DYyHKLMH C CeKpeToM (cM. raasy 1).
ﬂpe[momomwm, YTO MbI MMOJATOTOBHJIN JIB€ Te.}'[erOHHbIe KHHWTH. ﬂepBaﬂ, KakK M Bblllle, yrnopsiioueHa
no camuInsM aGOHEHTOB, a BTOpasi, Ha060pOoT — 10 HoMepaM TeJsiecoHOB. [lepByto KHHTY Mbl
cjies1anu 06LLEOCTYHON, @ BTOPYIO OCTaBHJ/IN y ce0sl, 9TO H eCTb Halll cekpeT. 3ajaua onpeeieHus
10 HoMepy TeJsiechoHa (haMUIIMK €ro BJajeblia OCTaeTcsl TPYAHOH /ISl BCeX, HO TOJIbKO He /s Hac!
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aJIbHOTO (OT /71) BPEMEHH MPOCTO HA BBHIMUChIBAHHE CTPOKH X, €CJIH [ CJUILKOM
CHJIbHO «CXKMMAET» BXOJHble 3HAUEHMS].

$IcHo, uTO M3 MpPearnoNoKeHUs O CYLLECTBOBAHHH OJHOCTOPOHHUX (DYHKLIMH
caenyert, uto P # NP. OzHako He uckJ/oueHa caenyroliias cutyauusi: P # NP,
HO OJIHOCTOPOHHUX (PYHKIME HET.

Cyl1ecTBOBaHHE OJJHOCTOPOHHUX (DYHKLMH SIBJISETCS HEOOXOAUMBIM yCJIO-
BUEM JIJIs1 CTOHKOCTH MHOTHX THIIOB KPUITOrpaMueckKux cxeM. B HeKoTOpbIX
CJIyuasix 3TOT (paKT yCcTaHaBJIMBAETCS JOCTATOUHO MpocTo. O6paTUMCS OMATh
K npumepy 1. Pacemotpum takyto dyukuuto f, uto f(r) = K;. OHa BbluHcIMMa
¢ ToMmoliblo anroputMa G 3a ToJiMHOMHasbHOE BpeMsi. [Tokakem, uto ecJiu
[ — He oaHOCTOpOHHSS (PyHKUHS, TO KpUNTOCHCTeMa HecTolKas. [Ipeanoso-
KM, UTO CYIIECTBYET TMOJMHOMHA/bHbBIH BEPOSITHOCTHBIH alroput™ A, KOTOpbIi
MHBEPTHPYET [ C BepOSITHOCTBIO MO KpaiiHeid Mmepe 1/p(n) mjst HekoToporo
nosuHoma p. 3aech 1 — JuiMHa kioua K. [IpoTHBHUK MOXKET 1MojaTh Ha BXOJ
anaroputMy A kJwou K| W NOJyuuTh C YKa3aHHOH BEPOSITHOCTHIO HEKOTOpOe
3Hauenue r’ U3 npoo6Gpasa. Jlajee NPOTUBHUK MojaeT r' Ha BXxoj ajroputma G
u nostyuaet napy kioueit (K, Kb). Xorst K)) ne o6s13atesbHo cosnanaer ¢ Ko,
TeM He MeHee, 110 onpejesiennto kpunrocucremsl Dy (Ex, (m)) = m pnst moGoro
oTKpbITOro Tekcra m. [lockosbky K HaiiieH ¢ BeposSITHOCTbIO 110 KpafiHeil
Mepe 1/p(n), kotopast B Kpunrorpadyi He CUHTAETCS MPEHEOPERHMO MaJIoH,
KPHITOCHCTEMA HECTOHKas.

JLnst Apyrux KpunrorpadUuecKux cxeM MOJ0OHbBIH pe3ybTaT 10Ka3blBaeTcs
He cToJib pocto. B pabore MMnanbsuuo u JIyou [7] nokazana Heo6X0aUMOCTD
OJIHOCTOPOHHUX (DYHKLMH ISl CYLIECTBOBAHUS LIEJIOTO Psifia CTOMKHX KPHUIMTO-
rpauuecKux cxem.

3 Bcero ckasaHHOTO CJIEMYeT, UTO MPENOJIONKEHHE O CYLIECTBOBAHUH OJ1-
HOCTOPOHHUX (DYHKLMH SIBJSIETCS caMbIM CJ1a0biM KPUMTOrpaUUeCKUM NpeJi-
MOJIOXKEHHEM, KOTOPOE MOXKET 0Ka3aThCsl JIOCTATOUHBIM JI/ISi JIOKA3aTe/bCTBA
CYLLECTBOBAHUS CTOHKUX KPUNTOrpaUueCKUX CXeM pasJjiMuHbIX THIOB. Ha Bbi-
SICHEHHE TOTO, SIBJISIETCS JIM 5TO YCJOBHE U B CAMOM JieJIe J0CTATOUHbIM, HarpaB-
JIeHbl 3HAUUTEJIbHbIE YCHJIUS CMeUUalucToB. TPyMHOCThL 3ajauu MOCTPOEHHSsI
KpUNTOrpaduuecKux CXeM H3 OJHOCTOPOHHUX (DYHKLHMH MOXKHO TMOSICHUTb Ha
caenytoulem npumepe. [lyctb [ — ofHOCTOPOHHSI (DYHKIMS U HaM TpebyeTcs
MOCTPOUTb KPUNMOCUCIEMY C CeKPemHblm KAoHoM. B Takoll Kpunrocucreme
MMeeTCsl TOJIbKO OJIMH KJIIOU — CEKPETHbIH, KOTOPbII M3BECTeH W OTIpaBUTE-
JIIO, W TIoJTyyaTestto WudpoBaHHOro coobiienust. Aaroputmbl wudpoBanus £y
v netindpoBanust Dg 06a 3aBUCAT OT 3TOrO CEKPETHOro KJoua K U TaKkoBbl,
uto Dy (Ex(m)) = m 1 mo6oro oTKPLITOro TeKeTa /1. sICHO, UTO €CJIH KPUMTO-
rpamMmy d COOOLIEHHSI 11 BBIYKCSATL Kak d = f(n1), TO NPOTUBHHK, epPeXBaTHB-
LU ¢, MOXKET BBIUMCIIUTD 11 JIHILb ¢ MPeHeOPEKRUMO MaJIol BeposTHOCTbI0. Ho,
BO-TEPBbIX, HEMOHATHO, KAKUM 00Pa30M CMOXKET BOCCTAHOBUTb COOOLIEHHE 1M
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13 KPUITOTPAMMBbl 3aKOHHBIH T0JydaTesb? Bo-BTOPBIX, H3 TOTO, UTO (PYHKIHUS [
OJIHOCTOPOHHSIS1, CJIE/y€eT JIHlllb, UTO MPOTUBHUK HE MOXKET BbIUHCJHUTbL BCE CO-
o6lIleHHe 1IeJTMKOM. A 9T0 — BecbMa HU3KHH ypoBeHb cTOHKOCTH. YKesaTelbHo,
yTOGBI MPOTHBHHUK, 3HAIOIIME KPUTITOrpaMMy «, He MOT BHIYHMCJHTb HH OJHOTO
6HTa OTKPBITOTO TEKCTA.

Ha wnacrosimmii MOMEHT J0Ka3aHO, UTO CYLIECTBOBAHHE OAHOCTOPOHHHX
(byHKUMH siBJIsieTCS HEOOXOMMMbIM M JIOCTATOUHBIM YCJOBHEM /ISl CYLLECT-
BOBaHMS CTOMKHX KPHITOCHCTEM C CEKPETHbIM KJIOUOM, a TakKKe CTOHKHX
KpUNTOrpauueckux MpOTOKOJOB HECKOJNbKUX THIOB, BKJIOUAsi MPOTOKOJIbI
371eKTpoHHOl moanucu. C Apyroil CTOPOHbI, UMeeTCsl pe3yJ bTaT MMnasmbsaumo
1 Pymuxa [9], KOTOpEIf SIB/ISIETCS 1OCTATOUHO CHJBHBIM apTyMEHTOM B MOJIb-
3y TOro, 4to JyIsl HEKOTOPBIX THIIOB KpHUMNTOrpaHuyecKux cxeMm (BKJIOUast
NpPOTOKOJIbI pacnpejiesiennsi Kiouedd tuna Juddu—Xennimana) tpebyrores
6osiee CHUJIbHbIE TIPEANOJOKEHHS, UeM MPEANOJIOKEHHEe O CYLIECTBOBAHHUH
OIHOCTOPOHHMX (pyHKIMH. K coxaneHuIo, 3TOT pe3yJbTaT CJIUIIKOM CJOXKHBIH,
4TOGBI €0 MOXKHO OBIIO PAa3bsICHUTH B HACTOSILIEH TJIaBe.

§ 4. llceBnocayuaitibie reHepaTopbl

CyliecTBeHHbIH HelocTaToK wWHppa BepHama coCTOMT B TOM, UTO KJIOUH
0/1Hopa3oBble. MOXKHO JIH H30aBUTHCS OT 3TONO HEJOCTAaTKa 3a CUET HEKOTOPOro
CHHKeHHUs1 cToKocTH? OJIMH U3 CocoGOB pellleHHst 3TOH NPoOJeMbl COCTOUT
B cienyiolieM. OTnpaBuTeb U 0JydaTe b UMEIOT OOLIMH CeKPeTHbIH Koy K
JUIMHBL 1 U C TIOMOLIbIO HEKOTOPOTO A0CTATOUHO 3(H(DEKTUBHOIO AJrOpUTMA g
reHepupyloT W3 Hero nocJenoBaTesbHOCTh r = g(K) miuHbl g(n), rie g —
HeKoTopblil nosuHoM. Takasi kpunrtocuctema (o6o3Hauum ee Cr) Mo3BoJisieT
dpoBath coobllleHHe M (MW COBOKYMHOCTb COOOLIEHUH) JIUIMHOH 10 (1)
6utoB no copmyse d = r G m, rae $ — nopaspsyHoe Ca0XKeHHe OHTOBBIX
cTpoK no moayio 2. IlewmndpoBaHue BbinoJHseTcs no dopmyie m =d @ r.
N3 pesyabratoB LlleHHOHa BbITEKaeT, UTo Takasi KpUNTOCHCTEMA HE sIBJIsIETCS
abCoJIOTHO CTOHKOM, T. €. CTOHKOH NPOTHB JII0OOro MPOTUBHUKA (B U4eM, BIPO-
yeM, HeTpyIHO YOemuThCsl U HerocpencTBeHHo). Ho uto Gyzer, ecan Tpebyercs
3alIMIIATLCS TOMBKO OT MOJMHOMHMAJBHO OTPAHMUEHHOTO TPOTHBHHKA, KOTO-
Pl MOXKET aTakoBaTb KPUNTOCHCTEMY JIMIIb C MOMOLIBIO MOJUHOMHAJBHbBIX
BEPOSITHOCTHBIX aJropuTMOB? KakuM yCJIOBHSIM JIOJKHBI YAOBJETBOPSITH MO-
CJIEIOBATENILHOCTb 7 U AJITOPUTM g, uToObl KpuntocucteMa Cr Oblia CTOHKON?
[ToHcKN OTBETOB Ha 3TH BOMPOCH MPHUBENH K TIOSIBJIEHUIO MOHSTHS MICEBIOCTY-
yalHOTro reHepaTopa, KoTopoe OblIo BBeeHo Baomom n Mukann [3].

[ycrs g: {0, 1}* — {0, 1}9") — cynkuusi, BblUHCANMAS 32 TIOJUHOMH-
ajibHoe (0T 1) Bpemsi. Takas yHKLMs Ha3bIBAETCs reHepaTopoM. MHTYUTHBHO
SICHO, UTO TeHepaTop g SIBJSETCS MCEBAOCYUalHbIM, €CJM MOPOXKAAEMblE UM
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MOC/eI0BATENBHOCTH HEOTJIHUMMbI HHKAKHM MOJHHOMHAJILHBIM BEPOSTHOCTHBIM
aJrOPUTMOM OT CJIydalHbIX MOCJeA0BaTeNLHOCTEH TOH Ke JHHbL g(r). Pop-
MaJlbHO 3TOT OO'bEKT OMpesiesisieTesl CAeAYIOIHM 06pa3oM.

[Tyctb A — nosMHOMUa/bHAS BEPOSTHOCTHAs MallldHa ThlopHHra, KoTopas
MoJiyuaeT Ha BXOJIe IBOMUHbIE CTPOKH JIJIHHBI ¢(11) U BbIJIA€T B pe3yJibTaTe CBOeH
pa6otel oxun 6uT. [lycth

Pi(A, n)=Pr{A(r)=1]|rep{0, 1397},

BepostHocTb 3z1ech onpejessieTcsl cjydadHbiM BbIOOPOM CTPOKM 7 M CJydail-
HBIMH BeJIMUMHAMH, KoTopble A ncrnosbayer B cBoelt padore. [lycTs

Py(A, n) = Pr{A(g(s)) = 1| s € {0, 1}"}.

DTa BEpPOSITHOCTH OMNpEJesIIeTCs CyyailHbIM BBIGOPOM CTPOKH S H CJydaifHbi-
MH BeJIMUMHAMH, KoTopble A Hcrosib3yeT B cBoell pabote. [lojuepkHem, uTo
(hYHKLMS g BBIUHC/SETCS IETEPMUHHPOBAHHBIM aJTOPUTMOM.

Onpepenenue 2. [eneparop g HasbiBaercs kpunmoepaguuecku cmodi-
KUM nce8oOCAYHALUHbIM 2eHepamopoM, ecau sl 6ol MoJHHOMHAIbHON
BEpOSITHOCTHON MallnHbl Thiopunra A, 1Jist JiE060ro MOJHHOMA p U BCEX J0CTa-
TOUYHO OOJIBLUMX 17

|P1(A7 ﬂ) _PQ(Av ﬂ)‘ < l/p(ﬂ)

Bciosy Hixke Mbl [J1s1 KDATKOCTH Oy/1eM HA3bIBATb KPUMTOrPAPUUECKH CTOM-
KHe TICeBIOoC/yYailHble reHepaTopbl MPOCTO TCEBIOCTYYaiHbIME TeHepaTOPaMH.
Takoe coxpalileHne siByisieTcst OOLIENPHHATHIM B KPUIITOrpachHuecKol JiuTepa-
Type.

HetpynHo y6enuthbesi, uTo Jis CylECTBOBaHHS TCEBAOCAyUaiHbIX TeHepa-
TOPOB HEOGXOJUMO CYyLIECTBOBAHHE OJHOCTOPOHHUX (DyHKIME. B camom neie,
cama (pyHKIHUs g J0JDKHA ObITh OMHOCTOPOHHEH. [10Ka3aTesqbeTBO 3TOrO Mpo-
CTOro paKTa Mbl OCTaBJIIEM UMTATENIO B KAUeCTBe yrpaxKHeHusi. Borpoc o Tom,
SIBJIIETCS1 JIM CYLECTBOBAHHE OJHOCTOPOHHUX (PYHKIME OJHOBPEMEHHO W J0-
CTaTOUHBIM YCJIOBHEM, JIOJITO€ BpeMst ocTaBajicst oTKpbiThiM. B 1982 1. Slo [10]
MOCTPOUJI MCEBAOC/YUANHDBIH FeHePaTOp, UCXOs U3 MPEITOJIOKEHHS O Cylie-
CTBOBAHUU OOHOCMOPOHHUX Nepecmaro8okK, T.e. COXPAHSIOUINX UIMHY B3a-
MMHO OJIHO3HAUHBIX OJHOCTOPOHHUX (PYHKLHEH. 3a 3TUM MOCJeNnoBaja Cepus
paboT, B KOTOPBIX IOCTATOYHOE yCJIOBHe Bee GoJiee 1 HoJiee 0cnabJIsiioch, Moka
nakonett B 1989—1990 rr. MUmnasbsio, Jlesun u Jlyou [8] u Xocran [6] He
MOJIyYHJTH CJIEAYIOIIHE OKOHYATEbHBINH Pe3yJibTaT.

Teopema 1. [lcesdocayuatinoie eenepamopol cyuiecmsyrom moaoa
U MoAvbKo moeda, Koeda cyu,ecmsyrom 00HOCMOPOHHIE QYHKUUU.
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[TceBnocayuaiinble renepaTopbl HAXOAAT MPUMEHEHHE He TOJIbKO B KPHMTO-
rpaduu, HO U B TEOPUH CJOKHOCTH, M B JPYrUX 00MACTAX TMCKPETHONH MaTeMa-
TUKH. OOCyXKeHHe 3TUX MPHJIOKEHUH BBIXOAMT 32 PAMKHM HACTOSILLEH TJ1aBbl.
3/ech Ke B KauyecTBE WJUIIOCTPALMM Mbl PACCMOTPHUM OIMKMCAHHYIO B Haya-
Jie JJaHHOro pasjesa kpunrtocucteMy Cr, MCHOJb3YIOLLYIO MCEBAOCYUaNHbIH
reHepaTop B KauecTBe ajroputma g. Ilpexxie Bcero HaM HeOOXOAMMO AATb
ornpejie/ieHle CTOMKOCTH KPUITOCHCTEMbI C CEKPETHBIM KJIIOUOM.

[lyctb Ex — anaroput™ 1wu@poBaHusi KPUITOCHCTEMbl C CEKPETHBIM KJIIO-
yoM. O6Go3Hauum peaysibTar ero pabotel d = Ek(m), 3nech K — ceKpeTHblil
KJII0Y JUIMHOH 1 GUTOB, a M — OTKPBITHIH TeKCT AJIMHOH g(n) 6utoB. Uepe3
m; o6o3Hauaetrcsi i-i OGUT OTKPBITOTO Tekcra. [lycth A — moJsiHOMHa/bHAS
BEPOSITHOCTHAs MalinHa ThlOpUHTa, KOTOPasi MOJyYaeT Ha BXOJ KPUMTOrpamMMy
d w Bbinaer mapy (i, o), rne i € {1, ..., g(n)}, o € {0, 1}. MuryurusHo,
KPHUIITOCHCTEMA SIBJISIETCST CTOHKOM, ecsii HMKakasi mMauuHa Tbiopudra A He
MOXKET BBbIUMCJIUTb HH OJMH OUT OTKPBITOTO TEKCTa C BEPOSITHOCTBIO ycrexa,
CYIIECTBEHHO GO0JIbIIIEH, UeM MPU MPOCTOM YrajblBaHHH.

Onpepnenenue 3. Kpunrocucrema HasblBaeTCs CTOMKOH, eCan IS J0OO0M
MOJIMHOMHAJIbHOE BEPOSITHOCTHOM MalliHbl Thioputra A, st 060ro noJuHo-
Ma p M BCeX J0CTaTOYHO OOJBLIMX 7

L

Pr{AW) = (i, o) & o= m; | K€ {0, 1}, mep{0, 110} < § + ot

OTa BepOATHOCTb (BCIOJY HHXKE /sl KPAaTKOCTH Mbl ee 0603HauaeM nNpocto Pr)
orpenessieTcsl CJayuyalHbIM BbIGOPOM CEKPeTHOro KJjioua K, caydyaidlHbIM BbIOO-
pPOM OTKPBITOrO TEKCTa /71 M3 MHOXKECTBA BCEX JBOMUHBIX CTPOK AJIHHBI (1)
¥ CJIyualiHbIMKM BeJIMUMHAMH, KOTOpble A UCMOJb3yeT B CBOEH padoTe.
[Tokaxkem, uto Kpunrocucrema Cr ¢ TICEBAOCTyUaiHBIM TeHEPATOPOM B Ka-
uecTBe g sBJSETCS CTOHKOH B CMbIC/]e JlaHHOro omnpesesenus. [Ipenmosio-
JKUM MTPOTHUBHOE, T. €. UTO CYLIECTBYIOT NOJMHOMHAJbHbINH BEPOSITHOCTHBIN aJIro-
put™ A W nosmHoM p, Takue uto Pr > 1/2 + 1/p(n) mist 6eCKOHEUHO MHOTHX f1.
Paccmotpum asiroput™ B, KOTOpbIH TOJIydaeT Ha BXOJE JBOMUHYIO CTPOKY 7
Junnbl g(n), BeiGUpaer m €p {0, 119" ppuucasier d = m @ r v BhisbiBaer A
Kak MoJrporpamMmmy, rnojasasi eii Ha BXxoJ, cTpoky d. [Tosyuus ot A napy (i, o),
B npoBepsieT, J1eHCTBUTENBHO JIH M; = G, U €CJIU 1a, TO BblIaeT |, B IPOTHBHOM
cayuae — 0, W ocTaHaB/auBaercsl. JIerko BuieTh, uto B padoTaer 3a MOJMHOMHU-
ajibHoe (0T 1) BpeMs. YOeIUMCsl, UTO aJropuT™M B OTJIMUaEeT MCeBAOCyUaible
CTPOKH, TIOPOKJIEHHbIE FEHEPATOPOM g, OT CJIYUalHbIX CTPOK AJHHBI g(n). B ca-
MOM JIeJie, €CJI CTPOKH 7, TIOCTYNalollke Ha BXOA B, ABAAIOTCS CaAyUalHbIMH, TO
d — kpunrorpamma tudpa Beprama u, corsmacho teopeme lentona, Pr=1/2.
Ec/an CTPOKH r MOpoxKIeHbl TeHEepaTOpoOM g, TO KPUNTOrpaMMbl d UMEIOT Ta-
KOe Ke pacripesieieHde BeposTHOCTeH, KaK B Kpunrtocucteme Cr, H, COTIacHO
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npeanogsiokenuio, Pr > 1/2 4+ 1/p(n) mnsi 6eckoneuno MHorux . [loJyuen-
HO€ MPOTHBOPEUHE C ONpe/e/ieHHeM MCeBIOCTyUalHOTr0 TreHepaTopa 10Ka3blBaeT
yTBepKIeHHE 0 CTOHKOCTH KpunTocucTeMbl Cr.

[IpeanosiokeHne O TOM, UTO OTKDBITbIE TEKCTbI SIBJSIOTCS CJydallHbIMHU
OTHOCHTEJIbHO PaBHOMEPHOrO pacrpejielieHHsl, BecbMa JaJjleKo OT peasibHO-
cTH. Ho MblI ero ucroJib3oBasi JiMiIb JIJIst TIPOCTOThI H3J102KeHHsi. CTOHKOCTD
Kpunrocuctembl Cr ¢ MCEBAOCTYUAHHBIM T€HEPATOPOM B KauecTBE g MOXKET
ObITb JlI0OKa3aHa B ropasno GoJee obulel cutyauuu. MuHrepecen, Hanpumep,
Takol cueHapuil. [IpoTHBHHKY 3apaHee M3BeCTHO, uTO OYAET MepeaaBaThCsl
0JHO M3 JBYX coobuiennii my, my € {0, 1}9% kaxnoe ¢ BeposiTHOCTbIO 1/2.
3anaua NMpPOTHBHHKA — yrajaTh, Ha OCHOBE aHaJM3a KPUMTOrpaMMel d, Kakoe
MUMEHHO W3 COOOLLEeHUH, /) Wi myo, nepepaBajoch. Mbl npejyaraeM uuTa-
TEeJII0 B KauecTBe BeCbMa MOJIE3HOTO YNpPaXKHEHHSI CaMOCTOSATE/IbHO JI0KA3aTh,
YTO paccMaTpuBaemasi KpUIITOCHCTEMA SIBJSIETCS CTOMKOH M MPH 3THX Mpej-
MOJIOKEHUAX (WISl 3TOr0 HeoOXOAMMO CHauaja COOTBETCTBYIOLLIMM 00pasoMm
MOMPUIMPOBAThL OMpejiesieHre 3).

PasymeeTtcs, CTOUKOCTb KPUIITOCUCTEMbI C CEKPETHBIM KJIIOUOM MOKHO OTl-
peleNiATh pasjuuHbiM 00pa3oM. Hanpumep, MOXKHO paccMaTpUBaTh CTOHKOCTD
MPOTHB aTakW C BbIGOPOM OTKPBITOrO TEKCTa: MPOTHBHHUK MOXKET MpeiBapH-
TeJIbHO BbIOPATh MOJMHOMHAJLHOE KOJHUECTBO OTKPBITLIX TEKCTOB M MOJYUYHTh
MX KPUITOrPaMMBbl, MOCJIE Uero OH TMOJydyaeT Ty KPHITOTpaMMy, 10 KOTOPOU
eMy TpeGyeTcs BbIUMCJUTb XOTS Obl OJIMH OUT COOTBETCTBYIOLIErO OTKPBITOTO
Tekcra. HerpyaHo yGenuTbes, uto Kpunrocucrema Cr ¢ MCEBIOCTYUaHHbIM
reHepaTopoM B KauecTBe g sIB/SETCS CTOMKOH M MPOTHB aTakh C BbIGOPOM
OTKPBITOTO TEKCTA.

Takum o6pasom, Mbl yOEIUIHCh, YTO C MOMOLIBIO MCEBAOCTyUalHbIX Te-
HEpaTOpPOB MOXKHO CTPOUTH CTOHKHe KpunTocucTeMbl. OCHOBHOE HaNpaBJ/eHHe
HCCJIeIOBAaHUI B AaHHOH 06J1aCTH — MOUCK METOJOB MOCTPOEHHS 3P PeKTHB-
HBIX TCEBJOC/yUaliHbIX IeHEepPaTOPOB HA OCHOBE Pa3JMUHBIX KpHOTOrpaduue-
cKUX npeanoJsoxenui. [TokazareseM 3(heKTHBHOCTH 31€Ch CJYKHUT KOJHUe-
CTBO OINepalllii, 3aTpaudBaeMbiX Ha BbIUHCJIEHHE KaXKJIOTO OUYEPeJHOro OuTa
TCeBAOCAYyYalHON MOCJ/1e10BATENLHOCTH.

§ 5. Jloka3aTeabCTBa ¢ HyJEeBbIM pa3rJjalieHuemM

[Tpenmonoxkum, yto AJjnca 3HaeT J0Ka3aTeNbCTBO HEKOTOPOH TeOpeMbl
u xenaetr y6enntb boba B Tom, uTo Teopema BepHa. Koneuno, Asmca moxer
npocTo nepeaath aokasatenbcTBo boby Ha nposepky. Ho Torna Bnocsenctsuu
Bo6 cmoxer cam, 6e3 oMoty AJHChI, 10KA3bIBATh TPETHUM JIULAM 3TY TeO-
pemy. A moxer s Asnnca y6eautb bo6a Tak, uToObl OH He MOJYUHJI MPH 3TOM
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HUKaKoH MH(OopMalnH, KoTopasi momoryia 66l eMy BOCCTaHOBHTBH J0Ka3aTeslb-
CTBO TEOPEMbI? DTHM JIBYM, Ka3ajocb Obl B3aUMHO HMCKJIOUAIOLIUM TpeGoBa-
HHUSIM, YIOBJIETBOPSIIOT MIPOTOKOJIbI J1I0KA3aTe/IbCTBA C HyJIEBbIM pasrjalleHueM.
[Tocnennee moustHe Gbulo BBeneHo lombaBaccep, Mukanu u Pakoddom
B 1985 1. [4].

PaccmarpuBaercst ciemyioliast Moiesb MpoTokosa. B pacrnopsokennn Anu-
col 1 Bboba umetorcsi BeposiTHOCTHble MatluHbl Thiopudnra P u V coorBer-
CTBEHHO. Bblunc/nTesbHble pecypebl, KOTOpble MOXKET HCI0Jb30BaTh Auiuca,
HeorpaHuyeHbl, B TO BpeMsi KaK MauiMHa V paboTaer 3a MOJMHOMHAJbHOE
Bpemsi. Maumnbl P 1 V umelor o61iyil0 KOMMYHHKALMOHHYIO JIEHTY JJIs1 06-
MeHa coobuiennsiMu. [Tocsie 3ammcu coob1eHnst Ha KOMMYHHKALHOHHYIO JIEHTY
MalliHa TIEPEXOJUT B COCTOSIHHE OXKHJAHHS W BBIXOJIHUT U3 HEro, KaK TOJIBbKO
Ha JieHTy OyJieT 3anucaHo oTBeTHoe coobienne. Mauinubl P u V umetor Takxke
0O1LLyI0 BXOJIHYIO JIEHTY, Ha KOTOPYIO 3alIHCaHO BXOAHOE CJIOBO X. Y TBepxKIeHHe,
KOTOpO€ JI0Ka3biBaeT AJnca, CyTb «x € L», rie L — HeKoTopbli (PUKCHPOBaH-
HBIA (M3BecTHBIN M Asnce, 1 Boby) s3bIk. UTo6bl H36exaTh TPUBHAJIBLHOCTH,
13bIK L J0JDKeH ObITh TPyAHbIM (Harnpumep, NP-nosteim), nnaue Bo6 cmoxer
CaMOCTOATENLHO MPOBEPUTD, UTO X € L. 1o cyllecTBY npoTOKOJ J0Ka3aTelb-
CTBA COCTOMT B TOM, 4To B00, McnoJsb3ys ciaydaiiHocTb, BbIOMpaeT HEKOTOPbIE
BOMPOCHI, 3a/aeT X AJiMce U MPOBepsieT NPaBUILHOCTb OTBETOB. BhinosiHeHHe
MPOTOKOJIA 3aBepIliaeTcsi, KOria MallnHa V ocTaHaBIMBAETCsl, TIPH ITOM OHa
BbIAeT |, ecsiM 10Ka3aTebCTBO MPUHATO, H 0 — B MPOTHBHOM CJyuae.

[lyctsb A u B — nBe uHTEpaKTHBHbIE, T. €. B3aUMOJIEACTBYIOLINE Uepe3 06-
1lyl10 KOMMYHHKAUHOHHYIO JIEHTY, BEPOSTHOCTHble MallMHbl TbhlopuHra. Yepes
[B(x), A(x)] o6o3Hauaercsi cjyuyaiiHasi BeJMUHHA — BBIXOJHOE CJIOBO Malllk-
Hel A, korma A u B paGortaioT Ha BXoaHOM cJioBe x. Uepes |x| o6osnauaercst
JUIMHA CJ10Ba X.

Onpenenenue 4. Humepakmusuoim doKazameabcmsom 0 a3vika L
Ha3bIBAETCS TaKasl napa MHTepakTUBHbIX MalinH Toioputra (P, V), uto BbinoJ-
HSIOTCS CJIEYIOLIHE 1BA YCJIOBUS.

1. (ITosnora.) st Bcex x € L

Pr{[P(x), V(x)] =1} = 1.

2. (KoppektHoctb.) Hast mo6oit Maunubl Thiopunra P*, nnis smo6oro no-
JIHHOMA p W st BCeX X € L I0CTaTOuHO GOJBIION JJIHHbI

Pr{[P*(x), V()] = 1} < 1/p(|x]).

[TosHOTa 03HAUAET, UTO €CJIM BXOJHOE CJIOBO MPUHAJEKHUT 5A3bIKy L U 06a
yuactHuka, u Asuca, U Bo0, cieayioT npoToKoJy, TO JI0KA3aTeJbCTBO OyeT
Bcerjga npuHaTo. TpeGoBaHHWe KOPpPEeKTHOCTH 3aluuilaer boba oT HedecTHOH
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Anuchl, KoTopasi mbiITaeTcst 00MaHyTh €r0, «JI0Ka3bIBasi» JIOXKHOE YTBEPKIEHHE.
[Tpu sToM Auiica MOXeT KakhM YrojiHo o06pas3oM OTKJIOHSITbCSI OT JEHCTBHH,
NpeanUCcaHHblX MPOTOKOJIOM, T. €. BMeCTO MallinHbl Thiopunra P ucnosb3oBath
mobyto apyryio maiuuny P*. TpeGyercsi, uto6bl BeposiTHOCTb o6MmaHa Oblia
B JIIOOOM cJlyuyae rpeHeOpeKUMO MaJok.

Onpepnenenue 5. VHTepaKTHBHBIN MPOTOKOJ J0KA3aTENbCTBA IS A3bIKa L
Ha3bIBaeTCsl JOKA3AMEAbCMBOM € AOCOMOMHO HYACBHIM DPASCAAULCHUEM,
ecJii, KpOMe YCJIOBHI | U 2, BBIMOJIHEHO elle U cJlellylolllee YCAOBHe.

3. (CBo#icTBO HyJieBoOro pasrjatienus.) [1as mo60#i noJHHOMHAIbHON Be-
POSATHOCTHON MallinHbl ThiopuHra V* cylilecTByeT BepoSTHOCTHAS MallliHa Thio-
puHra My-, paboratouiasi 3a NoJHHOMHAJNbHOE B CPEIHEM BPeMsl M Takasi, uTo
JUist Becex x € L

My- (x) = [P(x), V*(x)].

MaiuvHa My~ HasblBaeTcst Mojequpylolleid MawnHod st V*. Tlpeano-
JlaraeTcst, 4To MareMaTHUecKoe OXKHIaHHe BpeMeHH ee paGOThl OrpaHHUeHO
MOJIMHOMOM OT JJIMHBL X. DTO 03HAUAET, UTO B NPHHLIUIE My= MOXKET, B 3aBUCH-
MOCTH OT TOTO, KAKHE 3HAUEHHUS TIPUMYT HUCTI0JIb3yeMble B ee paboTe CiyuaiHble
nepemMeHHble, paboTaTh A0CTaTOYHO AoJro. Ho BeposTHOCTL TOro, uTo Bpems
ee paboTbl NPEBLICHT HEKOTOPYIO TMOJMHOMHAJbHYIO IpaHuLly, MaJsa. s Kax-
JIOH MallMHbl V* CTPOUTCS CBOSI MOJIEIUPYIOIAs MAIlIMHA; MOCJEIHSIS MOXKeT
ucnogb3oBath V* kak noanporpammy. Uepes My« (x) o603Hauaetcs caydaiiHas
BeJIMUHHA — BBIXOJHOE CJIOBO MallMHbl My«, KOrja Ha BXOJe OHa MoJydyaeT
CJIOBO X.

CBOICTBO HyJIEBOTO pa3rJiallleHusi 3aluiiaetr Asnucy ot HedectHoro bo6a,
KOTOPBIH, TIPOU3BOJILHO OTKJIOHSISICh OT JEHCTBHH, MPEANUCaHHBIX TPOTOKOJIOM
(ucrosbayst V* BMecTo V), MBITAaeTcsl H3BJeUb M3 €ro BBIMOJHEHHS JOMOJ-
HUTEJIbHYIO HH(OpPMaLHio. YcaoBHe 3 o3Hauaer, uto Bo6 Moxer mpu sTOM
MOJIYUUTb TOJNBKO TaKyto HH(QOPMALIMIO, KOTOPYIO OH CMOT Obl BHIUHCJIUThL U Ca-
MOCTOSITENIbHO (6€3 BbIMOJHEHUS] TPOTOKOJA) 38 MOJHHOMHAJBbHOE BpeMsl.

[TpuBeneM B KauecTBe TpHMepa MPOTOKOJ J0Ka3aTesbCTBa C abCOMIOTHO
HyJieBbIM pasriiatiienrem s sidbika U3OMOPOU3M I'PAGOB us padorh
Tonbapaiixa, Mukaau u Burnepcona [5]. BxomHbiM cioBoM siBJisieTcst mapa
rpaoB Gy = (U, Ey) u Gy = (U, Ep). 3necb U — MHOKECTBO BEpPLIHH, KO-
TOPOE MOXKHO OTOXKJIECTBHTb C MHOXKECTBOM HaTypasibHbix unces {1, ..., n},
E\ n Ey — takue MHoxectBa peGep, uto |E(| = |Eo| = m. Ipadet G| u Gy
Ha3bIBAIOTCS H30MOPMHBIMH, €CJIH CYLIECTBYET TaKas epecTaHOBKa () Ha MHO-
xeeree U, uto (u, v) € Ep Torna u TosibKO Torja, Koraa (@(u), ¢(v)) € E
(o6o3nauaercst G = @Gp). 3agaua pacrno3HaBaHus uaoMoppuama rpados —
XOpOLIO M3BECTHAs MaTeMaTHuecKas 3ajaua, /i KOTOPOi Ha JaHHbIH MOMEHT
He HU3BECTHO MOJMHOMHAJbHBIX alaropuTMoB. C IpYroil CTOPOHbI, HEH3BECTHO,
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ABJISIETCA JIM 9Ta 3aada I\IP—HOJH-IOI'/JI7 XOTs1 €CThb BECKHME OCHOBaHHUS MpearnoJia-
ratb, 4TO HE SBJIACTCH.

[Mporokoa IG

[Tyctb ¢ — nzomopdusm mexay G u Go. Caenylolye yeTbipe 1iara Bbl-
TMOJIHSIIOTCS B LIMKJIE /M Pa3, KaXIblil pa3 ¢ He3aBUCHMBIMU CJIYUalHBIMH BeJIH -
YHHAMH.

1. P BuiGupaer ciyuaiiHyio MepecTaHOBKY T Ha MHOKecTBe U/, BbIUMCJISIET
H =nG, v nockinaer 31oT rpag V.

2. V BoiGUpaer ciydadiHbiii 6UT o U rocbliaer ero P.

3. Ecsim a=1, To P noceinaer V nepectaHoBKy T, B TPOTUBHOM cJydae —
T1epecTaHoOBKY T O (.

4. Ecs nepecTaHoBKa, noJyueHHasi V, He siBjisieTcst M©30MOPHU3MOM MEXK LY
Gy u H, To V ocraHaB/MBaeTcst H OTBepraeT J10KasaTesbCcTBo. B npo-
THBHOM CJlydyae BBITIOJIHEHHE MPOTOKOJA MPOOJIKAETCS.

Ecau MPOBEPKHU .4 najid noJoXKUTebHbIH pe3yJabTaT BO BCeX 1 LHUKJAX,
ToV NPpUHUMAaeT N10Ka3aTeJbCTBO.

3amertuM, 4to ecqu B npoTtokode IG mawuna P nosydaer nuzomopdusm ¢
B KauecTBe JIOMOJHHUTEILHOTO BXOJHOTO CJI0BA, TO €l ISt BBINOJHEHHUS TPOTO-
KoJia He TpeGYyITCs HeorpaHHUeHHble BBIUHCJUTENbHBIE pecypebl. bosee Toro,
B 3TOM cJydae P Moxker ObiTh MOJIMHOMHAJLHON BEPOSITHOCTHON MalllMHOM
Teropunra.

Teopema 2 [5]. [Ipomokonr IG ssasemca dokasamenbcmeom ¢ abco-
AOMHO Hyresoim paserauieruem 04 a3vtka H30MOPDOHIM 'PADOB.

[TosiHora mporokosia 1G oueBuHa.

Jlnst noKazatesbCcTBa KOPPEKTHOCTH JIOCTATOUHO 3aMETUTb, UTO OUT a, KO-
Topblil V BbiGUpaeT Ha wiare 2, ykasbiBaet P, 115 xakoro u3 rpagos — Gg uiu
G| — tpebyeTcsi NpoJIeMOHCTPUPOBaTh H3oMopdH3M ¢ rpadom H. Ecan Gy u G
He M30MOpGHbI, TO 1 MOKeT GbITh U30MOP(EH, B JIyUllIeM CJydae, OJHOMY M3
Hux. [ToaTomy npoBepka M. 4 1aCT MOJOKHTENbHBIN PE3YJbTAT ¢ BEPOSITHOCThIO
< 1/2 B onHOM 1HKIE B ¢ BeposiTHOCTBIO < 1 /2™ Bo Bcex m LMKJAX.

JlokasaTesqbCTBO CBOHCTBA HYJIEBOTO pasrjallleHHs 3HAUMTENbHO CJI0KHEE.
[TosToMy Mbl BOCIIPOM3BOIMM TOJILKO OCHOBHYIO HJeto. [1pexne Bcero 3ame-
THM, UTO OCHOBHAsl 3ajlaua MallMHbl V¥ — MOJyuUTh MaKCHMaJbHO BO3MOXKHYIO
vH(opmatnio 06 uzomopduame Mexay Go U G. ECTeCTBEHHO MPEINONOKHUTD,
UTO OHA, B OTJIMUKE OT V, OYJIEeT BbIaBaTh B KAUECTBE BBIXOJIHOTO CJI0BA HE OJIMH
OUT, a BCIO TMOJYUEHHYIO B pe3yJ/ibTaTe BbIMOJHEHHS MPOTOKOJa HH(POPMALIHIO,
BKJIIOUAsi COJIEPXKUMOE CBOeH CJydalHOU JieHTbl, Tpadbl H W TNepecTaHOBKH,
noJlyueHHble COOTBETCTBEHHO Ha 1warax 1 u 3 nportokosa 1G. Moznenunpytoias
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MalinHa My JOMKHA YMeTb CTPOMTb TaKHe »Ke CJyuyaiiHble CTPOKH, rpadbl
W TepecTaHoOBKH, He 3Has MpH 3ToM u3omopduam ¢! [Tostomy My~ mbitaercs
yrajatb TOT GUT o, KOTOpbIH OyjeT 3arnpocoM MaiuHbl V* Ha are 2. Jlis
510ro My« BbIGHpaeT ciyuaiinblii GUT 3, c/yuaiiHylo nepecTaHoBKY () M Bbi-
unensier H = (Gg. Janee My 3amomunaer coctosiHue MatuHbl V* (BKouas
COJIEPXKUMOE CJIyUalHOH JIEHTbI) W BbI3bIBAET €€ KaK MOANporpammy, rnojaanas
eil Ha Bxox rpad H. OrtBerom MaumHbl V* OynerT HeKoTopblil OUT o. Eciu
o =[3, TO MOze/MPOBAHIE B JAHHOM LIMKJE 3aBEPLIEHO YCIELIHO, MOCKOJbKY
My- MoxeT poeMoHCTPpUpPOBaTh TpebyeMblil n3oMopduam. Ecin xke o # 3, To
My- BoccTaHaB/IMBaeT paHee COXPaHEHHOE COCTOsSIHME MallMHbl V* U MOBTOpSieT
TOTBITKY.

Ecau B onpene/sieHHd CBOACTBA HYJIEBOIO Pa3IialleHHsl 3aMEHHUTb paBeH-
CTBO cJiyuaiiHbiX BesuuuH Mys(x) u [P(x), V*(x)] TpeGoBanueM, u4ToObI HUX
pacrpesieieH|si BEPOSTHOCTEH «TOUYTH He OTJIMYAJHMCh», TO MOJYYHUTCS JPY-
rast pPa3HOBUJIHOCTb J10Ka3aTesIbCTB — 00KaA3ameabcmsa co Cmamucmuecku
HYABLIM PA32AAULEHUEM.

Eute onvH THIT — JOKA3AMeAbcmBa ¢ BblUUCAULMENbHO HYACBbLM PA3CAA-
weruem. B sToM ciyuae Tpebyetcsi, uUToObl MOJIE/IUPYIOLILAs MalllMHA CO3/laBaJjia
pacripejiesieHde BeposSITHOCTeH, KOTopoe HeoTsunmo oT [P(x), V*(x)] Huka-
KUM [OJIMHOMHAJIbHBIM BEPOSITHOCTHBIM aJTOPUTMOM (HEOTJIMUUMOCTb 3/1eCh
ONpeesIsSieTCsl aHaJIOTHUHO TOMY, KaK 3TO JieJlaloch B ONpeJleJieHHH MCeB10-
CJlyualiHOro reHepaTopa).

[TonuepkHeM 0co60, UTO BO BCEX TpeX OMpeleseHHsX HyJ1eBOro pasrJalie-
HUSl YCJIOBUS HAKJAAbIBAIOTCS HA JIEHCTBUSI MOJEJUPYIOLLEH MalIMHbI TOJBKO
Ha TeX CJIOBAX, KOTOpble MPUHALIEKAT 5I3bIKY.

[TomHuMoO HHTepeca K JI0Ka3aTe/IbCTBaM C HyJIeBbIM pasrvlallleHueM Kak K He-
TPHUBHAJILHOMY MaTeMaTHUeCKOMY 0OBEKTY, OHH HCCIENYIOTCS TaKXKe U B CBSI3U
C MpakTHuecKUMH rnpuioxkenusimu. Hanbosiee ecTecTBeHHBINH M BaXKHbBIH THIM
TaKUX TIPUJI0KEHHH — MPOTOKOJMbI ayTeHTUPUKauuu (cM. ra. 3). C nomolblo
TaKOro MpoTokosia Asikca MoxKeT oKazaTh Bo6y cBOIO ayTeHTHYHOCTb.

[Tpennonoxum, HampuMep, uto Asrca — 3To HHTesJeKTya bHasi 6aHKOB-
CKast KapTouka, B KOTOpol peasin3oBaH airoput™ P, a Bo6 — 310 KommnbioTep
6aHKa, BbIMoJHsIOIMEH porpamMmy V. [1pexkae uem HauaTh BbIMOJHEHHE KAKHUX-
a1u60 6AHKOBCKUX Orepalui, 6aHK 10/KeH yOeIUTbCs B MOJJIMHHOCTH KAPTOUKH
¥ WIEHTH(PUUMPOBATh €€ BJAe/blLia, WJH, FOBOPSl Ha s13blKe KpUNTOrpaduH,
KapTouKa J0JLKHA NPOHTH ayTeHTHdHUKaLMIo. B npuHumne st 3Toi e Mox-
HO MCTO0JIb30BaTh NMpHBeeHHBIH Bhille npoTokos 1G. B 3Tom ciyuae B namsrtu
6aHKOBCKOTO KOMIbIoTepa XxpaHutes napa rpagos (Gg, Gp), comnocraBjeHHas
Auice, a Ha HUHTeJJIEKTyaJbHOH KapTOuKe — Ta e napa rpadoB U U30MOp-
dusm . [Ipeanonaraercsi, uto Kpome AJMCbl STOT H30MOP(HU3M HHKTO He
3Haetr (kpome, ObITh MOxKeT, bob6a), u mostomy c¢ nomoliipio nporokosa 1G
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KapTouka JOKa3blBaeT CBOIO ayTeHTHYHOCTb. [IpH 3TOM CBOHCTBO MOJIHOTHI
03HauaeT, UTO KapTOUKa HABEPHSIKA JOKaXKeT CBOIO ayTeHTHUHOCTb. CBOHCTBO
KOPPEKTHOCTH 3allullaeT HHTepechl GaHKa OT 3J/10yMbILLICHHHKA, KOTOPbIH,
He SIBJISISICh KJIMEHTOM GaHKa, MbITaeTcsi MPOUTH ayTeHTH(HUKALMIO, HCTOJb3YS
(hanbiuByro KapTouky. CBOHCTBO HyJIeBOTO pasrTiiallleHHs 3allifilaeT KJHeHTa
OT 3JIOYMBILLJIEHHUKA, KOTOPBIH, TOAC/YIIAB OIHO UJIN GoJiee BBITIOMHEHHH MPOo-
TOKOJ1a ayTeHTH(DUKALMY JAHHOH KaPTOUKH, MbITaeTCsl TPONUTH ayTeHTH(HKALHIO
nox umMeHeM Auncbl. KoHeuHo, B jlaHHOM cilydae GeCCMbICJIEHHO JIOKA3bIBATD,
yto napa rpacos (Go, G;) npuHaaiexur si3biky MSOMOPOU3IM 'PAOOB,
MOCKOJIbKY OHa 3aBEIOMO BbIGHpaeTcst U3 3Toro si3bika. Bmecrto storo Asmca
JIOKa3bIBAeT, YTO OHA 3HAeT u3oMopduaM . MHTepakTHBHbIE J0Ka3aTe/bCTBA
TAKOTO THIA HA3BIBAIOTCS JOKA3AMEAbCMBAMU 3HAHUA.

J171s1 IpaKTHUECKOro MpHUMEHEHHs! OYeHb BaKHBIM CBOHCTBOM IMPOTOKOJA
IG, kak M JApyrux NpOTOKOJIOB J0Ka3aTelbCTBA 3HAHHUS, SIBJSIETCSl TO, UTO
anroput™ P, nosyunBiimii B KauecTse 0MOJHHTEILHOTO BX0Jd H30MOPGHHU3M @,
paboTtaer 3a nosMHOMHa bHOE BpeMsi. BmecTo mpotokosa G MoKHO HCTOJNb-
30BaTh, BOOOIIE rOBOPSI, J060€ IPYroe 10Ka3aTeNbCTBO C HYJIEBbIM pasrjalile-
HUEM, B KOoTopoM ajroputM P ob6sagaer stum cBoiictBoM. Ho ais peasbHbIx
npunoxenuit npotokos 1G, kak W GOJBLIMHCTBO MOAOOHBIX MPOTOKOJOB, He
sddekTHBeH: 60JbLIOe KOJIHUECTBO LUKJOB, CJAHLIKOM JUIMHHbIE COOOLIEHHUS
u T. 1. [Touck Gosee 3¢pheKTHBHBIX 10Ka3yeMO CTOHKHX MPOTOKOJIOB — OJIHO U3
OCHOBHBIX HaIpPaBJIEHHH HCCJIEIOBAHUN B JTAHHOH 0OJIACTH.
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I'maBa 3

Kpunrtorpaduueckue npoToKoJibl

§ 1. BBeneHue

Matematuueckast Kpunrorpagus Bo3HHKAA KaK HayKa o 1IM(POBAHUU HH-
(opMaluy, T.e. KaK Hayka O KpUINTOCHCTeMax. B ksiaccuuyeckoil 11eHHOHOB-
CKOH MOJIeJIM CHCTEMbl CEKPETHOH CBSI3M MMEIOTCS JIBa MOJHOCTbIO JIOBEPSIIO-
IIMX JPYT JAPYry ydacTHHKA, KOTOPbIM HEOOXOJMMO MepeaBaTh MeKay coO0H
MH(pOpMAlUIO, He TMpeHAa3HAUEHHYI0 Ui TPeTbHX JlL. Takas uHQopMmalus
HasbIBaeTcst KOH(UIeHIIMaNIbHON WK ceKpeTHOH. Bo3nukaer 3ajaua obecreue-
HUSI KOH(UIEHIMATBHOCTH, T. €. 3aLLUTbl CEKPETHOH UH(OPMALMK OT BHELIHEro
NPOTHBHUKA. DTa 3ajaua, Mo KpalHel Mepe HCTOPHUECKH, — MepBasl 3ajaua
kpuntorpaguu. OHa TpaJUIMOHHO pPellIaeTcsl ¢ MOMOIIbI0 KPUIITOCHCTEM.

[IpencraBum Tenepsb cebe cienymolyio cutyauuto. Fmetorest 1sa abonenra
A u B ceru cBsi3u, CKaxeM KOMIbIOTepHO# ceru. [Ipemrnosioxkum, uro B —
370 GaHK, B KoTopoM y A umeercsi cuer, © A xoueT mnepecsiaTb B 1o cetu
B 3JIEKTPOHHOH (hopMe MnuaTexKHoe rnopyueHue nepeBectH, Hanpumep, 10 dan-
THKOB CO CBOEro cyera Ha cdyer jpyroro kjvenra C. Hyxna Jsu B nanHom
cnyuae kpunrorpaguueckasi 3amura? [IpeanaraeM 4uTaTesto CaMoCTOSITEbHO
MOpPasMbILLIATE ¥ YOEAUThCS, UTO TaKas 3alllUTa U B CaMOM jiesie HeoOXouma.
Ho 3nech ciemyer oTMeTHTb CJIeAyIOLIMA OueHb BaKHbld MomeHT: y A u B
HeT HUKaKoH KoH(uAeHUHAJbHOH HHopMaluu. B camom nese, KAHEHTHI me-
pechbliatoT 6aHKY B KauecTBe COOOIIEHHH MyaTexHble MOpPyueHusi, CojiepKaHne
KOTOPBIX CTaHAApPTHO W obuiensBecTHo. [l 6aHKa BaxKHO yOeIUThCs B TOM,
4TO JaHHOE COOOLIeHHe JEHCTBUTENBHO HCXOAUT OT A, a mocjeaHemMy, B CBOIO
oyepe/lb, HEOOXOJAUMO, UTOObl HMKTO HE MOl M3MEHHTb CyMMYy, YKa3aHHYIO B
MJIaTeKHOM TMOPYYEHHH, MJIM MPOCTO MOC/aTh MOJAACAbHOE MOpydeHHe OT ero
uMeHH. MHbIMH csioBaMu, TpeOyeTcst rapaHTHsl MOCTYMJIeHHs] COOOLLEHHH M3
JIOCTOBEPHOTO MCTOUHHMKA M B HEMCKAXKEHHOM BHJe. Takasi rapaHTHsi Ha3blBa-
ercst o6ecrieueHHeM LEJOCTHOCTH MH(OPMALMK U COCTABJISIET BTOPYIO 3ajiauy
KpUnTorpaguH.

HetpynHo BHAETb, UTO MpH MepechliKe MAaTeKHbIX MOpPydeHHH B 3JeK-
TPOHHON (hopMe BO3HHMKAET ellle M COBEPLIEHHO HHOH THI yrpo3 6e30NacHOCTH
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KJHEHTOB: BCSKHE, KTO MepexBaTHT cooOuleHue oT A K B, ysHaer, uto C
nosyurst ot A 10 cantukoB. A uro Gyzer, eciu 3Ta HHPOPMALHMS TONALET
B pykd Maduu? Bo3MoKHO, KTO-TO W3 uHTaTesiell CKayKeT, UTO 3[eCh Kak
pa3 u Tpebyercsi KoHdpuaeHUMadbHOCTh. M Oyner Henpas! Ha camom nene
KJHEHTaM HeOOXOJMMO HEUTO, aHAJIOTHUHOE CBOWCTBY aHOHMMHOCTH OOBIUHBIX
OyMakHbIX JieHer. XoTs Ka)kias OyMaxkHas Kymniopa UMeeT YHHKaJbHbIE HO-
Mep, OMpee/nTh, KTO €e HCIO0Jb30BaJ M B KaKUX IJIATEXKaX, MNPaKTHUECKH
HEBO3MOKHO. AHAJIOr TOr0 CBOHCTBA B KPUMTOTPAUH HA3LIBAETCS] HEOTCJIe-
)KuBaeMocTbio. OfecrieyeHne HEOTC/IEXKHUBAEMOCTH — TPEThs 3a/aya KPHIITO-
rpacu.

Ecsu 3anaua obecrnieuenusi KOH(UIEHIMAIBHOCTH pellaeTcsi ¢ MOMOLIbIO
KPHIITOCHCTEM, TO /151 06ecreueHHs eJOCTHOCTH 1 HEOTCIEXKHBAEMOCTH pas-
pabaTblBaloTCsl KpUNTOrpacuueckKue NpoToKoJibl. Mmetores u apyrue oTauuus
KPHUITOrpauuecKUX MPOTOKOJIOB OT KPUIITOCHCTEM, H3 KOTOPLIX MOYKHO Bbljle-
JIUTB CJIeMyIOLIHE:

— TMPOTOKOJIbI MOTYT ObITb HHTEPAKTHUBHBLIMH, T.€. MOJAPa3yMeBaTb MHOIO-
payHIOBbIE 0OMeH COOOLIEHHSIMH MEXKly YUaCTHUKAMM;

— B MPOTOKOJIE MOXKET ObITh GoJiee IBYX YUACTHUKOB;

— YUaCTHHMKH IIPOTOKOJA, BOOOLLe roBopsl, He 10BepsitoT aApyr apyry. ITo-
3TOMY KpHUNTOrpacuuecKue npoToKOJbl I0/KHbI 3AIUIIATh HX yUaCTHU-
KOB He TOJIbKO OT BHEIIHEro NPOTUBHUKA, HO M OT HEYECTHbIX JAEHCTBUH
napTHepPOB.

K coxaJsienuio, moHsiTHe KpUNTOrpaUueckoro MpoTOKoJa, M0-BUANMOMY,
HEBO3MOXKHO (hopMaJiu3oBaTh. To »Ke OTHOCUTCSl M K 3ajzauam obecrieueHus
LIeJIOCTHOCTH M HeoTcJsiexkuBaeMocTH. [Toa npoTokosioM (HeoGs13aTeIbHO KpHI-
Torpaduueckum) 0ObIUHO TOHUMAIOT PACHPENe/IEHHbIH aJITOPUTM, T. €. COBOKYII-
HOCTb aJrOPUTMOB /ISl KaXKJI0TO U3 YUACTHUKOB, MJIIOC CrellMpUKali popma-
TOB COOOLIEHHH, TIEPeChIIaeMblX MEXJY YUACTHUKAMM, TUIOC creludUKalnu
CUHXPOHM3ALMK AEHCTBUI YYaCTHHKOB, MJIIOC ONHUCAHWE JEHCTBHH MpPH BO3-
HUKHOBeHHH c6oeB. Ha mocsienHuii 37eMeHT 3TOTo CrucKa cieiyer o6paTHTh
0oco6oe BHUMaHKe, MOCKOJIbKY €ro 4acTo YMyCKaloT M3 BHJY, a HEKOPPEKTHBIN
MOBTOPHBIH MyCK MOXKET MOJIHOCTBIO Pa3pylinTb 6e30MacHOCTb y4acTHHKOB
Jla’ke B CTOMKOM KpUNTOrpaHuecKoM MPOTOKOJIE.

Kpunrorpaguueckue npoToKosbl — CpaBHUTEJIBHO MOJIOJAsl OTpac/b Ma-
TeMaTHueckol kpuntorpacuu. [lepBble MpoTOKoJbl MOSIBUAKCH 0KoJio 20 JsieT
Hazaa. C Tex nop 3Ta orpac/b OypHO pa3BHUBaJ/acCh, U Ha HACTOSILLMIA MOMEHT
MMeeTCsl yXKe He MeHee JIByX JECHATKOB Pa3JjMUHbIX THUMOB KpHMTOrpacguue-
CKHX MPOTOKOJIOB. Bce 3TH THUMbI MOXKHO YCJIOBHO pasesiuTh Ha JIBE TPYIIIbI:
MPUKJIAIHbIE TPOTOKOJIbI U TPUMHTHBHBIE. [IpUKIIaHON MPOTOKOJ pelllaeT KOH-
KPeTHyI0 3ajlauy, KoTopasi BO3HHKaeT (MJIM MOXKET BO3HHKHYTb) Ha MPaKTHKe.
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[IpUMHTHBHbBIE 2Ke ITPOTOKOJIbl HCII0Mb3YIOTCSl KaK CBOeOOPa3Hble «CTPOUTEIIb-
Hble 0JIOKM» MPH pa3paboTKe MPUKJIAIHBIX TPOTOKOJIOB.

3a nocJjieqiHee AeCATUIETHE KPUNITOrpaduuecKue NPOTOKOJIbI PEBPATHIIMCh
B OCHOBHOH OO'bEKT MCCJIeL0BAHUN B TeopeTHuyeckoll Kpunrorpaduu. Hanpu-
Mep, Ha KPYMHEHIIMX eXKerofHbIX MeXIyHapOIHBIX KPUMTOrpauuecKUX KOH-
tdepentusax Crypto 1 EUROCRYPT 66abliiasi uacTb 10K/IaJ0B MOCBSILIEHA
MMEHHO MPOTOKOJIaM. be3ycsloBHO, Takasi CHTyalus MOXKeT ObITb BCEro JHIIb
oTpaxkeHueM TpeobJajalollnX MHTepecoB HccJaenoBarteseil. Ho mnsi BbiBona
0 npeBpalleHHH KpUnTorpauueckux NpoToKoa0B B OCHOBHOH 0ObEKT KPUITO-
rpatpuuecKux UCCae0BaHUE UMEIOTCS] U 00 beKTHBHbIE OCHOBaHHsI. Kak M0oKHO
MOHSATb W3 IPUBEJIEHHOrO Bbllle NMpUMepPa, B OAHKOBCKHMX IJIATEXKHbIX CHCTe-
Max B HalllM JHHM BMECTO IJIaTEXKHbIX [OpydeHHI Ha Oymare MCHOJb3YeTcsl UX
3JIEKTPOHHAsl popma. BbIroibl OT Takoi 3aMeHbl HACTOJILKO OLLYTHMBbI, UTO,
Mo-BUAMMOMY, OGaHKH OT Hee yxKe HMKOrJa He OTKaXKyTcs, Kakhe Obl Tex-
HUYecKHe W KpunTorpacuueckue (CBsi3aHHble ¢ 0OecreueHHeM LeJOCTHOCTH)
TPYAHOCTH NPU 3TOM He BOo3HHKaJH. Ho nsatexkHble nopyueHus — jiuilb OJAHH
13 MHOTOUHCJIEHHBIX THIIOB JOKYMEHTOB, HaXOAsIIMXCS B o6opoTe B cipepe
6usHeca. A Bejlb CYLIECTBYIOT €llle JOKYMEHTbI, ¢ KOTOPbIMH paboTaioT rocy-
JlapCTBEHHbIE OpraHbl U OOLIECTBEHHbIE OpPraHU3alMH, IOPUAHUECKHEe JOKYMeH-
Thl U T.JI. B nocjennue roapl B pa3BUTHIX CTpaHAX OTUETJHBO TMPOCJEKHUBA-
eTCsT TeHJIeHIIMsI MepeBojla BCEro JOKYMeHT0060pOTa B 3JEKTPOHHYIO (opMmy.
O6cyxaeHne Bcex BHITOA M TOCJEJICTBHME TAKOro 11ara BBIXOJWUT 32 pPaMKH
TEeMaTHKU JaHHOH rJaBbl. [l HAac Ba)KHO OTMETHTb, UTO MOCKOJbKY Tepe-
XOJl Ha 3JIEKTPOHHbIE JIOKYMEHTbI MPEACTABJSETCS HEU30EXKHbIM, BO3HHUKAET
HeOOXOAMMOCTb O0ecreyeHnsl, B KaxKJ0M KOHKPETHOM cJjyuae, LeJOCTHOCTH
¥ HEOTCJIEXKMBAEMOCTH, T.€. pa3paboTKH COOTBETCTBYIOLLMX KpHnTorpacuue-
CKHUX [1POTOKOJIOB.

CkaszanHOe BBbILIE OMPOBEPraeT CJEIyIOllee pacXoKee MpeCcTaBaeHHe:
MOCKOJIbKY-JIe KpUNTOrpadbl HayuWJMChb KOHCTPYMPOBATb KPHUITOCHCTEMbI,
KOTOpble B TeueHHe MJIHUTEJbHOrO BpPEMEHH BbIIEPXKHMBAIOT BCe aTakh, Ma-
TeMaTHUECKHe MCCJ/IELOBAaHUsl B KPUNTOrpacud B HAWIM JHU [PEACTaBJSIOT
B OCHOBHOM JIMLIb aKajeMuuyeckuil unTepec. He kacasicb npo6JieM, CBsI3aHHbIX
C KPUINTOCHCTEMaMH, yKa)KeM JMlIb, YTO B HCCJEJOBAHHUSIX MHOIHMX THIIOB
KpUNTOrpauueckux NpoTOKOJOB CleaHbl TOJMbKO MePBble WIArH U ellle MHOTHE
MareMaTHueckue npoOJseMbl MPEACTOUT PeLIUThb, NPeX/e ueM Kpunrorpagpuue-
CKHe MMPOTOKOJIbl BOHAYT B MOBCEMECTHOE HCMOJb30BAHHUE.

Lesb naHHOH rJlaBbl — [MO3HAKOMHUTb UMTaTe/sl C HEKOTOPbIMH THIIAMH
KPHUIITOrpapuuecKHX MPOTOKOJOB M 0OPHCOBATbH KPYr MaTeMaTHUeCKHX 3ajad,
BO3HUKAIOUIMX NMPH MCCAENO0BAHUU UX cToiKocTH. [Ipu 3TOM mpeanosaraercs
3HAKOMCTBO upTaTesist ¢ rjiaBamu 1, 2 u 4.
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§ 2. UenoctHocTb. [IpoToKobI ayTeHTU(DUKALUU
M 3JE€KTPOHHOW MOANUCH

Bopomumm Ko3a, nocmydumcs 8 6Bepb u sanoem:

— Kosasmywku, pebsamyuwru!
Omonpumecs, omsopumecs!
Bawa name npuwiara — moroka npureciq.

Kosasmku omonpym dsepv u snycmsam mame... Boak nodcay-
waan, kKak noem Kosa. Bom pas ko3a ywiaa, 8ok nodbeacan
K u3byuike u 3aKpu1a moACHulM 20A0COM:

— Bot demyuiku! Bor kosasmyuiku!

Omonpumecs, omgopumecs,

Bawa mnamo npuwiia, MOAOKA npuHecdq.
Kosasma eny omseuarom:

— CabLuium, cavliium — 0a He MAMYUKUH Mo
2010COK!..

Boaky deaamo neueco. [louea on 8 kyswuyy u sesea cebe
20pA0 nepexosamo, 4mobovl nemov MOHIOCEHOLKUM 20AOCOM...
Toavko Kosa ywiaa, 804K oname wacme K u3byuike, nocmy-
HAACA U HAYAA NPULUMBLEANTL MOHIOCEHbKUM 20A0COM:

— Kosaamywku, pebamyuru!
Omonpumecs, omgsopumecs!
Bawa mamo npuwira — MOA0OKA NpUHeCAq.

Kosassma omsopuiu 0sepo, 804K KUHYACS 8 U30Y U 8CeX KO3-
ASLM CDeA.

Bosik n CEMEPO KO3JIAT. pyCCKaﬂ Hapoj/iHas CKa3Ka

Kak y»xe oTmMeuasioch Bo BBe/IEHHH, MOHSITHE LIEJOCTHOCTH HH(OPMALKH, 10-
BUJIMMOMY, He JIOTlyCKaeT MaTeMaTHUecKoi (opmasnu3alini. B nanHom pasnene
MbI PACCMOTPUM MeTO/Ibl 0OeCreuyeHHs 11eJIOCTHOCTH Ha MpUMepe AByX HauboJee
BaXKHbIX U PACTIPOCTPAHEHHBIX THIIOB KPUITOrpaUuecKUX MPOTOKOIOB — CXEM
ayTeHTH(UKALMK U JIEKTPOHHOH MOAMUCH.

HasHaueHne M CyTb MPOTOKOJIOB ayTeHTH(HKALMK (Ha3bIBAEMbIX TaKKe
NPOTOKOJAMH MJEHTH(HUKAIMH) JIETKO TIOHSATh Ha cJeytollieM npumepe. [1pen-
cTaBUM cebe HHPOPMALIMOHHYIO CHCTEMY, KOTopast paboTaeT B KOMIbIOTEPHON
CeTH W oOecrneynuBaeT JOCTYN K HEKOTOPbIM JIaHHbIM. Y aJMHHHUCTpATOpa CH-
CTeMbl UMEeTCsl CIIHCOK BCEX €€ MoJib30BaTelsiell BMeCTe C COMNOCTaBJIEHHBIM
Ka)KJ10My M3 HHX HaOOpOM MOJHOMOYHI, Ha OCHOBE KOTOPBIX OCYLIECTBJISETCS
pasrpaHuueHHe JIOCTyIa K pecypcam cucteMbl. Pecypcamu MoryT GbiTh, HanpH-
Mep, HEKOTOpble (hparMeHTbl HH(OPMALMH, a TaKKe (PYHKIWH, BHIMOJHIEMbIE
cucteMoi. OJIHUM MOJb30BATEISAM MOXKET ObITh Pa3pelleHo YUTATh OJIHY YacThb
MH(pOPMALIUK, IPYTHM — JIPYTYIO €€ 4acTb, a TPETbUM — €llle U BHOCHTb B Hee
U3MeHeHHUs. B 1aHHOM KOHTeKCTe Moji obecrnedeHreM 11eJJOCTHOCTH MOHHMaeTcs



48 [n. 3. Kpunrorpaduueckue npoToKoJIbI

NpefoTBpallleHHe IOCTYNa K CHCTEMe JIHLL, He SIBJISTIOIINXCS ee MOoJb30BaTesIsi-
MH, a TakxKe MpeloTBpallleHhe JIOCTyna MoJib3oBaTesiell K TeM pecypcam, Ha
KOTOpble y HUX HeT noJiHoMouui. Haubosiee pacrnpocTpaHeHHbIH MeTo pa3-
rpaHUUEHHs JI0CTyNa — MapoJibHasi 3alldTa — UMeeT Maccy HelocTaTkoB. Mx
o6CcyKIIeHne CTaI0 O6LIUM MECTOM JIJIsl TEKCTOB T10 KOMITbIOTepHOH Ge3onacHo-
CTH, TIO3TOMY Mbl Cpagy TepeieM K KpUITorpadUuecKoil NOCTaHOBKE 3a/auH.

B nporoxoJie UMeIOTCs1 Ba yuacTHHKA — Autca, KOTOpast I0JKHA J10Ka3aTh
CBOIO ayTEHTHUHOCTh, U D06, KOTOPBIH 3Ty ayTeHTHUHOCTb J0JKEH NPOBEPHUTD.
Y Asmcbl UMeloTcsl Ba KJloua — OOLIENOCTYIHBIN OTKPBITBIA K| M CeKpeT-
Hblil Ko. Paktnuecku AJjiMce HY:KHO JI0Ka3aTh, UTO OHa 3HaeT Ky, W cliesiaTh
3TO Ha0 TaKUM 06pa3oM, UTOObI ITO 10KA3aTENbCTBO MOXKHO OBIIO TPOBEPHUTH,
3Hasi ToJbKO K.

3anaua ayTeHTUDUKALKK yKe oOcyXKaanach B riase 2. Tam ke Oblan cdop-
MYJIHPOBaHbl OCHOBHbIE TPeOOBAHHUS, KOTOPBIM JI0JI2KEH YI0BJIETBOPSTh CTOHKHIA
MPOTOKOJ ayTeHTH(UKaLKMK. HanoMHuuM, uTo 1J1s1 yI0BJIETBOPEHHS STHX TPe6Oo-
BaHWH JIOCTATOUHO, UTOObI MPOTOKOJ ayTeHTH(PUKALMH OBl JI0OKa3aTeIbCTBOM
C HyZleBbIM pasrjaileHdeM. B riaBe 2 mpuBeaeH MPOTOKOJ J0Ka3aTesqbCTBA
¢ aBCoJIIOTHO HyJIeBbIM pasriatienueM st 3agaud U3OMOPOU3M ['PA-
®OB. Ho 3ToT npoToKoJ HMeeT HerprueMsieMo 60JbLIOE C TPAKTHYECKON TOUKH
3peHHusi KOJIMUECTBO payHI0B o6MeHa cooblieHusIMH Mexay Agucoil 1 Bo6om.

Huxxe mbl mpuBoum npotokod LInoppa [1], onun u3 Hanbodsee shheKTHB-
HbIX MPAKTHUECKUX MPOTOKOJIOB ayTeHTH(PUKALMK. [Iis ero ornucaHus HaM Mo-
TpebyIoTCs HEKOTOpble 0603HAU€EHHS], KOTOpble OYIyT UCMO0/b30BAThCA U B MO-
CJIe/lyIOUINX pasjiesiaX JIAaHHOH TJ1aBbl.

[lycTb p U g — Takue npocTble uucaa, uto g aeqaut p — 1. nopp npennara-
et [1] ucrnosib30BaTh UMCJIO P VIMHBI IOPsiiKa 512 GUTOB U ¢ — AJAKMHBI MOPsIIKA
140 6uros. Ilycts g € Z, Takoso, uto g9 =1 (mod p), g # 1. Ilyctb x € Z,
vy =g" (mod p). 3ajaua BbIUUCIEHUS 3HAUEHHS X M0 3a[]aHHOMY 3HAUEHHIO Y
MpU U3BECTHBIX P, ¢ U g HA3bIBAeTCs 3ajlauell IMCKPETHOTO JIorapu(MHUPOBaHUs
(cM. raaBy 4). Ilnst 3a1a4d AMCKPETHOTO JIOTapU(PMUPOBAHHUS HA JaHHBIA MOMEHT
He M3BECTHO 3((EKTHBHBIX aJropuTMoB. [1o3TOMYy B KpUNTOrpatMu HIMPOKO
UCIMOJIb3YETCsl TUIOTe3a O BBIUMCJMTENLHOH TPYIHOCTH 3aJlaul JIMCKPETHOTO
Jorapudmuposanus. Copmynupyem ee 6osee crporo. [lycts n — pacryumi
LeJIOUUCJIEHHbIH MapaMeTp, UUCJI0 p BBIOUPAeTCsl U3 MHOXKECTBA BCEX MPOCTHIX
yhces AJIHHBL 1 TAKUX, UTO p — | HMeeT MPOCTOH Je/nuTe/b AJIHHBI HEe MeHbllle
n® 1151 HEeKOTOPOH KOHCTaHTbl € > (0, ¢ — M3 MHOXKeCTBA BCEX TAKHUX MPOCThIX
JenuTesell uncna p — 1, g — U3 MHOXKeCTBa BCex uuces g Takux, uro g =1
(mod p), a x € Z,. Torna dyukuus f(x, p, q, g) = (g* mod p, p, q, g) —ox-
HOCTOPOHHSIS (CM. ryaBy 2). Pekomennauuu, nanusie LLIHOppomM oTHOCHTENBbHO
JUIMH YHCEJl P U ¢, MOXKHO TPAaKTOBATh cJeayiolium obpasoM. Ha ToT MomeHT
(1989 r.) uHBepTHPOBaHHE (DYHKLMH [ CUUTAIOCH MPAKTHUECKH HEBBIMOJHUMbIM
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yKe I p U g JyuHbl opsiika 512 u 140 GUTOB COOTBETCTBEHHO. 3/1€Ch,
OJIHAKO, CJIE/lyeT YUUTbIBATh, UTO MpOrpece B 061aCTH BbIYHCIUTENbHON TEXHUKH
¥ B JrOPUTMHUUYECKON TEOPHUH Yhcesl (CM. TJ1aBy 4) MOXKET MPUBECTH K He0OXO0-
JIUMOCTH TI€PECMOTPA STHX BEJHUMH.

B KkauecTBe ceKpeTHOro KJjua cxembl ayTeHTH(HKalUWMKU Asca BbiOHpaer
cayuaitnoe uncsio x us {1, ..., g — 1}. anee Amuca Boiuncasier y = g~* mod
p ¥ TyOJMKYET OTKPBITHIH KJou y. OTKPBIThIE KJOUH BCEX YUACTHUKOB CXEMbl
JIOJXKHBI MyGJIMKOBATLCS TaKUM 00pa3oM, uToObl MCKJIIOUalach BO3MOXKHOCTh
MX MOJAMEHBI (TaKoe XpaHWJHILE KJoUeH Ha3biBAaeTCsl 0OLLEIOCTYHbIM CEepTH-
(bULMPOBaHHBIM CITPABOYHUKOM). DTa npobJseMa, HasbiBaeMasi yacto npobJe-
MOH ayTEHTHUHOCTH OTKPBITHIX KJIOUEH, COCTaBJ/SIET OTJe/NbHbIH MpeIMeT HC-
CJIe/loBaHUI B KpUNTOrpacuu U B JaHHOH IJlaBe He pacCMaTpPUBAETCS.

Cxema ayrentudukauuu LlHoppa

1. Asmca BbIGHpaeT caydaiiHoe uncyio k u3 Muoxkectsa {1, ..., ¢ — 1},
Bpumcssier 7 = gf mod p u mocwlnaer r Booy.

2. Bo6 BbiGupaer cayuaitnbiii 3anpoc e u3 muoxkectsa {0, ..., 28 — 1},
TJle  — HeKOTOpBIH MapaMerp, U rocbliaer e Asuce.

3. Auca Bbiuncsisier s = (kR 4+ xe) mod g u nocbiiaer s booy.

4. Bo6 nposepsier cooTHolleHne r = g°y° mod p H, ecJi OHO BBIMIOJIHSIET-
Ccsl, TPUHUMAET JI0KA3aTeIbCTBO, B MPOTHBHOM CJyyae — OTBEpPraer.

OTMETHM OJIHO CYLIECTBEHHOE OTJIMUHE ITOrO NPOTOKOJIA OT MPOTOKOJIA JI0-
KasaresbcrBa st 3anaud U3OMOPOVI3M 'PAD®OB, npusenentoro B ruia-
Be 2: MOCJEIHHHA TPOTOKOJ MHOrOpayHAOBbIH, B HEM KOJIMUECTBO PayHJOB,
T. €. MOCBUIOK cooOiiennii ot Asmncel Boby u o6partHo, Bo3pacTaer ¢ pocToM
pa3MepHOCTH 3ajaud (KoJuuecTBa BeplinH rpada). A B nmpotokose lnoppa
KOJIMUECTBO PayH/IOB PABHO TPeM, BHE 3aBUCHMOCTH OT 3HaU€HMH ApYrux rnapa-
MeTpoB. [TosTomy ¢ npakTHuecKoil Touku 3peHusi npotokos [IHoppa siBisieTcs
3HAUUTENBbHO 6oJiee 3P heKTUBHBIM.

[lepBoe 13 TpeGoBaHUil K CTOHKOCTH MPOTOKOJIOB ayTeHTH(HKALMH, KOp-
PEKTHOCTb, O3HauaeT, UTO MPOTHUBHUK, 3HAIOLIMHA TOJBKO OTKPLITHIA KJOY Y,
MOJKET MPOUTH ayTeHTU(HKALHNIO JIMIIb C TPeHe6PEXKNMO MO BEPOSITHOCTBIO.
HecsioxkHbIil aHa/M3 MOKA3bIBAET, UTO KOPPEKTHOCTL npoTokoda [lHoppa 3a-
BUCHT OT BbIOpaHHOTO 3HaYeHHs1 NapameTpa f. B camom nene, eciu ¢ HeBeJUKO,
TO MPOTHUBHUK MMEET XOPOLUME LIaHChl TIPOCTO yrajiaTh TOT 3aNpoc e, KOTOPbIH
OH nosiyuut oT bob6a nHa ware 2. Ilycts aisa npocrotsl ¢ = 1. Torma npo-
THBHMK, He 3HAIOLLMH CEeKPETHOro KJmoua X, MOXKeT AEHCTBOBATb CJELYIOLLIHM
o6pasom. Tlog6pocus MoHeTy, OH BbIOMpPAET PaBHOBEPOSITHbIM 00PAa30M OJHO
u3 gHadenuii 0 uian 1. O6osznauum ero uepes e’. Jlajsee MPOTUBHHUK BhIGHpaeT
npoussosbioe s u3 {0, ..., ¢ — 1}, Bouncaser r = g*y° mod p u nockinaer r
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Bo6y. Slcho, uto 3ampoc e, mosyuennbiii or Ho6a Ha ware 2, cosmaner ¢ €’
C BEpOSITHOCTbIO 1/2, W MMEHHO ¢ TakoH BEPOSITHOCTBIO MPOTHBHHK MPOKIET
ayTeHTH(HKALHIO.

Ecui »ke 3HaUeHHe f 0CTATOUHO BEJIMKO, TO IIAHCHI yraaTh 3aMpoc e Masbl.
[Inopp [1] pekomenayer { = 72. Pasymeercsi, BeposiTHOCTb 2772, a HMEHHO
Takol OyJeT BEPOATHOCTb MPOCTOTO YrajbiBaHUS, MOXKHO CUHTATh TpeHebpe-
»kuMo Magioid. Ho uto 6yzer, ecid NPOTUBHUK aTaKyeT CXeMy, UCTOJb3ys 6oJee
M30LLPeHHbIE METO/IBI? 3ajaua TeOPeTHUECKOH KpUNTorpaduu B TOM U COCTO-
UT, 4TOObI MCCJEA0BATh CTOMKOCTb KPUITOrpaMUeCKUX CXeM MPOTUB JIIOObIX
(3tbheKTHBHBIX) aTaK MPOTHBHHKA.

Ecau B cxeme llIHoppa Anuca si/isieTcsi IDOTUBHHKOM, TO Ha 11are 1 BMecCTo
JIEHCTBUH, MPENUCAHHBIX TPOTOKOJIOM, OHA MOYKET BLIOUPATH 1 TIPOU3BOJIbHBIM
(HO 3 deKTHBHBIM) 06pa3oM. MIHbIMK clioBaMH, AjiHca HCTOb3YeT HEKOTOPbIH
MOJIMHOMHAJIbHBIH BEPOSITHOCTHBIH aJIrOPUTM, KOTOPbIH WISl KaXKJ10T0 KOHKpeT-
HOTO 3HAUEeHHs 1 OTIpeJie/isieT BEPOSITHOCTh €ro BeIGopa.

[lyctb r — HeKoTOpOE 3HaUeHHe, KoTopoe Asrca nepenana Hoby Ha mare 1.
[Tpeano/ioxnm, 4To HaM yaaJgoCh HAHTH Takue 1Ba 3ampoca e, eg € {0, ...
oo, 20— 1}, ey # eg, uto Asica MOXKET JUIsl KaXKIOTO U3 HUX HAHTH COOTBET-
CTBYIOLLME 3HAUEHUS S, JI/1s1 KOTOPBIX MPOBEPKa Ha wiare 4 1acT NoJI0KUTeNbHbINA
peayabrat. OG03HAUUM 3TH 3HAUEHUs] S Uepe3 S| U S9 COOTBETCTBEHHO. Mbl
VIMeeM:

r=g"'y" (mod p),
r=g2y*” (mod p).

Orcrona

gy =g*y* (mod p),
HITH

g =y (mod p).
[Tocko/IbKY e # eg, cyllecTByeT (e — e;)”™' mod ¢ u, caenoBatesbHo,
(s1 — s3)(ex — e)) ™" — muckpetnbiit orapudm y, T.e. (s; — sg)(eg —e) ™' =
=x (mod ¢).

Takum 06pa3om, BO3MOXKHBI JIBa BapuaHTta. JIn6o 3anpockl ey, es, €] # ey,
TakHe uTo AJiHCa MOXKET OTBETHThb HaJiexKaluM 00pa3oM Ha 06a U3 HUX (Mpu
OJIHOM W TOM XK€ r) Ha liare 3 MPOTOKOJa, BCTPEUAIOTCS «JIOCTATOUHO PENKO»,
¥ 3TO 03HAUaeT, UTo aTaka AJIMChl yCrellHa JHillb C MpeHeOpeKUMO MaJioi
BepOSATHOCTHIO. JI6O Takue 3HAUEHHUs MOMAAAI0TCS «A0CTATOUHO UacTO», U TO-
rja TOT aJrOPUTM, KOTOPBIH MpHUMeHsieT AJsiica, MOXKHO HCMOJb30BATh sl
BbIUHCJIEHHST IMCKPETHBIX JIOTapU(MOB.
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Ata HeopMasbHO H3JOXKeHHAs ujesd Oblia ucnogb3oBanHa [IHoppom [1]
JUIsl JI0Ka3aTeJIbCTBa MOJMHOMHANLHOH CBOJAMMOCTH 3aaud JUCKPETHOTrO JIo-
rapupMHUpoOBaHusl K 3ajaue, CTOsILIEH Mepej MacCHBHBIM MPOTHBHHUKOM, T.e€.
TaKUM, KOTOPbIH MbITAeTcsl MPOHTH ayTeHTH(HMKALMIO, 3HAsl JIMLIb OTKPbITbIH
KJtou. MIHbIMM CJI0BaMH, 10Ka3aHO, UTO B MPENOoJIOKEHHH TPYAHOCTH 3a1auu
JCKpETHOTO JlorapudMupoBanusi cxema ayrentudukaimu Lllnoppa sisasercs
CTOHKOH MPOTHUB NMACCUBHOIO MPOTUBHHUKA, T. €. KOPPEKTHOH.

OTMeTHM, UTO, BONPEKH BECbMa PacnpoCcTpaHEeHHOMY MHEHHIO, STOT pe3yJib-
TaT, KaK U OOJIbIIMHCTBO MOJ0OHBIX Pe3yJIbTaTOB B TEOPETHUECKOH KPUNTOrpa-
(uH, He SBJSETCS aCHMNTOTHYECKHM: €C/IH 3ajiaya JUCKPETHOro Jorapu(MHu-
pOBaHUs TPyAHA JIsl Unces (p U ¢) AaHHOH JUTHHBL, To cxema LllHoppa siBasiercst
KOPPEKTHOH IPH HCII0JIb30BAHUU UUCEJ TOH K€ JJIMHBL.

AKTHBHbIN MPOTUBHHK MOXET TPOBECTH HEKOTOPOE KOJHUECTBO CEAHCOB
BBIMOJIHEHHUS] TIPOTOKOJIA B KaueCTBe MPOBEPSIOLLEr0 C YECTHBIM JI0Ka3bIBAIOLIHM
(MM Mozc/ylIaTh TaKHe BbIMOJIHEHHs) W M0CJie 3TOro MoMnbITaTbesl aTakoBaThb
cXxeMy ayTeHTH(UKalUMH. [la1sT CTOHKOCTH NPOTHB aKTHBHOTO TIPOTHBHHKA
JIOCTaTOYHO, 4TOOBI MPOTOKOJ ayTeHTH(HUKALMK ObT 10Ka3aTeNbCTBOM C Hy-
JieBbIM pasriiauieHdeM. OHAKO CBOHCTBO HYJIEBOTO pasrjallleHusl JJisi CXeMbl
[IIHoppa 10 cHX MoOp HUKOMY J0Ka3aTb He yjaJjocb. boJsee Toro, Ha naHHBIN
MOMEHT H3BECTEH €JMHCTBEHHBI METOJ J0Ka3aTe/qbCTBa CBOWCTBA HYJIEBOTO
pasr/ialleHnsl — Tak HasblBaeMblil METOJ «UepHOro siuiMkKa». B sToM meTone
MOJIeNUpYIOlasi MalllMHa HCIMOMb3yeT aJrOPUTM MPOBEPSIOIIEro (MallnHy
Toropunra V* — B 0603HaueHUsIX U3 TJIaBbl 2) JIMIIL B KauecTBe OpakyJa, T.e.
He aHaJM3HPysl caM 3TOT aJrOPUTM, MOJAET €My Ha BXOJ JiloOble 3HAUEHHs! 110
CBOEMY BbIOOPY M MOJIy4aeT COOTBETCTBYIOLINE BBIXO/IHbIE 3HaUeHHs1. [osbapaiix
1 KpaBuuk nokasanu [2], uTo TpexpayHIOBble J10Ka3aTe/bCTBa C HyJIEBbIM
pasr/alleHdeM, B KOTOPbIX MOCJ/eAHee CBOHCTBO YCTAHABJIMBAETCS METOLOM
«UYEepPHOro slMKa», CYLLeCTBYIOT JIMLIb B TPHUBHAJbHOM cCjlydae, T.e. KOrja
NPOBEPSIOLIUNA MOXKET CAMOCTOSITE/IbHO, €3 BCAKOH MOMOLLM J0KA3bIBAKOULETO,
MPOBEPUTb MCTHUHHOCTb yTBep:Kaaemoro. B oTHowenun cxembl [lIHoppa w3
3TOr0 peayJbTata CJjeiyeT, 4To JUOO0 CyllecTBYeT 3((eKTUBHbIH ajropuT™
JMCKPETHOTO JIoTapu(MHUpPOBaHusl, JUOO CBOHCTBO HYJIEBOTO pasryiallieHust
3TOr0 IMPOTOKOJMA HE MOXKeT ObiTb JI0Ka3aHO METOLOM «UEpPHOro SILLHUKa».
Bornpoc o cyliecTBOBaHMH J10Ka3aTeJbCTB C HyJIEBbIM paaryalleHuem, s
KOTOPBIX CBOFICTBO HYJIEBOTO pasrJyallleHusi He MOXKeT ObITh JIOKa3aHO MeTOJIOM
«YEPHOTO SILLKKA», OCTAETCS OTKPBITHIM.

HerpynHo nokasats, urto cxema LlIHoppa o6s1anaer HecKosbKo Godiee cia-
ObIM CBOMCTBOM — CBOHCTBOM abCOJ/IIOTHO HYJIEBOTO pasrialleHust OTHOCHTE/IbHO
UeCTHOTo NpoBepsiollero. B 3ToM ciyuae 10CTaTOUHO MOCTPOUTh MOJENHPYIO-
11ly}0 MalIMHY TOJIbKO JJIsl Y4eCTHOTO TIPOBEPSIOLLIEro, KOTOPbIH Ha 11are 2 u B ca-
MOM JleJie BbIOMpaeT cayyailHbiil 3anpoc e u3 muoxectsa {0, ..., 2/ — 1}
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Best nnchopmanms, Kotopyto nosyuaer bo6 B pesysbraTe BBIMOJHEHHS TTPO-
TOKOJIa — 3TO TpoiiKa uucesn (r, e, s), Takasi uto r = g°y° (mod p) u r # 1.
O603HaulM MHOXKECTBO BCeX TaKHX Tpoek uepe3 (). B 3roil Tpoiike uucio e
BbIGMpaeTcs ciyuaiinbiM o6pasom u3 {0, ..., 2 — 1}, a r = g#¥ mod p, re
k — cayuaiinoe uucsio ua Muoxkectsa {1, ..., g — 1}. Scro, uro nmpu Takom
BeIOOpE R 3HaueHHe r OyJeT pacrpejesieHO PABHOBEPOSITHEIM 00Pa3oM Cpeu
BCEX OTJIHUHBIX OT €IMHHILIbl JE€MEHTOB IPYMIIbl, MOPOXKAECHHOH g. 3HaueHue S
BBIUMCJISIETCS COTVIACHO WLIary 3 MpOTOKOJA W ONpeJesieTcsl BeJHUMHAMY € U 7
onHosHauHo. Takum o6pasom, pacripesiesieHne BepOsSITHOCTeH Ha MHOXKecTBe )
onpeessieTcsl cayyaiHbiM BbIOOPOM unced e U k.

Mopenupyiomiast MalliHa J0J/JKHA CO37aTh Ha MHOXKecTBe () Takoe ke
pacrpesienieHne BepOSITHOCTEN KaK B MpoTokoJe. Ho mpu 3ToM oHa He MOXKeT
MCMOJb30BaTh (hOpPMyJy M3 1iara 3, MOCKOJbKY B Hee BXOJIMT CEKpETHbIN
KJou x. BMecTo 3TOrO Mojesnupyiollas MaliMHa BIOMpaeT cjayuyaiHble e U S
us {0, ..., 20— 1} u {0, ..., ¢ — 1} COOTBETCTBEHHO W BLIUMCJSIET I =
=gy’ mod p. Ecsin r =1, TO nomneITKa HeylauHa M BbIOWPAIOTCS HOBbIE e
1 s. B mpoTuBHOM c/lyuae MojesMpyloIiasi MalldHA BbIIAeT TPOHKY (r, e, S).
HanomHum, uTo Mojesupyiollas MalldiHa CTPOMTCS TOJbKO IS UECTHOTO
JokasbiBatolero. M3a storo, B 4acTHOCTH, CJIE[yeT, YTO OTKPLITHIA KJOU Yy
MPUHAIVIEXKHT TpyNIe, MOPOXKIAEHHOH g, T.€. CYLIECTBYET TakKoe UMCJI0 X €
e{l, ..., g— 1}, uro g=* =y (mod p). [Tostomy mpu MOGHIX e U
unesio r = gSy° = g*g™* = g**¢ (mod p) TakkKe NPUHAIJIEKUT ITON Tpyre.
Ocraetcst JUlIb 3aMETHUTD, UTO, OCKOJIbKY MOJEJHPYIOLIAs MalllMHA BbIOHPAET
UMCJ0 S CJydaidlHbIM 00pa3oM W He3aBMCHUMO OT 3HAueHHsl e, BeJMUMHA
(s — xe) mod ¢ — cayuaiinbiit ssmement muoxkectsa {0, ..., ¢ — 1}, Takxke
He 3aBHCAMMA oT e. [lo3aToMy uyHcJO r, CreHepHpOBaHHOE MOJETUPYIOLIEH
MaIINHOH, SIBJISIETCS CJy4aiHbIM 3JEMEHTOM TpPYMMbI, MOPOXKAEHHOH g, He
3aBHCSIINM OT e, T.e. HMeeT TaKoe »Ke pacrpefiesieHue, Kak B MPOTOKOJE.
WMHbIMY CJIOBaMH, OJIHO W TO 2Ke pacripejieieHHe BEPOSTHOCTEH Ha MHOXKECTBE
) MO2KHO co3aTh JBYMsl criocobamu: Jubo BeIGpaTh ciydaiiHoe k (a cieno-
BaTeJbHO, U 1) U BBIUUCIUTL S = (kR 4+ xe) mod ¢, nu6o BbIGpaTh caydaiHoe S
¥ MoJyuuTh r = g°*~* mod p.

CpolicTBa HyJ1€BOTO pasryalleHdst OTHOCHTEIBHO UECTHOTO MPOBEPSIIOLIEro
MOKET OKa3aTbCsl JIOCTATOUHO, €CJH CXeMa ayTeHTH(PUKALMH MCMOJb3yeTcs,
HanpuMep, JUIsi KOHTPOJIsl 3a JJOCTYTIOM B OXpaHsieMoe rnomernlenue. B stom cay-
yae AJinca — 3TO MPOTYCK, BBINOJHEHHBIH B BHle HHTEIIEKTYaIbHONH KapPTOUKH,
a bo6 — kommbloTep oxpanbl. B Takoil cutyaimu riaBHasi 3agaya — o6ecneunTh
KOPPEKTHOCTb CXeMbl ayTeHTH(HKALMH, a 3alIHIIATbCS OT HEUeCTHOTO MPOBe-
psitoutero GeccMbicieHHO. UTo e KacaeTcsi CBOHCTBA HyJIEBOTO pasrJlallieHust
OTHOCHTEJILHO UYECTHOTO MPOBEPSIOLIEro, TO OHO TPEACTaBJseTCs NAJEKO He
JIMUIHUM, TaK Kak M03BOJIsIeT 00€30MacUTbCsl OT NMPOTHBHUKA, KOTOPbIH MOXKeT
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MOMbITATHCS MOACJYIIMBATh CEAHCHI BBIMOJHEHHS TPOTOKOJIA C 11€/1b10 H3TOTOB-
JieHust (haJblIMBOrO TPOIMyCKa.

[Ipumep mpoToko/aa ayTeHTH(UKALMKU MPUBEIEH B 3nurpade K AaHHOMY
paszeny. B aTom npoTokoJie K03a BbICTyMaeT B KauecTBe JI0Ka3bIBAIOIIET0, a Ce-
Mepo KO3JiT — B KauecTBe rposepsitoliero. [Iporokos npu3Ban o6ecrneunBaTh
1eJIOCTHOCTb. B TaHHOM cilyuae — 11eJI0CTHOCTh CeMepbIX Ko3asaT. B anurpadge
onucaHa W ataka Ha NpoTokoJ. IIpOTHBHHKOM BbICTyMaeT BOJIK, U 3TOT MPO-
THUBHUK aKTHBHBIH: CHauaJ/a OH MOJICJYUIHBAET BbIMOJHEHHE MPOTOKOJA, MTOTOM
MbITAETCSl caM MPOHUTH ayTeHTH(UKALHMIO B KauecTBe J0Ka3bIBAIOLLETO (KO3bI)
¥ NIPH 3TOM HAKar/JuBaeT U aHaJM3UPYeT rnoJsyuaemyio nHpopmauuio. [Tpotokod
0Ka3aJicsl HeCTOMKHMM MPOTHB aKTHBHOrO npoTuBHUKA. Hamo 6bio o6paTnTh-
csl 32 KOHCyJIbTallMel K MpoecCHOHANbHBIM KpUnTorpadaM U HCroJib30BaTh,
Hanpumep, cxemy LlIHoppa.

[Ipexxie ueM 3aBepLUIMTL PA3roBOP O NPOTOKOJIAX ayTeHTH(UKALMH, He0OXO-
JIIMO MOAYePKHYTh, UTO HUKAKOe MaTeMaTHUeCKH CTPOTO JI0Ka3aHHOE CBOHCTBO
KpUNTOTpauuecKoro MPoTOKOJa He MOXKET rapaHTHPOBAaTh ero 6e30MacHOCTH
BO BCEX CJIyuasix yKH3HHU. B camoM nese, 1ake MpOTOKOJI I0Ka3aTeNbCTBa C Hy-
JIEBbIM pasrJiallleHHeM He 3allMllaeT OT CJeylollel aTaki Ha CXeMy ayTeHTH-
(bUKaLMK, U3BECTHOH B KPUNTOrpauuecKoi JuTepaType Mnoj Ha3BaHHeM «Ma-
¢uo3Hasi yrposa». B jaHHOM clieHapuu UMeloTCsi yeTblpe yuacthuka: A, B, C
u D. [pennosioxum, uto A 3aies B Kade BbIMUTh yallleuky Kode u pacriaun-
BAeTCs! C MOMOIIIBIO KPEAUTHOH KapTouKH. JlJist BeinmoiHeHus1 to60i 6aHKOBCKON
ornepaluu KapTouka J0JKHA HAEHTH(ULUPOBATL Ce6sl, T. €. BHIMOJHUTb MPOTO-
KoJ1 ayTeHTHUKaumu. Ho Bnanesnen kage, B, — Mahuo3u, COOGLIHAK KOTOPOTO
C B TOT e caMblil MOMEHT HaXOJMTCs B MaraduHe toBesidpa D W mblTaercs
KYMUTb OPUJUIMAHT, TAaKXKe C TOMOIIbI0 KpeiuTHoH Kaptouku. [Ipu stom C
«rnpejcTaBysercs» Kak A, a D mpocuT aokasaTb 3TO ¢ MOMOLIbIO MPOTOKO-
Jla ayTeHTU(PUKALMH. YCTPOUCTBO CUMTHIBAHUS JIJIs KapTOueK y B U KapTou-
Ka y C — 39T0 creluuasbHO U3rOTOBJEHHbIE NPHEMO-TIepe/lalollie YCTPOUCTRA,
KOTOpble JIMLIb TlepechlialoT coobuienust Mexay A u D. B pesynbrate A,
0OMeHHUBasiCh COOOLLEHHSIMU ¢ B, Ha caMoM JeJsie UAeHTHhULMpYyeT cebs st D.

Mbl 371ech He 3aTparMBaeM BOMpPoca O MPAKTHUECKOH OCYIIECTBUMOCTH
«Maho3HOH yrpo3bl». Mbl MPUBEJH €€ TPOCTO KaK MPUMeEpP, MOKa3bIBAOUIUH,
YTO TOJIbKO MaTeMaTHUeCKOro 060CHOBAHHSI CTOUKOCTH TOTO WJIM HHOTO KpHI-
Torpaduueckoro MnpoTokKoJa HelocTaTouyHo. sl MpaKTHUECKOro MpuMeHeHHs!
KOHKPETHOT0 MPOTOKOJIa TPpeOyroTCsl elle YCHJIMS CIEelHaJMCTOB B 00JacTH
MH(POPMAIIHOHHO! 6€30MaCcHOCTH 110 aHaJM3y YCJOBHH €ro NpuMeHeHHsI.

Tenepb Mbl MepexoauM K 00CYXKAEHHIO IPYroro THMa MPOTOKOJOB ayTeHTH -
(bUKaLMKH — K TIPOTOKOJIAM 3JIeKTPOHHOM moanuck. OHU o0ecrneynBaloT ayTeH-
TU(UKALUIO COOOLIEHUH, T.€. TapaHTHUPYIOT, UTO COOOLIEHUs] MOCTYMAIOT OT
JIOCTOBEPHOr0 OTMpaBUTE/sT U B HeHCKaxKeHHOM Buje. bosee Toro, nesnoct-
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HOCTb 3/leCh MOHHMAEeTCsI B PACUIHPEHHOM CMBICJ/IE: MOJydaTesb COOOLIEHHUS
He TOJIbKO yOexKaaeTcsi B €ro JOCTOBEPHOCTH, HO M MOJYYaeT 3JEKTPOHHYIO
MOJIHCh, KOTOPYIO B JaJibHEHIIEM MOXET MCMOJb30BaTh KaK J10Ka3aTeNbCTBO
JIOCTOBEPHOCTH COOOIIEHHsT TPEeTbUM JHLaM (apGuTpPy) B TOM cCJiydae, €CyM
OTIPaBUTE/b BIIOCJIEICTBHH MOMBITAETCS OTKA3aThCsl OT CBOEH MOJMUCH. 3J1eCh
MMeeTCs NoJiHasi aHaJIorHsi OOLIUHON MOJNKUCH Ha OyMare, 3a UCKJIIOUEHHEM TOTO,
UTO MoJ, apOUTPOM OOBIUHO MOHUMAETCSI TEXHUUECKHH SKCIEPT, KOTOPbIA AaeT
3aKJI0UEHHE O TIOJUIMHHOCTH 3JIEKTPOHHOMN MOJIMKUCH, T. €. BBIMOJHAET (PYHKIIHIO,
aHaJiornyHyto yHKUMH rpadoJora B ciyuae oGbluHoi noanucu. Hasnauenune
CXeM 3JIEKTPOHHOH TIOJITUCH Mbl y»Ke 00CYXKJaJi BO BBEJIEHHH HA NpUMepe
MJIATEXKHBIX MOPYUYEHHUH.

Bce mpoTOKOJIbI 2JIEKTPOHHOH MOANUCH, pa3pabaTbiBaeMble 1JI MPAKTH-
YECKOro TPUMEHeHHs], SIBJAIOTCS HEHHTEPAKTHBHBIMU (T.e. Becb oOMeH co-
OOLLEHUSIMM COCTOUT B TMepeaaye OTIPaBUTEsNEM [0JydaTesto MOIMUCAHHOrO
coobl1eHust). DTo BbI3BaHO, MPekKJe BCEro, TPeOOBAHUAMU K 3(h(heKTHBHOCTH.

Kax o6buH0, MaTeMaTHuecKast (hopMasn3alisi pacCMaTpPHBAET CXeMY JIeK-
TPOHHOH MOAMUCH KaK O€CKOHEUHOE CeMEHCTBO CXeM, 3aBUCALIUX OT LEeJOUUC-
JIeHHoTo napametpa 7, n > (0, Ha3blBaeMOro napameTpom Ge30MacHOCTH.

Cxema 3JIeKTPOHHON MOJAMUCH — 3TO Tpoiika anroputmos (G, S, V), rie

G — NoJIMHOMUAJIbHBIA BEPOSITHOCTHBIN aJrOPUTM TeHepaluu Kiouel. Ha Bxo-
ne 1" anroput™m G Bbipaet napy (K, Ks), rie K| — OTKPBITBIH KJI0U CXEMbI
MOAMKCH, a Ky — COOTBETCTBYIOLIMH eMy ceKpeTHbHl kJtod. Karou K no-
Melaercst B 0O1IEIOCTYNHbIA CepTHHHIIMPOBAHHBIN CIIPABOUHHK;

S — MOJIMHOMHAJILHBIA BEPOSITHOCTHBIH aJITOPUTM TeHepald mnojnuceid. Ha
Bxose (m, Ky), rne m — coobliienne, aaroputM S BblJIAeT MOJMUCH S /IS
COOOILIeHHST 11,

V — nosimHoMHa IbHBIE ajgroputM npoBepku noanucu. Ecmu V(K;, m, s) =1,
TO MOJNHUChL S JJs1 COOOlleHUs1 m TpuHuMaercs. B 3Tom ciyuae rosopsr,
UTO S — KOPpeKTHas NoAnuch s coobuienus m. Ecau V(K|, m, s) =0,
TO MOAMUCH S oTBepraercsi. Ecan noanuck S s COOOUIEHHUS /71 CreHepH-
poBaHa Ha KJjioue Ko ¢ MOMOLIbIO ajJropuTMa S, TO BCerja J0J/KHO ObITh
V(Kl, m, S) =1.
3nech Kj, Ko, m U S — JBOWUHbIE CTPOKH, JJHHBI KOTOPBIX OrpaHUueHbl

HEKOTOPbIMH (PUKCUPOBAHHBIMH MOJIMHOMAMHU OT 1.
st onpenesieHust CTOMKOCTH CXeMbl 3JIEKTPOHHON TOMAMUCH HEOOXOIUMO

MPHUHATL HEKOTOpblE MPEeANoJoxKeHusi o npoTuBHUKe. [locaennuit MoXKeT Mbl-

TaThCsl MOJAENbIBATL TOAMNUCH, 3HAsl TOJbKO OTKPBITHIH KJI0U cxeMbl. Tako#

MPOTHBHUK HA3bIBAETCS MACCUBHBIM U SIBJISETCS caMbIM CJ1a0bIM M3 BCEX BO3-

MOZKHbBIX TIPOTHBHHKOB, TaK KaK OTKPBITBIH KJIOU CXeMbl MOJMUCH Bceraa 00-

eocTyneH. Pasymeercs, naccuBHbIN NPOTHBHHUK, KaK U Jit0OOH NPYyroi, 3HaeT
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OMMCAHHE CXeMbl MOAMUCH, MOCKOJbKY MpeAnoaraercs, Uto aaroputmbl G, S
1 V o6u1en0cTynHbl.

Bosiee nzobperaTesbHbIl NPOTHBHUK MOXKET MOMbITaThbCcsi coOpaTh HEKO-
TOPYIO JIOTIOJNHUTENbHYIO MH(POPMALIHIO O CXeMe MOJAMUCH, HabpaB HEKOTOpOoe
KOJIMuecTBO nap (cooOGlileHue, MOJMUCh). 3/1eChb UMEITCs JiBa OCHOBHBIX Ba-
puaHTa. ATaka ¢ M3BECTHBIMH COOOIIEHHSIMH COCTOMT B TOM, UTO TPOTHBHHK
nepexBaThiBaeT HEKOTOPOe (OrpaHHUeHHOE (PUKCHPOBAHHBIM TOJMHOMOM OT 11)
KOJIMYECTBO MOJMUCAHHBIX co0OLIeHHH. [Ipy 3TOM NPOTUBHUK HHKAK He BJMsIET
Ha BbIOOP 3THX cooOuieHu. [To cyllecTBy 3T0 — pas3HOBH/HOCTb MAacCHBHOIO
NMPOTUBHUKA, TaK KakK MOJMMCcaHHble COOOILIeHHsT 0OBbIUHO MEPECHIIAIOTCS T10
OOLIEI0CTYNTHOMY KaHaJly CBfi3M (B HEKOTOPbIX paboTax Mo TeOpeTHUeCKOH
Kpunrorpaduy MpUHUMAeTCsl MaTteMaTHueckasi MoJie/ib, B KOTOPOH MOJM1caH-
Hble COOOUIEHHS TPOCTO MyOJIUKYIOTCS).

Eue O6oJiee cHJBHBIH TPOTHUBHUK MOXKET caM BbIOMpPaTb COOOLIEHUS
1 KakMM-TO 06pa3oM ToJyyaTb KOPPeKTHble TMOANKUCH AJisi HUX. Takasi ataka
Ha3blBaeTCs aTaKod ¢ BBIOOPOM COOOIIEHHH, a COOTBETCTBYIOIINH MPOTHBHUK —
aKTHBHBIM. Bornpoc o mpakThiyecko# oCyl1eCTBUMOCTH TOJ0OHOH aTakh BBIXO-
JIUT 32 paMKHM MaTeMaTHuecKoH MOJIeJIM U B IAaHHOH TJ1aBe He paccMaTpUBaeTcsl.
OTMeTUM JIMIb, YTO, MO-BUAMMOMY, HUKAKMMH OpPraHW3allMOHHbIMH MepaMH
HeJIb3s1 TIOJIHOCTbIO HCKJIIOYHTh BO3MOXKHOCTb aTakM C BBIOOPOM COOOLIeHHH
U 3/leCh, KaK H BCIOJIy B TEOPETHUECKOH Kpunrorpaduu, 1esaercst npeanooxe-
HHE B T10JIb3y MPOTHBHUKA. DTO 3HAUMT, UTO OOBIUHO HCCJIENYeTCs CTOHKOCTD
CXEM 3JIEKTPOHHOH MOJMUCH B MPHUCYTCTBHM CAMOr0 CHJILHOTO MPOTHBHHKA,
OCYUIECTBJISIIOLLEro aTaky ¢ BbIGOPOM COOOLIEHHH.

[ToMmumo atakn HeOOXOJAMMO TaKyKe OMPEeAeIUTb Ty yrpo3y 6e30MacHOCTH
CX€MbI 3JIEKTPOHHOH TOJMNCH, TPOTHB KOTOPO MbI 2KesiaeM 3atminarbes. Ca-
Masi CHJbHasi yrpo3a — IMOJIHOE PAaCKPbITHE, T.€. BbIUMCJIEHHE MPOTHBHHKOM
cekperHoro kJjioua Ko. $IcHO, 4TO ecii MPOTHBHUK MOKET OCYUIECTBHTb MO-
N0GHYI0 yrpody, To cxema HecTolikas. C Ipyroil CTOPOHbI, HETPYIAHO TMOHSTB,
YTO CTOHKOCTH TMPOTHUB IOJIHOTO PACKPBITHSI HEIOCTAaTOUHO JJIsi TOTO, YTOOBI
CUMTaTh CXeMy TMOJITHCH CTOHKOH Ha npakTHke. JlocTaTouHo paccMoTpeTh ciie-
JIOLILYIO BBIPOXKJEHHYIO0 cxeMy. AJiroputM G BHIOMpaeT CJyuaiiHblil CeKPETHbIH
kJtou Ky v Bbiuncasier K| = f(Ky), rie f — HekoTOpas 0IHOCTOPOHHSIS (PYHKIIUS.
[Toanuceb a1t cooOlLeHUs M aArOPUTM S BbIUHCASIET B BUIe S = g(m), rie
g — HeKoTopasi JIerko Bbluucaumasi GpyHkuus. PyHKuus g nyOJuKyeTcs: Kak
YacTb OTKPBITOTO KJtOYa, W MPOBepKa MOANHCH COCTOUT B BblUMCJEHHU g(m)
¥ CpaBHEHHM MOAMHWCH S C 3THM 3HaueHWeM. SlcHo, uTo Takasi cxema Gyjer
CTOWKOH MPOTHB MOJIHOTO PACKPBITHS, MOCKOJBKY J/1s1 BEIUHCJIEHHST CEKPETHOTO
KJaoua Ky Tpebyercsi HHBEPTHPOBATh OJHOCTOPOHHIOW (yHKUHMI0 f. Ho Besikuit
JKEJIAIIIMH MOXKET BbIUMCJIUTD MOMIHCH IS JI06GOr0 COOOLIEHHS. DTOT MPUMED
MOYYHTEJIEH ellle U TOTOMY, UTO B KpUNTOrpauuecKoi iuTepaType BCTpeyaioTes
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CTaThbH, B KOTOPBIX aHAJIW3 CTOHKOCTH CX€M 3JEKTPOHHOH TMOJMUCH MOJAMEHs -
eTCsl PACCYKIEHUSMH O CJOXKHOCTH 3a/1auk MOJHOTO PACKPBITHS.

Ha npyrom noJsiioce Haxoautcst camast cjabasi i3 yrpo3 — yrpo3a 3K3ucTeH-
LMOHA/ILHON MojulesiKK. Takasi yrposa OCyLIeCTBUMA, €CJIM MOocJ/e NPOBEeLeHHs
aTaKu Ha CXeMy 3JIEKTPOHHON MOJMUCH MPOTHBHUK MOXKET MOJJIeNAaTh MOMUChH
X0Ts1 Obl ISl OJIHOTO, IYCTb JaxKe 6eCCMbICJEHHOr0, COOOLLEHHUSI.

CTONKOCTb CXeMbl 3JIEKTPOHHOMH MOJIMUCH OIPeiesIieTCsl OTHOCUTENbHO Ma-
pbl (aTaka, yrposa). Haubosiee cTOUKUMU SIBJISIIOTCSI CXEMbI, CTOMKHE MPOTHB
camoil cj1aboi U3 yrpo3 Ha OCHOBE caMOl CHJIbHOH M3 aTak, T.e. MPOTHB 3K3H-
CTEHIMOHAJbHON TOJIIEJKH HA OCHOBE aTaku ¢ BbIGopoM coobuieHuit. Onuiiem
3TH aTaKky W yrpo3y Ha HecKoJbKo GoJjiee cTporom yposHe. CHcTeMaTHUeCKOe
M3JI0XKEHHE aTaK U Yrpo3 JJIsi CXeM 3JEKTPOHHOH MOJMUCH cM. B [3].

[Tox MpOTHBHUKOM Mbl MMOHHMAaeM BEPOSITHOCTHYIO MaliuHy Tbropuhra A,
KoTOpasi noJyvaet Ha Bxoje 1" u K| W 3aBepllaer cBol paboTy 3a MOJUHO-
MHaJsbHOe (0T 1) BpeMmsi. MaiuHa A WMeeT JOCTYN K ajropuTMy S reHepaluu
MoJTHMCcell (3HaIOIIEMy CeKpeTHBbIH Kitou Ko) Kak K opakysdy. Tem cameiM A
MOJKeT BeIOpaTh COOOIIEHHUsT My, ..., My, Tae [ < p(n) Ast HEKOTOPOTOo MOJH-
HOMa p, ¥ TIOJIYUUTb JJIs1 HUX KOPPEKTHbIE MOJITUCH S|, ..., S; COOTBETCTBEHHO.
[1pu ouieHke BpeMeHH pa6oThl MallMHbL A Kaxka10e oGpallleHue K opaKyJry CUdTa-
eTcsl OJIHOH KOMaH0H. MOXKHO CUMTaTh, UTO K MOMEHTY BblGOpa COOOLLEHHS 111;
MaliHa A yxe 3HaeT MOJMMCH Sy, ..., S;— JUIsl BCEX MPEIIeCTBYIOIHMX CO00-
uienuit. Takasi ataka HasbiBaercs afantuBHo#. [Tocsie sToro mainna A no/mKHa
HalTH Takylo napy (m, s), rae m # m; jjisi Bcex i =1, ..., [, uTo s — Kop-
peKTHast MoAnuch ajisi coobulenust m. O6osnauum uepes A(1", K;) — (m, s)
coObITHe, cOCTOsIlee B TOM, uTo A HaxomuT Takywo mnapy. Cxema 3J1eKTPOHHOM
noanucu (G, S, V) HasbiBaercs CTOHKOH MPOTHB 3K3WCTEHIIMOHAJBHON TMOJ-
JIeJIKM Ha OCHOBe (aJIaNTUBHOM) aTaku ¢ BEIOOPOM COOOIIEHHH, eC/n Jist JI0OO0i
MalinHbl ThloprHra A ykazaHHOTO Bbillle BUJA, 1J1s JIOOOTO NoJIMHOMA P U i/
BCEX J0CTATOUHO OOJIbLINX A

Pr{A(1", K,) — (m, s)} < 1/P(n).

BeposTHocTb 31ech onpeessieTcst cjydaiiHbIMH BeJIMUHHAMHK ajroputmos G, S
uA.

HecsioxkHble paccy»x/ieHusi, aHaJOTHUHble TeM, KOTOpble MPUBEEHbI B IJ1a-
Be 2, 0Ka3bIBAIOT, UTO /15l CYLLLECTBOBAHHUS CXeM 3JIEKTPOHHOH MOAMUCH, CTOMH-
KHX TPOTHB 3K3UCTEHLHMOHAJIbHON MOJIe/IKH Ha OCHOBE aTakHh ¢ BHIGOPOM CO-
oOLLeHHH, HeOOXOAMMO CYLLECTBOBAHHE OJAHOCTOPOHHHMX (yHKUMH. OaHO U3
3aMeuaTesIbHbIX JOCTIKEHHH TEOPETHUECKOH KPUMTOTpacui COCTOMT B JIOKa-
3aTeJbCTBE TOrO, UTO 3TO YCJOBHE OJHOBPEMEHHO SIBJSETCS W AOCTATOUHBIM.
[TockoJibKy 3TOT pe3yJibTaT BeCbMa HETPHUBHAJICH, HUXKe Mbl JIHLIb CXeMATHUHO
13Jj1araeM OCHOBHbIE HJIEH.
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PaccMoTpum BHauasle cxeMy 3JieKTpoHHON moanucu Jlamnopra [4]. [Tyctb
f: X" — %" rie ¥.={0, 1}, — oaHocTopoHHSIs QYHKUMS, H MyCTh %" — MHO-
JKECTBO, U3 KOTOPOT0 BBIGUPAIOTCS MOJMUChIBAeMble COOOIIEHHsT (T. e. KaXKI0e
coobllleHle m = m, ... m, paccMaTpuBaercs Kak r-6uroBasi cTpoka). Asro-
PUTM BbIUMCJIEHHS] PYHKIMK [ cuuTaercsi 0GIIEN0CTYMTHBIM.

ANropuTM reHepalMH KJtOUel BbIOUpAET 2r CJydyalHbIX CTPOK M3 X'
K, xb xS, xd, oo, &Y xb Cosokynnoets sTHX 2r CTPOK cocTaBisieT cek-

peTHblﬁ KJIIOY CXE€Mbl IMMOAITHCH. ﬂaﬂee aJICOPHUTM BbIUHUCJISICT

=10, gy =F0), oy =16, g =fx).

Cosokynnoctb ctpok 4Y, yl, ..., g2, y! nybaukyercs kak OTKpBITBI K/i0Y
CXEMBbI.

[Toanucbio mJisi cOOGLIEHUsT /M = M1 ... M, CJAYXKHT MOCJEI0BATENbHOCTD
crpok (x]"', ..., x"). MlHbIMU csioBamMu, 1151 i-r0 GHTA COOOLLEHHST 11 OTKPbI-
BAeTCsl OJIHO M3 3HAaueHuil X! uan x! B 3aBHCMMOCTH OT TOro, ueMy paBeH i-ii
6uT m; — Hymo wan exunuie. [IpoBepka moanucu s = (Sy, ..., S,) OUEBHJI-
Ha: Uit Kaxaoro i = 1, ..., r BblUMC/sieTCsl 3HaueHue f(S;) U CpaBHUBaeTCs
C COOTBETCTBYIOLLEH CTPOKOIH ¥/ M3 OTKPLITOrO KJIHOUA.

Cxema Jlamnopra «ojiHOpa3oBasi», OHa M03BOJISIET MOJNKCATh OJIHO r-OU-
TOBOE COOOIIeHHe, MOCJIe Yero Hajlo CreHepHPOBaTh HOBbIE KJIOUM H 3aMeHHTh
OTKPBITBIH KJlou B cepTHdHLMPOBaHHOM cripaBouHuke. Ho ¢ npyroit ctopo-
Hbl, 3Ta CXeMa yxKe o6JjafaeT TeM CBOHCTBOM, KOTOPOTO Mbl 10GHBaeMcs:
eci [ — OJIHOCTOPOHHAS (PYHKIHMSA, TO cXeMa cTolikas. B camom nene,
nyets Y = (Y, yl, ..., 42, y!) — otkpbiThiii kmou, a (m, s) — cooGuue-
HHe W KOppPEeKTHasi TMOMIMHChL JJIsi Hero, BbIUMCJIEHHAsT HA CEKPETHOM KJIloue
X=" xl, ..., %% x1), coorsercrayiomem otkpbitomy kmouy Y. [peano-
JIOXKMM, UTO MPOTHBHHK MOKET 3a MOJHHOMHAJIbLHOE BPEMS C BEPOSTHOCTBIO MO
kpaiineit mepe 1/P(n) mnsi Hekotoporo mosnuHoma P Haiith mapy (m’, s'),
rne m' # m, a s’ — koppektHasi noamuch st m’. Tlycts ig — HOMeEp
GuTa, B KOTOPOM OTJIMUAIOTCSI COOOLIEHHST M W m', ¥ TNPEINOIOKUM ISt
onpesesnentocti, uto m;, =0, a mj = 1. Torna B NoanucH s oTCyTCTBYyeT
ilo’
uro f(x) = y; = [(x}). Cnenosarenbho, anroputm A, KOTOPbIM MOJIb3yeTCs
MPOTUBHUK /s BBIUMCJIEHHsT ', JIO/DKEH yMeTh WHBEPTHPOBATh (yHKUHUIO f
Ha 3TOM 3HaueHWW y;,. Torma ciaelyloumi ajaroput™M OyaeT MPOTHBOPEUHTH
NPENOJIOKEHHIO O TOM, UTO (YHKUMs [ oaHOCTOpPOHHssA. [1ycTh u BbIOpaHO
Haynauy M3 X" W v = f(u) 3agaHO HaM B KauecTBe BXOJHOTO 3HAUEHHS.
BuiGupaem cayuaiinoe j u3 muoxkectsa {1, ..., 2r}. ns Beex i =1, ...
..., 2r, i # ], TeHepuUpyeM COOTBETCTBYIOILIHE KOMIOHEHTbI Kjouelt X u Y
C MOMolIbI0 ajroputMa G, a BMECTO j-TO 3JeMeHTa KJiouya Y MoJACTaBJsIeM U.

3HaueHue x, a B s’ JOJ2KHO MPUCYTCTBOBATH Kakoe-JMO0 3HaueHHe X, Takoe
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Jlanee Bbi3biBaeMm anroput™ A, mopmaBasi emy Ha BXoj kmtou Y. Korma A
3aMpOCUT MOANHUCH JJIsI HEKOTOPOro cooOlleHust 11, mpoBepsieM, Tpebyercs
JIM JI/11 TIOANHCAHUSI 3TOro cooOlleHusl npoo6pas 3HaueHuss v. Ecau pa, to
MOMBITKA HeyaauHa (BeposiTHoCTb 3Toro 1/2). B mpoTHBHOM ciydae cosnaem
MOJITUCh S JJIST 11 ¥ TlepesiaeM ee aaroputmy A.

Ecin A ycmerno mojienbiBaeT MOANKCH J1JIsi HEKOTOPOTo CooOIeHust 1,
m' # m, TO NpoBepsieM, He COMEPAKHUT JIH 3Ta MOANKCH MPO0OPa3 3HAUEHHUST V.
Ecun na, To Bbliaem 10T 1poo6pas.

$lcHo, uTO B cJlyuae ycriexa OfMCaHHbIA aJrOPHTM HHBEPTHPYET QYHKLMIO f.
OueBHAHO TaKXkKe, UTO 3TOT AJrOPUTM paboTaeT 3a MOJMHOMHAJNbLHOE BPEMS.
Ouennm Tenepsb BeposiTHOCTB ycrexa. [Ipexie Bcero 3ameTnm, 4To aaroputm A
roJlyuaeT Ha BXOJ TOJIbKO OTKPBITbIH Kitou ¥ W pacnpefe/sieHHe BeposiTHOCTeN
Ha MHOXKECTBE BCEX BO3MOXKHBIX 3HAUEHHMH Y Takoe e, KaK B TOM cCJyuae,
kormia A atakyer cxemy noanucu. [Tostomy mbl yrajaem ip u m; (T.e. npo-
u30iiieT cobbiTHe j = 2 - iy + ml’b) C BEPOSITHOCTbIO % Jlerko BupeTh, 4TO

obu1ast BEpPOSATHOCTL ycrexa OyleT no KpauHel mepe 3P’ 4YTO HE MEHblle

ueMm 1/Q(n) st HEKOTOPOrO MOJUHOMA ) (HATIOMHHM, UTO MO OMPEJEJEHHIO I
He MPEBOCXOJUT HEKOTOPOrO MOJHHOMA OT MapameTpa 6e30MacHOCTH f).

B kauectBe cBO€OOPA3HOrO KPHNTOrpaUUeCKOro Kypbeda yKaxKeMm, uTo ecJu
B cxeMme JlamnopTa paspeluuTh NoAUChIBaTh J0Oble COOOLICHHS, AJMHA KOTO-
PBIX HE TTPEBOCXOJIUT 7, TO U3 MOAMNCH JJIs1 COOOLIEHHUS 717 MOYKHO JIETKO CO3aTh
MOJNUCh s JitoGoro ero npedukca. Hanpumep, U3 noanucu st cooOLIeHs,
MPEACTABJSAINIEr0 Co60i 3HAMEHUTYIO (hpasy «Ka3HUTb HeJb3sl, TOMUJIOBATH»
MOKHO M3TOTOBHUTb TOJIMHCH sl COOOLIEHHST «Ka3HUTh». KoHeuHo, B TaHHOM
cJlyuae MOXKHO MPEVIOKUTb NPOCThble U 3¢heKTHBHbIe KOHTPpMepbl. Hanpumep,
MO2KHO 10Tpe60BaTh, UTOOLI KOPOTKHe COOOLIEHHUS JOTIOJHSINCH CIPaBa JBO-
MUHBIMH HYJISIMH 10 JUTHHBI 7. Ho 3TOT Kypbe3 cay»KHUT Xopoliel uiocTpainen
cJIelytoLero o6UIero NPUHIMNA: BCIKOE YTBEPXKAEHHE O CTOUKOCTH KaKOH-J1M60
KpUNTOrpaduueckoil cxembl TpeGyeT TOUHOH CrielliUKalIMH 3HAUEHHH BCeX ee
NapaMeTpoB, H 3a4acTylo Ja)Ke He3HAUNTEJbHOE OTCTYMJIEHHE OT YCTaHOBJIEH-
HbIX 3HAYEHHH MOJIHOCTbIO Pa3pyllaeT CTOMKOCTb CXEMbI.

Tenepb ocrasioch TosbKO NpeoGpasoBath cxeMy Jlamnopra B «MHOropaso-
Byto». Mjest Takoro npeo6pasoBaHHsl JOCTATOUHO OUEBHMJHA: B MOMEHT MOJ-
MHCAHHUsT OUepPeIHOrO COOOLIEHHS M HYKHO BbIOpaTb HOBble CEKPETHbIH M OT-
KpbITbIH Katoud X ¥ Y ¥ OTIpaBuTb noJydartesto Tpoiky (m, Y, s), rae s —
nojnuch st coobiienust m||Y. B pesysbrate Bo3HHKaeT 1eMoyka OTKPHITHIX
kmouet Yy, Yo, ..., Y, ... ¥ COOTBETCTBYIOIUMX UM MOAMHCEH So, ..., Sj, ...
3nech Y| — OTKPBITHIH KJIOU, XpaHALIMHACSA B CEPTUPULUPOBAHHOM CTIPABOUHH-
Ke, a §; — MOJITHCh JUISl KJloya Yj, CreHepUpOBaHHAs ¢ MOMOLLbIO CEKPETHOTro
Kaoua X;_j, COOTBETCTBYKOILErO OTKPbITOMY Kiiouy Y;_j. Takum oGpasowm,
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KaKJlblfl OTKPBITHIA KJou Y; GyjeT ayTeHTH(hHIMPOBAH MOCPEICTBOM LENOUKH
NOANMCeH Sg, ..., S; M, CIJ0BATE]NbHO, MOXKET HCMO0Jb30BaThbCsl COBMECTHO
C CeKpeTHLIM KJI04oM X; JUlsl reHepallli M MPOBepKH MOAMHCced a/s cooblile-
nuii. [Ipo6saema, ofHaKo, B TOM, UTO C TOMOIIbIO OHOH Mapbl kiatouel (X, V)
MOYKHO TOJITHCATH TOJBKO 7 GUTOB COOOIIEHH S, a JUIMHA OJHOTO TOJBKO HOBOTO
OTKPBITOTO KJIH0oUa paBHA 2rn GUTaM.

Jlna onucanusi criocoba pelueHdst 3Tod MpobJeMbl HaM TOTpedyeTcs: HO-
BO€ MOHATHE — MOHATHE KPUNTOrpauuecKoil Xaul-(QyHKIHH. X31-PyHKIAN —
BecbMa JIIOGOMbBITHBIN KpUNTOrpacuyecKUil NPUMHUTHUB, 3acCJ/yXKMBAIOLMH OT-
JIeJIbHOTO pa3roBopa. 3/1ech Xe Mbl JULIb KpaTko 00CyIUM 3TO NoHsiTHe. [oBopsi
HethopMaJsibHO, KpUNTOorpaduueckasi Xsii-(pyHKIHA — ITO JIETKO BblUKCIUMAs
(byHKLMS, CKUMAoLlasi BXOJHble 3HAUEHUs, VI KOTOPOH He CYIIEeCTBYeT (-
(heKTHBHOTO aJIrOpUTMa MOUCKa KoJIM3KH. Kosiusued st pyHKUMKM A Ha3bl-
BAEeTCsl TaKasl mapa 3HaueHwi x, y, x # y, uto h(x) = h(y). [TockosbKy X311~
(YHKLHS CXKMMaeT BXOJIHbIE 3HAUEHHS], KOJIJIM3UH 3aBEIOMO CYLIECTBYIOT H HX
MOKHO HalTH MoJiHbIM nepebopoM. Ho, 1o onpesenennto, HUKAKOH MOJUHOMH-
aJIbHbBIHA AJITOPUTM HE HAUJET KOJJIH3UHH Y KPUNTOrpahuuecKon Xoui-(yHKIHH.

Cuaenyoliiee onpejesieHle ceMeicTBa OJIHOCTOPOHHUX X3I-(PYHKUUH OblI0
nano Haopom u IOurom [4]. Tlycts n — uesnourcaenusiii napamerp, 7 > 0
u H, — muoxectso dyukumii h: X" — ¥* e k = k(n) < n. Tlpu s1oMm
npenarnoJiaraercs, uto n1 < p(k) nas HeKoToporo nosuHoma p. Iasee, Kaxknas
dyskums 4 € H, umeer onucanne i W CyleCTBYeT TOJHHOMHAJBLHEIN BEpPOAT-
HOCTHBIH aJITOPUTM, KOTOPBIH Ha BXxofie 1" BbIOUpaeT paBHOBEPOSITHBIM 06Pa30M
13 MHOXKECTBA Bcex onucanuil pyHkumit u3 H,. [1peanosnaraercs Takxe, uto cy-
LIeCTBYeT MOJHHOMUANLHbII aTOPHTM, KOTOPbIi, MOJY4HB Ha BXOJ ONHCaHHe /i
¢bynkumn u3 H, u x € X", Boiaer 3Hauenne f(x). [Tox mpoTHBHUKOM, KOTOPBIi
MbITAETCS OTHICKATH KOJUIM3HUH, TOHUMAETCS TOJMHOMHAJIbHBIA BEPOSITHOCTHDIN
anroput™m B, paboraloumii B aBa srana. CHauana oH ToJydaeT Ha BXox 1”
U JI0JKEH BBIIATh KaKoe-HUOYIb 3Hauenne x u3 L. [Tocse storo B nosyuaer A,
BbIOpaHHOE Hayjauy M3 MHOXKeCTBa BcexX onucaHuil ynkuuh us f,. Cemeii-
ctBo {,} Ha3bIBaeTCsT CEMENCTBOM OJHOCTOPOHHUX X3II-(DYHKIMH, eCTH JJIst
Jo60To TAaKOTo aNroputMa B, 1Jist Mto60ro nojnHoMa P U sl BCeX A0CTaTOUHO
60JIbLINX 1

Pr{B(h)=y|y €T, y#x & h(x) = h(y)} < 1/P(n).

[IpeanoJso:Kum, 4To CylIEeCTBYET CeMEHCTBO OJHOCTOPOHHUX X3LI-(YHKLHHA
{Hoy }, tne Hopr = {h: X2 — ¥k k < n}. Kak nokasaan Haop u HOnr [4],
C TIOMOIIbIO TAKOTO ceMelcTBa cxeMmy JlaMmopra MoxKHO MpeBPaTHTh B «MHO-
ropasoBylo» cJjeayolium o6pazom. [loanuchiBatolii BeiGHpaeT cJiaydaiHoe
onucanue A hyHKuMK i € Ho,, ¥ MOMELIAET 3TO OMUCAHHE B CePTHHOULIHPOBAH-
HBIH CITPaBOYHHMK BMECTE C OTKPBITBIM KJtouoM V. [ToanuceiBaemble coob1eHus
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UMeIoT JUInHy 1 — k. Koraa noanuchiBaeTcsi mepBoe cooOlleHe, reHepupyeTces
HoBast napa kJjtouei (Xo, Y9) u Bbunucasiercsi 3uauenue f(Ys). Hanee, ¢ nomo-
111bIO MEPBBIX 71 — £ 3J1I€MEHTOB KJltoua X| MOAMUChIBAETCSl COOOLIEHHE, a C M0-
MOIIbIO TOCJIENHUX R 37eMeHTOB — 3HaueHHue fi(Ys). [Tocse s3TOrO COOGIIEHHE,
HOBBIH OTKPBITBIH KJIOU Yo UM MOJMUCH TMOCHUIAKOTCS MoJiyuaTesto. AHajornu-
HbIM 00pa3oM MOJAMUCHIBAIOTCS Bee Moceytoliye cooblieHns. Jlns npoBepku
MOJITUCH HYKHO JIMOO MPOBEPSATH BCIO LIEMOUKY, HaunHas ¢ Y, AHOO MOMHUTD
MOCJEIHUH ayTEeHTU(PUIMPOBAHHBIN MOJMUCHIBAIOLIUM OTKPBITbIH KJIIOY.

Ananuz 3Tol cxembl (MOAPOGHOCTH CM. B [4]) MOKa3biBa€eT, UTO JJIsl MOJ-
JIeJIKM TIOJITHCEN TPOTHBHHUK JIOJIXKEH YMETh JIMGO MOJMEHSITH OTKPBITBIA KJIOU
Y;, He MeHss 3HaueHus /(Y;), a 3HAUMT, HAXOAUTb KOJIU3UH JUIs yHKLMH A,
60 MHBEPTHPOBATH (PYHKLHMIO f.

Ocraercs ellle MOHATb, MOUEMy yKa3aHHAs BO3MOXKHOCTb HaXOIHUTb KOJI-
JIM3UHU TIPOTHBOPEUHT OMPEeEHUI0 CeMEHCTBA OJAHOCTOPOHHUX X31U-(PYHKLHH.
Be/ib NPOTHBHHUK 3apaHee 3HAET OMHCaHHe /I U TOJILKO MOTOM TI0JIydaeT 3Haue-
HHUe, JUIs KOTOPOro TpebyeTcst HalTH KOJUIM3HIO; a 3HAUWT, 3aj7auya NPOTHBHHKA
MpH aTake Ha CXeMy MOAMUCH KaxkeTcst 6oJiee JIETKOH, ueM Ta, KoTopasi ykasaHa
B OMpe/leIeHHH CeMeHCTBa OJIHOCTOPOHHUX X3uI-(yHKUMH. Ho neno B Tom, uto
MOJUTHCBIBAIOLIUI BLIGHPAET /1 M Bee X; PaBHOBEPOSATHBLIM 00Pa30M U He3aBHCH-
Mo aipyr ot apyra. CJiefoBaTesbHo, U Bee Y; OyayT Hezaucumbl ot A. [TosTomy
MPOTHBHHUK, aTaKyIOUIMH X31I-(QYHKIHI0, MOXKET caM BbiOpaTh 3HaueHue Y Ta-
KHM >Ke 00pa3oM, KaK 3TO JeaaeT MOAMUCBIBAIOLIMH, U TIOCJEe 3TOT0 MOJYUHTD
cayuaitnoe onucanue /. JIerko MoHsATb, YTO BEPOATHOCThL ycriexa aTakH MpH
TOM HE U3MEHHTCH.

Haop u IOur [4] nocTtpousn cemelcTBO OJHOCTOPOHHHX X3UI-(YHKIHH,
UCXOJSl U3 MPENOJIOKEHHs] O CYIIECTBOBAHUH OJIHOCTOPOHHEH MepecTaHoOB-
Ki. PoMnenb [5] ycunus TOT pesysbrat, J0KasaB, uTo JOCTATOUYHO (11060i)
OJIHOCTOPOHHEH (DYHKIMH. TeM caMbiM yCTaHOBJIEHO, UTO CXEMbl 3JIEKTPOHHON
MOJITUCH, CTOHKHME MPOTHB 3K3UCTEHLMOHAJNLHON MOJJEJKH Ha OCHOBE aTaku
¢ BbIGOPOM COOOIIIEHHH, CYLLIECTBYIOT TOMA U TOJIBKO TOTA, KOTJA CYLLECTBYIOT
OJIHOCTOPOHHHE (PYHKLIMH.

ITOT PyHIAMEHTANLHBINH PE3YJILTAT MOYKHO HHTEPIIPETHPOBATH CJEIYIOIIUM
o6pazoM. Ecs cyliecTBylOT cXeMbl MOJIMKMCH, CTOHKHE B KaKOM-JHOO, Jaxe
BecbMa c/1ab0M, CMbICJIE, TO CYIIECTBYIOT M CXEMbl, CTOHKHE MPOTHB IK3UCTEH-
LUMOHAJLHON TIOJUIEJIKM HA OCHOBE aTakh C BbIGOPOM COOOLUEHHMI, T. €. CXeMbl,
CTOHKHE B CAMOM CHJIbHOM cMblcjie. B camMoM Jefe, Kak yxKe 0oTMeuaJsoch BhiLle,
€CJI CXeMY TMOJIMUCH MOXKHO CUMTAaTh B KAKOM-JIMOO CMbICJIE CTOHKOH, TO OHa
JIOJKHA OBIThb CTOWKOH MPOTHB MOJIHOTO PACKPBITHSA, @ U3 3TOTO YK€ CJeLyeT
CYLLECTBOBAHHE OJIHOCTOPOHHUX (PYHKLHUH.

K coxaseHuto, 3Ta cxemMa MOANUCH CJAULIKOM Hed(hheKTHBHA, UTOObI ee
MOKHO ObIJIO HCII0JIb30BATh Ha NpaKTHKe. Bo-1nepBbIX, MOANHCH HMEIOT CJIHLL-
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KoM GoJbliyio aauHy. Ha kaxkaelii moanucbiBaemblil 6UT Tpebyercsi 1 GUTOB
noanucH. Bo-BTOpbIX, Mojiyyatesib JOJKEH XPAHUTb BCIO LEMOUKY OTKPBIThIX
KJIIOUel, HauuHasi ¢ Y|, U BCIO I0OCJIEIOBATEbHOCTL TOANUCAHHBIX CO00IIe-
HUH JUIs1 TIpebsiBJIeHUs] UX apOUTPYy B cJlydyae BO3HHKHOBEHHSI CIIOPOB O TMOJI-
JMHHOCTH mojnuceil. C MOMOIIbIO HEKOTOPBIX YXHILPEHUH MOXKHO HECKOJbKO
COKPATHUTh JJIMHBI LEMOUYeK H YMEHbILIUTh pa3Mep MOAMNUCH, HO TIOJHOCThIO H36a-
BUTbCSI OT 3TUX HEJIOCTATKOB He yiaercsi. Bonpoc o BO3MOXKHOCTH MOCTPOEHHUs]
NpaKTHUECKH 3(PPEKTUBHLIX CXeM 3JIEKTPOHHON TOJIHUCH, UCXOJS M3 OJHOTO
TOJILKO TIPEJITIOJI0KEHHsI O CYIIIeCTBOBAHUS OJIHOCTOPOHHEH (DYHKIMH, OCTaeTCs
OTKPBITHIM.

PaccmoTpum Tenepb npumep MpakTHUECKOH CXeMbl 3J€KTPOHHOH MOAIMMCH.
BepHemest k cxeme ayrentudukauuu [llHoppa. B 3TOM npotokosie uHTepak-
TUBHOCTb TpeGYyeTcsi TOJILKO Jisi TOrO, UTOObI MOJIyUMTh OT MPOBEPSIOLIEro
cayvaiinblii 3arpoc e. [Toaromy ecsin 6bl y I0OKa3bIBaIoOL1ero Oblyl HaJIEXKHbIH HC-
TOYHHK CJIyUAaHHOCTH, TMOJb3YIOUIMHCS JI0BEPHEM MPOBEPSIOIIEr0, TO MPOTOKOJ
MO2KHO 6blIO Obl cenaTh HeuHTepaKTHBHBIM. @uat u lamup [6] npeayioxumu
crnoco6 npeobGpa3oBaHUs MPOTOKOJNA ayTEHTH(HUKALIMK B CXeMY 3JEKTPOHHOM
MOJTHCH TTyTEM 3aMeHbl CJAYYaRHOTO 3armpoca HEKHM «CypporatoM». A MMeH-
HO, MYCTb M — MOJUChIBAEMOe cOo00llleHrHe U i — Kpunrorpaduueckas X3ii-
¢dynkuus. Torna BMecto obpallleHdsi K MpoBepsiiolieMy (OH »Ke — MoJiydaTeb
co0O6111eHNs) 1I0KA3bIBAIOLIHH (OH 2Ke — MOJMUCHIBAIOLIMH) BbIUMCIISIET BEJTHUHHY
h(m) W ucTioNb3yeT ee B KauecTBe 3anpoca e. DTOT METOJl YHHBepCaJeH, TaKk
Kak MPUMEHUM K IIMPOKOMY KJIACCy TPOTOKOJIOB ayTeHTH(uKauuu. Onuiiem
Terepb MOJydaeMylo B pesyJibTaTe TAKOro rnpeoOpa3oBaHUsi CXEMY 3JIEKTPOH-
Ho# noanucu [Inoppa [1]. OTKPLITHINA U CEKPETHBIH KJIOUM MOAMMCHIBAIOLIErO
reHepupyloTCsl B 3TOH CXeMe TakuM ke 06pa3oM, Kak B cxeMe ayTeHTH(HKALMN
[IHoppa. OTKPBITHIN KJIOU MOMelIAeTCst B 00IIEIOCTYMHbIA CepTHPUIMPOBAH-
HBIH CITPaBOYHHK.

Cxema ajektpoHHo# noanucu LlHoppa

|. TloanucwiBatouwmil BuiGUpaer caydaiinoe uucao k € {1, ..., g — 1}
W BbluHcaster r = g* mod p.

2. TlopnuceiBaouni Bbiuucsier e = h(r, m), rie m — MoJIHCbIBaeMoe
coo0l11eHHe.

3. TloanucwiBatoinii Beiuncssier s = (R 4+ xe) mod g v nockliiaet cooobiie-
HHe M ¢ MOJNHUCKIO (e, S) MoJIyuaTesio.

4. Tlosyuaresb Boiuncasier r' = g5y° mod p u npoBepsieT, BLIIOJHSETCS JIH
paBencTBo e = A(r', m). Ecau 1a, To Noanuch NpUHUMAETCsl, B IPOTHB-
HOM cJlydae — OTBepraercsl.
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[Ipennonaraercsi, uto X31-QyHKUUS /1 OTOOpaXKaeT napbl 3HaUEHUH (r, 1)
B Muoxkectso {0, ..., 2 — 1}.

Jlerko npoBepuThb, UTO JIsl MOANHUCH, CTeHEPUPOBAHHOKN COMIACHO MPOTOKO-
Jly, IpoBepKa 1.4 Bceraa GyneT BbINOJHEHA.

CroiikocTb cxeMbl [IIHOppa B 3HAUHTE/IbHOW CTETEHH 3aBUCUT OT CBOKCTB
¢byHKUMH A. Ec/ii MPOTUBHUK YMeeT OThICKMBATh KOJIJIM3HU ClElMaNbLHOTO BUJIA,
T.e. N0 3ajaHHON nape (r, M) HAXOAUThb japyroe cooGuienue m', m' # m,
takoe uto A(r, m) = h(r, m’), ToO OH MOXKET OCYILECTBJSATH IKIUCTEHUHOHAJIb-
HYI0 MOJJIeJKY noanucei. s 9Toro 10CTaTOUHO MepexBaTHTb COOOLeHHe m
¥ MOMTHUCH (e, S) JUIsl Hero, a Tak:Ke HalTH KOJUTM3HIO YKazaHHoro Buaa. Torna
napa (e, s) Gy/eT TakKe MOJMUCHIO U /151 COOBIIeHHsT M.

X311-(QYHKIUU SBJSIOTCS HEOTHEMJIEMOH YaCTbIO KOHCTPYKLIMH CXEM €K -
TPOHHON TMOAMUCH. DTO SIBJSETCS CJAEICTBUEM HEOOXOJAUMOCTH MOJIUCHIBATL
COOOLLIEHUs Pa3jIMuHON AJHHbL. KoHeuHo, WIMHHBIE COOOLIEHHS MOXKHO pas-
O6uBaTh Ha GJIOKH, UMelole TpeOyeMyo JUis CXeMbl MOJANUCH JUIMHY, W T0JI-
NUCbIBaTh Kaxjblil 6j10k. Ho 3To penienne HeaddektrBHo. Ha npakTuke nc-
MOJL3YITCS X3LI-(PYHKIHH, KOTOpble NPeoOpasytoT coobLIeHHsT TTPOU3BOJIbHOM
JUIMHBI B X3l1-3HaueHUs1 TpeOyeMo# AJIMHBL $ICHO, UTO Takasi X3L-(PyHKUUS
JIOJI2KHA ObITh B KAKOM-TO CMbICJI€ CTOHKOH MPOTHB MOMBITOK HAUTH KOJIJIM3UH.
Ho nockosbKy npaktuueckue X31-QyHKUHH KOHCTPYHPYIOTCS U1 KOHKPETHbIX
JUIVIH X3111-3HaueHul (ckaxkeM, 256 GUTOB), (hopMaJiM30BaTh 3TO TpeGOBAHHE He
yaaercsi.

B oTsiMure OT NPOTOKOJIOB ayTeHTH(UKALIMH, /151 TPAKTHUECKUX CXEM €K~
TPOHHOMN MOJMUCH He MU3BECTHO METOJIOB JI0Ka3aTeJbcTBa cToiKocTH. CTolKHe
CXeMbl MOANUCH He MOTYT ObITb 10Ka3aTeJbCTBAMH C HyJIEBBIM pasrjalleHrueM.
DTO JIErKO MOHSATh, €C/IH BCIIOMHUTB, UTO OMpe/esieHre HyJJeBOTO pasrialiieHust
TpeGyeT CYIIeCTBOBAHUS MOJENUPYIOLIEH MalllMHbl, KOTOpasi, He 3Has CeK-
pETHOTO KJIOua, CO3/aeT JjIsl BCeX BeJHUHH, HAOGJIONAEMBIX MPOBEPSIOLIHM,
pacrnpejiesieHie BEepOSTHOCTEH, HEOTJAHUMMOE OT TOTO, KOTOPOE BO3HUKAET TPH
BbINOJIHEHHH MTpoToKoJa. Ho BCE, uTo BUAMT MpoBepsitollii (OH Ke — 1oJy-
yaTeJsib) B TIPOLLECCE BBITIOJIHEHHSI POTOKOMA, 3TO — COOOIIEHHUS C TOAMUCSIMH.
CuleioBaTe/IbHO, MOJGJMPYIOLLAST MALLIMHA, €CJIM OHA CYLLECTBYET, MOXKET M0J-
JIeJIbIBaTh MOJMKCH, TaK KaK CO3/IaBaeMble €l0 «TIOJIMUCH» JIOJKHbI ObITh HEOT-
JIMUUMbI OT MOJJHHHBIX, B UACTHOCTH, U ISl QJTOPUTMa MPOBEPKH MOJMTHCEH.

CTOKOCTb CXeM 3JIEKTPOHHOH MOJMUCH NMPOTHB MAcCCHBHOIO MPOTHBHHKA,
KOTOPbIH, 3Hasl TOJIbKO OTKPBITbIA KJIIOY, MbITAeTCSl MOJE/bIBATL MOJIHCH,
MOXKeT ObITh JIOKa3aHa B TaK Ha3blBAEMOH MOJEJH CO CJydyalHbIM OpaKy-
JoM. B 3Toil Mozesu MoAMUCHIBAIOLIME W NMPOBEPSIOUINNA BMECTO BbIUMCJIEHHS
(byHKUMH A o6palaloTest K 0pakyJly, KOTOPbIH /151 KaXKJI0ro BXOJHOTO 3Haue-
HUSI Of BbIOMpPAeT cJlyuaiiHoe BbIXOJHOE 3HAueHHe [3 U BbIIAET €ro B KauecTse
orsera. [lpn stom napa (o, () 3arnomuHaercsi, U B Cjyuae MOBTOPHOrO 06-
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pallleHHs ¢ BXOJHBbIM 3HAaueHHEM of OpaKyJ CHOBa BbliacT 3nauenue [3. Kax
samersin Puat u lamup [6], u3noxkeHHasi Bbillle Hjesi 10Ka3aTeabCTBA KOP-
PEKTHOCTH CXeM ayTeHTH(HUKALMK MPUMEHHMa B JAHHOH MOJENH JJIs JIOKa-
3aTeJbCTBA CTOMKOCTH CXEM TOJIMHMCH MPOTHB MAaCCHBHOTO MPOTHBHHKA. DTOT
pe3yJibTaT CrpaBeyIuB JIJIs IMPOKOTO KJacca CXeM TMOJIUCH, BKJHOUAIIIEro
cxemy lllHoppa. @akruueckn 3TO 03HAUAET, UTO CXEMbI MOANHCH SIBJSIOTCS
CTOMKHUMH (IIPOTHB YKA3aHHOTO Bbillleé MACCHBHONO MPOTHBHHUKA), €CJIH X3Il-
¢byHKUMSA BezeT ceOsi Kak cJydyaidHas (YHKUMS. DTO YTBEpKJeHUEe SBJseT-
Csl MO-CYLIECTBY €IMHCTBEHHLIM Pe3yJbTaTOM TEOPETHUECKOH KPHUITOrpaduH,
KacarwlUMcsi CTOUKOCTH MPaKTHUECKHX CXeM 3JIEKTPOHHOH MOJINUCH, €CJIH He
cuutath paboThl [8], Te TO Ke caMoe J0Ka3aHO B TPENOJOKEHHH, UTO X1~
¢ynkuusi Bemer cebsi Kak (DyHKIWs AemindpoBaHust CTOMKOH, B HEKOTOPOM
CMbICJIE, KPUIITOCHCTEMBI.

§ 3. HeorcaexxnpaemMocTb. NEeKTPOHHbIE NE€HbIH

H on cdeaaem mo, 4mo scem — MAbIM U BeAUKUM, OO2a-
MolmM U HUWUM, c860600HIM U padam — nosodcero bydem
Hauepmanue Ha npasyio pyKy ux Al Ha 4eio ux,

H umo nukomy Heavds b6ydem Hu nokynamo, HiL npooda-
8amMb, Kpome Mmoo, Kmo umeem 3mo Hauepmawue, Uil
UMSL 368€P5, UALL HUCAO UMEHU e2o.

3deco mydpocmo. Kmo umeem ym, mom coumu 4ucio 3ge-
ps, U0 IMO YUCAO HEA0BEHECKOE; YUCAO €20 WLeCnbcom
wecmooecsm uiecme.

Ortkposenne csitoro Moanna Borocsosa, riasa 13

JleT naTHaaUATb Ha3ak, a MOXKET ObITb U 00JIbLLE, XKUTEJIM HEKOTOPbIX paiio-
HOB MOCKBbI 0OHApY>KMBaJIM B CBOMX MOUTOBbIX SILLHKAX HEOObIUHbIE 10CJIaHHUS.
Ha sincToukax, BbIpBaHHbIX U3 YUEHHUECKUX TeTpajell, He CJIMILIKOM IPaMOTHbIE
JIIOJIM CTapaTe/NbHO MEPENUChIBAIM OJIMH U TOT XKe TEKCT, MOBECTBYIOLIUH O TOM,
yTo Te-TO0 B Dptoccesie (He uHaue, Kak B mrad-keaptupe HATO) nosisucs
«KOH(bIOTEP» (COXpaHseM TePMHUHOJIOTHIO aBTOPOB) MOJ Ha3BaHHEM «3BEpPb»
1 ¢ HoMepoM 666. M 3ToT «KoHDbIOTEP» AKOObI NpeHauepTal KaxKaoMy CMepT-
HOMY OIlpejie/leHHOe UMcJ/10, 6€3 KOTOPOro He TO UTO MOKyNaTb MJM NPoJaBarth,
HO JlaxKe 1LIary CTYMUTb HeJb3s OyieT. B 3ak/ioueHue, pagymeercs, npeapeKalcs
CKOpbIH KOHell cBeTa.

Besyc/ioBHO, 3TO counHeHHe, KaK M BCe eMy MOJ00Hble, He 3aCay:KHBaJOo
Obl HHKAKOro BHMMaHMsl, ecjid Obl €ro aBTOpbl, CaMM TOrO He Bejasl, He Ha-
LLlylaJid BECbMa CepPbe3HYI0 Yrpo3y, KOTOPYIO HeCeT KOMIIbIoTepU3aLus NpaBaM
1 cB0OOJAaM JIMUHOCTH.

[TockosibKy JaHHbBIH pasiiesl MOCBSALIEH 3JeKTPOHHBIM JIeHbraM, PaccMOT-
pUM 3Ty yrpody Ha cJjefytoleM npoctoM npumepe. CTosb MONyJsipHasi HbIHE
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BO BCEM MHpe KpeIuTHasl KapTouKa MpeacTaBJsieT coOoi HOCHTeNb MH(OpP-
Mallii, KOTOPbIH MPH KaXKIOM MJaTeKe MOJHOCTbI0 UIEHTH(OULUPYET CBOEro
BJasenbla. I ecan Biajesell KAPTOUKH HUCTOJb3YeT ee il MOKYMKH OHJIeTOB
Ha TPAHCIOPT, TO MOXKHO OTCJIEUTb BCE €ro MOe3[KH, YTO B LIMBHJIM30BAHHOM
ob11ecTBe 6e3 CaHKIMK MPOKYpOpa HeAOMyCTUMO. AHAJOTHYHBIM 00pa3oM, 1JIst
KaXKJI0TO BJIaJIeJIblia KPEIUTHBIX KapTOueK BO3MOXKHO cOOMpaTh HH(OPMALHIO
0 TOM, KaKHe TOBapbl U IJle OH MOKYNaeT, KAKUMH YCJyraMu MoJib3yeTcsi, Kakue
KYJIbTYPHO-3peJIHIIHbIE MEPONPUSITHS TTOCELAeT U T. /1.

Hasnbiue — 6odbuie. OpraHu3aiust KOMIbIOTEPHOTO 10CTYMA K XpaHUJIHLLAM
MH(OPMaIMK U TIepeBOJl TOKYMEHTOB B 3JIEKTPOHHYIO (pOpMY CO3IaIyT Mpes-
MOCBIIKK /1Sl BEleHUs 0Cbe, OTPaXKAIOLLMX BeCb KPYI MHTEPECOB KaxJ10ro U3
rpaxkaaH. DTOT MepevyeHb yrpo3 MmpaBaM H CBOOOAAM JHUHOCTH, 6e3yCJOBHO,
MOKHO TIPOJIOJIKUTL |, PesioMupysi, MOXKHO €KasaTh, UTO KOMIbIOTEpH3allust
cozjiaeT Oecrnpele/ieHTHbIe BO3SMOXKHOCTH I OpraHU3alluy TOTAJIbHOK CJICKKH.
¥Yrposa sta TeM GoJsiee cepbesHasi, UTO OHa J10 CHX IOp ellle He 0CO3HaHa Jaxe
MHOTHMH CIIELMaNHCTaMH.

st npepoTBpalleHus nogo0HoH yrpo3bl HeOOX0AUMa CHCTEMA KOHTPOJIS 3a
JIOCTYIOM K pecypcam, KoTopasi YA0BJETBOPsIeT ABYM, Ka3aJoch Obl, B3aHMHO
UCKJIIOUAIOLM TpeOOBaHUAM. Bo-MepBbIX, BCAKUH KeJatolMi 107KeH HMETh
BO3MOXKHOCTb 0OPaTHTbCS K 3TOH CHCTeMe aHOHUMHO, @ BO-BTOPbIX, IPH 3TOM
BCe 2Ke JI0Ka3aTh CBOE MPaBO Ha JOCTYI K TOMY W/ HHOMY pecypcy. OObluHble
OymakHble JeHbrM oOecneunBaloT oba 3THx cBoicTBa. Ecsn pecypcom, Ha-
npUMep, sIBJSIETCS] HEKOTOPbIH TOBap, TO HaJUUKe y MoKyrnaTesst 10CTaTOYHOro
KOJIMYECTBA KYMIOp sIBJISIETCSs I0Ka3aTebCTBOM €ro rpasa Ha J0CTYI K pecypcy.
C npyro#i CTOpOHbI, X0Tsl Kaxkaasi 6ymakHasi Kyniopa W MMeeT yHMKaJlbHbIH
HOMep, OTCJIeXKHMBATh KYIMIOPbl M0 HOMepaM MPaKTHUeCKH HEeBO3MOXKHO. Kpe-
JIUTHbIE KAPTOUKH YIOBJIETBOPSIOT TOJILKO BTOPOMY TpeGOBaHHIO.

Bcloay Huxke MoJ 3/1eKTPOHHBIMU A€HbIaMU Mbl 6y1eM NOHUMATb 3JIeKTPOH-
Hble MJaTexHble CpelcTBa, obOecrneunBalolliie HeoTc/leKHBaeMocTb. [loHsTHe
HEOTCJIe)KHBAEMOCTH, TaK K€ KaK M LEJOCTHOCTH, MO-BHAMMOMY, He MOXKET
ObITb (hOpMaAJIM30BAHO M OYIeT MOSICHATLCS HAa KOHKPETHBbIX NpHMepax Mpo-
TOKOJIOB.

Jist paGoTbl ¢ 3JIEKTPOHHBIMHU JleHbraMH pa3padaTblBAIOTCsl CielUalbHble
Kpunrorpaduueckie MNPOTOKOJIbI, Ha3blBaeMble TPOTOKOJIAMH 3JEKTPOHHbIX
nyatexkeil. B Takom MpoToKoJie 3aAeHCTBOBaHbl TPH y4acTHHKA, KOTOPBIX MbI
OyaeM HasbiBaTh: OaHK, MoOKynartesab W nponasel. [lokymaresbs M npopasel,
KaxK/bli, UMEIOT cueT B OaHKe, W MOKyNartesb »KeJjaeT 3aniaTHTb NPoJaBLy 3a
TOBAp WJIH yCJyTYy.

'Korza nauublit pasien yse Gbll HATHCAH, BbillieJ H3 TeuatH »KypHan «Kommnbioteppa» Ne 20
or 20 mast 1998 r., B KOTOpPOM 3TH yrpo3bl o6CyKaaloTcsi 6osiee MoApoOHO. 3ameyaTesibHO, UTO
y OJIHOTO M3 aBTOPOB BO3HHKJ/IM T€ »Ke aCCOLMALMU CO CJOBAMH U3 AnNoKasmrcuea.
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B nuiatexkHofl cuCTeMe UCIOJb3YI0TCsl TPH OCHOBHbIE TPAH3AKLIMH:

— CHAmue co cuema,

— naameor;

— denoaum.

B TpaH3akuMH CHSITHSI CO cueTa MoKynarteJ/b MoJyyaer MoArnucaHHyto 6aH-
KOM 3JIeKTPOHHYI0 OaHKHOTY Ha 3arpeGoBaHHylo cymmy. [Ipu sToM cueT no-
Kynartesisi yMeHblIAaeTcsl Ha 3Ty cymMMy. B TpaH3akuuu nuatexa mnokynaresb
nepesaer GaHKHOTY MPOJABLLY U yKa3blBaeT cyMMy Ijatexa. [Iponasell, B CBOIO
ouepe/ib, NepefaeT 3Ty MHpopMalmio 6aHKy, KOTOPbIH NPoBepsieT MOJIMHHOCTD
6aHKHOTBI. Ecsn 6aHkHOTa MoAIMHHAS, GaHK NPOBepsieT, He Oblaa JIM OHA TMO0-
TpaueHa panee. Ecsn HeT, To 6aHK 3aHOCHT OAHKHOTY B CHeLMaJIbHBII perucTp,
3auucssieT TpedyeMylo CyMMy Ha cueT IpojaBla, yBeloMJsieT npojasua o0
9TOM H, €CJIH IOCTOMHCTBO OAHKHOTHI BhILlIE, UeM CyMMa IJ1aTeXKa, BO3BpallaeT
nokynareso «caady» (uepe3 npoaastia). C MoMolbI0 TPaH3aKUMH JeNo3uTa
MOKyMaTesib MOXKET MOJIOKHTD «Cauy» Ha CBOK cyeT B GaHKe.

BesonacHocth GaHKa OCHOBBIBAETCS HA HEBO3MOXKHOCTH MMOJUIe]aTb €ro
MOJMHUCH /IS CO3JaHus (haJblIMBON GAHKHOTBI, WM, Gojiee 0OLHUM 06pas3oM,
Ha HEBO3MOXKHOCTH, MOJIYUHB HAGODP MOAJIHHHBIX JIEKTPOHHBIX OAHKHOT, MOJI-
Jie/1aTh MOANUCH elile XOTs Obl It OHONH 6aHKHOTHI. [lJ1s1 HeoTCIeKHBAEMOCTH
nokynaresst Heo6X0AUMO, YT0ObI 6aHK, OJNYUMB GAHKHOTY B TPAH3AKLMH MJaTe-
’Ka, He MOT' YCTaHOBHUTb, KOMY OHa Obliia BblaHa. To »Ke OTHOCUTCS U K «ciaues.
D710, Kasasoch 6bl, MapajoKcanbHoe TpeGOBaHNE YAOBAETBOPSIETCS C MOMOLIBIO
CXeMbl TaK HA3blBAEMOH MOJANWUCH BCJEMYyIO: B TPAH3AKLUMHU CHATHA CO cueTa
6aHK MOAMUChbIBaeT He GAHKHOTY, a HEKOTOpylo «abpakanabpy», U3 KOTOPOH
MoKyrnatesb BOCCTAHABJIMBAET MOANUCAHHYIO0 OaHKHOTY. TakuM o6pa3oM, HeOT-
CJIEXKMBAEMOCTb TapaHTHPYETCsl TeM, UTO GaHK MPOCTO He 3HAEeT, UTO UMEHHO
OH Mojnucail.

PaccmoTtpum npocTefilini BapuaHT MJAaTeKHOH CHCTEMbl, B KOTOPOH HC-
M0JIb3yeTCsi MOANUCH BCJIEMNyI0, COOTBeTCTBYoMasi cxeme noanucu RSA. Tlo-
CJlellHsIsi OCHOBaHA Ha TeX »Ke MpPHUHLMIAX, YTO U KpunrtocucteMa RSA (cm.
riasy 4). IloanuceiBatoliuii, B HalleM cJjyuyae — 6aHK, BbIOHpaeT JBa CeK-
PETHbIX MPOCTbIX UMCJA P U ¢ AOCTATOUHO OGOJILLIOH JUVIMHBI W MyOJHKYeT HX
npoussefedue N = pg. Ilyetb en d, rie ed =1 (mod ¢(N)), — cooteTcTBeH-
HO OTKPBITBIA U CeKpeTHbIH Kjoun Kpuntocuctembl RSA. Tenepauusi noanucu
B CXeMe 3JIeKTPOHHON ToanmucH RSA cocTOUT B npUMeHeHHH K COOOLIEHHIO /M
dyHKuMK Temdpopanus Kpuntocuetembl RSA: s = m? mod N. Jlnst nposep-
KW TOMIHUCH HY»KHO NMPHUMEHHTb K Hell pyHKuUMIo wHdpoBanus. Ecan s¢ =m
(mod N), To s — KOppeKTHas! MOANHUCE JYIsl COOOIIEHUST /1.

HMrak, 6anKk BbiOMpaeT W mybsaukyeT uuciaa N U e, a Takke HEKOTOPYIO
OJIHOCTOPOHHIOI (PyHKUMIO [: Zy — Zy, Ha3HAUEHHE KOTOPOH CTaHeT SICHO M3
nanbhefiwero. [Tapa kitouedi (e, d) ucrnosnbayercst 6aHKOM MCKJIOUUTENBHO J151
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CO3/1aHHS 3JIEKTPOHHBIX HAHKHOT, T. €. yCTaHABJIMBAETCS COTJIAllleHHE O TOM, UTO
9JIEKTPOHHOH MOJANUCH, CTeHEPUPOBAHHOH Ha KJjioue d, COOTBETCTBYET 3JieK-
TpoHHast 6aHKHOTA JOCTOMHCTBOM, CKaxKeM, B | (aHTHK.

B TpaHsakiumu CHATHSI cO cyeTa MoKynaresb BbIOMpAEeT c/aydaiHOe YHUCJO
n € Zy v Bbluncaisier f(r). EMy Hy»kKHO MoJIyuuTh MojnMuch GaHKa Ha 3Toi GaHK-
HoTe, T. e. 3Hauenne f(n)?. Ho npocto mocnath 3Hauenue f(11) 6aHKy MOKymaTe/b
He MOXKET, MOCKOJIbKY /ISl CHATHS JIEHET CO CueTa OH JIOJXKEH HAEeHTH(HLUPO-
BaThb cebst. [ToaTomy, ecaint 6aHK noJiyuaet f(r), oH B ajibHelllleM BCeria y3HaeT
JIaHHY10 OAHKHOTY M HEOTCJ/IEKUBAEMOCTb OyeT notepsina. Pelienne npo6saembl
COCTOUT B UCTIOJIb30BAHUH MOJMUCH BCJIENYIO: MOKYTaTeb BIOUPAET caydaiiHoe
uuesio r € Zy, r # 0, Boiuncasier f(n)r® mod N 1 mocbuiaet 3To 3HaueHHe OaHKYy.
MHOKHUTEJIb r° UaCTO HA3bIBAIOT 3aTEMHSIIOIIMM MHOXKHUTeIeM. BaHK Bbluuc/asier
snauenue f(n)? - r mod N u Bo3Bpamaer ero nokynareso. [1okynare/n Jierko
«CHUMaeT» 3aTeMHSIOUIMA MHOXKHTEb M MOJYYyaeT MOJIUCAHHYI0 OaHKHOTY
(n, f(n)? mod N).

B rtpanzakuuu nsarexka Mokynartesb repefaer MpOJAABIY 3JEKTPOHHYIO
Gauknoty (n, f(n)? mod N). B npunimne, npoaaBer MoKeT NPOBEPHTb MOJ-
JIMHHOCTb JII000H GaHKHOTHI (12, S) camocTosATesNbHO. s 3TOro JA0CTaTOUHO
BLIUMCINTL f(11) W mpoBepuThb, uto f(n) = s° (mod N). Ho neno B Tom, uTo
3JIEKTPOHHbIE OAHKHOTBI, KaK 1 JIIoOYy10 Ipyryto MHPOPMaLMIO, MPeACTaBIEHHYIO
B 2JIEKTPOHHOH (popMe, JIErKo KOMHUPOBaTh. [103TOMYy HeueCcTHBIH MOKynaTesb
MO2KET 3amJIaTHTh OJIHOH U TOH Ke 3JIeKTPOHHOH 6aHKHOTOH MHOTOKpaTHO. JLs
npeaoTBpallleHust MojoGHOro 3J0ynorpedaeHus npojasell nepeaaer 6aHKHOTY
Ha TpoBepKy OaHKy. baHK MpoBepsieT Mo crelrasbHOMy peructpy, He Oblia Ju
3Ta 0AaHKHOTA MOTpaueHa paHee, W €CJIM HeT, To 3auuchser 1 daHTHK Ha cueT
NpoJaBlia U YBEJAOMJSIET ero 06 STOM.

BesonacHocts 6aHka B 3TOH cHCTeMe 3JEKTPOHHBIX MJaTeKell OCHOBbI-
BAeTCs Ha Bepe B CTOMKOCTb CXeMbl 3JeKTpoHHOH noamuc RSA. Tlpumene-
HHe (YHKUMH [ B 3TOH KOHCTPYKUMH HEOGXOIMMO BBUIy H3BECTHOTO CBOHCTBA
MYJIbTHIUIMKATHBHOCTH cXeMbl RSA: ecsu §| U S — MOMMUCH ISt M| U My
COOTBETCTBEHHO, TO $189 = mimd mod N — noanuce anst mymo. Tlostomy
ecsii 6bl B CUCTEME 3JIEKTPOHHBIX MJIATEKeH HCMOJIb30BAINCh OGAHKHOTHI BUJA
(n, n¥ mod N), To M3 JBYX MOMIMHHLIX OAHKHOT BCETJa MOXKHO OBbLIO Obl
M3TOTOBUTb TPETbIO. HeoTc/iexKuBaeMoCTb KJAHEHTOB B JaHHOH cHCTeMe abco-
motHa. Bee, uto ocrtaercsl y 6aHKa OT TpaH3aKUMH CHATHS CO CueTa, — 3TO
snauenne f(n)? - r mod N, kotopoe G/arofapsi 3aTeMHsIIOLIEMY MHOXKHTENIO ©
npejcTaB/sieT cob6oi MpocTo ciaydailHoe uncao u3 Zy. [lostomy y 6aHka Her
HUKAKOH MH(OpPMAlLIMK O TOM, KaKyl0 UMEeHHO GaHKHOTY OH BblIaj JaHHOMY
KJTHEHTY.

B 3tom npumepe GaHK BbijiaeT 6aHKHOTBI TOJILKO JOCTOMHCTBOM B 1 (haHTHK
¥ BCe TUIATEXKH AOJLKHBI ObITh KpaTHbl 3TOH BesMunHe. OKa3blBAETCSs, MOXKHO
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peanu3oBaTh U GoJjee THOKYIO cHCTeMy. PaccMOTpHM CJIefylolLyl0 CHCTeMy
9JIEKTPOHHBIX TIaTexxell U3 pabothl Xayma [9]. 3aech yMeCTHO OTMETHTb,
YTO BCE OCHOBHbIE MJIEM, CBSI3aHHbIE C MOHSITHEM HEOTCJEKHBAEMOCTH, J€K-
TPOHHBIMH JIEeHbraMH W CO CXeMaMH MOJAMUCH BCJENy, MPUHAJIEXKAT ITOMY
TroJITAHICKOMY MaTeMaTHKYy.

Cucrema U3 pabothl [9] TakkKe OCHOBaHA Ha CXeMe JEKTPOHHOH MOANU-
cu RSA. Jlonyckasi HEKOTOPYIO BOJILHOCTb B 0603HAueHHsiK, OyjleM MHCaTh
n'/t mod N Bmecto n? mod N, rie dt = 1 (mod @(N)), u naswisath 31y Be-
JIMUMHY KOpHeM - crtenenu W3 n. Kak u Bblie, [: Zy — Zy — HeKoTOpasi
OJIHOCTOPOHHSIS1 (PYHKIMS, KOTOPYIO BbIOHpaeT U NMyGJIHKyeT OaHK.

YcTaHaBaMBaeTCs corviallleHHe, COTJIaCHO KOTOPOMY KOPHIO CTereHH, paB-
HOH i-My HeueTHOMY MPOCTOMY YMCJIY, COOTBETCTBYeT HoMuHas B 20! dan-
tukos. T.e. npexbsiBurens napsl (n, f(n)'/3 mod N) sasercss Baaje/blem
39JIEKTPOHHOH GAHKHOTbI JOCTOMHCTBOM B | dpanTuk. Ecin B 3T0i nape BmMecTo
KOpHSI KyOMUECKOTO MPUCYTCTBYET KOPeHb 7-i CTereHH, TO GaHKHOTA MMeeT
JOCTOMHCTBO 4 (haHTHKa, a ecau 21-# creneHd — 1o 5 paHTHKOB. MHBIMH
CJIOBaMH, /751 GAHKHOTHI IOCTOHHCTBOM S (haHTHKOB HEOOXOMM KOpeHb CTere-
HH, PaBHOH TPOU3BEEHUIO BCEX MPOCTBIX UMCEJ, COOTBETCTBYIOLIUX EMHULIAM
B JIBOMUHOM [PEACTaBJEHUH uhcaa S.

Bce 6aHKHOTBI, BblaaBaeMble GaHKOM, MMEIOT OAMHAKOBOE JIOCTOMHCTBO.
JLJ1si MpOCTOTHI U3JI0XKeHUs OyJieM, Kak | B [9], npenosiarath, 4To OHO paBHoO 15
¢antukam. Torna noanuch 6aHka Ha GaHKHOTE — 3TO KOpPeHb /-1 CTeTeHH, T/ie
h=3-5-7-11. Insa 310l cXeMbl Hy>KeH TaKKe ellle IO0TMOJHUTENbHbBIH MOYJIb
RSA Ny, koTopblil Hcnosb3yeTcsi B paboTe ¢ TaK HAa3bIBAEMOK KOMUJKOH (CM.
HHKE). DTOT MOIyJb BblOMpaeTcsl W MyOJHUKyeTcsl TaKuM Ke 00pa3oM, Kak
¥ MoayJib N.

TpaHzakiys CHATHS CO cueTa BBIMOJIHSAETCS TaKUM »Ke 00pa3oM, Kak
onucaHo Belllle. B pesysbrate mokynaresb MoJydaer 3/7€KTPOHHYIO GAHKHOTY
(n, f(ﬂl)l/h mod N).

[Ipeanosio:kuM Terepb, 4To MOKyNaTesb »KejaeT 3amjaTHTb MPOJABLy b
dantnkos. Jlns s1oro on BhiumcaseT (f(n;)"/?)” mod N, mpocto BosBoms mo-
JlydeHHyI0 GAaHKHOTY B 55-10 CTeleHb, H CO3/IaeT KOMUIKY, BbIOHpast caydariHoe
anauenue j u Bbuncass f(j)s} ! mod Ny. 3nech onsate s71! — saremusonwmii
MHOXKHTEJb. TpaH3akuus MnuaTeka HauMHAETCS C MEPEeCchbUIKH 3HAUeHHH Ay,
(F(n1)2)" mod N, (j)s?!! mod Ny, a Takxke cymmbl naatexxa (5 paHtHKoB)
npozasly. [Ipoaasel, B cBOIO ouepe/ib, MepelaeT BCIO 3Ty MHPOpMaLHio GaHKY.
Bank Jierko nposepsiet, uto napa (ny, (f(n;)"/3)7) npencrabaser co6oii noj-
JIMHHYI0 6AHKHOTY 10CTOMHCTBOM 5 (haHTHKOB. OH MPOBEPSIET MO CeHaTbHOMY
perucTpy, He Oblaa M 6aHKHOTA C HOMEPOM 7] MoTpaveHa paHee. Ecau HeT, 3a-
MUCHIBAET B PETUCTP BHOBb MOJyUeHHYI0 OAHKHOTY, YBEJMUUBAET CUET MPOjaBLa
Ha 5 (PaHTHKOB U MOCbINAET NPOIABLY YBEIOMJEHHE O 3aBeplLEeHUH TPAH3aKLIMHU
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niaTexa, a Takxke «caauy» (10 ¢paHTHKOB) NoKynaresto, BO3BpallaeMylo uepe3
koruaky: (f(j)/°)!'s; mod N.

B TpaH3aKIiu Jero3nTa noKynaresb nocbliaet 6anky koruiaky (i, (f(7)'/°)').
bBaHk mnpoBepsieT ee TakuM ke 00pa3oM, Kak W OaHKHOTY B TpaH3aKIIHH
nJIaTexa, u eCJid KOTIHJIKA C HOMEPOM j TIOJUIMHHAS K paHee He MCMoJIb30Bajach
B TpaH3aKIUHK JIEN03UTA, TO 3auncsteT cymMmy 10 paHTHKOB Ha cueT Mokymnaresis.

Ecsu Bce muiaTexku, OCylIeCTBIIsSIEMble MOKYNATE/SIMH, J€JMAI0TCS HA MaK-
cuMasbHylo cymmy (15 caHTHKOB), To cxema obecreunBaeT 6e3yCJOBHYIO
(WM TeopeTHKO-MH(OPMALIMOHHYIO) HEOTCJIeXKMBAEMOCThb MOKYNATeJIsl: Bbla-
Basi MOJANUChL BeJenyto, 6aHK He MOJyuaeT HUKakKoH HHGOpPMalyu O HOMepe
MOJAMUCHIBAeMOH OAHKHOTDI.

Heo6xonumocTh erno3nta noJsydeHHol oT 6aHKa «caaun» HapyllaeT HeoT-
CJIeXKUBAEMOCTD: OaHK 3allOMHHAET BCE IJIATEXKH, a 3HAUWT, M BCE «CIaun»,
¥ TIPH BBITOJIHEHHH TPAH3AKLMH JEM03UTa MOXKET «BBIUHCIUTE» KJHEHTa, eCJId
MOCJIE/THUH BBIMOJIHUII TJ1aTEXK HA YHUKAJbHYIO HJIM JIOCTATOUHO PEIKO BCTpe-
yamllytocss cymmy. ITa npoOjemMa YaCTHUHO MOXKeT ObITh pellleHa 3a cuer
MHOTOKPATHOTO HUCTIOJIb30BAHUS KOMUJIKK B TPAH3AKIMAX MJ1aTexKa.

[Tpennosiokum, 4TO MOKyMaTesb MOJyuMs B GaHKe BTOPYIO OGAHKHOTY C
HOMEPOM g W XKeJlaeT 3alulaTHUTb TOMY K€ WJIH JPYroMy IMpoJaBlly CyMMY
B 3 panTuka. Torna B TpaH3aKLMK MJ1aTeXa OH MOXKeT MCI0Jb30BATh KOTTHIIKY
CO «clauei», ocTaBlleics Nocje TepBoro mJjatexa, U nocjath NpojaBlly Ao,
(F(n2)"/3)> mod N, (]°(j)1/5)”55'll mod Ny. TlnaTexx BbIMOJIHIETCS TAKUM Ke
06pa3oM, Kak OblI0 OMWHCAHO Bhillle, U B pe3yJbraTe MOKYMNATe/b MOJYyUHT
koruaky (£(7)/°)'71 mod N .

B TpaH3akuuu JernosuTa MOKynaTeb KJAaJeT HAKOIJIEHHYIO B KOIHJIKe
CyMMy Ha CBOW cueT B GaHKe. [I7si 3TOro OH rnochbliaeT GaHKy 3HaueHus j,
(F()/5) 11 mod Ny u ykasbiBaet cymmy. BaHk npoBepsieT KOMHJIKY TaK ke,
Kak GaHKHOTY, T.€. YCTAaHaBJMBaeT HaJlMule BCeX KOpPHeH C 00bsBJIEHHBIMH
MOKyMaTeJeM KPaTHOCTSIMU, a TaKXKe MPOBEPSIET, UTO KOMUJIKA C HOMEPOM j He
HCIOJ/Ib30BaJaCh paHee HH B OJHON TpaH3aKUMH Jernoauta. [1pu BblMosHeHHH
BCEX 3THX YCJIOBHE GaHK 3auucJ/sieT CyMMYy, HaxXOJSILyloCs B KOMUJIKe, Ha CUeT
MOKymnaTeJisi.

Ecii KoJMUueCTBO KJMEHTOB B MJATEKHOH CHCTEME J0CTATOUHO BEJIMKO
M €CJIH KaXblH W3 HUX MCIOJb3YeT B TPAH3AKLHMsSIX IJ1aTeXa OAHY U Ty Ke
KOTHUJIKY JIO TeX TIop, MOKa HaKaIiBaeMasl B Hell CyMMa He MPEBLICHT Ofpeie-
JieHHbI# nipened (ckaxewm, 100 dhaHTHKOB), a rocJie 3TOro cpasy e BbIOJHSIET
JIEMIO3UT, TO 1lIaHChl 6aHKa OTCJEUTh JEHCTBUS KOT0-JIM60 U3 KJIMEHTOB Mpeji-
CTaBJISIIOTCS MPAKTHUECKH HUUTOXKHBIMH.

O6a paccMOTpeHHbIX MpUMepa OTHOCSITCSI K KJAcCy Tak Ha3blBaeMbIX
LeHTPANM30BAHHBIX CHUCTEM, OTJIMUUTE/bHAS UePTa KOTOPbIX — HEOOXOAUMOCTh
yuacTust 6aHKa BO BCeX TpaH3aKuusix ruiatexka. C TOUKH 3peHHsi 3(heKTHB-
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HOCTH 3HAUHTE/IbHO NpUBJIeKaTe/IbHee BBINIALAT aBTOHOMHbIE CHCTEMbI 3JIeK-
TPOHHBIX TJIAaTeXKeH, B KOTOPBLIX MPOJABELl CaMOCTOsITe/IbHO, 6e3 obpalleHHs!
K OaHKy, NpoBepsieT MOJYIMHHOCTb MOJIyYeHHBIX OT MOKyNaTe/sl 3JEeKTPOHHBIX
neHer. ITocsiennue, uToObl OTIIMUMTL ABTOHOMHBIE CHCTEMbI OT LIEHTPAJH30BaH-
HbIX, OyJeM Ha3blBaTb 3JEKTPOHHOH MOHETOH (3aMEeTHM, 4TO OOLLENpPUHATON
TEPMHHOJIOTHH 3]1eCh HET).

Kak yxe ormeuasoch Bbille, 6e3 obpalleHdsi K GaHKy B KaxKAOH TpaH-
3aKUMH MJ1aTeKa HEBO3MOXKHO MPe0TBPAaTHTh MOBTOPHYIO TPaTy OJHOH M TOH
JK€ 3JIGKTPOHHOI MOHETbI. BMecTo 3TOro aBTOHOMHbIE CUCTEMbI 00€CTIeUHBAIOT
WAEHTH(UKALMIO HapylIuTesns post factum. KOHCTPYKIMH aBTOHOMHBIX CHCTEM
3JIEKTPOHHBIX TMJIaTeXeH J0CTaTOUHO CJ0XKHbBI (cM., Hanpumep, [10], [11]), no-
3TOMY 3/1€Cb Mbl OIUCbIBAEM JIMLIb HX OCHOBHYIO MJI€I0, 1a U TO B CaMbIX OOLLUX
yeprax. Haule onucanue npeanoJsiaraer UCroJib30BaHHe CXeMbl ayTeHTH(HUKA-
uun IHoppa, HO MOXKHO HCIOJIb30BaTh M JIIOOYIO IPYTyI0 cXeMy, 06J1a1atolILyo
BCEMHM HEOOXOAMMbBIMH CBOHCTBAMH.

Kaxnblit KinueHT 6aHKa BbIOHPAeT CeKPeTHbIN KJloU X, COJeprKallni HieH-
TH(HUKATOP 3TOTO KJHEHTA, H 3aTeM BBIUUCJSIET OTKPBITHIH KJou y = g* mod p.
B TpaH3akuuu cHATHS CO cueTa KJIHEHT BbIGUPAET ClyuaiiHoe 3HaUeHHe R U Bbl-
uneasier r = g* mod p. DJeKTpoHHas MOHETa COCTOMT M3 HEKOTOPOH CTPOKH,
cojiepKallelt y u r, W noanucu 6aHka st 3Tol cTpoku. OCHOBHAsH TPYIHOCTD
3/1eCb COCTOMT B TOM, UTO OaHK J0J2KEH MOANNHCATh MOHETY MOANUCHIO BCJENylo,
HO MPH 3TOM YOEIUTbLCS B TOM, UTO MOHeTa UMeeT TpebyeMyto cTpyKTypy. OnuH
13 Croco0OOB pelleHUs1 3TOH MpoOJeMbl 3aHHTEPECOBAHHBIN UMTATE b MOXKET
HaiiTh B pabore $lko6u [10].

B TpaH3akuMu nuartexka npojasell cHauasa MpoBepsieT MoANUCh OaHKa H,
ec/ll OHa KOPPEKTHa, BbIOUpAET CJydyailHblil 3anpoc e, Kak B cXeMe ayTeHTH-
¢dukamun lxoppa, 3aTeM mnochl1aer e nokynatento. [lociemnnii Bblunc/sIeT
s = (k + ex) mod ¢ u nocbutaer s npojasiyy. [Iponasell npoBepsieT MpaBUIIb-
HOCTb OTBETA, MCIOJIb3Ysl T€ 3HAYEHHsI 7 U Y, KOTOPbIe CO/IEPKATCsl B MOHETE.

B TpaHsakuuM siernosuta npojasell nochblaaer 6aHKy 3JeKTPOHHYIO MOHETY,
a takxke e U s. Ecain 6aHk oOHapy:KHUBaeT, UTo JaHHasi MOHeTa yxKe Oblia Mo-
TpadeHa paHee, TO Y HET0 OKasbIBAlOTCsl [BE pas/uHble napbl (e, s) u (¢/, s'),
YAOBJIETBOPSIIOLLME IPOBEPOUHOMY COOTHOLLEeHHIO B cxeMe [1IHoppa npu oaHux
u Tex ke y v r. Kak 6bl710 MoKas3aHo B MpejbliylleM pasjele, 3Toro J1ocTa-
TOYHO JYIsl TOTO, YTOObI GaHK CMOT BBIUMCJIUTh CEKPETHBIH KJIOU X, a 3HAUMT,
¥ MAEHTH(HULMPOBATDL HAPYLUUTEJS.

3amMeuaresibHOe CBOHCTBO aBTOHOMHBIX CHCTEM 3JIEKTPOHHbIX IJ1aTexKeH co-
CTOHUT B TOM, UTO OHH, C OJHOH CTOPOHbI, 00ECMEUHBAIOT HEOTC/EKUBAEMOCTD
UECTHBIX KJHEHTOB, a C JIPYroi — MO3BOJISIOT OJHO3HAYHO MAEHTH(HUIIMPOBATD
Hapyumreseil. Ho B Takux cucremax 6aHK MAET Ha ONpeleseHHbIH pUCK, MOo-
CKOJIbKY B MOMEHT OOHapy»KeHHsi MOBTOPHOH TpaThl 3JeKTPOHHOH MOHETHI Ha
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CUETYy HApYLIHUTEs] MOXKET He 0KAa3aThCs CYMMbl, JOCTATOUHON JJIsl TTOKPBITHS
nepepacxona. Heckosbko 6osiee noapo6Ho 31a npodJyema obcyxaaercs B [12].

B 6o/bLIMHCTBE aBTOHOMHBIX CUCTEM 3JIEKTPOHHbIE MOHETbI MOTYT HCMOJb-
30BaThCsl JIMIIb B OJIHOM TIJIATEXKe, MOCJIe Uero HEOGXOIMMO BbITIOJHHTD JIEMO3HT.
Ec/in MoHeTa MOXKeT MCIMOJIb30BaThCS BO MHOTHX TJIaTexax, 6e3 MpoMeXKyTou-
HbIX JIEMO3UTOB, TO Takas MOHETa Ha3biBaeTcs nepeBoauMoil. Ecan 6bl nepe-
BOJIMMblE€ MOHETbI MOTJIH HAXOAUTLCS B OOpallleHUH N0CTaTOUHO J0JIT0, TO 3TO
obecreunsio Obl MPAKTHUECKYIO HEOTC/eXKHUBAaeMOCTh KiaueHToB. Ho ¢ apyro#
CTOPOHBI, CcTaj10 Obl 3HAUUTEJbHO CJIOXKHEe 0OHAPYKUBATb MOBTOPHbIE TPAThI
OJIHO¥ ¥ TOM »Ke MOHeTbl. Ellle 0/IMH HEIOCTATOK B TOM, UTO JIJIHHA TT€PEBOUMON
MOHETBI BO3PACTAET C KaXKJbIM €€ MePEBOJIOM OT KJAUeHTa K KiaueHTy. C HHTYH-
THBHOH TOUKM 3PEHHS 3TO MPEACTABJAETCS €CTECTBEHHBIM, MOCKOJIbKY MOHETA
JIOJDKHA COJIepKaTh HH(OPMALMIO, MO3BOJAIOLLYI0 GaHKY HAEHTH(PULUHPOBATH
HapyLIUTEJsl, MOTPATUBLLErO MOHETY ABaK/bl. [105TOMY KaxK/blil KJIHEHT, yepes
KOTOPOTO MPOXOJUT MOHETA, JIOJIPKEH OCTABUTh Ha HEl CBOM «OTIMEUaTKH MaJjib-
ueB». Xaym u [lenepcen [13] nokazasnu, uto Bo3pactaHue AJAHHbBI T€PEBOJIUMON
MOHETBI U B CAMOM Jiejle HeN36eXKHO.

§ 4. lporokoJabl TUNa «noadpacbiBaHUe MOHETbI
no rejegoHy»

— Xopowo, daiime dce cro0a deHoveu.

— Ha umo ac denveu? ¥ mens som onu 8 pyke! Kak moavko
Hanuweme pPACNUCKY, 8 MY dHce MUHYMY UX 803bMeme.

— Jla nossoavme, kak oce mue nucame pacnucky? [lpeacde
HYNCHO 8udemb deHbeu.

Yuuukos soinycmun us pyk oymascku Cobakesuuy, komopolil,
NPUOAUSUBULUCL K CMOAY U HAKPLLBULUL UX NAAYAMU ACBOU
pPYKU, OpYeoio HANUCAr HA AOCKYMKe Oymaeu, 4mo 3a0amok
dsadyamo nsame pybaeli eocyoapcmeeHHolMU ACCUSHAYUAMU 30
npodaxHole Oy NOAYUUL CROAHA.

H.B.Toronb. MepTBble ayiuu, riaBa V

B nanHom pasziesnie Mbl KpaTKO 06CYMM Te THITbl KPUIITOrpadryecKux mpo-
TOKOJIOB, B KOTOPBIX JIBA YUACTHHKA JOJLKHBI OOMEHSTHCS HEKOTOPOH HH(OP-
Mauded. Ho yyacTHUKH He JOBepsiOT APYr APYrY, W KaxKAbld M3 HUX MOXKET
oKaszaTbcsi oOMaHIKMKOM. [To3aToMy ec/ii oJIMH U3 YUACTHHKOB 110 HEOCTOPOXKHO-
CTH «BBIMYCTHT HH(POPMALIMIO U3 PYK» MPEXKAEBPEMEHHO, TO B 0OMEH OH MOXKET
MOJIyYUTh COBCEM HE TO, O UeM JOTrOBapHBAJHCh, WJIM BOOOIE He MOJYyYHUTb
HUuero: npobJieMbl 371eCh T€ )K€, UTO U B «MPOTOKOJe» oOMeHa pacruCKH Ha
accurHauuu y Uuunkosa u CobakeBuua.

M3 Bcex kpunrorpagpuueckux MpoTOKOJOB JAHHOTO THIIA, MOXKaJjyH, Hau-
6osiee HArJISAIHbIM, U K TOMY K€ JOCTAaTOUHO MPOCTbIM, SIBJSIETCS MPOTOKOJI
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nondpacbiBanus MoHeThl. [Tpeanosioxkum, uto 1ByM yuactHukam, Asmice u boOy,
HeoOX0IMMO GpOCUTh XKpebuil. B ciyuae Korja onu 06a hu3uuecku HaXoasITCst
B OJIHOM M TOM K€ MecTe, 3a/lauy MOXKHO PELIUTb C [MOMOLLbI0 0OLIYHON Mpo-
Heayphbl nMojabpachiBaHusi MOHEThl. Ecyii KTO-/1M60 U3 yJacTHUKOB He J0BepsieT
MOHETe, MOXKHO HCI0JIb30BaTh JIpyrHe HCTOUHHWKH cayuaiiHoctu. [IpaBaa co-
3[laHMe HaJeXKHbIX UCTOUHHKOB CJyualHOCTH — BeCbMa Herpocrast 3ajaua, Ho
OHa y»Ke OTHOCHTCSl K MaTeMaTHUECKOH CTATUCTHKE, a He K KpUnrorpagu.

Ecau ke Annca u BoG ynajenbl Ipyr OT Apyra ¥ MOTYT OOGLIATHCS JIHIIb
Mo KaHaJsly CBfI3H, TO 3ajaua o »KpeOWH, Ha MepBbIil B3MVISL, KaXKETCs Hepas-
pewnmoii. B camom pene, eciu, cieays oObluHON npoueaype noadpachbiBaHus
MOHEThI, MEPBBIH X0/ Jesaer Ajnca, KOTopast BBIOUPAeT OJIMH H3 BO3MOXKHbIX
BAPUAHTOB — «OpeJ» WIM «pellka», To DBob6 Bcerna MoxeT OODBABUTb TOT
MCXOJl, KOTOPBIH €My BBITOJIEH.

Tem He MeHee 3Ta 3anaua Obuia peiiena batomowm [14]. Jlio6onbiTHO, UTO
Jlazke B 3aroJioBke cBoed paboTbl bJitom oxapakTepu3oBaJ NpeyloKeHHbIH UM
MeTOJl KaK MeTOJ «PelleH sl HepelllaeMblX 3a1au».

Jlerko MoHsiTb, UTO 3ajaua O »KpeOMU peLIAeTCsl OueHb MPOCTO, €C/U Cy-
ILIECTBYET HAJIEXKHbIH areHT — TPEeTbsl CTOPOHA, KOTOPast MoJib3yeTcsl MOJHbIM
noBepueM u Agncnl, 1 bo6a u Kotopasi uMeeT KoH(UIeHIMAIbHbIE (3aKPBIThIE)
KaHaJIbl CBsI3H ¢ 060UMHU yuacTHHKaMU. B 3ToM ciiyuyae bo6 u Asnca BoiGupator
cJlydaiiible OUTbl b W ¢ COOTBETCTBEHHO M TOCHUIAIOT WX B TaiiHe JAPYr OT
apyra arenty. [Tocnennuii »xner, noka He moctynar oba 6uTa, U MocJe 3TOro
ny6Jaukyet b, ¢ u d = b @ ¢ — ucxo noadpachiBaHUsi MOHEThI.

B oTcyTcTBHe HaneKHOTO areHTa cpabaThiBaeT Uiest, KOTOPYIO Mpolle BCEro
MOHSTH Ha cJielylolled «pr3ndueckoil» peasnusatini. bo6 BoiGUpaer ciyuaiHbii
OUT b, 3anUCbIBAET ero Ha JucTe OyMaru, 3arupaeT 3TOT JIMCT B SILLMKE, OCTaB-
JIsisl KJTIOU OT 3aMKa y cebs1, ¥ mocbutaer siuk Asmce. [pennosaraeres, uro, He
uMes KJoua, Ajrca He MoXeT 100paThCs 10 Cojep:KUMoro simka. [Tosmyuns
SIMIKK, AJiMca BbIGHpaeT caydaiiibiii OUT ¢ ¥ nockiiaet ero boby. B otBer bo6
nocel1aer AJnce Kjod oT simvka. MexonoMm moxGpacbiBaHHsi MOHETBI GyneT
onsiTb-Taku O6UT d = b & c.

Huzke Mbl nanaraem Kpunrorpaduueckyto peasusaluio TOH Ke HJ1eH, OCHO-
BaHHYIO Ha 3ajiaue JIMCKPETHOTO JIOTapU(PMUPOBAHHUS, U HCIIOJb3YeM TIPU 3TOM
0603HaueHus U3 paszjena 2.

[IpoTokoa noadpacbiBaHUS MOHETbI

1. Anuca Boifupaer ciyyaiiHoe UHC/IO X U3 Z,, BbluMcaseT y = g* mod p
1 nocsbliaer y boby.

2. bo6 BbiGupaer caydaiiHblit OUT b, c/yuaiiHoe uucso k U3 Z,, BbUKC/seT
r=y’g" mod p u noceinaer r Anuce.
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3. Aumca BeiGHpaeT cayuaiiHelil OMT ¢ U nocbliaeT ero boby.
4. Bo6 nocbinaer Annce b u k.

5. Anuca nposepsiet, BuinoJHsiercst an cpashenne r = y’g* (mod p). Ecsu
J1a, TO Pe3y/IbTaTOM BbINOJHEHHs IPOTOKOA OyjeT 6ut d = b & c.

3HaueHue r — 3TO KpUOTOrpauuecKuil aHaJjor TOro SiUlMKa, O KOTOPOM
11712 peub B ONUCaHWK (DU3HUECKOH peasin3allii. B camoM jiesie, W3 3HAUEHHUST 7
Anvca He MOXeT HM3BJeUb HUKAKOH MH(popmauuu o Gure b. [Tockosbky &
BblIOMpaeTcsl caydailHbiM 00pas3oM M3 Z,, 3HaueHHe r B OOOMX cJydyasx, TpH
b=0wu b=1, aBasgercs cayyalHbIM 3JE€MEHTOM TPYMIlbl, MOPOXKIEHHOH g,
¥ M03TOMY He HeceT HMKaKoH MH(popMauuu o 3HaueHuH 6uta b (padymeercs,
Auica MoxKeT monbiTaTbesi 0OMaHbIBaTh, BbIOUpPast 3HAUEHUE Y, He TpHHAJlIe-
XKalllee Tpyrre, MOpPoXKJIAeHHOH g, olHaKo o6 Jierko 0OHAPYKHUT TaKoH 0OMaH,
npoBepsisi cpaBHenue y? =1 (mod p)).

C npyro#i cropoHbl, Bo6 MoxeT oOMaHbIBaTh, T.€. OTKPbIBATH 3HAueHHE
6uta b no ceoemy »xesaHuto M kak 0, W Kak 1, HO ToJbKO B TOM cJjyuae,
€CJI OH YMeeT BbIUHCJIATh IMCKPETHBIE JIOrapudMbl. DTO BHITEKAET U3 CJIEIYI0-
KX coobpaxkenuil. [TockoJbKy, Kak yxKe OTMeUuaJsoch Bbillle, MOXKHO CUMTATh,
UTO 3HAUEHHE I 3aBEJIOMO MPUHAIJIEKUT TPYIINe, NOPOXKIAEHHOH g, CYLIECTBYET
eIMHCTBEHHOE TaKoe UHCI0 o € Z,, uTo r = g* (mod p). Has Toro utoObl
OTKpbITh 3HaueHne b = 0, Bo6 no/mken nocaats Asuce Ha ware 4 4ncsio o, a st
TOro uTo6bl OTKPBLITH 3HaueHHe b = | — uncso k& = (o — x) mod g. OTciona
x = (a0 — k) mod q. Ilyctb M — nosnHoMHa bHAsT BepOSITHOCTHAST MallldHA
Totopunra, koropyto Bo6 ucnosb3yer Jisi OCyLIECTBJEHHS TaKoro oGMmaHa.
Torna caenytouii aaroputM GyieT BbIUHCAATL AUCKPETHbIE JIOrapHpMbL.

1. Tlepenaem BxomHoe 3HaueHue y MauiuHe M.

2. TlosiyuuB B OTBET 3HaueHHe 7, 3a[IOMHHAEM COCTOSIHHE MalluHbl M.
3. Buibupaem ciyuaiiubiit GUT ¢ W nepenaem ero M.
4

[TosyuuB ot M sHauenust b u k, 3anOMHHAaeM 3TH BeJIMUMHbI, BOCCTa-
HaBJIMBAEeM paHee 3alTOMHEHHOE COCTOsTHHE MalllkHbl M 1 mepexoauM Ha
war 3.

5. Kak Tosbko cpenu nap (b, k) naitnyrest (0, k) u (1, ko), Bbiunc/siem
x = (k) — ko) mod g — nuCKpeTHBIil JlorapU(M BeJIMUUHbI Y.

Ha ocHoBe 3THX COOGpaKeHHH MOYKHO TMOCTPOMTH JIOKA3aTeJbCTBO CJe-
JIYIOLIEr0  YTBEPXKJEHHST: B TMPEANOJIOKEHHH TPYJAHOCTH 3ajaud JUCKPETHOTO
JIOTapU(MHPOBAHHUST TPUBEAEHHBIH BBIIIE MPOTOKOJ MOAGPACHIBAHHSI MOHETHI
ABJISIETCS CTOMKHAM. 3aMEeTHM, UTO JJIsl JAHHOTO MPOTOKOJ1a 0CTATOUHO BeChMa
caaboit hopmbl 3TOTO Mpeanoaoxkenusi. [Tockosbky Asnca MoXKeT NpekpaTHTh
BBITIOJIHEHHE MPOTOKOJIA, €CJIH C MOMEHTA repejauu 3Hauenust y boby mo mo-
MeHTa MoJIyYeHH s OT HEro 3HaueHui b U R mpoxoauT 6oJiee, cKaxkeM, 30 CeKyHI,
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JIOCTaTOUHO TIPEAMNOJNIONKUTh, UTO 3a7aua AUCKPETHOrO JIOrapH(PMHUPOBAHUS He
MOZKeT ObITh pellleHa 3a TaKoe BpeMs.

Ec/ii U3 npuBeIeHHOro Bblllle MPOTOKOJIA MOAOPAChIBAHHS MOHETHI BbluJje-
HUTb Wark 1, 2 U 4, To MOJMyYNM Tak Ha3blBaeMbIH MPOTOKOJ MPHUBSI3KH K OUTY
(bit commitment). [llarn | 1 2 B TakoM NpPOTOKOJIE HA3bIBAIOTCS 3TANOM IPH-
BSI3KH, a LIar 4 — 3Tarnom OTKpbITHS OUTa. B 9TOM mpoToKoJe AJ1s1 3HAUEHHS 1,
B KOTOpOE yNakoBbiBaeTcst OUT b (aHaJor siliMKa B (DU3HUECKOH peaJsin3alliu),
00bIYHO HCMoJb3yercs: TepMut 65106 (blob), aast AnnMchl — noJyyatesib, a ajs
Bo6a — otnpasuresib. [oBopst HehopmasibHO, OT MPOTOKOJA MPUBS3KH K OUTY
TpebyeTcst Takast KOHCTPYKLHs 671062, KoTopasi oGecreunBaeT OHOBpeMeHHOe
BBIMOJIHEHHE CJIETYIOLINX JIBYX TPeGOBaHUH!

1) nocJie BbIMOJIHEHUs] 3Tana MPUBSI3KH [0JydaTe/b HE MOXKET CaMOCTOsI-
TeJIbHO OMPEACIHTb, KaKOl OUT ynakosaH B 0J100;

2) Ha 3Tane OTKPbITHSI GUTA OTIPaBUTE/Ib MOXKET OTKPbITh Ji060# 6J100
Ju60 ToJIbKO Kak 0, J1n60 ToJbKO Kak 1.

B Hauem ciyuae tpeGoBanue 1) BbinmosiHsieTcsi 6€3yCJIOBHO, T. €. BHE 3aBU-
CHMOCTH OT TOTO, KAKMMH BBIUHCJUTENbHBIMU pecypcamu obJiajiaet noJydaresib,
OH He MOXKET CaMOCTOSITeJIbHO Y3HATb, KaKol OUT HaxoauTcst B OJob6e. B Ta-
KUX CJIyuasix roBOPST, UTO MPOTOKOJ rapaHTHUpyeT Ge3ycsoBHYI0 6e30MNacHOCTb
ornpaButensi. B To ke Bpemsi 6e30macHOCTb MoJiyyaTessi OCHOBbIBAETCS Ha
HeJ0Ka3aHHOM TPENOJNOKEHHH O BBbIUMCJIUTEJbHON TPYAHOCTH 3aJauu JUC-
KpeTHoro JiorapudmupoBatusi. Takasi aCUMMETpHS THITMUYHA JJIs1 MHOTHX THIIOB
Kpunrorpaduueckux npotokosoB. OHa UMeeTcsl, HanpUMep, B 10Ka3aTelbCTBaX
C BBIUMCJIUTEIbHO HyJEBbIM pasriaiieHdeM. Ho cyuiectByer W apyroil tun
MPOTOKOJIOB MPHUBSI3KK K OUTY, B KOTOPBIX y:Ke 6e30MacHoCTb noJyuatess 6e3-
yCJIOBHA, a 6€30MacHOCTb OTMPABUTE/SI OCHOBBIBAETCS HA HEJIOKA3aHHBIX MPel-
noJioKeHusiX. J1J1si MHOTHX THTTOB KPUMITOrpauuecKuX MPOTOKOJIOB € YKa3aHHOM
BblllIe aCUMMETPUEH MOCTPOEHbI TAKOT0 PoJia ABOHCTBEHHbIE TPOTOKOJIbI.

[IpoToKo/1 NMpPUBSIBKM K OUTY — OJMH W3 OCHOBHbBIX THIIOB TPUMHTHBHBIX
KpunTorpaguueckux nporokosoB. OH HAXOJAUT MHOTOYHCJEHHbIE MPUMeHeHHs
B Kpuntorpacuu. B kauecTBe MJUIIOCTPALMM PAacCMOTPUM Croco0 MOBbILLIe-
HUSl 5 EKTUBHOCTH JI0KA3aTEJbCTB C HYJIEBBIM pa3rJiallieHHeM Ha NpUMepe
paccMoTpenHoro B ryiaBe 2 npotokosa st 3agaun USOMOP®U3M ['PA-
®OB. B 3tom nportokoJie raBHasi npobJeMa — GoJibIIOe KOJUUECTBO payH-
JI0B, pacTylllee MpornopLroHaibHo padMepy rpada. JoctaTouHo ectecTBeHHas!
ujiest — BBITIOJIHUThL BCE 3TH MOCJIe/I0BaTe/bHblE payH/Ibl MapaJienbHo. Ha nep-
BoM 11are P BhiGHpaeT m cjyualiHbIX MEepPeCcTaHOBOK T, ..., T, BbIUHCJSET
Hy =mGy, ..., Hy, =1,G| v nocbinaer Bce 3t m rpados V. Ha BTopom
uiare V BbiOUpaer m cjydyaldHbix GUTOB d, ..., O, W nocbiiaer ux P, a Ha
TpetbeM P opmupyer Bce m TpeGyeMbiX MepecTaHOBOK M MocbliaeT ux V.
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Ho GyzeT /i1 Takolt NPOTOKOJI 10KA3aTELCTBOM C HYJIEBBIM pasrjalleHnem?
[Ipexsie Bcero 3aMeTHM, UTo STOT MPOTOKOJ TPEXPAYHIOBbIH, a KaK MOKA3bIBAET
yKe yoMHHaBLIKHCS B pa3nedne 2 peaysbrar [osbapaiixa 1 KpaBuuka, Tpexpa-
YHJIOBBIX JI0KA3aTeJILCTB C HyJIEBbIM pasrjallleHHeM CKOpee BCEro He CYIECTBY-
eT. ToT MeTo, KOTOPBIH HCTNOJb30BAJICS B IJIaBe 2 JIjisi TOCTPOEHHST MOJEJIHPY-
follel MalluHbl, cpabaThiBas, MOCKOJBKY TPH MOCAEL0BATENbHOM BbITOJHEHHH
MPOTOKOJAa MOJIEJUPYIoLLasi MAallIMHA MOTJIa YrajlaTh Ha KaxKJIoM payHJe 3arnpoc
o; POBEPSIIOIIErO ¢ BEposiTHOCThIO | /2. B napaJsuiesibHOM »Ke BapuaHte Bepo-
SITHOCTh yrajibiBatus pasHa 1 /2™ 1. e. npene6pexkumo masa. Kpome Toro, npo-
BepSOLIMI GOPMHPYET CBOM 3aMpOChl &L, ..., O, Y2Ke nojyuus ot P Bce rpa-
¢wl Hy, ..., Hy, 1 MOXeT BbIOHpPATh UX (3aMPOChI) 3aBUCAIIMMH JOCTATOUHO
CJIOXKHBIM 06pa30oM OT BCeX ITHX rpadoB. DTO TaK:Ke MPeACTaBAsETCS Henpe-
OJI0JIUMbIM MPENATCTBUEM TPH MOMbITKE MOCTPOEHHUS MOJEIUPYIOLLEH MAlIHHbI.

3aBUCUMOCTb Oy, ..., Oy OT Hy, ..., H; MOXHO NPeLOTBPaTUTL CJey-
oM o6pasom. [IpoBepsitoumit V BbIGHpaeT cBOM 3anpochl B CaMOM HauaJie
BBITIOJIHEHHSI TIPOTOKOJA, ellle JI0 Toro, Kak yeBumut fy, ..., H,. Kaxubii
O6UT o; ynakoBbiBaeTcsi B 65106 r;, u V mocbuiaer Bce 6J00bI 1y, ..., Iy 00-
KasbiBatoliemy. ToJsibKo nocsie storo P nocouiaer V Bee rpadwt Hy, ..., H,.
B oreer V otkpriBaer 6510661, a P, nonyuus ay, ..., d,, Gopmupyer Tpebye-
Mbl€ MepecTaHoOBKH M MochlaaeT ux V.

B pesysbrare KoJMuecTBO payHJIOB B MPOTOKOJE BO3POCJO, HO OCTaslOCh
KOHCTaHTOH (jloctaTouHo 5 payHnoB). [Ipu ucnosb3oBaHUM MPOTOKOJA MPH-
BS3KM K OuTYy, obecrieunBaiollero 6e3ycjoBHyl0 6e30MacHOCTb OTMPABHUTES,
naxke 06J1a1alo0lIni HeOTPaHWUEHHBIMH BBIUHCAUTENBHBIMH BO3MOKHOCTSIMH JI0-
Ka3bIBalOLIMH He MOXKeT U3BJeub U3 6JI0GOB 7|, ..., I'y HUKAKOH HH(OpMAaLUH
0 3ampocax oy, ..., ;. [[03TOMy KOPPEKTHOCTb MPOTOKOJA COXPAHSIETCS.

Wrak, BTOpoe M3 yKa3aHHbIX Bblllle MPENATCTBUH yCcTpaHeHo. A Kak ObITb
¢ nepbiM? OKasbiBaeTcsi, MOJEJNMPYIOUIEH MalldHe COBCeM Heo053aTesbHO
yrajpiBath 3anpockl V*. Cienyowmias 3ameuartesabHas HJess MHOTOKPATHO
MCMoJb30Bajach B paboTax, MOCBSLEHHBIX KPUMNTOrpaUUecKUM MPOTOKO-
gam (cM. [15]). Mopnenupyrouasi mMamnHa My«, nojyuns oT V* 6J100bl,
3aroMuHaeT CcocTosiHMe MaiuuHbl V¥, BbiGupaer rpadwbi HY, ..., H), kak
cJlyuaiiHble rnepectaHoBKH rpaca Go u nepenaet ux V¥. B otBer V* oTKpbiBaeT
67106061, 1 My~ moJydaer 3ampocel o, ..., o,. [locae sToro monenupyiouias
MalindHa opMupyet rpadbl Hy, ..., H, Kak oTBETHI Ha 3aMpochbl A, ..., Oy,
BOCCTaHABJMBAET 3alIOMHEHHOE COCTOsIHHE MalliMHbl V¥ U nepenaer e Hy, ...
..., Hy. TlockosbKy mpoTOKOJ MPUBSI3KKM K GUTY TpeArnoJaraercsi CTOHKHUM,

MmaminHa My~ BHOBb TOJNYUYHT Te »Ke camble OUTHI A, ..., O, H YCIEIIHO
3aBepILUT MOJEJUpPOBaHUE, BblAaBas o, ..., Oy, Hy, ..., Hy, TpebGyemble
nepecTaHOBKH, a TakxkKe OJIOObL 1y, ..., I'y, U Te COOOIEHHs], KOTOpble OblIH

BblJaHbl MalIMHON V* 111 X OTKPbITHS.
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[Ipeanosio:kum, uto TO MPeArnoNoKeHre, Ha KOTOPOM OCHOBBIBAETCS CTOH-
KOCTb MPOTOKOJIA MPUBSI3KK K OUTY, CTaJ0 JoKadaHHbIM (haktoM. Hanpumep,
yAAJI0Ch J10Ka3aTh, YTO He CYIIECTBYeT MOJHHOMHAJBHBIX aJrOPUTMOB JIJIsl 3a-
Jlaun IMCKPETHOTo JiorapudmupoBanus. Jlaxke B 3ToM cJiyuae MoJMHOMHAJIBHO
OTpaHUUEHHbIH OTIPABHTEb B PUBEIEHHOM BbILLIE TIPOTOKOJIE IPUBSI3KH K OUTY
MOXKET yrajlaTb X XOTb M C MaJjoH, HO HEHYJIeBOH BEpPOATHOCTbIO U oOMa-
HYTb roJiyuaresisi. M3-3a 3Toro paccMOTpPeHHbIH HAMU Mapasi/ieibHbill BApUaHT
NpoToKoJia OyJeT JN0KA3aTeJbCTBOM JHIIb CO CTATHCTHUECKH HYJIEBbIM pa3-
rialieHueM. A HCXOMHBIN MOCJeNoBaTeNbHBIA BapHaHT (CM. ryiaBy 2) obJanad
CBOHCTBOM abCOJIIOTHO HyJieBoro pasriaulenus. B paGore Bennapa, Mukasu
1 OcTpoBcKH [15], rie ObUl MpeNIOKEH OMUCAHHBIN BbIllle CMocob Mpeos-
pa3oBaHUsl MOCJEI0BATENbHBIX MPOTOKOJNOB B MapaJJesbHble, HCIOJMb3YeTcs
crielialibHasi KOHCTPYKLusi 6s10608 st 3agaun U3OMOPOU3M 'PADOB,
coxpaHstoliasi CBORCTBO aGCOJIIOTHO HYJIEBOTO pasrJiallleHusl.

§ 5. Ewe pa3 o pa3neneHuu cekpera

B pa6ote [16] co ccbiikoit Ha kaury «Gent und seine schonheiten» (Thill—
Verlag, Briissel, 1990) onucbiBaeTcsi cJielylolii MCTOPUUECKUH TPUMEp.
B XIII—XIV Bekax B . [enre 6bl1a noctpoeHa patyiHas 6auins. B «cekpete»
(secreet), camMoM HaJeXKHOM IMOMelleHHH OallHH, XPaHUJIHChL yCTaBbl U MpH-
BUJIETHH, HMEBIIHE BaxkHoe 3HaueHue. [lomelienne uMeso aBe IBepH, Kaxjas
C TpeMs 3aMKaMM, KJIIOUH OT KOTOPbIX HAXOAMJIUCH BO BJAJEHHH PA3JIHUHbIX
1exoB. JloKyMeHTbl XpaHWJIMCh B LIKady, KOTOPbIH, B CBOIO Ouepellb, TaKxkKe
3anupaJicst Ha TpH Kjaoua. OQMH M3 9THX KJtouell XpaHwicsl y ¢orta, a 1pa
JPYrUX — y TJIaBHOTO 1eheHa.

M&I TipuBesn 3TOT TpHUMep B pasjiesie, MOCBSIIEHHOM MPOTOKOJAM pas-
JIeJIeHUsT CeKpeTa, TVIaBHBIM 06pa3oM JJIst TOro, uToObl MOKa3aTh, UTO XOTS
Kpunrorpaguueckie NpoToKOJIbl — CPABHUTEIbHO MOJIOJIAs OTPaC/b KPUMTO-
rpacduu, 3a1auu, KOTOpble pelalTes ¢ MOMOLLbIO POTOKOJIOB, BO3HUKJ/N OUeHb
JIaBHO M MMEIOT CBOIO HCTOPHIO.

[Touemy «ellle pas o pasjiesieHnuu cekpeTa»? B riaBe 5 pasnesieHue cekpera
paccMaTpHBaeTcsl B OCHOBHOM KaK MaTeMaTHuecKasl, TpexJe BCero KoMOH-
HaTopHasi, 3ajaua. 3Jiech »Ke Mbl ero oOCy:K1aeM Kak Kpunrorpagpuueckui
npotokoJ. [1pu aTom npeanonaraercsi, 4To uMuTaTelb 3HAKOM C IVIaBOK O.

B nporokosie pasnesieHusi cekpera MUMEIOTCS A ydacTHHKOB Py, ..., Pp,
KOTOPbIX Mbl Gy/leM Ha3bIBaTh MPOLLECCOPAMH, H OJIUH BbljleIEHHbIH yuacTHHK D,
Ha3bIBaEMBIH JUJIepOM (MW, MHOTIa, Juaepom). [Tpotokosn cocrout ns aByx
thas.

Ha case pasnenenus cekpera mujep, 3HaIOLUMH HEKOTOPbIH CEKpeT S, re-
HepUpyeT n JloJell cekpera Sy, ..., S, W MOCHIAaeT s; npoueccopy P; 1o
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3allMIIeHHOMY KaHaJy cBsisi. Ha haze BoccranoBsenus cekpera Jio6oe moju-
MHOKeCTBO M3 He MeHee yeM [ 4+ | mpoiieccopos, rae { — napameTp npoTo-
KOJIa, OJIHO3HAYHO BOCCTAHABJIMBAET CEKpeT, 0OMEHHBAsIChb COOOILEHHSIMU T10
3allMIIeHHbIM KaHajgaM CBsi3H. A /io60e MOJIMHOXKECTBO U3 He GoJjiee yeM f
MPOLLECCOPOB HE MOXKET BOCCTAHOBUTbL CEKPET (UTO 03HAUAIOT CJI0BA «HE MOXKET
BOCCTaHOBUTb», OYJET IOSICHEHO HUIXKE).

Kak u B ipyrux tunax Kpunrorpaguueckux NpoToKoJIoB, B MPOTOKOJE pa3-
JleJIeHUs] CeKpeTa yuacTHHKH, BOOOLLe rOBOPSl, He I0BEPSIIOT APYT JIPYTy H KarK-
JIbIA M3 HUX MOXKET OKa3aTbCsl MPOTHBHHKOM. B Tom uucae u augep. MoxkHo
Ji1 06€eCTIeUUTb KaKyo-JIM00 3Ty YeCTHBIX YUaCTHHKOB JaxKe U B 3TOM CJy-
yae? Besyc/oBHO, HEUeCTHBIH AUJIEP MOKET MPOCTO CaGOTHPOBATH BHITIOJMHEHHE
nporoxkoJa. Ho ecian aunep neitaercss oOMaHyTb 0oJiee XUTPLIM CIIOCOGOM,
TO OT 3TOTO, OKA3bIBAETCS, MOXKHO 3alUTUTbCS caeayloniuM obpasom. Pa-
3a pasjie/leHHsl CeKpeTa HauMHAeTCsl ¢ TOro, 4To AWJep MyOJIMKyeT CeKpeT S
B «3alIM(poBaHHOM>» BHJE (TOYHee ObIIO Obl CKa3aTh — BBITIOJMHSIET MPHBSI3KY
K CTPOKE §, 110 aHAJIOTHH C NPUBS3KON K OuTy). C nomoLibio 3Toi HH(OopMaLHUH
KaxK/blil npoueccop P; MOXKET NPOBEPUTb, UTO 3HAUeHHE S;, MOJyueHHOe UM
OT auJiepa, NeHCTBUTEJIbHO SBJSIETCS 10Jel cekpera S. Tako# MPOTOKOJ Ha3bi-
BaeTCsl MPOTOKOJIOM TIPOBEPSIEMOTO pasjiesieHnsl cekpeTa. B oOblUHBIX cxemax
pasfe/ieHus cekpeTa paccMaTpHBaeTcsl MacCHBHBIN MPOTHBHUK, a HUMEHHO, MPO-
THUBHMKOM SIBJISIIOTCSI He 0oJiee ueM ! yUaCTHMKOB, KOTOpble, 0O'bEeIAMHUB CBOH
JIOJIH, TIBITAIOTCST MOJYUHTh KaKylo-1160 HH(OpPMALIHIO 0 3HaueHHH cekpeTa. Ha
(haze BOCCTAHOBJIEHUS CEKPETA B TIPOTOKOJIE TIPOBEPSEMOT0 pasjieeHns cekpe-
Ta JIefiCTBYeT aKTHBHbIH MPOTUBHHUK: HEYeCTHbIE YUACTHUKH MOTYT MpecseloBaTh
eJib COPBATh BOCCTAHOBJIEHHE 3HAUEHHST S UECTHBIMH YUAaCTHHUKaMH, Mochblias
MM BMECTO CBOMX Jl0JIell cekpera JiloOyto aApyryto uHdopmaumio. OT npotokoda
Tpebyercst, 4ToObI UECTHbIE YUACTHUKH, €CJIH UX MO KpalHe# mepe ¢ + 1, Bcerna
NpaBUJIbHO BOCCTAHABJ/IUBAJU 3HAUECHHE S.

PaccMoTpUM KOHCTPYKLHMIO NPOTOKOJI1A TIPOBEPSIEMOTO pas/iesleHnsl cekpeTa
13 pabotbl [17]. KoHeTpykums ocHoBaHa Ha 3ajaue AMCKPETHOrO JlorapHhMHu-
poBaHHusl.

B coorBercTBuH co cxemolt Lllamupa ausep BeIOHpaeT ciydailHblil MOJHHOM
Q(x) =ao+ajx + ...+ a;x' crenenu ¢, rue ag = s, BbluncaseT r; = g% mod p
(i=0, 1, ..., {) unybaukyer rg, ..., rs. [locae atoro ajsi Besikoro j=1, ...

., 1 IWJiep BbIYUC/IACT S; = Q(j) M MochblIaeT 3To 3HayeHue npoueccopy P;
no 3auluilieHHoMy KaHadgy. [Ipoueccop P;, mpoBepsisi paBeHCTBO

g =ro-(r)y ... (ry (mod p),

yOexpaercs, 4To $; — 10Jis1 cekpera . B camom nede,

o (rl)]. — (I’t)j’ — g% galj - ga,j’ _ gzzo+czlf+...+azj’ - gQ(f) (mod p).
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KoHcerpykiwio npoTokoJa ajisi ha3bl BOCCTAHOBJIEHHS! CEKPETa paCCMOTPHM
B HauboJiee MPOCTOM cJyuyae, KOrjla Aujep uecTHbld. Ha 3Toli dase kaxknapiit
npoueccop Pj nocbl1aeT KaxkaoMy Ipyromy npoteccopy P; csoto godmo s;. Besi-
KMIA YeCTHBIA yUaCTHHK P;, TOJIy4lB HEKOTOpOe 3HauyeHHue §; oT Pj, nposepsieT
5TO 3HaueHHe, KaK OIMCAHO Bbllle, H OTOPACKIBACT BCE JI0JIM S;, HE MPOLLe/IHe
npoBepKy. [ToCKoMbKY UeCTHBIX YUACTHUKOB He MeHee f + 1, P; moJiyuuT mno
KpariHeil mepe ¢ + | npaBu/bHBIX 10J€el cekpeTa. Mcnobayst airopuTM Boc-
CTaHOBJIEHHs cekpeTa U3 cxeMbl Lllamupa, P; BocCTaHOBHUT 3HAUEHHE S.

B oTinune oT cXeM pasjiesieHHsi CeKpeTa, paccMaTpPHUBAaeMbIX B IJaBe b,
CTOMKOCTb JIAHHOTO MPOTOKOJIa OCHOBBIBAETCSI HA TIPENOJIOMKEHHH O BHIUMC/IH-
TeJNILHOH TPYIHOCTH 3ajlaud JIUCKPETHOTrO JorapudmupoBanusi. [Tostomy ecin
B OOBIUHBIX CXeMax pasfelieHust cekpeTa TpedyeTcs, uToObl J1000€e NMOAMHOXKEe-
CTBO YYaCTHHKOB, He COCTaBJIsIIOlee KBOPYMaA, He MOJydyaso HUKAKOH UH(Op-
Mal{K O CeKpeTe, TO BO MHOIHUX CXeMax IpPOBepsieMOro pasfesieHusi CeKkpera
TaKoe TOJIMHOKECTBO JIMIIb «HE MOXKET BOCCTAHOBHUTb» CEKpeT. B ToM cMbic/e,
YTO JIJIsi €r0 BOCCTAHOBJIEHHSI TPeOyeTcsl PEelIUTb HEKOTOPYK TMINOTETHUECKH
TPYJAHYIO BBIUHCJHUTENbHYIO 3ajauy. B paccMOTpeHHOM Bbillle TIpUMepe BCAKUH
YU4aCTHUK MOT Obl Y3HATb CEKPET S, ecJid Obl OH yMeJl BBIUMCJISITH AUCKPETHbIE
JIOTapUQMBI.

OHO U3 BO3MOXKHBIX MPUJIOKEHHH CXeM pasJiesieHns] CeKpeTa — OpraHu3a-
1M1 XpaHeHust Kpunrorpaduueckux Kjawoueid. CBOHCTBO NPOBEPSEMOCTH NpeJi-
CTaBJISIETCS JaJIeKO He JIMLIHUM JIJISt TAKUX MpUoxKeHuid. Ho Kpyr npusioxenuit
CXeM MPOBEPSIEMOTr0 pa3jie/ieHusi CeKpeTa CyLIeCTBEHHO IIHpE.

[Tpennosiokum, 4To ¢ MOMOLIBIO OMMCAHHON BbIlIE CXEMbl pasesieHbl 1Ba
CeKpera S| U S9 U UTO 063 3TH CEKPETHI SIBJISIOTCS yncaaMu. Terepb NpeacTaBuM
cebe CUTYalIHIO, UTO MOCJIe ITOTO MoTpeGoBasIach pasesiuTh CEKPeT S =S| + So.
KoHeuHo, 3T0 MOXKET ¢/ie1aTh AUJIep ¢ MOMOLIbIO TOTO XKe MPOTOKOJa. A MOryT
JIM TIPOLLECCOPDI BBIMOJHUThL TO »Ke camoe 0e3 yuacTus qujepa?

[Myets Q(x) =ap +ajx+ ...+ ax! v Qa(x) =bo+bix+ ...+ bix! —
TMOJIMHOMBI, KOTOpPble HCIMOJb30BANUChH /IS pa3jlesieHusl CEKPETOB S| U Sg CO-
otserctBento. [ycts rl = g% mod p u r? =g’ mod p nis i =0, ..., t. [ns
moboro j =1, ..., n nycTb s} =Qi() u 512 = Q2(j) — NOJIM CEKPETOB S|
U Sg, TIoJlyueHHble npoteccopom P;. SlcHo, uto Q(x) = Q1 (x) 4+ Q2(x) — Takxke
nosnuHoM crenenu { u Q(0) =s.

[Tostomy Kakiplii mpoueccop P; MOKeT BBIUHC/IMTH JOJIO S; CeKpeTa §
poCTO MO hopMmyJie S; = s} + S!Z. DTH [0JM TIPOBEPSIEMBI C TOMOIIILIO 3HAYEHHIT
ri=r!-r? mod p.

Pabun u bBen-Op nokaszanu [18], uTo BBIMOJIHAS TAKOTO pPOja BbIUKUCJIE-
HUsI Hajl JOJISIMH CEKPETOB, MPOLIECCOPbl MOTYT BLIUMCJUTh JIIOGYI0 (YyHKIIHIO
Hajl KOHEUHDLIM [10JIEM «IIPOBEpPsieMbIM 00pa3oM». DTOT Pe3ysibTaT OTHOCHTCS
K 06J1aCTH MPOTOKOJIOB KOH(UAEHIIMAJILHOTO BhluKC/IeHHst (secure multiparty
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computation). Tunuunas 3amadya 3nech Takasi. TpeGyeTcsi BBIUHCJIWTH 3HA-
yeHue (QYHKUMH [ HAa HEKOTOPOM Habope 3HAUEHWH apryMeHTOB Yi, ..., Ym.
C ToMOLIbI0 CXeMbI MPOBEPSIEMOTO paslesieHdsi CeKpeTa BLIUHCJ/ISIIOTCS JOJH
X[, ..., X, 9THX 3HaueHW#. B Hauasie BLITIOJIHEHHS] TIPOTOKOJIA JI0JIS X; U3BECT-
Ha npoueccopy P; u ToJbKo eMy. [1poToKoJ1 IoJ13KeH 0OecneunBaTh BbIUMCIEHHE
3Hauenus f(xy, ..., X5) =[(Y1, ..., Ym) TAKUM 06pa30M, UTOObI JIJIsi HEKOTO-
poro napamerpa ¢:

1) B pesysibTaTe BBINOJIHEHHS TPOTOKOJIA JIE060€E MTOMHOXKECTBO U3 He GoJiee
yeM f MPOLECCOPOB He MOJydyalio HUKAKOH HH(OPMALIMK O 3HAUEHHSIX X; JIPYTHX
NpoLeccopoB (KpoMe TOM, KOTopasi CJIeyeT U3 U3BECTHBIX MM JI0JIeH U 3HAUEHHs

byHKIMH f(Xp, ..., X));
2) npu JMOObIX AEHCTBHSIX HEUECTHBIX YUYACTHHKOB OCTaJ/IbHbIE YUACTHHKH
BBIUMCJ/ISIIOT MpaBUIbHOE 3HaueHue f(xy, ..., X,), €CJAH TOJbKO KOJHYECTBO

HEUECTHBIX YUaCTHUKOB He MPEeBOCXOJHUT f.

[TpoToKoJIbl KOH(UIEHIIMATLHOTO BbIUHCJIEHHS], BBHIY CBOEH OOLIHOCTH,
Npe/ICTaB/SIOT HECOMHEHHBIH TeopeTuueckni uHTepec. Kpome Toro, mHorue
THUIbI TIPUKJIAHBIX KPUITOrpaUUecKUX MPOTOKOJIOB (HAanpuMep, MPOTOKOJIbI
FOJIOCOBAHUS) MO CYUIECTBY SIBJSAIOTCS YAaCTHBIMH CJYYasiMH TPOTOKOJIOB
KOH(UIEHLHAJIBHOTO BbIUMC/IEHHS].

[Ipy pasnMuHbIX MPeanoaoKeHHsIX 0 MpoLeccopax U 0 CeTH CBSI3H JI0Ka3aH
psIZL TEOPEM CJIEYIOLIEro THIA: €CJIH ! He TIPEBOCXOIUT HEKOTOPOTO MOPOrOBOT0O
3HaueHHs (3aBUCSILErO OT A U OT MPEJINOJOXKEHHH), TO BCAKas BblUMCIUMAs
(byHKLMS UMEET NMPOTOKOJ KOH(PHIAEHIIMATBHOTO BbIUMC/IEHHUS.

§ 6. lMourpaem B «ky6uKkun». [IpoTOKOJBI rosiocOBaHUS

... Bceobiyee 2010c08aHUE DECCMOLCACHHO.

... Bot, sepoammno, coeracumeco co MHOU, 4Mo eeHuarbHble 200U
scmpeuaromces pedko, He npasda au? Ho 6ydem wjedper u do-
nycmum, 4mo 80 Ppanyuu ux celiwac umeemcs 4ei08eK Nsmeo.
[Tpubasun, ¢ makoil e uedpocmoto, 0secmi 8bLCOKOMANAHN-
auBbLx nodeil, molcauy Opyeux, mooce MmaiaHmausolx, KancooLll
8 ceoell obaacmu, u O0ecimy Molciy 4eA08€K, MAK U uHaue
soldaowuxcs. Bom sam eenepavroili wmab & odurHHadyamo
molcsau dgecmu name ymos. 3a HUM udem apmus nocpeocmseH-
Hocmetl, 3a Komopotl ciedyem scs macca dypauvs. A mak Kax
nocpedcmeerHocmu U Oypaku 8ceeda cocmagasions 02pPOMHOe
OOALULUHCMBO, MO HEMBLCAUMO NPEOCMABUmb, MO0l OHU MOAU
u3bpamo pasymHoe npasumessbemaso.

Iu e Monaccan. O6ej1 1 HECKOJILKO MbIC/IeH

B stom pasnese Mbl 3aiimeMcsi 6ecCMbICTIEHHBIMH BelllaMH, a UMEHHO, 00-
CYAMM, KaK MOMOUb «Macce Aypaubs» U30paTh «HepasyMHOe MPaBUTENbCTBO»,
T. €. PACCMOTPUM MPOTOKOJIbI FOJOCOBAHHUSI.
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Y uuraTessi, 03HAKOMHBLIErOCsl ¢ MPEMIIECTBYIONIUMHU pas3jiesiaMi, MOTJIO
CJIOXKUTBLCS BIeuaTieHue, yTo Kpunrorpaduueckue mpoToKosbl — B 06LIEM-TO
He TaKasl y»K M cJloxKHas Belllb. Ho 1esio B TOM, UTO 110 CHX MOP Mbl BbIOUpAJIH
MUMEHHO TaKHe MPOTOKOJIbI, KOHCTPYKIMKM KOTOPbIX, HA Halll B3MJIs], HauboJee
MPOCTO MOHATb MPH MEPBOM 3HAKOMCTBE C MpeaMeToM. K ToMy e H3/103KeHHe
BEJIOCh Ha TMOJIy(pOPMaNbHOM YPOBHE, UTOObI OCHOBHbIE HJIEH HE 3aTyMaHHBa-
JIMCb OOWJIMEM TEXHMUECKHMX JeTajiell. DOJbIIMHCTBO 2Ke THMOB MPHUKJIAJHBIX
KpUnTorpaguueckux MpoTOKOJNOB JIOCTATOUHO CJIOXKHBI, H XOPOLIUM MTPUMEPOM
3[1eCb CJIy2KaT MPOTOKOJIbl FOJIOCOBAHMUS.

Kak oTmeuasioch Bo BBEeJEHHH, IPUMHUTHBHbIE KPUMTOrpadUUeCcKHe MPOTO-
KOJIbI MUCMOJIb3YIOTCH KaK CBOE0OpPa3Hble «CTPOUTE/bHbIE OJOKH» WM «KYOH-
KH», M3 KOTOPBIX CKJaJblBaeTcsl MPUKJIAMHONH TPOTOKOJ. B naHHOM pasnene
Mbl PACCMOTPHM He CTOJIbKO KOHCTPYKLIMIO KaKJI0r0 OTIEJNbHOr0 «KyOHKa»,
CKOJIbKO Mpoliecc cOOPKH.

[Tycth B rToJsiocoBanuu yuactBytoT [ usbupateneid Vi, ..., V;, Koropbie
SIBJISIOTCS a0OHEHTAMH KOMITbIOTEPHOH CETH W MOJAK0T CBOM rojioca B 3JieK-
TpoHHOU hopme. [IpennosnoxKum asi MPOCTOTHI, UTO TOJOCOBAHHE HMEET JBA
UCXO0JA: «3a» U «IPOTUB», KOTOpble OYAYyT MpeacTaBasaThcs Kak 1 u —1 co-
OTBETCTBEHHO. VI3 Bcex BO3MOXKHBIX TpeOOBaHHH K MPOTOKOJY TIOJIOCOBAHHS
BbIJIEJIMM TOKa J1BA OCHOBHBIX:

1) ronocoBaHue NOJMKHO OBITH TAHHBIM,;

2) no/mkHa ObITh oGecrieueHa MpaBUJILHOCTD MOJCUeTa TOJIOCOB.

Kak yxe oTMmeuasoch B MpeblayllleM pasjiese, MPOTOKOJbl TOJ0COBAHHUS
MOKHO paccMaTpHUBaTh KaK YaCTHBIH cJlydail MPOTOKOJIOB KOH(HAEHLIHAILHOTO
BbIUMCJ/IEHHS. B Haua/bHbI MOMEHT y Ka)KA0ro yuacTHUKa V; ecTb cekpeTHoe
snauenne b; € {—1, 1} — ero rosoc, — u TpeGyeTcsi BBHIUMCIUTL (DYHKIIHIO

!

f(bi ..., by)=>" b;. [IpoTokos KOH(HIEHINATLHOTO BBIUMCIIEHHS] YIOBIETBO-
psieT JIByM yKal3alHHblM TPeGOBAHHUSIM, €CJIM TOJBKO J10JIsl HEUECTHBIX ydacT-
HUKOB HE CJIMIIKOM BeJIHKA. ¥ TAKOro pelleHHsl eCTb OJIHO 3amMeuaresibHoe
JIOCTOMHCTBO — B MPOTOKOJIE YUACTBYIOT TOJIbKO H3GHpaTesH, T.e. He Tpeby-
eTcsl HHKAKOro LEHTPaJbHOTO OpraHa, KOTOPBIH IMO0JIb30BajCcsl Obl JOBEpPUEM
rosiocytotinx. Ho ectb 1 BecbMa cepbesHblii Hegoctatok. [1poTokoJibl KoH(H-
JEHLHUATLHOTO BbIYMCJIEHHST HACTOJBKO CJIOXKHBI (C TOUKH 3PEHHST KOJHUECTBA
BBIUMCJICHHE, BBITOJIHSIEMbIX KaX/IbIM YUaCTHHKOM, H KOJIHUECTBA Mepechliae-
MO# HH(OPMALMHK), UTO y2Ke TIPH CPABHUTEILHO HEGOJbIINX [ OHH MPAKTUUECKH
HEBBIMTOJIHHMBbI.

Ocraercst BTOPoHl MyTb — CO3JIaHKe LIEHTPa MOJCUETa TOJ0COB (B Jajb-
HeHIeM Iyisi KpaTkoCTH OyjeM Ha3biBaTh ero npocrto uentp). CHauasa npe-
MOJIOXKKM, UTO LEHTP UYECTHBIA W TMOJIb3yeTcsi Ge3yCJOBHBIM JIOBEPHEM BCEX
u3bupatesieil. B Takoil cuTyalln HanpaiiuBaercsi cieyoliee petienue. LleHtp
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BBIOMPAET KJIIOUH — CEKPETHBIN X U OTKPBITBIA § — HEKOTOPOH KPUNTOCHCTEMBI
C OTKPBITBIM KJI0UOM U ny6snKyeT y. Kaxapiii uséuparesb V; nocoliaer ueHTpy
coo0llleHue, cojepKallee UaeHTHUKATOp 3TOro Habuparess U ero roJjoc b;,
3alndpoBaHHbIf Ha KJoue y. L1eHTp TpoBepsieT COOTBETCTBHE MOAAHHBIX GIOJ-
JieTeHel criuckaM uabupartelell, paciindpoBbiBaeT GlOJJIETEHH U 0TOPaChIBAET
HeJIeHCTBUTE/bHBIE (B KOTOPBIX ToJioca OTJHUHBI OT —1 W 1), mojacuuTbiBaeT
U MyOJUKYeT UTOT.

YiKe B 3TOH MPOCTOH cxeMe ecTb MOJBO/HbIA KaMeHb. Ec/n Kaxkbli H30u-
paresib MpocTo WKUdpyeT cBoil GUT b; HA KJtoUe ¥, TO BO3MOXKHBIX KpUIITOIPaAMM
BCEro JiBe U HH O KaKOH aHOHMMHOCTH T0JIOCOB peud ObiTb He MOKeT. MorKHO
1M(poBaTh CTPOKY, KOTOpast COCTOUT M3 GuTa b;, NOMOJHEHHOT0, HANpHUMeED,
cripaBa CJyuyalHOH CTPOKOH. DTO HaKJaJblBaeT JOMOJHUTEIbHbIE TPeGOBAHUS
Ha KPUMTOCUCTEMY: CTapUIWi OMT OTKPBITOTO TEKCTa JOJXKEeH ObIThb TPYIHbIM,
T.€. 3aJaya ero BbIUUCJIEHHUS M0 KPUNTOTpaMMe A0JLKHA ObiTh SKBHBAJIEHTHA
(B cMblcJie MOJMHOMHUAJNbLHON CBOAMMOCTH) 3ajiaue BbIUMCJIEHHS] BCEro OTKPbI-
TOro TekcTa. TakMe KPUNTOCHCTEMbI CYLLECTBYIOT, HO Jyullle HCIO0Jb30BaTh
KPHIITOCUCTEMY BEPOSITHOCTHOTO 1iMdpoBaHus (cM. [19]), B Hell kpunTorpamma
COOOILIEHUS M Ha KJIoue R BBIUMCJSETCS C MOMOLIbIO PaHAOMU3UPOBAHHO-
ro anroput™a: ¢ = Ep(m, r), rie r — cjyyaliHasi cTpoka. ITO 03HAUAET, UTo
y KaxXKJ10ro cooOL1eHHs CYLIeCTBYET, BOOOLLE TOBOPS], IKCIOHEHIIMAIbHO MHOTO
KPHIITOrPaMM, BbIUMCJEHHBIX Ha OJNHOM U TOM »Ke KJjtoue. Ho neuidpoanue
TMPU 3TOM BCerzia oHo3HauyHo! KpHnTocHCTeMbl BEpOSITHOCTHOTO HIH(POBAHHS
OblM BBesieHbl B padoTe [osbaBaccep u Mukanu [19], rae npu HEKOTOPbIX
MPENoJIOKEHUSAX I0KA3aHO CYLIECTBOBAHHE KPUMTOCHCTEM TaKOro THra, 00-
JlaJlalolMX TaK Ha3blBAEMOH CEMaHTHUECKOH CTOMKOCTbI0. DTO — CBOEro poja
aHaJIor LIeHHOHOBCKOH abCOJIIOTHON CTOMKOCTH, HO OTHOCHTEJILHO NPOTHBHHUKA,
paboTaloLLero 3a noJHHOMHANbLHOE BPeMsl.

Mb1 pacemoTpuM B KauecTBe MprMepa OJIMH U3 BAPUAHTOB KPUMTOCHCTEMBI
Aab-Tamans [20], ocHoBaHHOH Ha 3ajaue JAUCKPETHOrO JIOrapu(MHPOBAHHUS.
B o6osnauenusix u3 pasgesna 2 nyctb G, — noiarpynna Zj, nopoxjaeHHas g.
Hais1 coobuienns m € G, BuiOMpaeTcs o €p Z, M BBIYMCJISCTCS KPUNITOrpaMMa
(a, b), tne a = g* mod p, b = y*m mod p. [lonyuaresnb, 3HAIOUINHA CEKPETHBIH
KJIIOU X, BbIUMCJISIET

b/a* =y*m/(g*) = y*m/g"* = y*m/y* =m (mod p).

Bepuemcst K mportokoJy rosiocoBanus. [lycTh A — ellle ofiMH TOpOXKIAI0-
wmi rpynnet G,. Torma mns b € {—1, 1} Gilossietelb BblUHC/sieTCs B BUJE
(g%, y*h®). Tlocne npuMeHeHUsi aaropuT™Ma JAelIM(GPOBAHUA LEHTP MOJIYUHT
snauenue A’ mod p, nocse yero GUT b MOXKHO HM3BJeUb, NPOCTO MOJACTABJIAA
o6a sHaueHust 1 u —1.
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B Takoii cxeme rosocoBaHue Mo CYIIECTBY He MOXKET ObITh TaHHBIM, MO-
CKOJIbKY LEHTP 3HaeT, KakK roJiocoBas Kax<iblii n3bupatesnb. Ho ¢ npasuib-
HOCTBIO MOJICYeTa ToJIOCOB cHTyalusl HHast. [Ipeamnosokum, uto AJsi MpoBe-
JIEHHS1 TOJIOCOBAHMSI CO31aHO TabJ/10 — XpaHUJULLe MH(POPMaALUHM, B KOTOPOM
JUIS1 KaxK10ro u3buparessi BbljiesieHa OT/le/IbHast CTPOKa. DTa CTPOKA CONEPKHT,
HanpuMep, MOJIHbIe NMAaCNOPTHLIE JAHHbIE U30UpATeJIsl, U B 9Ty CTPOKY OH MOMe-
uaet cBoil 6rodserenb. [Ipennonaraerces, uyto TabJo AOCTYMHO HA YTEHHE BCEM
y4acTHHKaM roJIOCOBaHMsl, @ TaK:Ke CTOPOHHUM HabOstonatensim. [To ucreuennu
CpoOKa MOJIauu roJlocoB TabJ0 «3aKPbIBAETCS», T. €. (PUKCHPYETCSl €ro COCTOsI-
nue. [Tocsie 3TOrO BBIIENISIETCS HEKOTOPOE BPEMSI, B T€UEHHE KOTOPOTO KaXKIbIH
u3buparte/ib NPoOBePsIeT COJAEP:KUMOEe CBOeH CTpokH Ha TabJjo. Bee nperensun
pa3buparorcs, NpH HEOOXOAMMOCTH BHOCHITCS COOTBETCTBYIOLHME H3MEHEHHS,
M KOIjla Bce U30UpaTesu YHOBJIETBOPEHbI, COIEpPKUMOe TabJso (UKCHpYyeTCs
OKOHYATeJbHO. !

[TocJsie 9TOrO LEHTp BBIUHCISIET 2 =Y b; U MyOJIHKYET HTOT TOJIOCOBAHHS 2.
i=1
Iycts (g%, y*h") — Glonnerenns usbupatens V;. Ilocko/bKy Bee Glo/ieTeHu
HaxoIsATCS Ha TabJ10, 060K U3bupaTesb, a TaKxkKe BCAKUN CTOPOHHUN HAOJ/I0-
Jlatesib, MOXKeT BbIUMCIHTD

! [
(H g% mod p, H y*h' mod p).

i—1 i=1

! !

O6osunaunm A = [] g% mod p, B= [] y* mod p. Ecsu uentp npasujibHo

i=I i=I !

MOJICUMTAJT TOJI0CA, TO JIOJKHO BHIMOJHATLCS paBeHcTBo A7 = [] b (mod p).
i=1

[TosToMy ecsii BTOPYIO M3 BLIUHCJIEHHBIX BbIlE BEJMUHH MOJEJNUTL HA A%, TO

L
JIOJDKHO ToJTyuuThest 3Hadvenue B. [ycts B’ = ( 1T y""’h"”)//l2 mod p. [1po6-
i=1
JeMa B TOM, UTO MPOBEPSIIOLIMH He 3HaeT 3HaueHHe B M He MoOXeT camo-
CTOSITE/ILHO BbISICHUTB, BepHO JiM, uto B’ = B. Ho HeTpynHo npoBepHThb, 4TO
JIOJKHO BBITIONHATBCST cpaBHeHHe B = A* (mod p). [TosTomy mpoepsitouiu
MO3KeT MoTpe6oBaTh OT LEHTPA A0KA3aTeNbCTBO CJIEAYIONIEro (akra: AUCKpeT-
HbIIt JiorapupM B’ no ocHoBanuio A paBeH IHCKPETHOMY JIOrapugmy y Mo
OCHOBaHHIO g. Mbl NMPUBOAMM MpeJHA3HAUYEHHBIH /sl 3TOH LeJH MPOTOKOJ
[Tayma u [lenepcena [21], uutupys ero no pa6ote [22].

[Iporokoa Llayma u Ilepepcena

1. lokasbiBaiouwmii BoiGupaetr k €p Z,, Bbiuucaser (B, y) = (gf mod
p, A* mod p) n noceuiaer (B, y) nposepsioiiemy.
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2. Ilposepsioluii BeIGUpaeT 3anpoc e €g Z; ¥ NOCHUIAET € JI0Ka3blBalo-
Lemy.

3. HokasbiBatoiyil Bohiurcssier s = (k + ex) mod g v nocbuiaer s npose-
psitoLIEMY.

4. Tlposepsiiommit yoexaaercsi, uto g° = y° mod p u A® = yB° mod p,
¥ IPUHUMAET JI0Ka3aTeJIbCTBO. B MPOTHBHOM CJlyuae, ecjid X0Tsi Obl OJIHO
M3 3THX CPABHEHHI He BBITOJIHSETCS], — OTBEpraer.

Yuraresnb, KOTOPbIH O3HAKOMMWJICS CO BTOPbIM pasjiesioM JaHHOH TIJIaBbl,
6e3 Tpyaa OGHAPYKHT CXOACTBO 3ITOTO TPOTOKOJIA CO CXEMOH ayTeHTH(HKa-
uuu IHoppa. Takomy unTaresto GyaeT MoJE3HO MOMbITATHCS CAMOCTOSITENbHO
MPOBECTH aHAJM3 CTOMKOCTH JJAHHOTO MPOTOKOJIA.

B npuHiune neHTp MOXKeT J0KasaTh yTBepkKiaeHne B’ = A (mod p) kax-
JoMy kesatouiemy. Heyno6cTBO B TOM, UTO NPOTOKOJ HHTepaKTHBHBIA. Ho
MCMOJb3Ysl TOT »Ke TpHeM, KOTOpPbIM cxeMa ayTeHTHduKauuu IlIHoppa npe-
oOpasyeTcsi B CXeMy 3JEKTPOHHOH TOAMUCH (CM. pasies 2), MOXKHO M 3TOT
MPOTOKOJ ClieJlaTh HEMHTEPAKTUBHLIM. B TakoMm ciyuae LEHTP MOXKeT MPOCTO
ony6JHKOBaTh HEHHTEPAKTUBHOE J10KA3aTEJbLCTBO BMECTE C UTOTOM Z.

KoneuHo, npeanosioxeHue o ToM, UTO BCe U36UPATE/IH 0BEPSIIOT OJHOMY LI€H-
TPy [ojJcueTa rojocoB, BeCbMa JaJeKo 0T peajbHOCTH. MoKHO co31aTh 1 LieH-
tpoB Cy, ..., C,. Torna npeanoJsioxeHue o TOM, UTo Mo KpailHell Mepe ¢ LIeHTPOB
U3 11 UECTHBIE, Tjie, Hanpumep, { > 21/3, BBINISIIUT GoJiee PeasHCTUUHBIM.

B 3TOoM ciiyuae LeHTpbl COBMECTHO BLIGHPAIOT U MYOJHUKYIOT TPH CJIyualHbIX
nopoxkuaouux g, y u h rpynnsl G,. Bronnerenb uséuparensi V; dopmupyercs
TaK ke, KaK M B Tpe/ibiayllieM Bapuante: (g%, y*h). Ho Tenepb lientphl He
B COCTOSTHHM CaMH JIeMIN(poBaTh 3Ty KPUNITOrpaMMy. BMecTo 3TOT0 Karkapli 13

! !

HHUX BbIYMCJISET ( ITeg™ II y“'hbf). Mabupatens V; ¢ nomolibio onucaHHo
i=l i=I

B TPeJIbLIYLIEM pasjiesie CXeMbl NPOBEPSEMOro pasjle/ieHHsl CeKpeTa cosjaer

JOJM O, ..., O, CEKPETHOro 3HaueHWs o M repejaer oo &; ueHtpy C;.

,ZIa.nee, BbIITOJIHAA BBIYHMCJIEHUSA HaJA JO0JAMH (CM. pasnen 5), HEHTPbI BbIYHC-

!
asiioT 8 = > o; mod p. Ecu npu 310M XOTs1 Obl ! LEHTPOB UECTHBIE, TO
i=1
OCTaJlbHble HEe CMOTYT BOCCTAHOBUTb HH OJHO U3 3HauyeHMH o;. [TosyueHHblil pe-
!

3yJILTAT 8 NpoBepsieTcst: 10/IKHO BBIMOJHATLCs cpaBHenue gd = [] g% mod p.
i=1
Ec/iu 0HO BBIMOJIHEHO, TO 3HaUeHHe 8 MyGJUKYeTCs], U 3TOTO 3HAYEHHs 0CTa-

!
TOUHO JI/ISl BBIUKCJIEHUST HTOTa roJlocoBaHus. B camom nede, ( 11 y“fhbi)/ys =
! i=I
=[] A% (mod p). Omnaxko mst TOro yToGbl MOJNYUUTH MTOT Z, HEOGXOAMMO
i=1
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BBLIUMCJIUTD JIUCKPETHbIH JIoraprucM MoJiydeHHOH BesurHbl. Ho nockosbKy a6-
COJIIOTHOE 3HaUEeHHE Z HEBEJUKO (3aBEIOMO He MPEBOCXOAUT KOJHUeCTBA U30H-
paresieil [), 5TO MOXKHO C/ie/1aTh NPOCTBIM MepeGopoM.

B sT0# cxeMe Bo3HMKaeT HOBast npobJeMa — Heo6X0IMMO 06€eCTIeunTh Mpo-
TOKOJI, C TOMOIIIbIO KOTOPOTO LIEHTPbl COBMECTHO BBIOHUPAIOT MOPOXKIAIOLINE g,
Yy W h, mpuueM Tak, UTO HH OJIMH W3 HUX He SBJISETCS M3BECTHOH CTENeHbIo
apyroro. dTy npobJeMy MOXKHO PEelUTb cjeaytoluM crnocobom. Ilyets G —
BEPOSITHOCTHBIA AJITOPUTM, KOTOPbIA T€HEPUPYET TPH CJydaHHbIX MOPOXKIAI0-
1wux. Ero MoxKHO paccMaTpuBaTh Kak 1eTepMHUHUPOBAHHbBINA aJrOPUTM, KOTOPbIH
noJiyyaeTr Ha BXOJle TOMHUMO YHCEJN P U § ellle U CJyualHylo CTPOKy r TpebyeMoH
Jnunbl. B pasnene 4 6bl1 onucan npoToKoJs MoaOpachiBaHHsI MOHEThI, KOTOPBIH
OUEBHJHBIM 00pa3oM 0000611aeTcsl Ha cjydail 7 yuacTHUKOB. C MOMOILbIO Ta-
KOro 06001IEHHOTO MPOTOKOJIA LIEHTPBI MOTYT 110 GUTY CreHepupoBaTh CTPOKY 7
(cyuiecTByIoT U 6oJsiee ahheKTHBHBIE cXeMbl). Ecin xoTs Obl 0/IMH U3 LIEHTPOB
YeCTHBIH, TO r — cJydariHasi cTpoka. [lo oKoHUaHHWM BBITIOJHEHHS] MTPOTOKOJIA
LeHTpbl MyOJUKYT r, g, y u h. TlockosbKy asroput™ G rpejnoJaraercs
0O1IIEN3BECTHBIM, BCAKHI XKEJIAIOUINHA MOXKET MPOBEPUTD, UTO g, i U /i TIOJTyUeHb
C MOMOILbIO CTPOKH 1.

Bce npo6aembl pentensl? OTHioas! Eciau B ciyuae ofHOro LeHTpa nocJes-
HUH pacuIMgpPoBbIBaJ Bee O10J/IeTeHH U MTPOBEPSI UX MPABUIIbLHOCTb, OTOPAChI-
Basi HeJleHCTBUTE/IbHBIE, TO B CJyuae 1 LEHTPOB HeueCTHbIH U36HupaTe/ib MOXKET
MOMBITATHCS C TOMOLIBIO HEJIEHCTBUTENBLHOTO GIOJIJIETEHST COPBATh BbIGOPHI HIH
MCKA3UTh UX HUTOr. DTy MpobJeMy MOXKHO PElIUThb, ecju NoTpeGoBaTh, UTOObI
BMecTe ¢ OloJlIeTeHeM KaxKbli nu3buparesb nyOJMKOBaJ 10KA3aTelbCTBO, UTO
61oJ11eTeHb MOCTPOEH MpaBWIbHO. IpyrdMu cjoBaMH, TpeOyeTcsi MPOTOKOUI,
C MOMOIIILID KOTOPOro st JaHHoro OroJuteteHst (A;, B;) usbuparens Vi no-
KasblBaJl, UTo OH 3HaeT o; € Z, u b; € {—1, 1} rakue, uto A; = g% mod p,
B; = y*h’ mod p. Tlpn 3ToM NpOTOKOM He NOJKEH AaBaTh MPOBEPSIOLIEMY
HUKAKOM TI0JIe3HOH /sl Hero MHopMaluu o 3HaueHusx o; W b;. [lpumep Ta-
KOTo TIPOTOKOJA JaH B padoTe [22]; Mbl ero He BOCIPOU3BOAMM 3/1€Ch BBHIY
TPOMO3JIKOCTH.

Teneps, Hakonen, Bcé? Onsith Her!.. Bripoyem, mMocTaBuM Ha 3TOM TOUKY.
Haneemcst, uto untatenb y:ke yoeausacss B TOM, UTO IPOTOKOJIbI TOJIOCOBAHHS —
HETPUBHA/LHBIH OOBEKT W BCEBO3MOXKHbIE €0 TEXHHUECKHE aCMeKTbl MOXKHO
o0cyKaaTh ellle ouyeHb jaoJro. K Tomy ke Mbl paccMaTpuBaJjHM TOJbLKO JBa
OCHOBHBIX TpeGOBaHUsS K MPOTOKOJAM TOJIOCOBAHMSI — aHOHUMHOCTb W Tpa-
BUJILHOCTb TOJICUETa TOJI0OCOB. A BeJlb CYyIIeCTBYIOT U jipyrue. [Ipuuem HoBble
Tpe6OBaHHUsI MOTYT BO3HUKATh Y2Ke B MpoLecce aHa u3a MPOTOKOJOB roJ0coBa-
HHUSl, KOTJla OOHAPYKUBAETCS, UTO MocJ/eaHHe 00/afaloT HEKOTOPbIMH HEOXKH-
JIAHHBIMH CBOMCTBAMH, KOTOPbIX HET B HblHE OOLIENPUHATBIX HE3JEKTPOHHBIX
cuctemax BblOopoB. Hanpumep, npu HCrosb30BaHUKM ONMHUCAHHOH BbIlE KOH-
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CTPYKLMM OlosisieTeHst uabupatens V; 3Haer 3Hauenuss o; W b;, KOTOpble OH
BIOCJIEICTBHH MOKET UCIO/b30BAaTh ISl I0KA3aTEJNbCTBA, UTO MOJ0COBAJ JAaH-
HBIM OTpeJe/ieHHbIM 06pa3oM (HampuMmep, «3a», a He IPOTHB»). DTO co3ja-
€T BO3MOXKHOCTH TTOKYIKH ToJIOCOB M TpeGyeT pa3paboTKH COOTBETCTBYHOLLEH
KpHUIITOrpauuecKoi 3aliuThl.

JanbHeliine noapoGHOCTH NPOTOKOJIOB TOJ0COBaHUS CM. B padorax [22],
[23], U3 KOTOPbIX 3aMMCTBOBAHbBI H3JIOXKEHHbIE BbILIE HJEH MOCTPOEHUS TaKHX
MPOTOKOJIOB.

U nocsiennee, o uem xoresioch Gbl CKa3aTbh B 3TOM pasjiedie. Betosty Bblilie Mbl
obcyxnanu (HehopMasibHO) JIMIIb CTOMKOCTb Pa3JIMUHBIX KPUITOTpahHUeCKNX
MPUMHTHBOB, HCIOJIb3YEeMBIX B MPOTOKOJIE TOJ0COBAHHUS, MO OTAeNbHOCTH. Ho
TMPU KOMIIO3MINH CTOHKHX KPUNTOrpaHIecKHX MPOTOKONOB MOXKET TTOJyUHThCST
Hectolikuil. Mccnenosanue cTORKOCTH KOMMO3ULIUME MPOTOKOJOB — €lle OJIHA,
¥ 3a4acTylo BecbMa HenpocTasi, 3ajaya TeOpeTHUeCKON KpUnTorpaduH.

§ 7. 3a npenenamMu cTaHAAPTHLIX MPEANOJIOKEHUN.
KoHduneHuunaabHas nepenaya cooOUeHUI

— Too ymeewv cuumamos? — cnpocura beras
Kopoaesa.— Croavko 6ydem 00ur naoc 00uH naoc
00UH NAOC 00UH NAOC OOUH NAIOC OOUH NAOC OOUH
naioc 00uH NAI0C 00UH NAIOC OOUH?

— S ne 3naio, — omsemura Aauca. — S céurace co
cuema.

— Ona He ymeem cuumamo,— ckasara Yepras Ko-
posesa.

JI. KappoJsui. Asnnca B 3a3epkaJibe

Kpunrorpaguueckue npoToKo/bl B CBOEM OOJBLIMHCTBE OTHOCSITCS K OJHOH
U3 IBYX Kareropuil. B mepBylo BXOIAT NMPOTOKOJbI, 06J/afalolHe TeOPETHKO-
MH(OPMAIIHOHHON MM aGCOMIOTHON CTOHKOCTBIO. BTopas kareropust — 31o Te
MPOTOKOJIbI, CTOMKOCTb KOTOPBIX OCHOBBLIBAETCSI HA BBIUMCJHMTENBHOH CJI0XKHO-
CTH KakMX-/1H60 MareMaTHueckux 3asau. OCHOBbLIBA€TCSl B TOM CMbICJlE, UTO
JM00 CTOHKOCTb MPOTOKOJA J0Ka3aHa MPU HEKOTOPOM KOHKPETHOM IIpearo-
JIO2KeHHH, JIMOO ClIpaBeyIMBOCTb NPe/IoJoxKeH sl HeoOX0AuMa 15l CTOAKOCTH,
T. €. TIPOTUBHHUK, HaYUMBLIKHCS pelaTh COOTBETCTBYIOLLYIO 3a/auy 3(hheKTHBHO,
3aBeJIOMO «B3JIaMbIBa€T» MPOTOKOJIL.

B Teopernuecko# kKpunrorpaduu, Kak U BO BCSKOH HaydHOH AMCLHUTJIHHE,
NpeACTaBJAeHO Bce MHOroo6pasve HampaBjeHHil HaydHoro noucka. OAHO U3
TAKWX HamMpaBJjieHHH — pa3paboTKa KPUITOrpapUUeCKUX CXeM, CTOHKHX TpH
KaKHX-J1M00 HeCTaHAaPTHBIX Mpe/roJoxKeHHsX. Pabot, nocBsilleHHbIX 3TOMH Te-
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MaTHKe, HEMHOTO, HO OHH ecTb. M B 3TOM 3aKJ/IOUMTENLHOM pasjesie Mbl pac-
CMOTPUM TMPUMep KpUNTOrpaHuecKoro npoTokoJa, A0KasyeMo CTOHKOro IMpH
HeCTaHapTHOM TPe/IIoJ0KEHHH.

3ajaua KoH(HUIEHLHMANbHON Nepefaun COOOLIEHHH COCTOUT B CJIEYIOLLEM.
WmetoTest npa yuactHuka, Annca u bo6, Kotopble siB/isiOTCS aGOHEHTaMH CETH
CBSI3H. YUYaCTHUKH COEIMHEHBI /1 MPOBOJIAMH, MO KaXKAOMY M3 KOTOPbIX MOXKHO
nepechbliath cooOlleHHs1 B 06€ CTOPOHbI, He3aBUCHMO OT TOTO, UTO MPOHCXOIHUT
¢ apyrumu npoBojgamu. Hukako# oOiieil cekpeTHo# HHpopMaLuu y AJuchl
1 Boba nsnauanbHo HeT. Y AJMCHl HMeeTcst KOH(HUIEHIMAIBbHOE COOOIIEH e
m, ¥ 3ajaua COCTOMT B TOM, UTOObI €ro KOH(HUJEHIHAJbHBIM Ke 06pasoM
nepenatb boby. [IpoTHB yuacTHHKOB IeHCTBYET aKTUBHBIH MPOTHBHUK, KOTOPBIN
MOZKET MOJIHOCTbIO KOHTPOJHUPOBaTh He GoJiee { npoBoaoB. [TosHbIH KOHTPOJIL
03HayaeT, UYTo MPOTHUBHUK MEPeXBaTbIBAET BCe COOOLIEHUs], Nepe/laBaemMble 110
JIAHHOMY MPOBOJLY, U MOKET 3aMEHSITb HX JIOOBIMH JIPYTHMH COOOLLEHUSIMH.

Ecau nonoxuth n =1 U paccMaTpuBaTh MAaCCUBHOTO MPOTHBHKUKA, KOTOPBIN
TOJIKO MOJIC/YLIMBAET, TO MOJYYHM KJACCHUECKYIO MOJe/b CEKPETHOH CBSI3H,
BBeaeHHyIo elile [1lennonom. 3anaua KoHpUAEHINATBHOH Mepeaadyn COOOIIEHH
B 3TOH MOJie/IM BCErja pellajach ¢ MOMOUIbI0 KpunTocucTeM. Ho Bbinesnenne
KPHITOCHCTEM B OTAEJbHYI KaTeropuio — 3To, CKopee, JaHb Tpaauuuu. Ha
camoM Jiejie TpeOyeTcsl MPOTOKOJ KOH(UAEHUHANbHON Nepeaaund cooOLIeHHH,
MPH MOCTPOEHHH KOTOPOTO UCTIO/b3YIOTCS TaAKHE KPUTITOrpaUuecKue MPUMHTH-
Bbl, KaK aJroOpUTMbl LIKPPOBaHUS U JIelIH(POBAHHS, TPOTOKOJ pacrpeieseH s
kmouell u T. 1. Hanpumep, B ciydae KpUNTOCHCTEMbl C OTKPBITBIM KJOUOM
MPUMHUTHBOM MOXKET ObITb M MPOTOKOJ 3JIEeKTPOHHON MOJITUCH, €M TOT OpraH
(ueHTp 10BepHs), KOTOPOMY MOPYUEHO BECTH CepPTU(PUUMPOBAHHBIN CrpaBoY-
HHK, 3aBEpPSIET BCE OTKPHIThIE KJIOUH, XpaHSIIIMECS] B 3TOM CIPaBOUHHKE, CBOEH
MOJMHUCHIO.

B npennosoxenun n > 2¢ + 1 3anaua KoH(UIEHIMANBHOH Mepenaun coo6-
IIEHHH MOXKeT ObITh pellieHa C MOMOUIbIO CJIELYIOLIEro MPOCTOro NPoTOKoJa.

[Ipexkne Bcero 3ameTuM, UTO MpPH JaHHOM TpearnosokeHun Asmca u Bo6
MMeIT abCOJIIOTHO HaIeXKHBII OTKPBITHIN KaHas cBsidu. Eciu, Hanpumep, Asnce
HeoOXOMMO T1ocsaTh coobuleHHe x Boly, To oHa NocbllaeT x Mo KaxKioMmy
13 NpoBooB, a bo6 BrIOWpaeT M3 Bcex MOJyYEHHBIX 3HAUEHHH TO, KOTOpOE
MosIBUJIOCH 10 KpatiHed mepe f + 1 pas.

HaJiee, mycTb ¢ — 6oJIblIIOE TIPOCTOE YHUCJIO, ¢ > 1. Asica BbIOUpaeT ciy-
yaiHbli mosvHoM Q(x) crenend ¢ Han Z,. Ilyets P = Q(0). Mnes coctout
B TOM, uToObI TepenaTh P BoOy B KauecTBe 0JHOPA30BOro KJjoua st 1udpa
Bepuawma. [1pu 3Tom Hy>kKHO 06ecreunThb TaKyto nepenady, 4ToObl TPOTUBHUK He
MOl y3HaTh HUuero o 3uauenuu P. [ls 3Toro Asmca MCMOJIb3yeT MOPOroByio
CXeMy pasjieieHHsl CeKpeTa, T.e. MochlaaeT 3HaueHue @(j) mo j-my MpoBOY.
[lycts rj, j=1..., n,— 3Hauenue, Kotropoe Bo6 nosiyuns no j-my npoBojy.
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Ecan Bce n nmap (f, r;) MHTEpPIOIUPYIOTCS MOJIMHOMOM CTEIeHH {, TO nepejaya
yeneiHa 1 bo6 moxer Bbiuncauts kiou P. lanee Asnuca u Bo6 o6uiaorcs
M0 OMHCAHHOMY BbIlIE€ OTKpbITOMY KaHasy. Ecain Bo6 nosyuuns kitou P, To oH
yBenoM/IsieT 06 3ToM AJsHCY crielralbHbIM cooblieHreM. AJjiHca BBIUMCISET
1 noceliaer boby kpunrorpammy 2 = (P 4+ m) mod ¢g. bo6 nemmdpyer xkpun-
Torpammy M noJyuaer coobuienue m. Ecin napol (f, ;) He HHTEPHONUPYIOTCS
noJiiHoMoM crerenu £, To bo6 mockliaer Bce 9Tu napol Austce, Kotopast oOHa-
PY’KHT XOTs1 Obl /151 OJIHOTO j, uTO r; 7 Q(j). SIcHO, uTO B 3TOM CJ/lyuae NpoBoJL
KOHTPOJIUPYeTCs MPOTUBHUKOM. AJinca nocbuiaetr Bo6y criucok Bcex Takux HO-
MEpOB j, U COOTBETCTBYIOLLKE MPOBOJA UCKJtoUatoTes U3 paboThl. [Tocse sToro
Amica nu Bo6 moBTOPSIIOT Bech MPOTOKOJ, HCMOJB3Ysl OCTABIIHECS MPOBOJA.
$IcHo, uTo mocsie He GoJiee ¢ MOBTOPEHHH Tepeaaua Kjaoua OyaeT yCHelHoH.

JlaHHbIi TPOTOKOJ — MPOCTEHIIMI BADHAHT NPOTOKOJ1a KOH(PUIEHIIHAbHOM
nepenauu coobienuii u3 pabotsl losesa u ap. [24]. B atoii paboTe npeyioxkeH
3HAUMTENbHO GoJiee 3PQEKTUBHbBIA MPOTOKOJ, KOTOPBIH MPH TOM Ke MPEeIo-
JIOXKEHUH 1 > 2f + | siBjsieTcsl 10Ka3yeMo CTOHKHM NPOTHB 00Jiee CHJbHOIO
MPOTHBHHKA.

Ecau npoTHMBHUK MacCHBHBIN, T.€. OH JIMIIb MOJACAYLIMBAeT He OoJjee f
MPOBOJIOB, TO 3ajlaua KOH(UIEHIMANLHON Nepeaynd coOOLIEeHUI pellaeTcs co-
BCeM MpocTo. Mbl pejiaraeM UUTATeNI0 B KAYeCTBE HECJ0XKHOIO YIparKHEeH s
CaMOCTOSITEIbHO CKOHCTPYMPOBATh COOTBETCTBYIOLIHMI MPOTOKOJ TIPH 1 > £.

[Tporokos KoH(pHUAEHIMANBHON Tepeaun COOOIIEHHH SIBJSIETCST I0KA3yeMO
CTOMKHM B MPEANOJIOXKEHHH, UTO MPOTHBHUKY HE XBaTaeT pecypcoB, UTOObI
KOHTPOJIMPOBATL XOTs1 Obl MOJIOBHHY MPOBOJIOB, KOTOPbIMH COeMuHeHbl AJinca
1 Bo6. DTOT pe3yabTaT HABOAUT Ha CJe/ylollde pa3MblilieHns. Tak HasbiBae-
MBI 3/1paBblil CMbICJI MOJICKA3bIBAET, UTO JJIsl TIOCTPOEHHST CUCTEMbI CEKPETHOH
CBSI3U 11e/1€C000Pa3HO cOo3/aTh 3aKPBITYIO CeTb CBsI3H, T.e€. TaKylo, JOCTYyN K
KOTOpO# cuibHO orpanuded. Ho, no-BuaumMomy, 1€HCTBUTEbHO HaJEKHOE pe-
lLIeHHe CJIelyeT HCKATh B MPSIMO MPOTHBOMOJ0XKHOM HarpasJ/eHHH: 00'beIHHHTD
BCE CETH CBSI3M B €IMHYI0 OTKPBITYIO CeTb C OueHb OOJIbLINM KOJMYECTBOM
COeNIMHEHNH MeXKy KaxKJIoH nmapoi aGoHeHTOB. KoHeuHO, 3TO — Bcero Jiuilb
TEOPETHUECKHE PACCYKAEHHS, OTHOCSLLMECS K MaTeMaTHUECKOH MOJIe/IH peaslb-
Hblx cucteM. Ho ckosbKo ellle pa3 pe3yJ/ibTaThl, M0JyUeHHble B MaTeMaTHUeCKOH
Kpunrorpaduu, Kak U B JI0ObIX JPYrUX HayUHbIX JAMCLMIIMHAX, 3aCTaBAT HAC
YCOMHHTBCSI B OUEBH/IHOCTH TeX PelleHHH, KOTOpbIe MOICKa3bIBAIOTCS 3/IPaBbIM
cMbicom!

§ 8. BmecTo 3akaueHus

Matematuueckasi Teopusi KpUnTorpaduueckux MPOTOKOJIOB pPa3BUBAETCS
COBMECTHBIMH YCHWJIMSIMH YU€HBIX pasJjiMuHbIX cTpaH. Cpead aBTOPOB pabor,
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MOCBSIILIEHHBIX TPOTOKO/AM, BeTpeuatoTesi uMeHa MatematukoB CIIA u Mspa-
wiist, Kanaabl v Tosuanauu, Uranun u Snonuun, ®panuuun u Tepmanuu, lanuu
1 BeHrpuu. DTOT CiMcoK MOXKHO Mpojo/KUTL. M Jniib Halla 3aMmeuaTesbHast
MaremaTHueckasl 1IKoJa TPaKTHUeCKH HHUKAKWX 3acjyr B 3TOoH 006JacTH He
uMeeT. Bynem HazesiTbesl, UTO B HelasieKoM GyayllleM CUTyalysi H3MEHUTCSI, U
He 6e3 yuacTHsi KOro-jau00 W3 HalllMX UdTaTesed.
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Inasa 4

Adropurmuueckue npooJembl
TEOPUU YUCEJ

§ 1. BBeneHue

Bonpoc «kak cocuntaTh?» Bceraa cornyTCTBOBaJ TEOPETUKO-UHCJIOBbIM HC-
cnenoBanusM. Tpynsl EBknupa n Quodanra, @epma u Iinepa, laycca, Ye-
ObllIéBa U DpMUTA cojlepKaT OCTPOYMHbIE H BecbMa 3((heKTHBHbIE aJrOPHTMbI
pelleHnst A0 aHTOBBIX YPAaBHEHHH, BbISICHEHHUST Pa3pPELINMOCTH CPaBHEHHUH, MO-
CTPOeHUs OOJIBLINX M0 TEM BpeMeHaM MPOCThIX UMCEJ, HAXOXKIEHHUS HAUTYULIUX
NpUOMMKEHHH W T. 1. De3 mnpeyBesnueHHss MOXKHO CKa3aTb, UTO BCSl TEOPHs
yhces MpoHU3aHa ajroputMamu. B nocsennue apa necstuiertus, 6Jaropaps
B MepBYIO Ouepesb 3arnpocaM KpUNTOrpaduu M IHPOKOMY pacrpocTpaHeHHIo
KOMIIBIOTEPOB, MCCJIe0BAHUsA [0 aJIrOPUTMHUUECKHUM BOIPOCAM TEOPHH UHCel
nepexUBaloT nepuoj; 6ypHOro W BecbMa MJIOJOTBOPHOTO pa3BUTHs. Mbl KPaTKoO
3aTpOHEM 3JIeCh JIMIIb T€ aJrOPUTMHUECKHE ACTEKTbl TEOPUH UHCEJI, KOTOPbIE
CB$I3aHbl ¢ KPUNTOrpapUUECKUMH NPUMEHEHHUSIMH.

Bbluuc/inTesibHble MallMHbl M 3JIEKTPOHHblE CPEACTBA CBSI3H MPOHHKJIH
MPaKTHUECKH BO Bce c(ephl UeNOBeUecKOol JesTesqbHOCTH. Hembicinuma 6e3
HUX U coBpeMeHHast kpunrorpacdus. Lludposanne u pemmdpoBanne TeKCTOB
MOXKHO TIPEACTaB/ATh cebe Kak Mpolecchl nepepaboTKH LeJdbIX YHCes TpH
MOMOLIH KOMIBIOTEPOB, @ CMOCOObI, KOTOPBIMH BBIMOJIHSIOTCS 3TH OMNepaluH,
KaK HeKoTopble (hyHKLMH, ONpee/eHHble Ha MHOXeCTBe LieJblX uuces. Bce
3TO JleJlaeT €CTECTBEHHbIM MOsIBJEHHE B KPUITOrpauu METOIOB TEOPHH UHCEdI.
Kpome TOro, cTofKOCTb psiia COBPEMEHHbIX KPHUITOCHUCTEM OOOCHOBbLIBAETCS
TOJIBKO CJIOXKHOCTBIO HEKOTOPBIX TEOPETHKO-UMCJOBBIX 3a1au (cM. [22]).

Ho B03MOXKHOCTH KOMIbIOTEPOB HMEIOT onpejeseHHble rpanuibl. [1puxo-
JIUTCS pa3bUBaTh AJHHHYIO LMPPOBYIO N0CJAE10BATEIbHOCTb HA GJOKH OrpaHu-
YEHHOH JIIHHBI U IHGPOBATh KaXIbli TaKo# 6JI0K 0TaebHO. Mbl Gyiem cum-
TaTh B JaJibHelllIeM, 4TO BCe LIH(PyeMble LeJble UMC/Ia HEOTPHLATENbHBI H 110
BeJIMUHHE MeHbllle HEKOTOPOTO 3a/laHHOTO (CKaxKeM, TEXHMUECKMMH orpaHuue-
HUSIMH) udcaa m. TakuM ke YCJ0BUSAM OyyT YIOBJETBOPSATH U UHCJA, TToJyda-
eMble B rpoliecce WHGPoBaHUs. DTO MO3BOJSIET CUUTATh U Te, U APyrue uucsa
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3JIEMEHTaMH KOJIbIia BbruetoB Z/mZ. Iudpyommas GyHKIWMS MPH 5TOM MOMKET
paccMaTpHUBATbCSl KaK B3aUMHO OJHO3HAYHOE OTOOpaXKeHHe KoJlell BEIUETOB

[:Z/mZ — Z/mZ,

a uuego f(x) mpexacrapJsieT co6oil cooblieHre X B 3alIM(POBAHHOM BHIE.

[Tpocrefimii mMdp Takoro popa — mMpp 3aMeHbl, COOTBETCTBYET 0TOO-
paXkeHuto [: x +— x + kR mod m Tpu HEKOTOPOM (PUKCHPOBAHHOM LEJIOM R.
[Tono6Hbiil wMp ucnonbsosan eute fOgaui Lesapb. Koneuno, He kaxknoe
oToOpakeHue [ MOJXOAUT JJIsl LieJiell HAJIeXKHOTO COKPLITHSI uHopmaluu (1mo-
JpoGHee 06 3TOM cM. ryaBy 1).

B 1978 r, cm. [1], P Pusecr, A.lllamup u JI. Anyieman (R. L. Rivest,
A. Shamir, L. Adleman) npeanoxuan npuMep GyHKUHH f, o6nafatommiel psaom
3aMeuaTesIbHBIX JOCTOMHCTB. Ha ee ocHoBe Obla MocTpoeHa peasbHO HC-
nosib3yemasi cucTeMa HpoBaHHs, MOIyUHBLIAS Ha3BaHHE MO NePBbIM OYKBaM
M¥MeH aBTOpoB — cucteMa RSA. Dta QyHKIMS TaKOBa, UTO

a) CyIlIecTBYeT IOCTATOYHO OBLICTPBIH aJIrOPUTM BHIYHC/IEHHS 3HAUEHHH f(x);

6) CyLLeCTBYeT J0CTaTOUHO ObICTPLIH aJrOPUTM BbIUMCJIEHHS 3HAUEHHH 00-
patHoit pynkuuu [~ (x);

B) hyHK1Ms f(x) obsanaeT HEKOTOPHIM «CEKPETOM>», 3HaHHE KOTOPOTO 103~
BOJISIET OBICTPO BBIUMCSATL 3HaueHusi [~ ! (x); B MPOTHBHOM e cJlyuae BbIUMC-
nenye [~1(x) cTaHOBUTCS TPYAHO Pa3pelMOil B BHIUMCJAHTETLHOM OTHOLIEHHH
3ajiaued, TpeOytolleH [I/1s1 CBOEro pellieHHsl CTOJb MHOIO BPEMeHH, 4TO MO0 ero
TMPOLIECTBUH 3alM(poBaHHasi HH(OPMALHS MepecTaeT MPeACTaB/IsITh HHTEpeC
JUISL JIUL, UCMOJb3YIOUIMX oToOpaxkeHue [ B KauecTBe LIMdpa.

[TonpoGHee 06 0TOOPaKEHUSIX TAKOTO COPTA U BO3MOXKHOCTSX UX HUCMOJb-
30BaHus B KpunTorpaguu pacckasaHo B riasax 1, 2.

Eute 1o Bbixosa U3 rneuatu crathk [1] Konusi noknana B Maccauycercckom
TEXHOJIOTHUECKOM HHCTHTYyTe, TMocBsilieHHoro cucreMe RSA, 6bla mocsana
M3BECTHOMY ToMNyJsipu3atopy Matematiku M. TapaHepy, koTopbwiii B 1977 T
B xypHaJsie Scientific American ony6sukoBaJ cTaTbio [2], MOCBSIILEHHYIO TOM
cucteMme WwHdpoBanus. B pycckom nepepose 3arnaBue ctaTbi [apaHepa 3By-
unut TaK: Hoselll eud wugpa, Ha pacuiugposky komopoeo nompebyiomcs
muaauonol sem. VimenHo crathsi [2] chirpagia BayKHeMHIIyIo poJib B pacnpocTpa-
Hennn uupopmaunn o6 RSA, npusnexkna Kk Kpunrorpaduy BHUIMaHUe IIHPOKUX
KPYroB HeCneuuaucToB M (hakTHuecKu crocoGCTBOBaja GYPHOMY Mporpeccy
3TOl 06JacTH, MpousolleaieMy B nocJjenosasiuue 30 Jer.
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§ 2. Cucrema mudpoBanus RSA

B nanbHeiiiiem Mbl 6yaeM Npejrosiarath, UTo UMTaTe/lb 3HAKOM C 3JIeMeH-
TapHbIMU (DaKTaMH TeOpUU urcell. Tex xe, KTO X0Tes Obl 03HAKOMHUTHCS C HUMU
WM HATIOMHUTb ce6e 3TH (PaKThl, Mbl OTChIJIaeM K KHUre [3].

[lycth m u e Hatypasbhble uncaa. Pyukuus f, peanusyoiasi cxemy RSA,
yCTpOeHa CJEYIOLIHM 06pasom

[ x— x° mod m. (1)
Jlaist netiidppoBanusi cooO1leHust @ = f(x) 10CTATOUHO PElUTh CPaBHEHHE
x*=a (mod m). 2)

[1pyu HEKOTOPBIX YCJOBHSIX Ha /M W e 3TO CPaBHEHHE MMEeT eJIMHCTBEHHOE
pellleHne X.

JLnst Toro uToObI OMUCATh 9TH YCJIOBUS U 00BACHUTD, KAK MOXKHO HAHTH pe-
1IeH1e, HaM MoTpebyeTcs 0/1Ha TEOPETHKO-UUCJI0Bast (YHKLHMS, TaK Ha3blBaemast
byukups Jisiepa. Dta (QyHKUHMS HATypasJbHOTO aprymeHTta /m o6o3Hayaercs
@(m) 1 paBHSETCS KOJHMYECTBY LJbIX YMCe] Ha OTpe3Ke oT 1 10 71, B3aUMHO
npoctbix ¢ m. Tak ¢(1) =1 u ¢(p") = p"~'(p — 1) a1s moGOro NpocToro uncaa
p ¥ HatypaJbHoro r. Kpome toro, @(ab) = ¢(a)@(b) ans nobbix HaTypasbHBIX
B3aWMHO TIPOCTHIX @ U b. DTH CBONCTBA MO3BOJISIIOT JIETKO BBIUMCJAUTD 3HAUEHHE
((m), eciv H3BECTHO Pa3J/ioXKeHHe YHCJ/Ia /71 Ha NPOCTble COMHOKHTEJH.

Ecsn nokasatesb cTenenu e B cpaBHeHHH (2) B3aMMHO NPOCT ¢ (M), TO
cpaBHeHHe (2) HUMeeT eIMHCTBeHHOe pellleHne. [y Toro utoObl HalWTH ero,
OTNpeNesIUM LeJIoe UUCJIo d, YIO0BAETBOPSIOLIEE YCAOBUSAM

de=1 (mod @(m)), 1<d<q@(m). (3)

Taxoe unc/o cyulecTsyer, NoCKoMbKy (e, ((m)) = 1, n NPUTOM €IMHCTBEHHO.
3nech W nasee cuMBosioM (a, b) Oyner o06o3HauyaTbesi HAUGOJbIIMA OOLIM
nenuTesb uncen a u b. Knaccuueckasi reopema dijiepa, cM. [3], yTBepKaaer,
YTO JIJIsI KAXKJIOTO YKCJIA X, B3AUMHO MPOCTOTO C /71, BBIMOJHSIETCS CPaBHEHHE
x®W =1 (mod m) u, cieaoBaTebHO,

a’=x%=x (mod m). 4)

Takum o6pasom, B npernosiokeHnd (a, m) = 1, eMMHCTBEHHOE pellleHHe CpaB-
HeHMsl (2) MOKeT ObITb HAKJEHO B BHJIE

x=a? (mod m). (5)

Ec/ii 10M0JIHUTENLHO MPEANONOKUTh, UTO YHCJIO 111 — MPOU3BEEHHE pa3-
JIMUHBIX TIPOCTBIX COMHOXKHTEJIEH, To cpaBHeHHe () OyaeT BbINOMHATLCS U 6e3
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npennosioxkenust (a, m) = 1. lefictBuTenbHo, 0603HauuM 7 = (a, m) us=m/r.
Torna ¢@(m) nenurcs Ha @(s), a u3 (2) caenyer, uro (x, s) = 1. [Tono6Ho (4),
Tenephb Jierko HaxoauM x = a? (mod s). A kpome Toro, umeem x = 0 = a¢
(mod r). TTonyuuBivecs: cpaBHeHusi B cuay (r, s) =1 patot Ham (D).

dyukuus (1), npunsitas B cucreMe RSA, MoxeT GbITh BbIUHCJEHA 10CTa-
TouHo GbicTpo. Kak 3To caenath, Mbl 06CYIMM UyTh HIKe. [10Ka OTMETHM JHIIB,
yTo o6patHas K f(x) dynkuus [~': x> x? (mod m) BbluKCAsETCS MO TeM Ke
npaBuJIaM, uTo U f(x), JIMlIb C 3aMeHOH 1oKa3aTeJisi cTenenu e Ha d. Takum 06-
pasom, it pyHKuMK (1) Gy/1yT BbINOJHEHB YKa3aHHbIE Bbillle CBOHCTBA a) U 6).

Jast Bbruncsenust ¢ynkuud (1) moctaToyHo 3HATH JIMIIL YHC]AAd € W M.
VIMeHHO OHM COCTaBJSIIOT OTKPBITBIN KJIOU JJIsl MIU(poBaHus. A BOT sl BbI-
upcieHust 06paTHOM PYyHKIMKU TpeGyeTcs 3HATh UHCIIO d, OHO U SIBJISIETCS «CeK-
PETOM», O KOTOPOM peub uieT B myHkTe B). Kazanoch Obl, HHUETO He CTOMT,
3Hasl UMCJIO 777, PA3JIOKUTb €0 Ha MPOCTble COMHOXKHMTEJH, BbIUMCIUTD 3aTeM
C TOMOUIBLIO U3BECTHBIX MPaBHJ 3HaYeHHe () M, HAKOHel, ¢ MOMOLLbIO (3)
OTpeJIeNUTh HyKHOE Yncsio d. Bee 11ary 3Toro BbIUHC/IEHHST MOTYT GBITh peasiu-
30BaHbI JOCTaTOUHO GBICTPO, 32 MCKJIOUEHHEM MepBoro. MmenHo pasnoxenue
yucsa M Ha NpPOCTble MHOXKHTEIH U COCTABJSIET HanGoJiee TPYILOEMKYIO YacThb
BblUMCJ/IeHHH. B Teopuu uuces, HeCMOTPSl Ha MHOTOJIETHIO €e HCTOPHIO M Ha
OU€Hb UHTEHCHBHbIE MOUCKH B TeueHue nocsaenHux 30 JeT, 3¢heKTUBHBIH aj-
TOPUTM pa3JjioXKeHHsl HaTypasbHBIX UMCesJ Ha MHOXMHTENH TaK W He HaHzeH.
Koneuno, MoxHO, mepeGupast Bce TPOCThIE UHCIA JIO /1 W Jiest Ha HUX 11,
HaiiTH TpebyeMoe pasioxenue. Ho, yuuTbiBasi, UTo KOJIMUECTBO NPOCTHIX B 3TOM
NPOMEXKyTKe aCHMITOTHUECKH paBHO 24/ - (In m) ™!, em. [5], 1. 5, naxomum,
yTo npu m, 3anucbiBaeMoM 100 pecsATHUHBIMH UMpaMH, HAUAETCS He MeHee
4 - 10*? npocThiX uMces, Ha KOTOPble MPHJETCA JMHTh M TP Pas/IoXKeHHH
ero Ha MHOKHTeJH. OueHb rpyOble MPUKHAKH MOKA3bIBAIOT, YTO KOMIIBIOTEPY,
BBINOJIHAIOLEMY MHJIIHOH JIeIeHHEl B CeKyHJLy, /lsl pas/ioxenus uncaa m > 10%
TaKHM CMOCOGOM Ha MPOCThie COMHOXKMTENH MoTpeGyetcsi He MeHee uem 103
Jet. M3BecTHbl U GoJiee 3(peKTHBHbIE CTOCOOH Pa3JoKeHHs LleJbIX UMCces Ha
MHOKHTEJIH, YeM MPOCTOH MepeGOp MPOCTBIX JesuTesell, HO ¥ OHHU pabora-
0T oueHb MejsieHHO. TakuM o6pasom, Ha3Banue cratbl M. lapaHepa BroJiHe
ompaBJaHo.

ABropbi cxembl RSA mpeyioxu/in BIGUPATH UHCJIO /11 B BUJIE TPOU3BEIEHHUS
JIBYX MPOCTbIX MHOXHTeJIEH p U ¢, TPUMEPHO OJIMHAKOBBIX MO BesuuuHe. Tak
Kak

p(m)=9(pg)=(p— (g —1), (6)

€/INHCTBEHHOE YCJIOBHE Ha BbI60p MoKasaTteJist CTEIIEeHH € B OTO6pa}K€HI/II/I (1)
€CTb

e,p=—l=(g-1=1 (7)
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Wrak, M0, 3aUHHTEPECOBAHHOE B OpraHu3allii 1IM(MPOBAHHOH MeperntcKH
¢ nomoliibio cxeMbl RSA, BeiGHpaer Ba 10CTaTOUHO GOJIBLIMX POCTLIX YHCIA P
u g. [lepeMHOXKas MX, OHO HAXOMUT UUCJIO M = pg. 3aTeM BbIOUPAeTCs YUCIIO e,
yZ0BJIeTBOPSIOLLee YCI0BUAM (7), BblUMcJseTcs ¢ rnomoulbio (6) uncsao ¢(m)
¥ ¢ nomolibio (3) — uncyo d. Uucna m u e nybJankyroTes, udcsao d ocra-
eTcsl cekpeTHbIM. Terepb JI0GOH MOXKeT OTNPABJATH 3alIM(PPOBAHHBIE C TO-
Motipio (1) cooOlileHUst OpraHu3aTopy 3TOH CHCTEMbl, & OPTaHHU3aTOP JIErKo
CMOKET JIelln(POBBIBATH UX C TTOMOLIBIO (D).

Jast wnmoctpaunn coero Merona Pusect, Ulamup n Anseman 3ammd-
pOBaJIM TaKMM CrI0CO0OM HEKOTOPYIO aHTHiCKylo (hpady. CHauasa oHa cTaH-
naptabiM o6pasom (a=01,b=02, ..., z=26, npo6en = 00) Gbl1a 3anucana
B BHJIE LI&JIOTO YHCJ/a X, a 3aTeM 3alndpoBaHa ¢ nomolibio orobparkenns (1)
npu

m = 11438162575788886766932577997614661201021829672124236256256184293
570693524573389783059712356395870505898907514759929002687954354 1

u e =9007. dtu nBa uucja OblId ONyOGJMKOBAHbI, NPHUEM JIOMOJHHTEIb-
HO COOOIIAJ/N0Ch, UTO M = pg, TAe p U ¢ — MPOCTbIe YHC/A, 3aMHCbIBaeMble
COOTBeTCTBEHHO 64 M 65 jpecATHUHBIMM 3HakamH. [lepBomy, KTo aelndpyer
COOTBETCTBYIOLEE COOOIIEHHE

f(x) =9686961375462206147714092225435588290575999112457431987469512093
0816298225145708356931476622883989628013391990551829945157815154,

6bla obelana Harpajaa B 100 posnapos.

dra ucropusi 3aBepuimyack crycts 17 ger B 1994 r, cm. [5], Korna
D. Atkins, M. Graff, A.K.Lenstra u P.C. Leyland coobumnu o nemmncppoBke
dpasbl, npeaoxkennoil B [1]. Ona! 6b1a BhlHeceHa B 3aro/loBOK cTaThh [5],
a COOTBETCTBYIOLIME YHCHA p U § OKa3aJHUCh PaBHBIMH

p = 3490529510847650949147849619903898133417764638493387843990820577,
g = 327691329932667095499619881908344614 13177642967992942539798288533.

MHrepecyiolecs MOTYT HANTH JleTa/d BblUHC/IEHUH B paboTe [5]. 31ech ke
Mbl OTMETHM, UTO ITOT 3aMeUaTe/IbHbIE Pe3yJbTat (pasioxKeHue Ha MHOXKHUTE/H
129-3Ha4HOr0 IeCTUYHOTO YHCJia) OblT IOCTHIHYT 6J1aroapst HCroJb30BaHHIO
aJTOPUTMa PA3JIOXKEHUs UMCe/ Ha MHOXKHTEJIH, HAa3bIBAEMOTO METOJIOM KBaJl-
paTHUHOTO pelleTa. BbirnoJiHeHHe BbIUHCAEHHH NOTPe6OBAIO KOJOCCAIbHBIX MO
TeM BpeMeHaM pecypcoB. B paGore, Bo3r/aBJsiBlielics UeTbIPbMSI aBTOpPaMU

'The magic words are squeamish ossifrage (Boauebnoie crosa — 6peseausoiii epug).
[pud — XuIHas NTHIA OTPsIA COKOJIOOGPA3HBIX.
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MpoeKTa U MPOJIOJKABLIEHCS Moc/e MPeIBAPUTEbHON TEOPETHUECKON MOJr0-
TOBKH npuMepHo 220 nHell, Ha NOOPOBOJILHBIX HauajaX ydacTBOBAJO OKOJIO
600 uesoBek u npumepro 1600 KommnbloTepoB, 06'beMHEHHbIX ceTbio nternet.

OnucanHasi Bbillle cxeMa RSA cTaBUT psiJi BOMPOCOB, KOTOPbIE Mbl H MOMPO-
6yem 00CyIuTh HHxKe. Hanpumep, Kak MpOBOJAUTL BbIUMC/EHHST C GOJIbIIMMH
YHCJIaMH, Beb CTAaHAAPTHOE MaTeMaTHueCcKoe obecreueHre He TO3BOJISIET Mepe-
MHO2KaTb UKCJIa PA3MEPOM 110 65 1ecATHUHbIX 3HaKOB? Kak BBIUMCJSATH OTPOM-
Hble cTereHH 0oJblIMX yncesa? UTo 3HAUMT OBLICTPLIH aJrOPUTM BbIUHCJIEHUS
¥ UTO TaKoe CJIOXKHAsl BblUMCAUTENbHAs 3a1aua? [je B3sATh GoJiblIKMe MPOCThie
ypcsia? Kak, Hanpumep, MOCTPOUTH MPOCTOE UHCJO B 65 JECATHUHBIX 3HAKOB?
Cyl11eCTBYIOT JIU JIpyryie cnocoObl pelieHnsi cpaBHenus (2)? Bemb, ecu MoxKHO
HalTH pellieHHe (2), He BBIUKUCJSASA CEKPETHBIN MOKa3aTeab d WM He pasfaras
UMCJIO 11 HA TIPOCTbIE COMHOXKHUTEJH, Ja ellle cleaTh 3TO JOCTaTOUHO ObICTPO,
Bcs cucteMa RSA paspasuBaercsi. HaBepHoe, udtaTesito MOTyT MPUHTH B TO-
JIOBY W JIpyrue BOIPOCHI.

Haunem ¢ koHua. 3a 17 Jjer, npoueamux Mexay nyOGaukauusMd paGor
[1] u [5], HUKTO Tak W He cMOT NelnpoBaTh MpeaIoKeHHylo aBTopamd RSA
¢pasy. KoHeuHo, 310 Bcero Jiiiiib KOCBEHHOE MOATBEPKAEHHE CTOHKOCTH CHCTe-
Mbl RSA, Ho Bce xe poctaTouHo y6eauteabHoe. Huxke Mbl 06CyIHM TeopeTH-
yecKue npo6JeMbl, BOHUKAIOLLME NPH pellieHHH TOJMHOMHAJbHBIX CPaBHEHHH.

Mbl He OyneM 0O0CYXJaTb, KaK BBITOJHATb apudMmeTHueckue JIeHCTBHS
¢ OOJIbLIIMMH LEJNbIMH UMCJIaMH, PEKOMEHJyeM UUTaTeNl0 oOpaTHThCS K 3a-
MeuatesbHOU KHWxkke [I. Kuyra [6, rui. 4]. 3amerum TosbKO, 4TO GOJbLIOE
UMCJIO BCEra MOXKHO pa3bUTh HA MeHblIHe OJIOKH, C KOTOPbIMH KOMIIbIOTEP
MOZKET ONepUpOBATh TaK Ke, KaK Mbl OMepUpyeM ¢ LKdpamu, KOria npoBOiUM
BBLIUMCJIEHHST BpyuHyt0 Ha Gymare. KoHeuHo, Jisi 5TOrO Hy»KHbI ClelHasbHble
nporpaMmmbl. Co3/1aHbl ¥ TOJNYUMIH JOCTATOUHO LIMPOKOE PACMpPOCTPAHEHHE
Jlayke CrielldasibHble 3bIKH TPOrPAMMHUPOBAHHUS [/ BBIUMCJEHUH ¢ GOJbILIUMU
uucsamMu. YKaxem 3jech aBa u3 nux — PARI u UBASIC. Dtu si3biku ¢BOG0IHO
pacnpocrpansitoresi. MHpopMauuio o ToM, KaK WX MOJYYHTb B [0JIb30BaHHE,
MOKHO HalTH B KHure [17].

§ 3. C10XKHOCTb TEOPETUKO-YUCJOBbIX AATOPUTMOB

CJI0XKHOCTb  QJITOPUTMOB TEOPHUHM uMCes OOBIYHO TMPHUHATO M3MEPSATb KO-
JIMUECTBOM apH(METHUECKHX Orepalni (CJI0XKEHHH, BbIUMTAHHH, YMHOMXEHHH
W JIeNIeHHH ¢ 0CTAaTKOM), HEOOXOAUMBIX /ST BBITIOJIHEHHST BCeX AEHCTBUH, Mpes-
MHUCAHHBIX aJropuTMOM. Bripouem, 3To omnpeseseHre He YUUTbIBAET BeJHUHMHbI
yMcesi, y4acTBYIOIMX B BbIUMCJEHHSIX. SICHO, UTO MepeMHOXHTh JIBa CTO3HAU-
HBIX YHCJa 3HAUMTEJbHO CJIOXKHEe, YeM JBa OJHO3HAYHBIX, XOTSl TPH 3TOM
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¥ B TOM, M B JIPyrOM CJlyuae BbIMOJIHSETCS JIMIIb OJHA apU(MeTHUecKast orle-
pauus. [To3ToMy MHOIIA YUUTBIBAIOT €llle W BEJUUHHY UMCEJ, CBOJS JIeN0 K TaK
Ha3blBaeMbIM GUTOBBIM OMepaLUsM, T.€. OLEHUBAsT KOJMUECTBO HEOOXOMUMbIX
onepaumii ¢ uudpamu O U 1, B JBOMUYHOH 3amMucH YUCel. DTO 3aBUCHT OT
paccmaTpuBaeMoH 3ajauu, OT LeJieil aBTopa U T. AL

Ha nepBblil B3I CTPAHHBIM TaKXKe KaKeTCsl, UTO OTepaldi yMHOXKEHHS
W J1eJIeHHs] TIPUPABHUBAIOTCS MO CJOXKHOCTH K OMEpalMsM CJO0XKEHHS H BblUH-
TaHus. JKUTEHCKUI OMNbIT TMOJACKA3bIBAET, UTO YMHOXKATb UMCJA 3HAUHTEbHO
CJIOJKHEe, UeM CKJaaplBaTh UX. B J1efCTBUTENLHOCTH Ke, BbIUHCIEHHST MOXKHO
OpraHW30BaTh TaK, UYTO HA YMHOXKEHHE WJIH JieJieHre GOJIbIINX YMCes MOHA0-
OGUTCS He HAMHOTO 00Jiblile GUTOBBIX OMepalllii, ueM Ha cjioxkeHue. B kuure [7]
omucbiBaercs anroputm Lénxare—IlITpaccena, ocHOBaHHBIN HA TaK Ha3blBae-
MoM ObicTpoM npeo6pazoBanuu Pypbe, u Tpebytonmii O(n ln 1 Inln 1) GUTOBBIX
onepaudii Ui YMHOXKEHHsl IBYX r-Pa3psiiHbIX JBOMUHBIX uuces. Takum xe
KOJIMUECTBOM GUTOBBIX OMepalil MOYKHO OOOUTHCH MPH BBIMOJHEHHH JeJeHHs
C OCTaTKOM JIBYX JIBOMUHBIX UHCeJI, 3aMMCbiBaeMbiX He GoJiee, ueM n Ludpa-
M. JIast cpaBHEHUsT OTMETHM, UTO CJIOXKEHHEe r-PaspsiiHbIX JBOHUHBIX UHCE
TpebyeT O(n) GUTOBBLIX onepauui.

[oBopst B 3TOH ry1aBe O CJIOXKHOCTH AJATOPUTMOB, Mbl OyleM HMETb B BHIY
KOJIMUECTBO apupmerHueckux onepauui. [1pu nocrpoenun spdekTHBHBIX aji-
FOPUTMOB H OOGCYXK/IEHHH BEPXHHUX OLIEHOK CJI0’KHOCTH OOBIUHO XBAaTAET UHTYH-
THUBHBIX MOHATHH TOH 06JaCTH MaTeMaTHKH, KOTOPOH MPUHAIEKHUT aJTOPUTM.
dopmanuzalus ke 3TUX NOHATHH TpeOyeTcsl JMIIb TOTAA, KOrjaa peub HeT
00 OTCYTCTBHM aJIFTOPUTMA MJIH J0KA3aTeNbCTBE HUXKHHUX OLLEHOK CJIOXKHOCTH.
Bousee neranbHoe u dopmasibHoe 00Cy:KaEHHE ITHX BOMPOCOB CM. B IJlaBe 2.

[IpuBenem Ternepb MpuUMepbl JAOCTATOUHO OBICTPBIX AJTOPUTMOB C OLlEHKA-
MH MX CJOXKHOCTH. 3JleCb U B JaJibHellieM Mbl He OyleM MpPHIepP:KHBATbCS
(hopMasIbHOTO OMHCAHHUS AJrOPUTMOB, CTApasiCh B MEPBYIO ouepe/ib OObSICHUTD
CMbICJI BBITNIOJIHIEMbIX JI€HCTBHUH.

Caeaytouwit anroput sbluncaset a? mod m 3a O(In m) apudmeTHuecKux
onepauuil. [1pn 3TOM, KOHeuHO, Tpearioaaraercs, UTo HaTypaJbHble Uucia a
v d He TIPEBOCXOJISAT MO BEJHUMHE 1.

d

1. Anroputm Bbiuuciaenus a® mod m

1. TlpencraBum d B nBoMuHOI cucTeMme cuncyenns d =doy2" +...+d,— 12+
+ d,, tne d;, undpbl B IBOUUHOM NpejicTaBieHuH, paBibl O uin 1, do = 1.

2. TlonoxkuM ag = a v 3ateM ajsi i = 1, ..., r BBIUHCJHM

d;

a; = a?_, -a“  (mod m).

3. a, ecTb ucKoMbli Bbiuer a? mod m.
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CﬂpaBeﬂJﬂ/lBOCTb 9TOTO aJITOPUTMa BBITEKAET U3 CpaBHECHHUS

a; = a®? -+ (mod m),

JIETKO JIOKA3bIBAEMOTO MHJIyKIHEH 110 i.

Tak kak Kaxjoe BbluMCJeHHe Ha iare 2 TpebGyeT He GoJiee TPEX YMHOXKe-
HUH TI0 MOJYJIIO 1 W 3TOT 1Iar BhinoJHsercs r < logy m pas, To CJIOKHOCTD
aJropuT™Ma MoXKeT ObIThb OlleHeHa BesinunHoil O(ln m).

Bropo#i airoput™m — 310 KJacCUUeCKHd afroput™ EBKJWAA BbluMC/eHMs
HauboJblIero oOUIero AeAUTeNs LebiX uicea. Mel npeanosaraemM 3agaHHbIMU
JIBA HATypaJibHbIX UUCJAa @ U b U BbIUMCJSIEM HUX HAUOOJbUIMH OOLIMH Jesu-
Tesib (a, b).

2. Aaroputm EBkauaa

. BbluncsauM r— octatok ot jleienust uicia a Ha b, a=bqg+r,0<r < b.
2. Ecomm r=0, to b ecTb HCKOMOE UHCJIO.

3. Ecmu r # 0, 10 3amennm napy uucen {(a, b) mapo# (b, r) u nepeiinem
K wary 1.

He ocranaBinBasich Ha 00'bsSICHEHHH, TOUEMY aJTOPUTM JIEHCTBHTENBHO Ha-
XOIuT (a, b), NOKaXKeM HEKOTOPYIO OLEHKY €ro CJOXKHOCTH.

Teopema 1. [Ipu soiuucienuu naubosvuieeo obujeeo deaumenrs (a, b)
¢ nomouwpio areopumma Esxkauda 6ydem gvinoareno e 6oaee dp onepa-
yui desenuss ¢ ocmamekom, ede p ecno KOAUUeCMmB80 yudp 8 0ecamuuroll
3anucy MerbuLeeo u3 uucer a u b.

HokaszateabctBo. [looxkum ro =a > b u onpenenum ry, ro, ...

., Iy — MOCJIEJIOBATEJILHOCTD JIeJIUTeeH, MOSIBJSIOUIMXCST B MPOLECCE Bbi-
noJHenus wara | anroputma EBkanpa. Torna

rn=ub, ..., ngi+1<l‘i, i=0,1, ..., n—1.

[Tyctb Takke ug =1, uy =1, tp4) = up + Up—y, K > 1,—nocaenoBaTebHOCTD
®ubonauun. Munykuueit no i or i =n — 1 go i =0 Jerko jokasbiBaercst
HePABEHCTBO riy| = Uy—;. A Tak Kak u, > 10=D/5 10 umeem HepapencTBa
10/ >b=ry >u, > 1005y n<5p+1. O

Hewmuoro noanpasus anroputm EBK/IMAA, MOXKHO J0CTAaTOUYHO OBICTPO pe-
umath cpaBHenuss ax = | (mod b) npu ycsoBuu, uto (a, b) = 1. Dra 3anaua
PaBHOCHJIbHA MOUCKY LeJIbIX pelleHHH ypaBHeHust ax + by = 1.

3. AnropuTtm peuleHusi ypaBHeHus ax + by = 1

l. Onpenennm matpuuy £ = <(1) ?)

2. BBIYHCJIUM r — 0CTATOK OT JlesieHusi uucja a na b, a=bqg +r, 0 <r<b.
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. x .
3. Ecan r =0, To Bropo#i cros16ely MaTpulibl £ 1aeT BeKTOp ( ) peLleHui
ypaBHeHHsI. Y

4. Ecan r # 0, To 3ameHuM matpuiy £ Matpuueil £ - <(1) _lq)

5. 3amenum napy uncen {(a, b) napoit (b, r) u nepeiinem K wary 1.

Ecsn 0603naunts uepes £, Matpully £, BO3HHKAIOLILYIO B Mpolecce paGoTkl
aJropuTMa rnepej 1arom 2 rocsie k nejennit ¢ octatkom (war 1), o B 0603Ha-
UEHHSX U3 J10KA3aTeNbCTBA TeOPeMbl | B 5TOT MOMEHT BbIMOJIHSETCS BEKTOPHOE
paseHctBo (a, b) - E, = (re—1, ry). Ero Jerko nokasaTb HHAyKLHEH 10 k.
[TockoJibKy uMcsia @ ¥ b B3aMMHO TPOCTBI, IMeeM 7, = 1, U 3TO J0Ka3bIBaeT,
4TO AJrOPUTM JIEHCTBUTEJBHO JAeT pellleHne ypaBHeHus: ax + by = 1. Byksoii
1 Mbl 0603HAUMJIH KOJIMUECTBO JIeJE€HHH ¢ OCTaTKOM, KOTOPOE B TOUHOCTH TAaKOe
)Ke, Kak ¥ B ajroputme EBkanna.

Tpu npuBeeHHbIX BbIlLE aJrOPUTMa OTHOCSITCS K pa3psijly Tak Ha3blBaeMbIX
MOJIMHOMHAJIBHBIX aJTOPUTMOB. DTO Ha3BaHHE HOCSAT aJrOPUTMBI, CJOKHOCTb
KOTOPBIX OLIEHWBAETCS] CBEPXY CTeNeHHBIM 00pa3oM B 3aBHCHMOCTH OT AJHHBI
3aMucH BXOJSIIIMX uhces (cM. moppoGHocTH B Tnase 2). Ecsu HanGosbliee u3
yuceJl, MOJaBaeMblX Ha BXOJ aJrOPUTMA, HE MPEBOCXOIUT 11, TO CJOMKHOCTD
AJIFOPUTMOB 3TOTO THIA olieHHBaercst Beauuunoi O(In m), e ¢ — HekoTopast
abcosoTHas nocrosiHHast. Bo Bcex npuBeeHHbIX Bbllle MpuMepax ¢ = 1.

[TosmHOMHAMbHBIE AJITOPUTMBI B TEOPUH dhces — GoJibllasi pefkocTsb. Jla
M OLEHKH CJIOKHOCTH aJTOPUTMOB Hallle BCETO OMHPAIOTCS Ha KaKHe-sH00 He
JI0Ka3aHHble, HO MPaBIONoA0GHbIEe THIOTE3b], 0OBIYHO OTHOCSLIMECS K aHaJIM-
THUECKOH TEOpUU UHCelI.

Jnst HekoTopbIX 3amau >(PQeKTUBHbIE aJrOpHTMbl BOOOGLLE HEU3BECTHBI.
MHuorna B Takux cjydasix BCe »Ke MOXKHO MPEIONKHTb MOCJ/e0BaTeNbHOCTD
JICACTBUH, KOTOpasl, «eCJu IMoBe3eT», OLICTPO MPUBOAUT K TpedyeMomy pe-
3yapraty. CyllecTByeT KJIacC TaK Ha3bIBA€MbIX BEPOSITHOCTHBIX aJTOPHTMOB,
KOTOpble JAI0T MPaBUJbLHBIH Pe3yJbTaT, HO HMEIOT BEPOATHOCTHYIO OLEHKY
BpeMeHH paboTbl. OObYHO paboTa 3THX AJrOPUTMOB 3aBMCHT OT OJHOTO HJIH
HECKOJIbKHX TapameTpoB. B XyauieM c/ydae oHH paboTaloT J0CTaTOYHO JOJITO.
Ho ynaunbiii BbiGop napamerpa onpejedsieT ObICTpoe 3aBeplieHHe padoThbl.
Takue aaropuTMbl, €CJIH MHOXKECTBO «XOPOLIUX>» 3HAUEHHH MapaMeTPOB BEJHKO,
Ha MpakTHKe paGoTaloT NOCTATOUHO 3(PQEKTHUBHO, XOTS U HE UMEIOT XOPOLIUX
OLEHOK CJIOXKHOCTH.

Mbl 6y1eM HHOrJA MCMOJbL30BATh CJIOBA JAECTEPMUHHPOBAHHBIN aJrOPUTM,
yTOGBI OTJIMYATH AJTOPUTMBI B OGBIYHOM CMBICJIE OT BEPOSITHOCTHBIX aJrOPUT-
MOB.

Kak npumep paccMOTpUM BEpPOSITHOCTHBIH aJrOPUTM, MO3BOJISIIOIIME S(deK-
THBHO HAXOMUTb PelleHHs MOJMHOMHANbHBIX CPABHEHHH MO POCTOMY MOJLYJIIO.
[lycTb p — mpocToe uKcJ0, KOTOpOe TperosaraeTcs: 6ogbInM, U f(x) € Z[x] —
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MHOTOUJIEH, CTereHb KOTOPOTo Tpe/rnoaraeTcst orpaHHueHHoOH. 3aaya COCTOUT
B OTbICKAHHWH pelleHHH cpaBHeHMHs

[x) =0 (mod p). ®)

Hanpumep, peub MoxKeT WATH O pellleHHH KBaJpaTHUHbIX CpPaBHEHHH, eCJH
cTeneHb MHOrousieHa f(x) paBHa 2. JIpyruMu cJIOBAMH, Mbl JIOJKHbI OTBICKATh
B nosie IF, = Z/pZZ Bce s/1emMenTthl, ynoBJeTBopsitolne ypapHenuio f(x) = 0.

Cornacto masoit Teopeme Pepma, Bce sseMeHTbl N0 IF, sBasiloTest 01HO-
KpaTHBIMH KOPHAMH MHorousieHa x” — x. [TosaTomy, BbluHCAMB HAUGObBILINI 06-
i genurenb d(x) = (x” — x, f(x)), Mbl HaiijieM MHOrousieH d(x), MHOXECTBO
KopHeli Kotoporo B noJie I, coBnajaer ¢ MHOXKeCTBOM KOpHell MHorousieHa f(x),
MpUUEM BCe 3TH KOPHHM OJIHOKPATHbI. EcjM oKaxercsi, uTo MHOTOuJeH d(x)
MMEeT HYJIeBYIO CTelleHb, T.e. JeXUT B moJje F,, 310 Oyner osHauaTb, uTo
cpaBHeHHe (8) He MMeeT pelleHHi.

JInist BbIUKMCJ/IeHHs] MHOTOUJIEHA d(X) ynoOHO CHauaJia BbIUMCJUTh MHOTOUJIEH
¢(x) = x” (mod [(x)), noab3ysch aaropuTMOM, MOJOGHBIM OMHUCAHHOMY BhbIllIE
AJICOPUTMY BO3BEJEHHsI B CTereHb (HAMOMHHMM, YTO YKMCJIO p MPEINojaraercs
6oJbIINM). A 3aTeM C TOMOIbIO aHAJOra aJropuTMa EBKJHAA BBIUMCJHTH
d(x) = (c(x) — x, f(x)). Bce 310 BbINMOJHSIETCS 38 MOJHHOMHAJBHOE KOJHUECTBO
apUpMETHUECKUX Orepalni.

Takum o6pasom, oOCykaas jajee 3a1auy HaXOXKIEHHS pellleHHi cpaBHe-
HHs (8), Mbl MOKeM MpernoJarath, 4To B KoJble MHorousneHos I, [x] cripaBen-
JIUBO PABEHCTBO

[X)=x—ay)-...-(x—a,), a€lF, a#a;.

4. AnropuT™M HaxoxaeHus aeqauTeseil MHorouseHa f(x)
B Koabue [, [x]
BriGepem kakum-sn6o crocobom ssement & € .

2. Broluncaum HauboJbIIHHA 0OLLMH [eJuTe/b

() = (f(), (48T 1),

3. Ecuiu MHOTOUJIEH g(x) OKaxKeTcsi COOCTBEHHBIM JieuTesieM f(x), To MHO-
rousieH f(x) pacnajercsi Ha JIBa MHOXKHTEJISI H C KaXK/IbIM M3 HUX He3a-
BUCHMO HY>KHO OYJIeT MpojienaTh BCe ONepallyi, MpeAnnichiBaeMble Ha-
CTOSILIUM aJITOPUTMOM Jijist MHOTOUJIeHa [(x).

4. Ecau okaxercsi, uto g(x) = 1 wiau g(x) = f(x), caeayer nepeitu K ia-
ry 1 u, BBIGpaB HOBOE 3HAUEHHE 8, MPOJIOJIKHTD BBIMOJHEHHE aJITOPHTMA.
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KosnuectBo onepauuii Ha ware 2 otleHuBaercsi BesnunHoil O(ln p), ecqu
BBIUHCJIEHHS] MPOBOJUTL TaK, KAaK 3TO YKAa3blBAJOCh BbIlIe MPH HAXOXKIEe-
Huu d(x). BoisicHUM Terepb, CKOJIb JIOJT0 TIPHAETCS BRIGHPATh Ykca 8, moka

Ha 1are 2 He OyJieT HaleH COOCTBEHHbIN esuTeNb f(x).
p—t p—1
KosinuectBo peutenuit ypasuenust (f +aj) 2 = ({ + ag) 2
p—
2
3JIEMEHTOB O, YIOBJETBOPSIOLIMX YCAOBUSAM

B nosie I, ne

IIPEBOCXOJUT . 910 O3HAayaeT, 4TO NMOAMHO2KECTBO DcC Fp, COCTOdIIEee U3

B+anT £(G+anT, d+-ay, 5+—as

p—
. 2 p=1
HeHyJieBOH 3jeMeHT b € F, ynoBjeTBopsieT oJHOMY M3 paBeHCTB b 2 =1

COCTOHUT HE€ MEHee yeM H3 3JIEeMEHTOB. YUHThIBasI Telnepb, 4To KaxK bl

p=l
aubo b 2 = —1, 3akouaem, uto A & € D ofHo U3 uHcesn aj, ag Gyuer

p=l1
KopHeM MHorousieHa (x +8) 2 — 1, a apyroe — Her. JIjist TakKuX 3J1eMEHTOB O
MHOTOuJIeH g(X), orpejesieHHbIH Ha ware 2 ajaroputMa, GyaerT coOCTBEHHbIM
JleJIuTeseM MHorousieHa f(x).

p—1
Hrak, cyulecTByeT He MeHee

«yllauHbIX» BBLIOOPOB 3JeMeHTa O, MpH

KOTOPBIX Ha l1are 2 aJropuT™Ma MHOTouJIeH f(x) pacnanercst Ha 1Ba COGCTBEH-
HbIX MHOKHTeJs1. CJlefloBaTe/bHO, TIPH «cJ/iydaitioM» Beibope ssementa § € ),
BEpPOSITHOCTb TOTO, UTO MHOTOUJIEH He Pas3yioXKHUTCS Ha MHOXKHTEIN Tocje R
MoBTOpPeHHUil maro 1—4 aaroputma, He npeBocxoaut 2%, BeposTHOCTb ¢ po-
CTOM k yObIBaeT oueHb ObIcTPO. M 1€fCTBUTENbHO, HA IPAKTHKE STOT aJIrOPUTM
pa6oTaer 10CTaToYHO 3 HEKTUBHO.

3aMeTnM, YTO TIPHU OLlEHKe BEPOSITHOCTH MbI HMCIOJMb30BaIH TOJNBKO JBa
KOpHs MHorousieHa f(x). ITpu n > 2 3Ta BepoATHOCTb, KOHEUHO, €llle MeHbIIIE.
BoJsiee Tonkuil aHann3 ¢ HcnoJb3oBanueM olleHOK A. Beftst asist cymm Xxapak-
TEPOB MOKA3bIBAET, UTO BEPOSITHOCTDb JIsi MHOrouJieHa f(x) He pacnacTbesi Ha
MHOXKHTEJIH MTPH OJIHOKPATHOM MPOXo/jie 1aroB 1—4 ajropurma, He peBOCXOIUT
2=" 4+ O(p~'/?). 3neck nocrosinnas B O( - ) 3aBUCHT OT 71. JleTasn 10Ka3aTesb-
cTBa cM. B [24]. B HacTosilee BpeMsi U3BECTHO JIeMEHTapHOE 10Ka3aTe/NbCTBO
ouerku A. Beiins (cm. [9]).

B xuure [6] onucbiBaetcs npuHaiexalyil bepjaeksmny neTepMHHHPOBAH-
HBI aIrOPUTM pellienus cpaBHenus (8), Tpebytommit O(pna®) apudmerHueckux
onepauunit. OH npakTHuecku Gecriosiesed Npu GOMbLIMX p, a BOT MPH MaJieHb-
KHX p U He oueHb GOJBUINX 7 OH pabGoTaeT He OYeHb JOJITO.

Ecsu B cpaBHenun (8) 3aMeHHTb MPOCTOH MOJIYJIb p COCTABHBIM MOJIYJIEM 11,
TO 3ajJauya HaXOXKJEHHSl pelleHUH COOTBETCTBYIOLEIO CPaBHEHUS] CTAHOBHT-
csl HaMHOro GoJiee CJ0XKHOH. VI3BeCcTHble aJrOPUTMbI €€ pelleHHs] OCHOBAHbI
Ha CBeJeHHH CPaBHEHMs K COBOKYMHOCTH CpPaBHEHHH (8) Mo MPOCTbIM MOJy-
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JIIM — JQJIUTEJAM 1M1, W, CJIe0BATeNbHO, OHH TPEOYIOT Pa3JIOXKeHHs dhcaa Ml
Ha MPOCTble COMHOXKHTEJH, UTO, KaK y»Ke YKasblBaJoCh, SIBJSIETCS IOCTATOUHO
TPYLAOEMKOH 3anayed.

§ 4. Kak oTIM4UTb COCTaBHOE YMCJIO OT MPOCTOrO

CyluiecTByeT N0BOJbHO 3((eKTUBHBIN cnocod yOeiuThCs, UTO 3ajaHHOe
YHCJIO SIBJISIETCST COCTABHBIM, He passiarasi 3T0 YMCJI0 Ha MHOKUTesH. CoryiacHo
maJgioil Teopeme Pepma, ecan uncso N mpoctoe, TO ISl MOOOTO LEJNOTO d, He
Jieisitiierocsi Ha N, BBIMOJIHSETCS CpABHEHHE

a"='=1 (mod N). (9)

Ec/n e npu KakoM-TO @ 3TO CpaBHEHHe HapyllaeTcsi, MOXKHO YTBEPXKIaTh,
uyto N — coctaBHoe. [IpoBepka (9) He TpeOyeT GOJbIUIMX BbIUUCJEHHH, 3TO
cyeyer U3 anroputma 1. Bonpoc Tosibko B TOM, Kak HallTH aj1s coctaBHoro N
1eJI0e UuCJio a, He yjoBJerBopsiionlee (9). MoxkHo, HarpuMep, MbITaTbCst HAUTH
HeoOXOIMMOE UHCJIO @, UCTILIThIBAS BCE 1le/Ible UncJIa NoAPsi, HauuHas ¢ 2. Mau
nonpo6oBarh BbIGHpPATb 9TH UMC/A CyyailHbiM 00pa3oM Ha oTpeske | <a < N.

K coxaJsienuio, Takoil MoaxoJ He Bceraa AaeT To, 4To XoTeaoch Obl. KMme-
toTcsl coctaBHble yncaa N, obnanatouide cBoiictBoM (9) as J060ro Lesoro a
c ycqoBueM (a, N) = 1. Takue uncna HasbiBalorcst unciaamu Kapmatikna. Pac-
CMOTPHM, Hanpumep, uncyo 561 =3 - 11 - 17. Tak kak 560 nenurcst Ha Kaxn0e
u3 uncen 2, 10, 16, To ¢ nomolusio Masnoit TeopeMsl Pepma JIErko MPOBEPHUTS,
yto 561 ectb umcao Kapmaiikna. Moxuno nokasats (Carmichael, 1912), uto
mo6oe u3 uncen Kapmaiikia umeer Bug N =p; - ... p,, r = 3, rJie BCe NpPOCThle
pi padnuunbl, npuuem N — | genuTcs Ha Kaxayr pasHocTb p; — 1. Jluuib
HenaBHo, cM. [10], 6ba peliena npo6Jema o0 6ECKOHEYUHOCTH MHOYKECTBA TAKHUX
qpced.

B 1976 r. Muniep npeaioxXus 3aMeHUTh MpoBepky (9) MpoBepKoil HECKOJb-
KO MHOTO yCJIOBHSL. [leTasid MocJ/ieaylolero Ua/oxKeHus MOXKHO Haith B [8].
Eciu N — npoctoe uncio, N — 1 =25 - ¢, ryie ¢ HeueTHO, TO COINJIaCHO MaJiou
Teopeme Pepma s Kaxkaoro a ¢ yejaoBueM (a, N) =1 xorsi 661 o1Ha U3 CKOOOK
B MPOH3BEJIEHHH

@-@+H@+1)-...- @ "+1)=d""" -1

nemurcst Ha N. OG6pailleHde 3TOro CBOHCTBA MOYKHO HCIMOJIb30BaTh, UTOOBI
OTJIMUaTh COCTABHBIE YHCJA OT MPOCTHIX.

[Tycth N — HeuetHoe cocrtaBHoe uucjo, N — 1 =25 - ¢ rae ¢ HeueTHo.
Hazoem wnenoe uucio a, | < a < N, «xopouum» 1jsi N, ecjii HapyllaeTcst
OJIHO U3 JIBYX YCJIOBHH:
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a) N He jpenuTes Ha a;
B) a’ =1 (mod N) nau cyuiectsyer uenoe k, 0 < k <'s, Takoe uTo

a'=—-1 (mod N).

M3 ckasanHoro paHee cJaenyeT, 4yTto 1Jisi MIpOCTOTo yucJjia N ne CylLIeCTBYET
XOpOoUInX yuces a. Ecau e N cocraBHoe 4HUCJIO, TO, KaK J0KasaJ Pa6HH, nux

CYLLIECTBYET He MeHee %(N —1).

Tenepb MOXKHO MOCTPOUTH BEPOSITHOCTHBIN aJrOPUTM, OTJIMUAIOLIMH COCTaB-
Hble UMcJia OT MPOCThIX.

AnropuTtm, 10Ka3biBalOLUil HEMPOCTOTY UKCIAA

|. Bribepem cayuaitnbim o6paszom uucqo a, | < a < N, n npoBepum s
5TOrO UHC/Ia yKasaHHble Bbillle CBOKCTBA o) U [3).

2. Ecuaim xoTs Gbl 0JIHO M3 HUX HapyllaeTcs, TO 4ncjo N cocTaBHOE.
3. Ecum Bbinosinensl 06a yesosust o) u (3), BoaBpaliaemcest K wwary 1.

M3 cKazaHHOTO BbIllIE CJIEYET, UTO COCTABHOE YHC/IO He OYJIET OnpeseseHo
KaK COCTaBHOE 110CJie OIHOKPATHOTO BbIOJHEHHS 11AaroB 1—3 ¢ BEPOSITHOCTbIO
He Gosblieli 47!, A BeposTHOCTb He oNpele/uTh ero fnocje k MoBTOpeHHi He
npesocxoaut 47k T.e. yGbiBaeT oueHb GLICTPO.

MuJisiep peioxkKuT 1€TEPMHHUPOBAHHBIA ANTOPUTM OTpeJie/IeHHsT COCTaB-
HBIX unces1, HMelolil caoxkioets O(In® N), oHaKo cnpaBeiIHBOCTb ero pe-
3yJIbTaTa 3aBUCHUT OT HEJ0KA3aHHOW B HACTOsilllee BpeMsi paclIMPEHHON MHIO-
Te3bl Pumana. CoryiacHO 3TOMY ajilrOpUTMY JIOCTaTOUYHO MPOBEPUTh YCJOBHS Q)
u ) anst Beex wHedblx uncen a, 2<a <70 In® N. Ecan NpH KakoM-HUOYb a
M3 yKa3aHHOro MPOMEKYTKa HapyLIaeTcst OIHO U3 ycJIoBHit o) uan f3), uncao N
coctaBHoe. B mpoTuHOM c/yuae oHO GyJeT MPOCTBIM HJIH CTENEHBIO TPOCTOTO
uucaa. [locsenHsis BO3MOXKHOCTb, KOHEUHO, JIETKO MPOBEPSIETCS.

HanomHum HekoTOpble NOHATHS, CM. [4], HeoOXoauMble 151 POPMYJIHPOBKH
pacivpeHHol runoresbl Pumana. OHu moHanoGsiTCss HaM M B JajbHEHIIEM.
[lycts m > 2 — uenoe uncao. Pynxuus ¥ : Z — C HaspiBaeTcsl xapakrepom
JlupuxJje 1Mo MOAYJIO M1, WK TIPOCTO XapaKTEPOM, €CJIH 3Ta (PyHKLHsS MeprHo-
JIMUHA C MEPUOJIOM 1M1, OTJIMYHA OT HyJsl TOJNbKO Ha UMCJaX, B3AUMHO TPOCTHIX
C M, U MyJIbTHUIJIMKATHBHA, T.€. A/ JIOObIX LeJbIX U, U BbIOJHSETCS paBeH-
cTBO Y (uv) = Y (1)) (v). o5t Kaxka0ro m cyliecTByeT POBHO (/1) XapakTepoB
Hupuxse. OHn 06pasyloT rpyImy 1Mo yMHOXKeHHI0. EIHHUYHBIM 3J1eMEHTOM 3TOH
TPYIMBL SIBJSETCS TaK Ha3blBAaeMblil IMIaBHBIN XapakTep ¥o, PaBHbIl 1 Ha Bcex
yucaax, B3aUMHO TPOCTHIX ¢ m, U 0 Ha ocTaslbHbIX UeJblX uucaax. [lops-
KOM XapakTepa Ha3blBaeTcsl ero Mopsilok Kak 3JeMeHTa MyJbTHIIMKATHBHOM
IpyNIbl XapakTepos.
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C KaXJIbIM XapaKTepoM CBsi3aHa TaK HasblBaeMmasi L-pyHkuus dupuxie —
(yHKLHS KOMIIIEKCHOrO [epeMeHHOro §, ornpejeseHHas psaoM L(s, y) =

&)
n
=Y ngs). CymMma 3Toro psiia aHaJuTHuHA B o6sacTd s > 1 U MoxeT GbITh
=1
aHAJUTHUECKH TPOJAOJ/IKEHA HA BCIO KOMIJIEKCHYIO TJIockocThb. Cienyioliee

COOTHOLIEHHUEe

L(s, o) =Z(s) [J(1 =p™)
plm
CBsI3bIBaeT L-(yHKIMIO, OTBEUAIOIIYIO [JIABHOMY XapakTepy, ¢ J3eTa-(pyHKIIH-

. 1

et Pumana {(s) = > prt Paciuipennas runotesa Pumana yTBepxkiaer, uto
n=0

KOMILIeKCHble HysM Bcex L-dyHkuui [upuxse, pacroJioxkeHHble B MoJjoce

0 < s < 1, nexkar Ha npsIMOI §Rs:§. B Hacrosiiee Bpemsi He J0KasaHa

Jlaxke mpocTeriias opma 3Tol THNOTe3bl — KJjaccuueckas runoresa Pumana,
yTBep:Kalollas Takoh ke GakT o HyJs1X 13eTa-(QyHKLMH.

B 1952 r. AnKeHM ¢ MOMOIIBIO pacIIMpeHHOH THNoTe3bl PuMana mokasad,
UTO YISl KaXKJ0r0 MPOCTOrO UMCJ/A ¢ CYLLECTBYET KBaJpaTHUHLIH HeBbIUET 4,
yioBetsopsioumii nepasenctam 2 < a < 70 In” g. Koucranra 70 Gblia co-
cuuTaHa nosaHee. FIMEHHO 3TO yTBEpiKJIEHHE W JIEKUT B OCHOBE aJropuTMa
Munnepa. B 1957 . Bepmkecc jokasas cyliecTBOBaHHE TaKOro HeBblUeTa
6e3 MCMNoJb30BaHUSI paCUIMPEHHON T'MMOTe3bl PuMaHa, HO C Xyaileldl OlleHKOH

1
2<a< qm+€, crpaBe/YIMBON MpPH J060M MOJOXKHUTENBHOM € H ¢, 60JblIEM
HEKOTOPOH TPaHHLbl, 3aBUCSLIEH OT €.

Asroputm MuJjiiepa MPUHUMITHANBHO OTJHYAETCS OT aJrOPUTMa D, Tak Kak
MOJIyueHHO€e C ero MOMOLLbIO YTBEPXKAEHHE O TOM, UTO YHCJ/I0 N — COCTaBHOE,
OTMpaeTCst Ha HeJI0KA3aHHYI0 paclIMpeHHyYIo THoTe3y PuMana 1 moToMy MOKeT
ObITh HEBEPHBIM. B TO BpeMsi Kak BepOSITHOCTHbIH aJITOPUTM O JIa€T COBEPLIEHHO
NpaBUJIbHBLI OTBET /ISl COCTABHBIX uMces. HecMOTpsi Ha OTCYTCTBHME OLLEHOK
CJIO’KHOCTH, Ha MPaKTHKe OH padoTaeT BIOJHE YI0BJETBOPUTENBLHO.

§ 5. Kak ctpoutb 60JblKMe NPOCTbie Yucaa

Mbl He GyeM OMUCHIBATH 3/1eChb HCTOPHIO 3TOH 3ajauM, peKoMeHayeM 06-
patuthest K Kuure [6] u o63opam [8, 9]. KoHeuno ke, GoJiblline npocTbie
YHCJIa MOXKHO CTPOUThL CPABHUTENbHO OblcTpo. [Ipu 3TOM MOXHO 0GeCreunTh
UX CJIyuaiiHOe pacrpejieJieHue B 3aJaHHOM JUara3oHe BeJUUYHH. B npoTHBHOM
cyiyuae Tepsisia Obl BCSIKHE MPAKTHUECKHH CMBIC/ cucTeMa windpoBanust RSA.
HauGosiee >ppeKTHBHBIM CPEICTBOM MOCTPOEHUSI MPOCTHIX UMCEN SIBJSETCS
HeCKOJIbKO MoJM(ULMpoBaHHasi Masiast Teopema epma.
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Teopema 2. [Tycmo N, S — neuemmnole namyparvrole wucia, N — 1 =
=S R, npuuen 0aa kaxndoeo npocmoeo deaumens q wucia S cyuecmasy-
em makoe yenoe 4YucaAo a, 4mo

/

a"='=1 (mod N), (a%—l, N)y=1. (10)

Toeda xaocdoii npocmoii deaumenv p uucaa N ydosiemsopsem cpasHe-
HULIO
p=1 (mod 2S).

HokasarteabcTtBo. Ilyets p — npoctoit jnenuresib uucna N, a ¢ —
HeKoTopblil mesuTesb S. M3 yesosuit (10) cienyer, uto B noJsie Bbiuetos )
CrpaBe/yINBbl COOTHOLIEHHUS

N—1
a"7l'=1, a7 #1, o '=1. (11)

O6o3naunm OyKBOH r MOPSIAOK 3J€MEHTa @ B MYJBTHILIHKATHBHON Tpymrie
noJs IF,. IlepBble 1Ba u3 cooTHoluenuit (11) o3Haualor, 4To g BXOAUT B paaJio-
JKEHHE Ha NPOCTble MHOXKHUTE/H YHCJIA ' B TAKOMH »Ke CTeNeHH, Kak U B pasJjoxKe-
nue N — 1, a nocnentnee —uto p — | nenutes Ha r. Takum oOpa3om, Kaxkablii
MPOCTOH JeJIUTE/b UMc/a S BXOJUT B pasJjioxkeHue p — | B cTereHH He MeHblLeH,
ueM B S, TaK uto p — | genurca Ha S. Kpowme Toro, p — 1 uerHo. Teopema 2
JIOKa3aHa. O

Caencreue 1. Ecau soinoanensl ycaosus meopemor 2 u R <45+ 2, mo
N — npocmoe uucao.

JeficTBuTenbHO, ycTh N paBHSIETCS TIPOU3BEIEHUIO HE MeHee JIBYX MPOCTbIX
urces. Kaxkioe U3 HUX, COTJIAaCHO YTBEPXKJEHHIO TeOPeMBbl 2, He MeHbIlle, UeM
25 + 1. Ho Torna (2S + 1)> < N = SR + 1 < 45% + 2S + 1. Tlporusopeune
W JI0Ka3bIBAET CJIECTBHE.

[Tokaxkem Tenepb, KaK ¢ MOMOLIbIO MOCJIEAHEr0 YTBEPKAEHHs, UMest 6OJb-
1LI0€ MPOCTOE YHUCJIO S, MOXHO MOCTPOHUTb CYLLECTBEHHO OoJibliee MPOCTOe
uncyio N. Boibepem st 3T0r0 CityyaiiibiM 06pa3om 4yeTHOe 4yucao R Ha mpo-
MexkyTke S < R < 45 + 2 n nonoxum N = SR + 1. 3atem nposepum unco N
Ha OTCYTCTBME MaJIbIX MPOCTBIX JEJUTENEH, Pa3le/B €ro Ha MaJjible MPOCThie
uhcdia; ucnbitaeM N HEKOTOPoe KOJMYECTBO Pa3 € MOMOLIbIO ajaroputma o.
EcJ/in npu 9T0M BbISICHUTCS, 4TO N — COCTaBHOE YHCJIO, CJlellyeT BbiOpaTh HOBOE
3HaueHHe R M OnsTb MOBTOPHTb BblUMCJeHUs. Tak cJjejyer aenatb 10 Tex 1op,
noka He OyjeT HaiiileHo 4ucJo N, BblepXkaBllee HCIBITAHUS AJITOPUTMOM b
JIOCTaTOUHO MHOTO pa3. B 3ToM cJjyuae nmosiBjsieTcs Halexaa Ha To, uto N —
MPOCTOE YHCJIO, U CJEyeT MOMbITATHCS A0KA3aTh MPOCTOTY C MOMOLIBIO TECTOB
TeopeMbl 2.
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Jst 3TOro MOXKHO cJjyyailHblM 00pa3oM BblOMpaTh uMcio a, | <a < N,
W MIPOBEPSTH JUISi HETO BBIMOJHUMOCTb COOTHOLLEHHI

d"'=1 (modN), @*—-1, N)y=1. (12)

Ecsin npu BLIGpaHHOM @ 3TH COOTHOILIEHHS BBITMOJHSIOTCS, TO, COMJIACHO CJIe]I-
CTBHUIO U3 TEOPEMbI 2, MOXKHO YTBEPKAATh, uTo uncao N npocroe. Ecan ke 3T
yCJIOBHS HapyllaloTes, HY?KHO BbIOpaTh Jpyroe 3HaueHWe a W MOBTOPATb 3TH
ornepaluu 0 Tex 1op, MoKa Takoe YUC/0 He OyleT 0OHAPYKEHO.

[Ipeanosio:kum, uto nocrpoenHoe uucao N AeHCTBUTENBHO SIBJSIETCS NPO-
CTbIM. 3aJaIuMCst BOITPOCOM, CKOJIb JIOJITO TIPUAETCS NepeOupaTth Uuca a, noka
He OyJleT HallJIeHO TaKoe, JIJIst KOTOPOTo OY/yT BbIMoJHEHbI yeaoBus (12). 3ame-
THM, UTO JIJ1s1 TpocToro uncsaa N nepBoe ycaoBue (12), coryiacHo MaJsioii Teopeme
depma, Oyzer BoinonHATbCS Beersa. Te ke uncna a, 11 KOTOPbIX HapylliaeTcs
BTopoe ycaosue (12), ynoenersopsior cpaphennio a® =1 (mod N). Kak us-
BecTHO, ypaBHenne xR = 1 B noJse BbiueTo Fy umeer He Gosiee R peleHHil.
OnHo u3 Hux x = 1. ITosromy Ha npomexkyTke 1 < a < N umeercs He GoJsee
R — | uucen, 1y KOTOPBIX He BbIMOJHSOTCS ycjaoBus (12). Dto o3Hauaer,
uTO, BbhIOUpAs CaydyadHbiM 06pa3oM uuca a Ha npomexytke 1 < a < N, npu
npocToM N MOXKHO ¢ BePOSITHOCTbIO Godiblueli, ueM 1 — O(S™1), naiitn uucno a,
JUIS1 KOTOPOTo OY/yT BbIMOJIHEHBI YCJOBHSI TEOPEMbl 2, U TeM Jl0Ka3aTb, uto N
JIEUCTBUTENLHO SIBJISIETCS MPOCTHIM UMCJIOM.

3aMeTHM, UTO MOCTPOEHHOE TAKUM CMOCOOOM MpocToe uncjao N Oyaer yuo-
BJIETBOPAATHL HepaBeHcTBY N > S%) T.e. Gy/leT 3amuChIBATLCA PUMEPHO BABOE
6OJIbLIMM KOJIMUECTBOM LIU(P, UeEM MCXOJHOE MPOCTOE UMCJo S. 3aMeHHB Te-
nepb 4MC/I0 S Ha HalJeHHOe NpocToe Ynucao N U MOBTOPHUB C 3THM HOBBIM S
BCE YKa3aHHble Bblllle JIEHCTBHs, MOXKHO MOCTPOUTHL ellle OoJibliiee MPOCTOe
upcso. HauaB ¢ kakoro-HuGyjib MPOCTOTO uUMC/a, CKaxKkeM, 3amnucanHoro 10
JIECATUUHBIMU LIUPPaMH (TIPOCTOTY €r0 MOXKHO MPOBEPHTh, HATTPUMED, JieJIEeHHEM
Ha MaJjieHbKHe TaOJUUHbIE TPOCThIE YHCJIA), U TOBTOPUB YKA3aHHYIO NPOLELYPY
JIOCTaTOUHOE UMCJIO Pa3, MOXKHO MOCTPOUTb TPOCThIE UHCJIA HYKHOH BEJHUHHBI.

O6cynuM  Terepb HEKOTOpble TEOPETHUECKHE BOTIPOCHI, BO3HUKAIOIIHE
B CBSI3W C HaxoxKJeHheM MpocTbix uucesn Bupa N = SR + 1, rne uucaa R
1 S ynoBaetBopsitoT HepaBeHeTBaM S < R < 45 + 2. pexie Bcero, cornacHo
Teopeme JlupuxJe, nokazanuoi eile B 1839 r., nporpeccusi 251+ 1, n =1, 2,
3, ..., COLEPKUT GECKOHEUHOE KOJMMUECTBO MPOCThIX uhces. Hac unrepecyiot
MPOCTble YUCJA, JiexKallde Helaleko oT Havasa nporpeccud. OlleHKa Hau-
MeHbIIIEro MpoCcTOro uucaa B apuMeTHUeCcKo# Mporpeccuy Obljia roJiyueHa
B 1944 r. [O. B. Jlunuukom. CoOTBETCTBYIOIIAS TeOpPeMa YTBEPKAAET, UTO Ha-
MMeHblllee MPOCTOe YHC/IO0 B apudMeTHUeCcKoH nporpeccun 257 + 1 He npeBoc-
xomut S¢, rae C — HeKoTopasi 10CTaTouHO 60JIbIIAS A6COMOTHAS MOCTOSTHHASL.
B npeanosioxkeHnu cnpaBeiIMBOCTH PAaCUIMPEHHOH runoresbl PUMaHa MOXKHO
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JloKasath, [11, ¢. 272], uTo HaMMeHblIIee TaKOE MPOCTOE YHCJIO HE MTPEBOCXOIUT
c(e) - S**¢ npu M0GOM MOJOKHTETLHOM €.

Takum o6paszom, B HacTosiLee BpeMsl HHKAKUX TE€OPETHUECKUX TapaHTHH 1Sl
cyutectBoBanus npoctoro uucga N =SR+ 1, S <R <45 + 2, He cyuiecTsyer.
Tem He MeHee OMBIT BBIUHCJEHHWI HA KOMIbIOTEpPE TOKA3bIBAET, UTO MPOCTHIE
yyhc/Ia B apU(METHUECKOH MPOrpeccuy BCTPeUaloTest J0CTaTOUuHO GJIM3KO K ee
HauaJly. YNOMsiHEM B 3TOH CBSI3H TMIOTE3y O CYIIECTBOBAHMH OECKOHEUHOTO
KOJIMUECTBA TPOCTBIX UMCEJ § C YCJIOBHEM, UTO UHCI0 2g + 1 TakKe mpocroe,
T. €. TIPOCTBIM SIBJISIETCS YK€ MEPBbIH UJIeH MTPOrPECCHH.

OueHb BaxkeH B CBSI3H C OIMCHIBAEMBIM METOJIOM TIOCTPOEHHSI MPOCTHIX
ypcesl TaKKe BOTPOC O PACCTOSIHUM MEXKTY COCEIHUMH TIPOCTBIMH UHCJIAMHU
B apudMerHuecKkoil mporpeccuu. Benp y6eauBIIHCH, UTO TPH HEKOTOPOM R
unesio N = SR + 1 cocraBHoe, MOXKHO cJeflytolliee 3HaueHne R B3Tb PaBHbIM
R + 2 u pefictBoBaTh Tak jaJjee, noka He OyleT HaliieHO mpocroe uucao N.
M ecan paccrosiine MexXIy COCEIHHMH TPOCTBIMH UMCJAMH B TPOTPECCHH
BEJINKO, HET HaJeXK/bl ObICTPO MOCTPOUTH HyKHOe uncyo N. [TepeGop uncen R
JI0O TOTO MOMEHTA, KaK Mbl HATKHEMCSI Ha TIPOCTOE YUCJI0 N, OKaXKeTest CJANIIKOM
nosruM. B 6osiee mpocToM Bompoce 0 pacCTOSHUY MEXK/LY COCEIHUMH MPOCTHIMU
UUCJAMH Py U Ppi1 B HATYPaJIbHOM psijie 10Ka3aHOo JIHLb, UTO

38
Pn+l — Pn = O(P,fl 6),

YTO, KOHEUHO, He OUeHb XOPOLLO JUIs HAlIUX liesell. BMmecte ¢ Tem cyiiecTByeT
TaK HagbiBaeMmas runoresa Kpamepa (1936 1), uto pp4| — pn = O(ln2 Pn), lato-
11151 BIoJiHe pHemJyieMyto oleHKy. [IpumepHo Tako# ke pe3yJ/bTar cileyeT 1 U3
pacivpeHHol runoteabl Pumana. Bbluncsienusi Ha KoMIbloTepe MOKa3bIBAIOT,
YTO MPOCTbIE UHCJIA B APUPMETHUECKUX POTPECCHSIX PACTIONOXKEHDI IOCTATOUHO
TMJIOTHO.

B kauecTtBe HTOra 0OCYXK/IEHHSI B 3TOM paslelie MoAUepKHEM CJleyloliee:
€cJIM TIPUHATb Ha Bepy, UTO HaUMeHbllIee MPOCTOE UUCJO0, a TaKKe PACCTOSHHE
MeXJy COCEIHHMH MPOCThIMU uucjgamMu B nporpeccuu 2Sn + 1 npu S < n <
< 4S5 + 2 oueHnBaloTCsl BEJHUHUHON O(ln2 S), To onucaHHas cxeMa MOCTPOEHHsI
60JIbILIMX TIPOCTBIX YHCEJ MMEeT MOJMHOMHAJbHYIO OlIeHKY CJI0XKHOCTH. Kpome
TOTO, HECMOTPS1 HA OTCYTCTBHE TEOPETHUECKUX OLIEHOK BpeMeHH paboThl aJro-
PHUTMOB, OTBICKHBAIOLLMX MPOCTble YHCJIA B apU(PMETHUECKUX MPOTPECCHSIX CO
CPaBHUTEJbHO GOJILILIOH Pa3HOCTbIO, HA TPAKTHKE TH aJrOpUTMbl paboTaloT
BIOJIHE YJOBJETBOPUTEbHO. Ha 06bluHOM mepcoHasbHOM KoMMbloTepe 6e3
0COOBIX 3aTpaT BPEMEHH CTPOSITCS TAKUM Croco6OM MPOCThle YHuc/aa TOPsi-
Ka 10300,

KoHeuHo, ¢rnoco6 KOHCTPYMPOBAHHS MPOCTBIX UMCEN /ISl HCTOJb30BAHHS
B cxeMe RSA 10/KeH GbITh MacCOBBIM, 8 CAMH TIPOCTbIE YHCJA JOJKHBI ObITh
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B KAKOM-TO CMBICJI€ XOPOLIO pacrnpeeseHHbIMA. DTO BHOCHUT Psijl JIOTIOJHH-
TeJIbHbIX OCJIOXKHEHHUH B pabGoTy ajiroputmoB. Bripouewm, omucaHHas cxema Ja0-
nyckaeT maccy Bapuauuid. Bece 3T Bompochl pacemaTpuBatorcest B crathe [12].

HakoHell, oTMeTHM, UTO CYIIECTBYIOT METO/Ibl MOCTPOEHHsT GOJbIINX MPO-
CTBIX YHCeJ, UCMOJb3YIOllIMe He TOJbKO TpocThbie neautesn N — 1, HO u Je-
autean uncen N + 1, N2+ 1, N2+ N+ 1. B ocHoBe 3THX MeTOIOB Jie-
JKUT UCIOJIb30BAHUE TIOCJIEI0BATENLHOCTEN LEJbIX UUCEJ, YIAOBJIETBOPSIOLIMX
JIMHEHHBIM PEKYPPEHTHbIM ypaBHEHUSIM Pa3/JMUHbIX MOPsAKOB. OTMeTHM, uTO
NOCJe0BATENLHOCTD @, UJieHbl KOTOPOH MPUCYTCTBYIOT B (hOPMYJIMPOBKE Ma-
Jioit TeopeMbl Pepma, cocTaBiisieT pellleHHe peKyppPEHTHOTO ypaBHEHHsT TEPBOT0
NOpsIAKA Up4| = AUy, Uy = 1.

§ 6. Kak npoBeputb 60Jbllioe YUCAO HA MPOCTOTY

EcTb HeKoTOpO€ OTJIHUME B TOCTAHOBKAX 3a/au NPe/blAyLlero 4 HacTOSILLEro
pasnesnos. Korga mbl cTpoum mnpoctoe uuc/ao N, Mbl objajgaeM HEKOTOPOH
JIONOJIHUTEJIbHON MH(OpMaLIMell 0 HeM, BOZHUKAIOLLEH B MPOLIECCE MOCTPOEHHUS.
Hanpumep, takoil nudopmaumer siBJjsieTcs 3HaHHe NPOCTHIX AeJUTeNEH uhca
N — 1. D1a undopmauus uHorna obJeryaer 10Ka3aTesbLCTBO MPOCTOTHI V.

B sTOoM pasnene Mbl npearnosaraeM Jullb, YTO HaM 3alaHO HEKOTOpoe
upedio N, Hanpumep, BbIOpaHHOE clyuaiiHbIM 06pa3oM Ha KAKOM-TO IIPOMEXKYT-
Ke, U TpeOyeTcsl yCTAaHOBUTb €ro MPOCTOTY MJH J0KAa3aTh, UTO OHO SIBJISIETCS
COCTaBHBbIM. DTy 3ajauy 3a MOJUHOMHAJBbHOE KOJUUYECTBO ONepaluil peniaet
yKasaHHbli B 1. 4 anroput™ Musiepa. OHaKO CrpaBeIMBOCTb MOJYUEHHOTO
C €ero IOMOLIbIO YTBEPXKJIEHHUsI 3aBUCHT OT HEIOKAa3aHHOH pacLUMPEHHON T'd-
nore3bl Pumana. Ecayn uncio N Bbiep:Kago HCIBITAHHST aITOPUTMOM 5 /ISt
100 pasnuHbIX 3HAUEHHIT TAapaMeTpa @, TO, TI0-BHAUMOMY, MOXKHO yTBEPIKIaTh,
YTO OHO SIBJSIETCS TMPOCTBIM C BEPOATHOCTbIO Gosblueii, uem 1 — 47100 I1a
BEPOSAITHOCTb OueHb GJIM3Ka K eIMHHLE, OJHAKO BCE K€ OCTaBJISIET HEKOTOPYIO
TeHb COMHeHUsI B pocToTe uncyaa N. B nasbHeltiiem B 3ToM pasese Mbl 6yjiemM
CUMTaTh, UTO 3ajaHHoe yucyo N sIBJsieTCS MPOCTbIM, a HaM TpefyeTcs JHLUb
Jl0Ka3aTb 3TO.

B Hacrosililee BpeMsi U3BECTHbI IETEPMUHUPOBAHHbBIE aJITOPUTMbI Pa3IHUHON
CJIOJKHOCTH ISl 10Ka3aTe/IbCTBa MPOCTOThI uuces. Mbl 0CTaHOBUMCS MOAPO06-
Hee Ha OJIHOM M3 HHUX, NpeaJio:keHHOM B 1983 1. B coBMecTHOH paboTe Amema-
Ha, [Tomepanua u Pamesu [13]. luist nokasate/ibcTBa MPOCTOTBI MM HEMPOCTO-
Tl uncsia N 1ot anroputm tpebyer (In N)¢ I In ¥ apydmeTnueckix onepamwyii.
3nech ¢ — HeKoTopasi MoJIOKHUTeIbHAs abcosioTHasi nocTosiHHas. DyHKius
InlnIn N xoTb U MemjieHHO, HO Bce »Ke Bo3pacTaerT ¢ poctoM N, Mo3TOMY
aJITOPUTM He sIBJIsSIeTCs MOJMHOMHAJbHBIM. Ho Bce ke ero mpaktuueckue pea-
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JIU3A1IMK TIO3BOJISIIOT IOCTATOUHO GBICTPO TECTHPOBATh uKcsa Ha npoctoty. Cy-
IL[ECTBEHHbIE YCOBEPILIEHCTBOBAHHUS U YIIPOLIEHHsI B MEPBOHAUANLHBIN BapHAHT
ajroputMa OblJiM BHeceHbl B padotax X. Jlenctpol u A. Kosna [14, 15]. Mbl Oy-
JIEM Ha3biBaTh OTHCHIBAEMbIH HUXKe aJroputM aaroputmMom Kosna—dJleHCTphl.
B ocHoOBe ajiroputMa JieXKMT HCIOJIb30BaHHE CPaBHEHHH THIA MaJIoi Teope-
Mbl @epMa, HO B KOJIbIAX LEJIbIX UUCe KPYroBbIX MOJEH, T. €. MoJel, MopoxK-
feHHbix Haj nosieM Q uucaamu {, = emi/P — xopusimu u3 1. TTycTb ¢ — mpocroe
HEUeTHOe UHCJIO U ¢ — MepBo06pasHbiil KOPeHb M0 MOIYJIO ¢, T.e. 06pasdyio-
LM 3/1eMEHT MyJIbTHIIMKATUBHOK rpynisl nods F,, kotopas uukmauuna. s
KaKJIOro 11eJI0T0 UKcJia X, He JIEJSIIIErocsl Ha ¢, MOXKHO ONPEJeJIMTh €ro HH-
neke, ind, x € Z/(g — 1)Z, naspiaeMblil Tak:Ke OUCKDEMHOLM 102APUPMOM,
¢ nomouipio cpaBHenns x = ¢"% ¥ (mod ¢). PaccMoTpum nasee 1Ba MpoCTBIX
yHeaa p, § C YCJOBHEM, YTO ¢ — | JeJuTCsl Ha p, HO He JeuTCs Ha p2.
Cuienytowiasi yHKIMsI, onpe/eseHHasi Ha MHOXKECTBE LeJIbIX UHCeJ,

0, ecsu glx,
X(x) = ind, x
o, eca (x, g)=1
SIBJISIETCSl XapaKTepPOM IO MOJAYJIO ¢, U TMOPSJIOK 3TOrO XapakTepa paBeH p.
Cymma
g—1
— X
0 ==Y xW& € ZLy L]
x=1
HasbiBaercst cymmont [aycca. @opmynnpyemasi HHxKe Teopema 3 TpeCTaBJsi-
eT cobo#l aHasor maJsoil TeopeMbl Pepma, ucrnonbdyemblit B anroputme Ko-
sHa—JIeHCTpbL.
Teopema 3. [Tycmo N — Heuemnoe npocmoe uucao, (N, pg) = 1. Toeda
8 koavye Z[C,, {,] sotnoansemesn cpasHenue

0" = ¢V 1(x"Y)  (mod NZ[T,, Ey)).

Ecaiu npu kakux-1u60 yucyaax p, ¢ cpaBHeHHe U3 TeopeMbl 3 Hapyluaercs,
MOXKHO yTBepxKaaTb, utro N cocraBHoe uucso. B npoTuBHOM cJjyuae, ecJu
CpaBHEHHE BBITIOJIHSIETCS], OHO JiaeT HEKOTOPYI0 MH(OPMALHIO O BO3MOXHBIX
npocthix Aenutensx uncaa N. CobpaB Takyio MH(QOPMALHMIO ISl PA3THUHBIX
P, G, B KOHLE KOHLIOB Y/aeTCsl YCTAaHOBUTb, UTO N HMeeT JiMlIb OJHUH MPOCTOH
JIeJIUTENb U SIBJISIETCS TPOCTHIM.

B cayuae p =2 jierko npoBepuThb, UTO CpaBHEHHE U3 TeOpPeMbl 3 paBHO-
CHJIbHO XOPOLUO H3BECTHOMY B 3J1EMEHTAPHOH TEOPHH UHCEN CPaBHEHHIO

¢’ = (%) (mod Ny, (13)
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rae (%) — TaK HaabiBaeMblil cuMBOJ $Iko6u. Xopollio U3BECTHO, YTO TOCTE-

Hee CpaBHeHHEe BbLITOJHSETCS He TOJIbKO ISl MPOCTHIX ¢, HO M JUIsl JIOObIX
LeJIbIX ¢, B3AaUMHO MPOCThIX ¢ N. 3aMeTHM TaKKe, UTo JJisl BEIUHCJIEHHST CHMBO-
Ja $Iko6u cyiecTByeT ObICTPBIH aArOPUTM, OCHOBAHHBIH Ha 3aKOHE B3AHMHOCTH
laycca u, B HEKOTOpPOM cMbicjie, MOMOOHBIH anroput™My EBK/WAa Bbluucie-
HUs1 HanboubLIero oblero aeqauteds. Ciaeayoluil npuMep NoKasblBaeT, Kak1uM
00pa3oM BBIMOJHUMOCTb HECKOJIbKMX cpaBHeHMH THna (13) naer HeKoTopylo
MH(OPMALIHIO 0 BO3MOXKHBIX MPOCTHIX JIeNUTENsIX uncya N.

Mpumep 1 (X. Jlencrpa). [lycts N — HatypagabHoe uucio, (N, 6) = 1,
JUISl KOTOPOTO BbITIOJIHEHbBI CPABHEHHS

N—1
AT = (%) (mod N) mpn a=—1, 2, 3, (14)
a KpOMe TOro ¢ HeKOToprM HeJbIM YUCJIOM b nMmeem

b7 =—1 (mod N). (15)

Kak y:ke ykasblBaJjioch, npu npoctomMm N cpaBHenusi (14) BbInoJiHSIIOTCS JIJ1s1
mo6oro a, B3auMHo mipoctoro ¢ N, a cpaBuenue (15) o3zHauaer, uto b ecTb
nepBooGpasHblil KopeHb 1Mo Moxynato N. KosmnuecTBo mepBoo6pasHbIX KOpHei
paBHO (N — 1), T.e. focTaTouHO BesuKo. Takum 06pa3om, unc/1o b ¢ ycaoBH-
eM (15) npu npoctom N MoKeT GbITb HAHEHO OCTATOUHO GBLICTPO C MOMOIIIbLIO
cJiyuaiiHoro BbiGopa W nocjenyiouiei nposepku (19).

Jlokaxkewm, uto u3 BbinosHUMocTH (14), (15) cienyer, uTo Kaxkiabli Jienu-
Tesb r uucsa N yIoBJIETBOPSIET OJHOMY U3 CPABHEHHH

r=1 (mod24) wm r=N (mod 24). (16)

He ymeHblliasi 06UIHOCTH, MOXKHO CUHTaTh, UTO 7 — MPOCTOE uucJjo. BBenem
Tenepb o6o3HaueHuss N —1 =u - 2k r—1=0v-2" e u U U — HeUeTHbIE
uncna. Mz (15) u cpasuenus b"~! =1 (mod r) cienyer, uto m > k. danee,
corniacHo (14), BbIMOMHSAIOTCS CJeAyIOLIHe CPaBHEHUS

(5= (8) =0 i (2)= () =0 ot

O3Hayarouiue (B CHUJly TOro, 4To CHUMBOJI SIko6u moxer PaBHATbLCS JIMLIb -1

wiu +1), uto
k

a\" (e
(v) =)
[Ipu m > k 5TO paBeHCTBO O3HAUAET, uTO (ﬁ) =1 npu a=-1, 2, 3, u,

(%)

cnenoBatesnbio, r = 1 (mod 24). Ecau xe m = k, To umeem (%)
ur=N (mod 24). tum (16) nokasaHo.
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Wudopmauns Takoro poja noJydaercs 1 B cyyae NPOU3BOJIbHBIX TPOCTHIX
yucesl p U ¢ C YKa3aHHbIMU Bblllle CBOHCTBAMH.

Onuuiem (oueHb rpy6o) cxemy anroputma Kosna—dJleHCTpbl 115t NPOBEPKH
npocToThl N:

1) BbIGHpaloTCst pa3anuHble NPOCThIE UUCIA Py, ..., P U Pa3IHUHbIE TIPO-
CTble HeYeTHhIE 1, ..., {5 TaKue, 4To

a) 115 KaXKIOro j BCe NMPOCThle NEJUTENH uHcaa ¢; — 1 comepxkarcs

Cpemu pi, ..., Pr ¥ g; — 1 He aeuTCs HA KBAaApaT MPOCTOrO UMCJa,

6) S=2q,-...-qs>VN;
2) A5 KaXK0i Napbl BbIOPAHHbIX UMCEJ P, § TIPOBOAATCS TECTI, TIOA0OHbIE

CpaBHeHHIO U3 TeopeMbl 3. Ecain N He ynoBJeTBOPSeT KAKOMY-JHO0 U3
9THX TECTOB — OHO COCTaBHOe. B NMpOTHBHOM cJ/yuae

3) OrnpeaessieTcsi He OUeHb 60J1bl1I0e MHOYKECTBO qyuces, ¢ KOTOPbIMHU TOJIb-
KO U MOTYyT ObITh CpaBHUMbI MPOCTbIE ACJUTEJIN N. A HMEHHO, KarKJIbIH
HpOCTOI/“I JIJIUTEJIb 1 YKCJia N JOJ2KEH YIOBJIETBOPSATL CPABHEHHUIO BHAA

r=N (modS), 0<j<T=pi-... ps

4) npoBepsieTcsl, COAEPKHT JIM HakeHHOe MHOXKecTBO aesutesnu N. Ecan
NpY TOM JIeJIUTENH He oOHapy»KeHbl, yTBep:kaaercs, uto N — npocroe
4uCII0.

Ecau uncsio N cocraBHoe, 0HO 00513aTe/IbHO MUMeEET MPOCTOH Je/UTeNb T,
Menbimil /N < S, KOTOPBIl caM COAEPIKHTCS CPEIH BO3MOKHEIX OCTATKOB.
MmMeHHO Ha 3TOM CBOHCTBE OCHOBAHO MPUMEHEHHE MyHKTa 4) aJropuTMma.

[Mpumep 2. Ecisn BbIOpaTh ciefytolliie MHOXKECTBA MPOCTHIX UMCE

{py=1{2,3,5 7 n {gt={3,7 11,31, 43, 71, 211},

TO TAaKHM CMOCOBOM yaaeTcs NpoBepsaTh npocToTy uncen N < 85 - 1019,

Ormetum, uto B pabote [13] aisi TECTHPOBAHHUSI HCTOJL30BAJIUChL HE CPaB-
HEHHUs1 TeOpeMbl 3, a 3aKOH B3aUMHOCTH JIJIs CTEMEHHBIX BbIUETOB W TaK Ha3bl-
BaeMble cyMMbl Slko6u. Cymma S1ko6u

qg—1

I, x2) == xi@xa(l —x)

x=2

onpeenseTcs JUif JIBYyX XapaKTepoB Xi, Y2 N0 Moay/o ¢. Ecau xapakrepbl
MMEIOT TOPSIIOK p, TO COOTBETCTBYIOLIAs CyMMa SIKOOW MPHHANIEKHT KOJbLY
Z[Cp]. TockosbKy uncsia p, yuacTBYIOLIHE B aJITOPUTME, CPABHUTENLHO HEBe-
JIMKH, TO BBIUMCJIEHUS] ¢ cyMMaMH SIKOOH MPOU3BOAATCS B MOJISIX CYLIECTBEHHO
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MeHbILIeHl CTeneHH, UeM BhIUHC/IEHHsT ¢ cyMMaMi [aycca. DTo raBHast IPUUKHA,
110 KOTOPO# cyMMbl S1K0OH IpeanouTuTebHee 1lst BbluncaeHui. [1pu 1)z # Xo
BBITIOJIHAETCS] KJACCHUECKOe COOTHOLLIEHHE
T(xn) - T(x2)

T(x1 - %2)
cBsi3blBalolllee CyMMbl [aycca ¢ cymmamu SIKoGH W Mo3BoJsiollee Nepenucarhb
CpaBHeHHMe TeopeMbl 3 B TepMHHax cymM Sfkobu (cM. [16]). Tak, npu p =3
1 g =7 COOTBETCTBYIOLLlE CPABHEHHeE, CIIpaBeyInBoe Ajs NPocTbiXx N, OT/HU-
HBIX OT 2, 3, 7, MPUHUMAET BUJL

IO, x2) =

N

(—3C —2>[§] (30 + 1)H =% (mod NZ[L]),

rie { = e?™/3 u & — HeKkoTOpLIil KOpeHb KyGHueckHii u3 1.

B 1984 r. B paGore [15] 6bl70 BHECEHO CYIIECTBEHHOE YCOBEPIIEHCTBOBAHKE
B a/JIFOPUTM, [103BOJIMBLIEE OCBOOOIUTLCS OT TPeGOBAHUS HEJeJHMOCTH UHCel]
g — | Ha KBazpaThbl MpoCThIX uynces. B pesynbrate, Hanpumep, BBIOPAB UHCJIO
T=2%.32.5.7=>5040 u B3sB S paBHLIM NPOM3BEJICHHIO MPOCTBIX UHCE §
¢ ycjioBreM, uto T nenntes Ha ¢ — 1, mosyunm S > 1,5 - 10°2, yro mosBosisier
JI0Ka3bIBaTh MPOCTOTY uuces N, 3amuchbiBaeMbIX COTHEH NeCSITHYHBIX 3HAKOB.
[1pu 5TOM BbIUMCJEeHHS OYAyT MPOBOAUTLCSA B MOJSAX, NOPOXKIAEHHBIX KOPHSIMH
u3 1 creneneit 16,9, 5 u 7.

OTMeTHM, UTO OLEHKA CJIOXKHOCTH 3TOr0 ajirOpUTMa MpeACTaBJsieT coOoi
TPYAHYIO 3a/auy aHaJUTHUeCKOH Teopuu unces. Kak yxxe ykasblBasoch, KOJIH-
yecTBO onepalyil ouenusaercst Beanuunoi (In N)¢m N - Onpako coorser-
cTBylolMe uncaa S u T, BO3HUKAIOLIME B TIpoliecce 10Ka3aTeNbCTBA, HE MOTYT
ObITh SIBHO yKa3aHbl B 3aBUCUMOCTH oT N. JloKazaHo JMllb CYLIECTBOBAHHE
unces1 S u T, 1151 KOTOPBIX IOCTUTraeTcs olleHKa. Bripouem, ecTb BEpOSTHOCTHBI
BapHaHT aJIrOPUTMA, JI0KA3bIBAIOLLMK MPOCTOTY Mpoctoro yucaa N ¢ BeposiT-
HocTblo Gosbuiedi 1 — 27% 3a O(k(In N)¢nIn Ny apudmernueckux onepatwmii.
A B npeamnosiokeHnH paclnpeHHol THIOTe3bl PUMaHa 3Ta olleHKa CJI0KHOCTH
MOZKET ObITh MoJyueHa Mnpu 3PPeKTUBHO YKa3aHHbIX S u 7.

CpasuuresnbHo HeasHo, B 2000 r., Obl1 HaliieH 1eTePMMHHPOBAHHBIN aJro-
PUTM MOJHHOMHAJBHON CJI0XKHOCTH, MO3BOJSIOLINI MO 3aJaHHOMY HATypaJbHO-
My umcdy N ckazaTb, GyIyT OHO MPOCTBIM MK cocTaBHbIM. OCHOBHbBIE €ro HJleH
ObIIM TIPEJIONKEHbI HHAKHCKUMKU MaTemMaTHkamMd M. Arpasasom, H. Kaitanom,
H. Cakcenoii.

B ocHoBe asroputma Jexut cpaBHenue (x 4+ a)? = x” + a (mod p), BbI-
noJiHsolLeeCs MPH JI0OOM MPOCTOM p B KoJiblle MHOTousieHoB Z[x]. Mmeetcs
B BUJLY, UTO KaxK/Iblil KOS PULUHEHT MHOTOUJIEHA B JIEBOH YACTH CPABHUM [0 MO-
JyJII0 P ¢ COOTBETCTBYIOLIUM KO3(DMUIIHEHTOM MHOTOUJIEHA, CTOSLLETO B TPABOH
YacTH CpaBHEHHSI.
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[Tyctb N — GoJibliioe 1LieJ10€ YHCJI0, KOTOPOE Mbl XOTeJH Obl TIPOBEPUTH HA
npoctoty. Ecam nipu kakom-To nesiom a cpashenue (x + a)¥ = x¥ +a (mod N)
He BblMoJiHsIeTCsl, To N — cocTaBHOe 4Hca0. Ecau Ke nocjiefHee cpaBHeHHe
BBITIOJIHAETCS JUIsT MHOTHX LeJIbIX UHCeJ @, TO BECbMa BEpPOSITHO, UTO uucjo N
npoctoe. OKasblBaeTcsi, UTO J0CTATOUHO MPOBEPHUTH 3TO CpPaBHEHHE JJI BCEX
HaTypaJbHbIX @, OTPAHHUEHHBIX HEKOTOPOH BEJHUMHOH, IBHO YKA3aHHOH B 3a-
BUCcHMOCTH OT N. EcJ/in Bce 9TH cpaBHEHHS BLIMOJHSIOTCS, MOXKHO YTBEPK/IATh,
uto N mpocToe YHc/Io.

O603Hauum OyKBOH A KOJIbLIO KJIACCOB BbIUETOB M0 MO0 N. YKazaHHbie
BbIlle CPaBHEHMsl MOXKHO 3anucath B Buie papeHcTBa (x + a)V = 1V + a,
BBIMOJIHSIIONIErocsi B KOJiblle MHOrouieHoB A[x].

Henocratkom 3Toro mojxona siBjasieTcst TO, UTO B TPOLECCE BbIUHCJECHHH
¥ cpaBHeHUs KO3(PPUUHEHTOB NPUXOAUTCS paboTaTh C MHOTOUJIEHAMH OU€Hb
60JbLION CTeNeHH, Belb UMco N MOKET UMeTb OueHb 00JbLUYI0 BeJHUHHY. Bbi-
XOJ1, NPEJIVIOKEHHDBIH UHIMHCKUMH MaTeMaTHKAMH, — B TOM, UTOObI CPaBHUBATD
He CaMH MHOTOUJIEHbI, & WX OCTATKH TPH JEJE€HHH Ha HEKOTOPbIH (DHKCH-
POBaHHbIH MHOTOUJIEH, UMEIOIIMH He OueHb GOJIbILYIO CTeleHb, HANpUMep Ha
mHorousien x” — 1. Dtn ocratku anst Muorousenos (x + a)V u xV moryr serko
ObITb COCUMTAHBI C MOMOLLBIO aJrOPUTMA, MOJOOHOTrO aAropuT™y 1.

B onucanuu caenyioulero najee ajropuTMa ydacTByeT (yHKUMs DHjepa
¢(n). Kpome Toro, 3zech u pasee B 3trom naparpade log x o6osnauaer Jiora-
pU(M uHCcIa X 0 OCHOBAHHIO 2.

[TonMHOMHAbHBINH AATOPUTM NPOBEPKHU HA MPOCTOTY
Jano neuerHoe uuciio N > 3. TpebGyercsi onpenesnutb, MPOCTOe OHO HJIH
COCTaBHoOe.

1. IlpoBeputh, paBHO u N CTeneHHu UENOTO UUCJ/A, T.€. BbISICHUTb, BEPHO
v pasenctBo N =a’, a, b € Z, b > 2. Ecaiu BepHo, To N — cocTaBHoe
YHCJIo.

2. TlepeGupas noceoBaTebHO BCe HATypaJibHble UMCJ/1a, HAUTH HAUMEHb-
liee 4YMUCJo £, JJisl KOTOPOTo BBIMOJHSIETCS 110 KpailHel Mepe OfHO M3
YCJIOBUH

a) (r, N)#1,
6) npu Beex k, 1 <k <log? N, umeem rf Nk — 1.

3. Ecmn 1 < (r, N) <N, 10 N cocraBHoe.
4. Ecau (r, N)=N, to N npocroe.

5. Monoxurs T = {1, 2, ..., [\/@(r)log N]} n npoBepuTb BbIMOJHH-
MOCTh B KoJiblie A[x] cpaBHeHHid

(x+0)N=x"+b (mod x" —1) npuscex beT. (17)
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Ecan xoTs1 661 0HO M3 3THX CpaBHEHUH Hapyluaercs, To N — cocTaBHoOe.
Ecau ke Bce cpaBHeHUs! BbIMOJIHEHBI, TO N — MPOCTOe UMCJIO.

[IpoBepum chavana, uTo ajqroputM padotaer KoppekTHo. Ecau on 3aBep-
1aet cBoto paGoty B nyHKtax | uiau 3, To, OUEBUJHO, €0 OTBET BEpEH.

Ecau anroput™m 3aBepiins cBoio paboTy B TMyHKTe 4, TO, COTJIaCHO
OTIpeJIeJIeHHI0 unucaa 7, Jasi Kaxjaoro R, 1 < k < r, BbINOJHSETCS pABEHCTBO
(k, N) = 1. Ho torma N > r u, nockosibky N|r, 3akmouaem, uto r = N —
npocroe yncao. M B 3ToM ciydae aaropuT™ JaeT npaBUIbHBIA OTBET.

JlonycTiM Tenepb, UTO aJropuTM 3aBepliua padoty B myHkre D. [Ipeamno-
JIOXKUM, uto N — nipocToe uucso. B 3ToM ciyuae Bce GUHOMHAJbHBIE KO3(D-

N
(bHLHeHTHI p ) TpH | <k <N nensrcst Ha N, tak uto mpu Jiobom b € Z
BBIMOJIHSIETCST CPAaBHEHHE

x+b0)"=x"+b=x"+b (mod x" —1).

3HauuT, ec/iu XoTsl Obl OHO M3 cpaBHeHWil (17) Hapylaercs, MOXKHO yTBep-
XKAaTh, uTo N He mpocToe, T.e. cocTaBHoe, uucyao. OTBET alropuT™Ma B TOM
cJlyuae BEpeH.

OcrTasioch 10Ka3aTh, YTO €CJH AJTOPUTM JIOLIEN JI0 TMyHKTa O U BCE CpaB-
HEHUSI STOTO TYHKTa BEPHbI, TO UMca0 N JIEHCTBUTENLHO MPOCTOe. DTO J0KA-
3aTesIbCTBO OCHOBAHO Ha CJE/yIOlIeH TeopeMe.

Teopema 4. [lycmo N > 3, r > 1 — yeavle 83aumno npocmole yucaa,
N ne umeem npocmorx deaumeanedi, menowux t = [1/@(r)log N1 + 1, u no-
padok N 8 myaemunaukamugnot epynne (Z/rZ)* He menoviie, wem log2 N.
[Tycmo makoce npu arobon b € Z, 0 < b < t, 8 koavuye Alx] soinoansemes

cpasHeHue
x+b0)"=x"+b (modx —1). (18)

Toeda N umeem edurcmaerHulil nPOCMOL Oeaumens, m.e. A6ALEMC NPo-
CMbIM UAU CIMENeHbIO NPOCMO20 HUCAA.

JlokaxkeM crpaBeJIMBOCTb MOCJIEHEr0 YTBEPXKIEHUS] U3 MyHKTa O ajro-
putma. Tak Kak ajroput™ Mpories NyHKTbl 3, 4 U He OCTAHOBHJICS, TO UMEeM
(r, N) = 1. CorniacHo ornpejeJ/ieHHI0 r B IHKTe 2 aJropuTMa MOXKHO yTBep-
X)aatb, uto ord, N — mopsifok 3jeMeHTa N B MYJbTHIUIMKATUBHOH Tpyrre
(Z/rZ)* — ynosaersopsier HepaBeHcTBy ord, N > log? N. U3 Toro ke ompe-
NleJIEHHsT cyiellyeT, 4To N He HMeeT MPOCTBIX JesuTesell MeHblInX 7. [lockoJb-
Ky r> @(r) > ord, N > log2 N, 1o r > /rlogN > \/@(r)logN n r>1=
= [\/¢(r) log N] + 1. Takum o6pasom, cnpaBeIMBOCThL cpaBHeHuii (17) o3na-
YaeT, YTO BBLIMOJIHEHBI BCE YCJOBUSI TeopeMbl 4, W Mo 3Toil Teopeme N HMeeT
e/IMHCTBEHHBIH TPOCTON JleuTeNb. Tak KaK aJropuT™ Mpolles NyHKT 1, MOXKHO
yTBepKIAaTh, 4T0 N — MPOCTOE YHCJIO.
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MorkHo mokasatb, UTO UHCJIO 7, yUaCTBYIOLIEE B aJTOPUTME, HMEET MOPsII0K
O(log® N), a KOJMUeCTBO GUTOBBIX OMepalil, TPEOYIOLWXCs ISl 3aBepiiie-
HUs1 pabOThl aJIrOPUTMa eCTh BeJHUMHA MOpsiaKa O(log10‘5 N), uTo n0KasbIBaeT
€ro MoJIMHOMHaNbHOCTb. CyllleCTBEHHBIM HEJOCTATKOM 3TOTO aJrOpUTMa, He
MO3BOJISIIOLIMM HCMOJb30BATh €r0 Ha MPAKTHKE, SIBJSIETCS MOTPeOHOCTh OUeHb
60JIbLIOK MAMSITH, KOTOPAst UMeeT MOPsIJI0K O(log6 N) 6ur, uto npu Goabinx N
HaMHOTO MPEBOCXOAUT MaMsiTh, Tpebytolytocst anroputmy Kosna—JleHcTphl.

§ 7. Kak packaaabiBalOT COCTaBHbI€ YMCJIa HA MHOXHUTEJH

Mbl Jmib KpaTKo KocHeMcsl 3TOH TeMbl, OTChlIasi uuTaTesnell K KHUram
[6, 16, 17]. Cpeny MHOTHX aJrOpUTMOB PasJiOXKEHUs] Mbl BbIOEpeM TY JIMHUIO
pa3BUTHsI, KOTOpast TIPUBeJIa K Pas3/ioXKeHHI0 Ynca, MpeiioKeHHoro RSA.

[Toruckom 3eKTHBHBIX CMOCOGOB PA3JIOMKEHHS LEJbIX UUCET HA MHOMKH-
TeJIM 3aHUMAIOTCS y»Ke OueHb JIaBHO. DTa 3ajlaua HHTepecoBasia BbIAAIOUIMX-
csl yueHbIX B o0JiacTH Teopuu uuces. Beposarno Pepma Obul nepBbii, KTO
NpeIoKHUI MPeACTAaBUTh pasjaraemMoe uucjgo N B BHUJe PasHOCTH KBajipaToOB
N = x*> — y?, a zarem, Bbiuncasisi (N, x — y), NonbITaThesl HAHTH HETPHUBH-
anbHblil genutesb N. OH Ke mNpemokuga U crnoco6, MO3BOJSIOUMH HANUTH
TpeGyemoe npexacTaBieHve. Ecan pasnaraemMoe uHCIO HMeeT ABa He OueHb
OTJIMYAIOLIUXCS MO BeJIMUMHE MHOYKUTEJIS, 3TOT Coco6 MO3BOJISIET OMPEAETUTh
ux OblcTpee, ueM mnpocToil nepebop nenurtenert. Jlexkanap o6patus BHUMaHHE
Ha TO, UTO MPH TAKOM MOJAXOJe AOCTATOYHO MOJNYUHTh CPAaBHEHHE

*=y* (mod N). (19)

Kouneuno, He Ka)kaasi napa uuceJi, YI0OBJIETBOPSIOLIUX €MY, MO3BOJISIET Pa3Jjio-
KUTb N Ha MHOXKUTeJH. Diliep U [ayce NpemioKuin HeKoTopbie Crnocobbl
HaXO0XKJIEHHs1 uKces, CBsI3aHHbIX cooTHolllendeM (19). Jlexxanap ucnoJb3oBad
JUISl STOH LieJIM HerpepbIBHbIE 1POOH.

Hanomuum, uTo KaXkjoMy MppalMoHaIbHOMY UMCHY & MOXKeT ObITh TM0-
CTaBJieHa B COOTBETCTBHE OECKOHEUHAs TMOCJENI0BATENbHOCTD WENbIX UHCEJ
[bo; b1, bo, ...], HA3bIBaeMasi ero HeNpepbIBHOH APOOLI0. DTO COMOCTaBJEHHE
CTPOUTCSI CJieflyloluM 06pa3om

1 .
.)C():E, b,-=[x,-], X[+]:m, l:0, 1, 2,

Jlexkanap 1okasadg, uTo HerpepbiBHAs 1po0Ob KBAAPATHUHOH HPPALHOHAILHOCTH
neproanuHa. EcsiM packiaabiBaTh B HEMpPepLIBHYIO JApo6b uncio & = /N, 1o

VN + P,
BO3HHUKaloUIME B MpoLecce pasjoKeHUs1 YhucJya X; UMEIT BUI X; = Tl
i

¢ ueabiMu P;, Q;, npuuem Bcerya 0 < P; < VN, 0 < Q; < 2v/N. C kaxuoii
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Hel’[pepb]BHOﬁ ILpOGb}O MOXKHO CB$#I3aTb MOCJ/EN0BATEC/JbHOCTb pPallMOHAJbHbBIX

yHceJl, TaK Ha3blIBA€MbIX ITOJAXOAALINX ﬂp06€ﬁ, l} 0, BbIYHCJIFEMbIX T10

npaBuIaM

A

B;’

Aip1 =binAi +Ai—1, Bipi =bi1Bi+Bi—y, i20,
Ao=bo, Bo=A_ =1, B_ =0

¥ CTpeMsilIuXcsl K pad/araemoMy uuciy. Ecin B HenpepblBHYI0 1po6b pasda-
raetcst unes10 & = /N, To CpaBeuIuBO COOTHOLIEHHE

AL = NBE = (=)', (20)

P
U3 KOTOPOro cJjeayer
A7 =(-1)'Q; (mod N). (21)

3ameTuM, 4TO JJMHA TEepPHoJa pasJsoXKeHHsi B HeNpepbiBHYIO ApoOb Yuc/a
£ = /N MOXeT GbITh GOJbIION 1 JOCTHrATh BEJHUHH nopsiika V/N.

B 1971 r. lllenkc npeayioxus UCnosb30BaTh cpaBHeHus (21) aasi KoHCTpy-
MPOBaHHUs unced, yaopJjerBopsiionx (19). Ecau Bblunc/ieHHs TPOBOAUTL 110 TEX
nop, 1MoKa MpH YeTHOM i He noJjiyuntes Q; = R? npu HeKOTOpoM liesioM R, To
napa uncesn (A;_j, R) Gyzner ynosnetBopsth (19), ¥ MOXKHO HaIesAThCsT C ee
MOMOILIBIO MOJIYyUHTh pasnokeHne N Ha MPOCTble MHOXKHUTEJH.

B 1975 r. Moppucon u Bpuiixapt cranu nepemHoxKaTb cpaBHeHus (21)
NpU Pa3/UUHbIX { ¢ TeM, UTOObl TaKUM CMOCOOOM MOJYUYHTb KBajipaT LIEJOro
yhcsia B MPaBOM YacTH. DTOT METOJ, METOJ HerpepbIBHbIX ApoOeH, M03BOJHII
BepBble Pa3/oKHTh Ha MHOMHTeNH ceabMoe uucao Pepma Fr = 2128 4 1,
Jlns peanusauuu anroputma BeIOHpaeTcsl Tak Ha3biBaemasi 6a3a MHOXKHTEJeH
{p1, p2, ..., ps}. B Hee BXOAAT orpaHHUEHHbIE IO BEJHUHHE HEKOTOPHIM Ma-

paMeTpoM TaKHe TPOCTbIe UHCJIA, UTO <ﬁ> = 1. [Tocnenxee ycoBue cBA3aHO
L

¢ TeM, uto, corsacHo (20), B pasjioxKeHHe Ha TPOCTble MHOXKHTENH uucea @;
MOTYT BXOJHTb JIHIIb T€ MPOCThIE, AT KOTOPbIX N sIBJIsIETCS] KBaApaTHUHBIM
BBIYETOM.

Ha nepBom 3Tare ajiroputMa Ka)<jioe ouepesiHoe Uuuc/o @; JeJUTCs Ha BCe
uuesa py, pe, ..., Ps, ¥ €CJIH OHO HE pA3JiaraeTcs MOJHOCTbIO B TIPOU3BEIEHHE
CTeMeHel 3THX MPOCThIX, TO oTOpachiBaeTcs. MHaue moJiyuaercsi pasjioxeHue

N
[ a
—D'Qi = (=D ]] " (22)
=1
AToMy HOMepy i conocTaBJsieTcst Bektop (ag, aj, ..., ds) (BEKTOp Mokasate-
Jieit). 3aTeM BbIUMCJ/SETCS caeylollee 3HaueHne @y, U C HUM MPOJIeJIbIBAETCS
B TOUHOCTH TaKasl yKe Mpollefypa.
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OTH BBIUKC/EHNS TTPOBOASATCS 0 TeX TOp, MoKa He OyIeT MOCTPOeHO S + 2
BEeKTOpa TMoKasaTesel. B mosyuuBiieficss mMaTpule MokasaTesel, OUeBUIHO,
MOXKHO M0100paTh BEKTOPA-CTPOKM TaK, 4YTO HX CyMMa OyJleT BEKTOPOM
C YeTHbIMH KoopauHaTamu 2(bg, by, ...bs). Eciu A — MHOXKeCTBO HOMEPOB
BEKTOPOB, BOLIEALIMX B 3Ty CYMMY, TO, KaK JIETKO MPOBEPUTH C MoMoLibio (21),
MMeeT MeCTO CpaBHeHUe

2 S 2
[TA-1) = Hp;’f (mod N).

i€EA j=1

Ec/n ¢ momoliiblo 3TOro cpaBHEHHS He yAaeTcsl pasJsioKuTb N Ha MHOXKHTe-
JIM, pasJloKeHHe B HelpepbIBHYIO 1po0b MPOJ0JKAETCS, NPOJoKaeTCsl Habop
BEKTOPOB [0Ka3aTesiell U T. [L.

B 5T0T airoput Gbill BHECEH Psifi YCOBEpLICHCTBOBaHWI: BMecTo /N
MOKHO PacKJaibiBaTh B HeMpepbiBHYI0 ApoGb uucao /AN, rae MajneHbKuii
MHOXKHTEJIb £ 1MoA0HpaeTcs Tak, yToObl B 6a3y MHOXKHUTeJIEH BOLJIM BCE MaJlble
npocthle; Oblia TMpeyioyKeHa TaK Has3blBaemasi CTpaTerusi paHHero oOpbiBa
1 T.1. CJ0XKHOCTb 3TOr0 ajroputMa Oblia oleHeHa B 1982 r. BesnunHOM
O(exp(v/1,b-In N - InIn N)). Tpu BbiBosE 3TOH OLEHKH HCIOJb30BAJCS P
NpaBlONOA00OHBIX, HO He JOKAa3aHHbIX THIOTE3 O PpacnpeieseHHH MNPOCTbIX
urces. [TosyunBluasicst B olleHKe PyHKUMS pacTeT MejleHHee oGO0k CTeneHHON
¢byHKUMH oT N. AJICOPUTMBI, CJIOXKHOCTb KOTOPBLIX OlLEHHBAeTCsi MOJ0GHbBIM
006pa3oM, MoJyuH/Iu Ha3BaHHe Cy0IKCOHEHIMABbHBIX (B 3aBUCHMOCTH OT In N).

B 1982 r. [TomepaHiiem Obla TIpeJIOAKEH ellle OJIMH CYOIKCIOHEHIIHAbHbII
aJITOPUTM — AJFOPUTM KBaJApaTHUHOrO pelieTta. Ero Cl0KHOCTb OlleHUBAeT-
csl TakoH »Ke (yHKUHeH, KaK M B MeTOJe HerpepbiBHbIX Npo0eil, HO BMeCTO
koHctantel 1,5 nonyuena ayumasi — 9/8. OGosnaunm m = [v/N ], Q(x) =
= (x4 m)? — N u BpiGepeM Ty 3Ke 6a3y MHOMKHTEJIEl, 4TO H B MeTOJle HempephiB-
HbIX Jipobeit. [1pu Masbix LesbiX 3HaUeHUsIX X BeJuunHa Q(x) Gyner cpaBHH-
TesbHO HeBesnKa. Cieytounii war oObsCHsIeT Ha3BaHHe aJropuTMa — KBajl-
patuuHoe penieto. Bmecto Toro, uTo6bl MepeGuparth UMCaa X M pacK/albiBaTh
COOTBETCTBYIOLLME 3HAUEHHS] ((X) HA MHOXKHTEJIH, aJIrOPUTM Cpasy OTCEUBAET
HEroJIHble 3HAUEHHS X, OCTABJISASA JHIb Te, Ui KOTOPbIX @(X) HMEET NeJUTeH
Cpe 3J1eMeHTOB 6a3bl MHOXKHTEJEH.

3anaB HEKOTOPYIO IpaHuLy B, 1/ KaX10Tro MPOCTOro Uucsa p, BXOASLLIETO
B 0a3y MHOXKUTEJIEH, H KaXKI0T0 NoKaaTtess CTeleHu a, ¢ ycaoBueM p* < B, Ha-
XOJIM pellleHus x KBajpaTuuHoro cpaBHeHust Q(x) =0 (mod p?). MHoxecTBO
petrennii o6o3naunm 6ykBo#t A. Mrak, 1is Kakaoro x € A Haiiercst 3/7eMeHT
0a3bl MHOXKUTEJIEH, & MOXKET ObITb, U HE OJIMH, BXOASLIMHA B HEKOTOPOH CTeneHu
B pasJioxKeHHe Ha MPOCTble COMHOXKUTEH uncia Q(x). Te uucaa x, mpu KOTOPbIX
3HaueHust (x) 0Ka3blBAIOTCS MOJHOCTBIO Pas/oxKEeHHbIMH, JAIOT HAM BEKTOP
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rokasaresieil, Kak U B aJrOpPUTMe HenpepbiBHbIX Apobelt. Eciu Takux BEKTOPOB
OKa>KeTCsl I0OCTaTOYHO MHOIO, ¢ HUMHM MOXKHO IPOJieJ1aTh Te 2Ke olepalut, uTo
Y B aJrOPUTMe HelpepbIBHbIX APoOeri.

Mbl KpaTKo onucalu 3[ech JIMLIb OCHOBHYIO Hielo ajroputma. ITomumo
3TOr0, UCMOJIb3YeTCsl MHOTO APYTHX JOMOJHUTE/NbHbBIX COOOpaxKeHHH U pas/nu-
HBIX TeXHHUeCKHX mpreMoB. Hampumep, anasor coorHotienus (22) umeer BUJ

QU =qig2(=1) [ p"  (mod N). (23)
j=1

B Hem nonyckaercsi HaJMuKe JBYX JIOMOJHHUTEIbHBIX GOJBIIUX MPOCTHIX MHO-
x)urteseil By < g; < Bg. DTH MHOXWUTENM BNOCJEICTBHU TIPU T€PEMHOXKEHUH
3HaueHul @(x) HCKJIoUaloTCs.

Hexotopble netanu peasusaluuu ajroputMa MOXKHO Ha#WTH B pabote [6].
OTMeTHM 3/1eCb TOJIbKO, UTO HAa MHOXKHUTEJM packKJ/ajablBajgochk uucio dN, 6a-
3a MHOXHTesiel cocTosiia U3 —1 U 524 338 npoCTbIX UHCEJ, MEHbIIHX, UeM
B = 16 333 609. I1pu sToM 6bi10 Hconb3oBaHo By = 230, B pesyJisrate npo-
ceuBanusi noayuusnocb 112011 coorHouenu# Buna (23) 6e3 MHOXKUTeJEH ¢;,
1431337 cooTHOLIEHHH € ONHUM TakKuM MHOxkHTesleM U 6881 138 cooTHo-
IIEHUH ¢ IBYMSI MHOXMTeJsIMH. MIMeHHO Ha MOMCK BCeX 3THUX COOTHOLLEHHH
noHagooumch 220 nHel W 6OJIbIIOE KOJMUECTBO PaGOTaBIIMX MapasiieibHO
KOMIbIOTEPOB. Ha BTOpOM 11are ajroputma, KOria U3 COOTHOLLIEHHH (23) KoM-
OGUHUPOBAJIMCH UETHbIE BEKTOPbI TOKA3aTeJell CTeNneHel, MPUXoAHI0Ch paboTaTh
C MaTpHUllaMM, Pa3Mepbl KOTOPbIX M3MEPSIMCh COTHAMH ThICSU OUTOB. DTOT
BTOPOH Lar notrpedoBaJs 45 uacoB paGoThbl. YKe UeTBepThIil BEKTOP C YETHLIMH
MoKasaTesisiMU MPUBEJT K KICKOMOMY Pa3JI0¥KEHHI0 HA MHOYKHTEJIH.

AJITOpUTM KBaJIpaTHUHOTO pellieTa He caMblii ObICTPBIH U3 U3BECTHBIX B Ha-
crosiilee BpeMs. Tak Ha3biBaeMblil aJIrOPUTM pellleTa B UMCIOBBIX MOJSX MPH He-
KOTOPbIX TPaBA0MONOGHbIX OMYILIEHHSIX UIMEET OLEHKY O(e(ln N (InIn N )2/3(”*”“)))
3/64

?.
I10 acumnToTHuecku HauboJiee OBICTPbIA B HACToOsilllee BPEMsl aJrOPUTM.
C ero nomotipto, Hanpumep, B 2005 rojgy ObLIO Pas3OKEHO Ha MHOMKHTENH
urcsio, 3anucbiBaemoe 200 1ecATHUHBIMU 3HAKAMH M He UMelolllee KaKUX-JIHO0
0COOEHHOCTEH.

JUId KOJIMYeCTBa apn@memqecxwx onepaul/n?l, rie MOXKHO B3ATb ¢ =

§ 8. duckpeTtHoe JorapudmupoBaHue

[lyctb p — HeuerHoe npoctoe uuceso. Ele Ditnep 3Has, uTo MyJbTHIIN-
KATHBHAsI TpyMna KoJbla Z/pZ UMKJIWHUHA, T.e. CYLIECTBYIOT TaKHe LeJible
uMcJia @, 4TO CpaBHEHHE

a*=b (mod p) (24)
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paspelnMo OTHOCHTEJBHO X TIpH JoboM b € Z, He aensiiemcs Ha p. Uuena a
C 3THUM CBOHCTBOM Ha3bIBAlOTCS T€PBOOOPA3HBIMU KOPHAMH, M KOJMUECTBO MX
paBHO @(p — 1), riie ¢ — dynkumsa Jitnepa. Llesoe x, ynos/aeTsopsitollee cpap-
HeHHu1o (24), Ha3bIBAETCS MHIEKCOM HJIM JIMCKPETHBIM JiorapudMom uucaa b.

B naparpade 2 Mmbl onucaju ajroput™, MO3BOJSIIOIMA 10 3aJaHHOMY
YhCay X JOCTaTouHo ObICTpo BeUMCHAATH a* mod p. O6parHas ke onepa-
LMsl — BblUMCJIEHHE MO 3aJlaHHOMY b €ero JIUCKpeTHOro Jjorapudma, BooOlle
roBOpSl, SIBJISIETCS OUEHb CJIOXKHOH B BbIUHCJMTENHHOM OTHOLIEHHH 3ajaued.
MmeHHO 3TO CBOHCTBO JMCKPETHOro Jorapudma H HCMOJb3YeTCsl B €ro
MHOTOUYHCJIEHHBIX KPUMITOrpaduuecKux npuMeHeHusix (cum. ryay 1). HauGosee
ObICTpble (M3 M3BECTHBIX) aJTOPHUTMBI pEIIeHHs] 3TOH 3aaaud, OCHOBAHHBIE
Ha TaK HA3bIBAEMOM METOJie pellleTa YHCJOBOTO MOJs, TPeOYIOT BBIMOJHEHHS
exp(c(In p)/3(Inln p)*?) apudmernueckux onepaumii (cm. [25]), rae ¢ —
HEKOTOpasi MOJIOKUTeNbHAsl TMOCTOSIHHAS. DTO CPaBHUMO CO CJIOXKHOCTBIO
HanboJiee GBICTPHIX AJTOPUTMOB PA3JIOXKEHHs urces Ha MHOXKHUTesH. KoHneuHo,
yKazaHHasl OLleHKa CJIOXKHOCTH MoJlydeHa MPH YCJOBHH CIIPaBEeUIMBOCTH Psifia
JIOCTaTOYHO MPAaBAOMOAOOHBIX THITOTES.

[oBOpS O CJI0XKHOCTH 3a/lauk IUCKPETHOTO JIOTapU(MHPOBAHHUS, Mbl HMEJIH
B BHIY «OOLIMI caydail». Benb 1 GoJiblioe 1e0e YHCJIO JIETKO MOXKET ObITh
pasJ/I0KEHO Ha MPOCTble COMHOMXKMTEJH, €CJIH BCE 3TH COMHOXKHTEJM HE OUeHb
BeJIMKH. V3BecTeH anropuTM, TTO3BOJISTIONIME OBICTPO pelliaTh 3a1auy AHCKpeT-
HOTO JIOrapu(MHUpOBaHHsl, ecau p — | ecTb NMPOM3BeAEHHE MaJbIX TPOCTHIX
ymce. bl

[IycTb g — npoctoe uucio, aeasiiee p — 1. O603Hauum ¢ = a (mod p),
Torla KJaacchl Bbluetos 1, ¢, ¢®, ..., ¢9~! Bce pasmunbl n 06pasyloT nosHoe
MHOXKeCTBO pelliennit ypasuennst x? = 1 B nosie F, =7Z/pZ. Ecin g ne Besuko
¥ Hesioe unucyo d ynosjetBopsieT cpaBHeHuto d? =1 (mod p), To nokasatesb
u, 0 < u < g, g xoroporo BbinosHsiercss d = ¢ (mod p), JIErKO MOKeT ObITh
HaiiJleH, HanpuMep, ¢ oMolIbIo nepe6opa. FiMeHHO Ha 9TOM CBOICTBE OCHOBaH
YHNOMSIHYTBIl BBILLE AJTOPHTM.

Jlonyetum, uto p — 1 = g*h, (g, h) = 1. Anroput™ nocJieoBaTesbHO CTPO-
UT Lesible unedaa uj, j =1, ..., k, JuIsl KOTOPbIX BBINOJIHACTCS CPABHEHHe

(bha_h”/)qk_iz 1 (mod p). (25)

Tak Kak BBINOJHSIETCS CPaBHEHHE phi' =1 (mod p), To HaiizeTcs 1es10e YUCJI0
Uy, 1Jisi KOTOPOro phd' ™ = o (mod p). Ilpu Takom BbIGOpe cpaBHeHHe (25)
¢ j =1, oueBuaHo, BhinosHsercs. IIpearnonoxum, uTo HaHJEHO YHCIIO Uj, YI10-
BJIeTBOPsItolllee cpaBHeHHUto (25). Torna onpenesiuM f ¢ NOMOLIbIO CpaBHEHHUS

k—j—1

(bha=")" " =¢t (mod p), (26)
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U MOJIOKUM Ui+ = U; + tg/. VImeloT mecTo cpasHenust

k—j—1 B
(bha=me) = plg= T = 1 (mod p), 27)
03Hauarolye CripaBeJyiiBoCTh (25) npu j + 1.

[lpu j = k cpasuenue (25) osnauaer B cuyy (24), uro a¥~“wh == |
(mod p). Lenoe uncsio a ectb nepBoo6pa3Hblil KOPEHb M0 MOJIYJIO P, TTOITOMY
umeeM (x —up)h =0 (mod p— 1) u

x=up (mod ¢*).

Ecimp —1= q’f‘ -...-q", re Bce npocThle uucsa g; MaJibl, TO yKasaHHas
npoleypa No3BoJsieT HalTH BblueThl X mod qf”, i=1, ..., s, 1, C IOMOLIBIO
KHTARCKOH TeopeMbl 06 ocTaTkax, BbiueT x mod p — I, T.e. peluth cpaBHe-
Hue (24).

B ciyyae oGbluHbIX JIorapucMOB B MoJie NEHCTBUTENbHBIX YHCEJ UMeeTCsl
crieliMasibHOe OocHOBaHHe e = 2,71828 ..., mnoaBoJsiiolllee 10CTaTOUHO GBICTPO
BBLIUMCJIATE JIorapudMbl C MPOU3BOJILHOH TOUHOCTbIO. Hampumep, 370 MOXKHO
JieJlaTh ¢ TIOMOILIbIO OBICTPO CXOASLIErocs psija

l+x 2 X0
1%7{J@+§+3+m> x| < 1. (28)

Jlorapudmbl 110 MPOU3BOJLHOMY OCHOBAHHIO ¢ MOTYT OBbITb BbIUHCJIEHBI C MO-

MOLILbIO TO2KAeCTBa
Inx

log, x = — (29)

Inc’

B ciyuae aMCKpETHBIX JIOrapuMOB HET OCHOBAHHSI, 10 KOTOPOMY JIOTapPU(MbI
BBIUHCJISIIUCH Obl CTOJIb 2Ke OBICTPO, KK HATypaJjbHbIE B MOJIE IEHCTBUTE b~
HbIX unces. Bmecre ¢ Tem mocsennsisi hopmyJia, CBsI3bIBAKOLIAsH JOrapUpMbI
C pas/MYHBLIMH OCHOBAHMSIMH, OCTAETCS CIPABEJIMBOM U MO3BOJIsSIET BLIGHPATD
OCHOBaHHe yJ0GHBIM crocoGoM. ENMHCTBEHHOE yCJIoBHE JJISi STOTMO COCTOMT
B TOM, 4TOObI JIorapudM HOBOTO ocHOBaHusi Log ¢ Gblt B3anmuo npoct ¢ p — 1.
Torna B dopmyse (29) Bo3MOXKHO JiesieHHe MO0 MOAyJ0 p — 1. 3amMeTuM, uTO
9TO yCJIOBHE OyIeT BBIMOJHEHO, €CJH H TOJNbKO €C/JH ¢ — MepBo0GpasHblil
Kopenb. M3 pacimpennoii runore3sl Pumana cjiefyer, uTo HaUMeHbLINH rep-
BOO6PA3HbIH KOpPeHb 10 MOJIYJIO p OrpaHHUueH BeJHUUUHON O(log6 p). TTosromy
B JlaJbHEHIIEeM JIJIsT IPOCTOThI H3JI0XKEHHsT Mbl Gy/IeM TpernoaraThb, YT0 OCHO-
Banue a B (24) Heesuko, nmenno a = O(log® p).

Tax kak nose F, HerosHo, BolUKMCIIEHHE JUCKPETHBIX JIOTAPH(MOB HE MOXKET
HCIO0Jb30BATDH MPe/e/bHbIN epexo/l i OCHOBAHO Ha MHBIX MpuHuMnax. [Tpexie
BCEro, Hy»KHbIH IUCKpeTHbIH Jiorapudm Log b BbluncasieTcsi He cam 1o cebe,
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a BMECTe C COBOKYMHOCTbIO JIOTAPU(MOB psijia JIPYTHX uucea. 3aMeTHM, UTo
BCSIKOE CpaBHeHHe BHJIA

gh . gb =g g™ (mod p), (30)
(30) rne q;, ki, m; € Z, NPUBOAUT K COOTHOILIEHHIO MeX]Ly JiorapupmMamu
(ky —my)Loggq, + ...+ (ks —ms) Loggs =0 (mod p — 1). (31)

A ecJii BBIMTOHSAIOTCS CpaBHEHHUsA

a=q)-...-q¢ (modp), b=gqy-...-g¥ (modp),
TO
riLogg,+...+rsLoggs=1 (mod p — 1), (32)
u
Logb=x;Loggq;+...+xsLoggs (modp—1). (33)
Mwmest nocTaToyHo MHOTO BEKTOPOB Ry, ..., kg, my, ..., ms c ycaoBuem (30),

MOKHO HAlTH pellleHHe COOTBETCTBYIOLIEH cuCTeMbl cpaBHeHuH (31), (32). Ecau
3Ta CHUCTeMa HMeeT eMHCTBEHHOE pellleHHe, TO UM Kak pa3 u OynerT Habop
qorapudpmos Log g, ..., Log g,. 3atem ¢ nomotibio (33) moxkHo Halith Log b.

Mbl onuilieM HUXKe peasiM3alifio 3TOH WjleH, B3siTyio U3 pabothl [18]. IB-
pUCTHUECKHe cooOparkeHHst MO3BOJIIM aBTopaMm [18] yTBep:kaaTh, uTo npes-
JIOKEHHDBI UMK anroput™ Tpebyer L'T¢ rie L = exp(y/In p - Inln p), apud-
MEeTHUECKHX orepauuil s Bblurcaenust Log b.

[Tonoxkum

H=[/pl+1, J=H—p.

Torna 0 </ <2,/p+ 1 u, KaK JIerko NpoBepHTh, JIs JIOOOK Maphl LEJbIX YHCE
Cl, Co BBITIOJIHSIETCS] CPAaBHEHHE

(H4+c))(G+co) =T+ (c) +co)H 4+ cico  (mod p). (34)

Ec/im uMcnia ¢; He oueHb BeJMKH, cKaxkeM, ¢; < L'/?T¢ npu nekoropom € > 0,
To NpaBas uacTh cpaBHeHns (34) He npeBocxoaut p'/2+e/2. MoxHo n0Ka3aTh,
4TO CJlyuaiiHo BLIGpAHHOE HATypasibHoe uncsao x < p'/?te/2 packnambiBaercs
B NPOM3BEJCHHe MPOCTBIX uuces, MeHblux L'/2 ¢ BepoATHOCTbIO Gosbliel,
uem L~1/2=¢/2,

O6Gosnaunm uepe3 S ={qy, ..., §s} COBOKYMHOCTb BCEX MPOCTHIX UHCEJ
g < L', a takxe Bcex uenpix uncen suma H + ¢ npu 0 < ¢ < L'+ Torpa
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s = O(L'/*+). Byniem Tenepnb nepe6upath ciyuaiiHbiM 06pa3oM uMcaa H s
KaXKJI0# TaKOH Mapbl MbITATbCSI PA3JIOKHUTH HA MHOXKHTEJH COOTBETCTBYIOLIEE
BbIpa:KeHHe U3 MpaBok yactu (34). [j1st pasnoxeHns: MOXKHO BOCIOJIb30BATHCS,
HaTIpHMep, JIeJIeHHeM Ha Bee MPoCThie ukcia, MeHblune yem L'/2. Tlepe6pas Bee

1 .
§(L1/2+5)2 = O(L'*?%) ykasauHbIX map c|, Cp, Mbl HaiileM, KaK 3TO C/elyeT 3
YKa3aHHbIX Bbillle BEPOSTHOCTHBIX COOGPaKeHHil, He MeHee

Lfl/Qfs/Q . O(Ll+25) — O(L1/2+35/2) (35)

nap, AJsi KOTOpbIX NpaBasi 4yacTb cpaBHeHUs (34) MOJHOCTbIO pacKJ/aablBaeTcs
Ha MpoCThie COMHOXKHTeNH, MeHblune L'/2. Cpasuenne (34), Takum o06pasom,
npunumaet Bua (30). Tak ctpourcs cucrema ypaBHeHu# Tna (31).

HanomHum, uto uncJ10 @, CorjiacHO HallleMy MPEANOJO0KEHHIO, CYLLECTBEHHO
Metblie, uem L'/2. T103ToMy OHO pacKaibiBaeTcs B MPOU3BEICHHE MPOCTHIX
unces, BXOMSILIMX B MHOXKeCTBO {qi, ..., §s}, ¥ 3TO MPHUBOAMT K CpaBHe-
Huto (32).

3ameTnM, UTO KOJINUYeCTBO (35) HalileHHbIX cpaBHeHHH THIA (31) mpeBocxo-
qut uncyo s. CreoBaTenbHO, TTIOCTPOEHHAS CHCTEMAa HEOJHOPOIHBIX JIMHEHHBIX
CpaBHeHMH oTHOCHTe/bHO Log g; conepKUT cpaBHeHHH OoJibliie, UeM HeH3BeCT-
HbIX. KoHeuHO, MHOXKECTBO ee pelleHHI MOXKET MPHU 3TOM ObITb GECKOHEUHbIM.
OjHa 13 NpaBaONoA0GHbIX THIIOTE3 COCTOUT B TOM, UTO CHCTEMA BCE-TAaKH UMeeT
e/IMHCTBEHHOE pelleHHe, H, PellHB ee, MOXKHO OINpele/UTh AMCKpPETHbIE Jiora-
pudMbI Beex ynces g;. Ha s3Tom 3aBepiaetcst nepBbifi 31an paboThl ajaropuTMa
us [18].

Kak 6bl10 0TMeUeHO, KaXKa10€e U3 uucell, CTOSAUIMX B PaBOH 4acTH cpaBHe-
nust (34), He npesocxomut p'/2t/2 TlosToMy oHO packajblBaeTcst B NPOH3-
BesieHue He 6osiee O(In p) NPoCTbIX COMHOXKUTE/EH U, CJIEL0BATENBHO, KaXKI0€
13 cpaBHeHu# (31) nmocTpoeHHOH cUCTeMbl COAepKUT JHWb O(In p) OTIMUHBIX
OT HyJIs1 Ko3(uimeHToB. MaTpHiia cHCTeMbl CpaBHeHU! Gy/leT pa3pexKeHHOH,
YTO MO3BOJISIET NPUMEHSATH /ISl €€ pellleHHsl CrelyalbHble METO/Ibl ¢ MeHbLIeN
OLEHKOH CJI0’KHOCTH, UeM OOBIUHBIH TayCCOB METO/L HCKJIOUEHHS MepeMeHHbIX.

BwmecTo nepeGopa Bcex monycTHMbIX 3HaueHuil ¢; B [18] npensaraercs
MCIOJ1b30BaTh TAK Ha3blBaeMoe peLleTo, 0TOpachiBatollee Bce Mapbl 3THX YHCed,
JUIST KOTOPBIX MTpaBasi 4acThb (34) 3aBefOMO He pacK/iajibIBaeTCst B TPOU3BEEHHE
MaJsblX TPOCTBIX COMHOXKHTeseH. [l KaXKaoro ¢; ¥ KaxKaoW MaJoi MpocToi
crenenn ¢’ < LY2 moxno naiiti Bce petuenns ¢o < L2 nuneiinoro cpaBuenust

J+(c; +e)H+cice =0 (mod ¢').

OpraHu3oBaHHas MPaBUJIbHBIM 06Pa30M, 3Ta MPOLleLypa OJHOBPEMEHHO OTOU-
paer Bce Hy)KHbI€ Mapbl UHCEJ €|, Co U JA€T PA3JI0KEHHE HA MPOCTbie COMHO-
JKUTEJIU TPaBbIX yacTel cpaBHeHUi (34).
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Wrak, mocJie mepBoro srana paGoThl aropUTMa B HallleM pacropsiKeHuu
OKa3bIBAIOTCS JIMCKPETHbIE JIorapu(Mbl Beex uMces U3 MHoxkecTBa S. Bropoii
3Tan aJropuTMa CBOJMT MOUCK JMCKPETHOro Jiorapudma uncaa b K MOHCKY
JorapudMOB HEKOTOPOTOo MHOXKECTBA YMCes U, He MPeBOCXOASIIMX 10 Best-
unHe L2, BriGupas cayuaiinbiM oGpasoM umcsio @ He Gosee L'/4 pas, moxHo,
Kak MOKa3biBAlOT BEPOSITHOCTHBIE COOGpPayKeHHUs, HAlTH TaKoe W, YTO BblueT
a®b mod p packnajbiBaeTcs B NPOU3BEJEHHe MPOCTHIX uMces, MeHblux L2,
[TycTb

i=1

S t
a®b= H g H uf’ (mod p)
=1

— TaKoe pasJsioXKeHue, rae Uy, ..., U; — HEeKOTOPble MPOCTbIe UMCJ/ia C YCIOBU-
em L2 < u < 2. Ha nouck storo cpasHenus notpebyercs O(L'/?) apudmern-
YecKHX orepalyii. B pesysnbrare BeIUMC/IEHHE TUCKPETHOTO Jorapugma uncaa b
CBOJIMTCSH K BbIUMCJIEHHIO [ JIMCKPETHBIX Jlorapudmos st uucen u;, 1 <j<{,
CpejiHero pasmepa.

Hakonel, Ha mocJenHeM 3stare MPOU3BOJAUTCS BbIUMCJEHHE JIOrapH(MOB
Beex uucest «;. [lyeTh u — npoctoe uneso us unrepsana L'/? < u < 1.2, O6o-
3HAUNM

G= {g}, [=HGu —p.
J1J1s1 MOOBIX LIeJIbIX YHCeJI ¢y, Co < L1/2+€ gpimoausiercst cpaBHeHHE
(H+c))(H+co)u=14 (c;G + coH 4+ cico)u  (mod p). (36)

OTMeTHM, uTO TpaBas uyaCThb TOr0 CpaBHeHHsI He mpeBocxomut pl/2L5/2+e.
[TpocenBas Bce uucna ¢y, €9 U3 YKa3aHHOTO WHTEpBAJa, MOXKHO HAHTH Ta-
Kue, uto uncaa G + co ¥ MpaBasi yacTb cpaBHeHHs (36) COCTOAT U3 MPOCTHIX
comHoxuTenei, e npesocxoasmmx L2 Torma cpasuenne (36) nosposser
BbluncuTh Log u. Beiuncnenne Log b npu usBecTHBIX yxKe 3HaueHusix Log g;
Tpebyer L\/2+e apruMeTHUECKHX orepalyi.

CyIIeCTBYIOT U Jpyrue cnocobbl noctpoenusi cootHoulenui (30). B [23] nas
9TOr0 MCMOJIb3YIOTCS BBIUHCEHHS B MOJISIX afreOpanyeckux uuces. B kauectse
MHOXKHTeJIeH B cooTHoweHUsIX Thna (30) HUCroJb3yloTCsl He TOJBKO MPOCThiE
yhcdia, HO M MPOCTble Haeasbl ¢ HeGOJbILIOH HOPMOH.

3ajaua BbIUMCJEHHST JUCKPETHBLIX JIOrapu(dMOB MOXKET paccMaTpHBaThCs
TaKkKe U B nossax Fp., cocrosmx 3 p 9/7eMeHTOB, B MyJILTHIJIMKATUBHBIX
rpyInax KjiaccoB BbUeTOB (Z/mZ)*, B Tpyrnax TOUEK JUIMNTHYECKUX KPUBbIX
1 BOOOLLLe B MPOU3BOJIbHBIX Ipynnax. C JMTepaTypoil Mo 3ToMy BONPOCY MOXKHO
03HaKOMUThCS 110 padote [19].
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§ 9. 3akauenue

Mbl 3aTpoHyJ/Id B 3TOH IJ1aBe JHilb HeGOJbLIYIO YaCTh BOIPOCOB, CBSI3aHHBIX
C TEOPETHKO-UHCJOBLIMH AJTOPUTMAMH M OLIEHKAMH MX CJIOXKHOCTH. Mbl He
OTHUCBHIBAJIN TMePCIIEKTHBHbIE HCCJIENOBAHUs, CBsI3aHHbIE C PaclpOCTpaHeHHeM
AJITOPUTMOB pellleTa Ha MoJisl ajredpanyeckKnX Yuces (pelieTo YHCA0BOro MoJst),
1 UCTIOJIb30BAHUE UX ISl PA3JIOKEHHS LEJbIX UMCEes HA MHOXKHTEIN UK pellle-
HUSl 3aJ]aud IMCKpeTHoro sorapudmuposanus, cM. [20]. MmMenHo ¢ nomolibio
9THX QJIFOPUTMOB JIOCTUTHYTbI TEOPETHUECKHE OLEHKH CJI0XKHOCTH PA3JI0KEHHs]
Ha MHOXHTEJH

exp(c(In N)/3(In In N)3).

He 6biiu 3aTPOHYTHI SJIJIMIITHYECKHE KPUBbIE, T. €. Olpeae/eHHbIe C TOYHOCTbIO
J10 O6paTI/IMOI‘O MHO2KUTEJI MPOTTIOPUHUOHAJBHOCTH MHO2KECTBA TOUEK

Eop ={(x, y, 2) € (Z/mZ)%|y*2z = > + ax2® + b2},

obsajamlye TPynnoBoi cTpykTypoil. C HX TMOMOIbI0 YAaJ0Ch MOCTPOUTDH
BecbMa 3(PeKTUBHbIE AJTOPUTMbI PA3JIOKEHUS UMCEs HA MHOXKHTEIH U MPo-
BEPKH LIEJIbIX UMCe] Ha NMPOCTOTY. B OT/iMUKMe OT MyJbTHIIJIMKATHBHON IPYMIIbl
(Z/mZ)* nopsinok rpynnbl Egp MPH OJHOM U TOM K€ 1711 MEHSIETCS] B 3aBHCH-
MOCTH OT LIeJIbIX TTapaMeTpoB a, b. DTO OKA3bIBAETCS BECbMa CYIIECTBEHHbBIM,
HarpuMep, MPH Pa3J/IoKEeHHH UHCEJT /71 HA MHOXKUTEeH. Mbl OTChl/IaeM unuTaTesei
3a MoJPOGHOCTSIMH UCIMOJIb30BAHUST JIJIMIITUUECKUX KPUBBIX K cTaThe [21].
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MaremaTuka pa3aesieHus cekpera

§ 1. Beenenue

PaccMotpumM caienyiolityio, B Hallle BpeMsi BIIOJIHE peasibHyto cUTyaliuio. J[Ba
COBJIaJIeJIblla APArolleHHOCTH XOTAT MOJIOKHUTb ee Ha XpaHeHue B cefid. Cefid
COBpeMeHHbIH, ¢ HppoBbIM 3aMKoM Ha 16 uudp. Tak Kak coBjiajiesiblibl He
JIOBEPSIIOT JIPYT JIPYTY, TO OHH XOTSIT 3aKPbITh CeHd TakuM 06pas3om, uTOObI
OHHM MOTJIM OTKPBITh €r0 BMECTe, HO HMKaK He Mopo3Hb. I1s1 3TOro oHW npH-
rJ1alalT TPEeThe JIMLO, HA3bIBAEMOE JHJIEPOM, KOTOPOMY OHH 06a J0BEpSIOT
(HarpuMep, TOTOMY UTO OHO He MOJYYHT GoJiblie 10CTYN K ceidy). Hunep cay-
yaiiHo BbIOHpaeT 16 uudp B KauecTBe «KJOUa», 4ToObl 3aKPHIThH Celd, H 3aTeM
CoO0OIIaeT MePBOMY COBJIAJIEJIbILY BTaiiHe OT BTOPOro MepBble 8 LUDP «KJoua»,
a BTOPOMY COBJIaJIe/Iblly BTaliHe OT MePBOro — mnocjaeanue 8 udp «Kaoua».
Tako#i croco6 npeacraB/siercs ¢ TOUKH 3/paBOTO CMbIC/Ia ONTHMAJIbHBIM, Bellb
KaXK/Iblil U3 COBJAJE/bLER MOJYUHIT «OJKIIOUA», K UTO MOXKET ObITh Jyumie?!
Henocratkom naHHoro npumepa sIBJASIETCS TO, UTO JItOOOH M3 COBJAJE/bLIEB,
OCTaBUINCh HaeJuHe ¢ celdoM, MOXKET 3a Mmapy MMHYT HaHTH HeoCTalollne
«IOJIK/II0Ua» C [OMOLIbIO HECJI0XKHOIO yCTPOHCTBA, MepeOHpaloLlero KJouu
co ckopoctbio | MIt1. Kaxxercst, uTo emvHCTBEHHBINH BBIXOJ — B yBeJHUYEHHH
pasmepa «KJjioua», cKaxem, BiaBoe. Ho ectb npyroil, MaTeMaTHUECKUH BbIXOJ,
onpoBeprarlMii (B AaHHOM cJjyyae — K CUaCTbio) cooOpaxKeHHsl 31paBoro
cMbIc/Ia. A MMeHHO, JuJep He3aBUCHMO BHIOHpAeT JBe CJyvyaiiHble MOCyeno-
BaTesJIbHOCTH Mo 16 mudp B Kaxo#, coobllaeT Ka)KAoOMy H3 COBJAJENbLER
BTallHe OT APYroro «ero» MocJel0BaTe/bHOCTb, a4 B KaUeCTBe «KJ/1louax», 4yTo0bl
3aKpbITh Ceilh, HCMOJIb3YET MOCJIe0BATENbHOCTD, MOJYUEHHYIO CJI0XKEHHEM MO
Moo 10 coOTBETCTBYIOLMX LM(P ABYX BbIOPAHHBIX MOCJEI0BATENLHOCTEH.
JloBO/IbHO OUEBHAHO (M HHKE Mbl 3TO JOKaXKeM), UTO s KaXKIO0ro H3 Co-
Baaesbles Bee 10'® BoaMoXHBIX «Koueil» 0IMHAKOBO BEPOSITHBI H OCTAETCS
TOJIbKO Iepebuparth HX, uTo norpebyeT B cpeaHeM OoJiee MoJyTopa JeT s
yCTPOKHCTBA, Nepebupalollero Kaoun co ckopoctbio 100 MITL.

M ¢ maTemMaTHuecKOM, U C MPAKTHUECKOH TOUKH 3pEHHs HEMHTEPECHO OCTa-
HaBJMBATLCSl Ha CJyyae JBYX YYaCTHHUKOB M CJILyeT PacCMOTPeTb OOLILYIO
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curyaunto. Hedhopmasnbho roBopsi, «cxema, pasaensonias cekper» (CPC) nos-
BOJISIET «PACTIPENEJUTb» CEKPET MEXKJLY 1 yUaCTHUKAMH TaKUM 00pa3oM, uToObI
3apaHee 3aJlaHHble paspelleHHble MHOXKEeCTBA YUACTHHKOB MOIJIH OJJHO3HAUHO
BOCCTAHOBHTb CEKpeT (COBOKYMHOCTb 3THX MHOKECTB Ha3bIBA€TCs CTPYKTY-
poii nocrymna), a HepaspelleHHble — He TIOJMyYaJd HUKAKOH TOMOJHUTEJbHOM
K MMeIOLIeHCcsT apHOPHOI HH(OPMALMK 0 BO3MOXKHOM 3HaueHuu cekpera. CPC
C MOCJIEJIHUM CBOHCTBOM HA3bIBAIOTCS COBEPUIEHHBIMH (M TOJIbLKO OHH, Kak
NpaBUJIO, PACCMATPUBAIOTCS B TOH IVIaBe).

Ucropus CPC nauunaercs ¢ 1979 rona, korjna sra npo6sema 6blia mo-
craBjeHa M Bo MHoroM pemieHa [. Buefikmu [1] u A. Wlamupom [2] ans
cayuas noporoBbix (1, £)-CPC (T.e. pa3pellleHHbIMH MHOXECTBAMH SIBJSIOTCS
Jo6ble MHOXeCTBa M3 R miu Gojiee 3jeMeHToB). OcoObIfl MHTEepeC BbI3BAJIH
TaK HasbiBaeMble uiaeanbHble CPC, T.e. Takue, rie «pasmep» HHGOpPMaLUH,
MPeIoCTaBJIIEMON YUACTHHKY, He GoJiblile «pa3Mepa» ceKpera (a MeHblile, Kak
OblJIO M0Ka3aHO, OH M He MoxKeT OblTb). Okasasoch [3], uTo Jo6o# Takoit
CPC coorserctByer maTtpouj (ornpefeneHre cM. B M. 4), U CJel10BaTeNbHO,
He J71s1 06O CTPYKTYpBI 0CTyIMa BO3MOXKHO HealbHOE pasJieseHne ceKpera.
C npyroit cTopoHbl, GbLIO MOKa3aHo, 4To Jyis Jo6oro HaGopa paspelieHHbIX
MHOXKECTB MOXKHO NMOCTPOUTh coBeplieHHyto CPC, oHako U3BecTHbIE MOCTPOe-
HUsI BECbMa «HE3KOHOMHbI». B 1aHHOIl cTaThe paccMaTpUBalOTCs aireGpo-reo-
MeTpHyecKHe ¥ KOMOHHATOPHbIE 3a1auH, BO3HUKAIOLIME MPH MaTeMaTHUeCKOM
aHaJiM3e «CXeM, pasjessiolnX ceKpeT». BoT npumep ojlHON M3 TakuX 3ajau.

BysieM roBoputhb, uTo CeMeRCTBO MOAMPOCTpancTs {Ly, ..., L,} KoHeuHO-
MEPHOTrO BEKTOPHOTO npocTpancTsa L Haj nojem K yloBJAeTBOPsiET CBOHCTBY
«BCE WJIH HUUEro», ecu Jyisi jwodoro muoxkecrea A C {1, ..., n} suneiinas

o6oJiouka moanpoctpancTs {L,: a € A} 160 CoepKUT MOANPOCTPAHCTBO L
LeJIMKOM, JIHGO TiepeceKkaeTcsi ¢ HUM ToJibKo 1o Bektopy 0. B n. 3 Mbl yBH-
JIMM, UTO TaKoe CeMEeHCTBO 3ajaer «JuHeiHyto» CPC, y KOTOpOil MHOXeCTBO
AcC{l, ..., n} aBasieTcsl paspelieHHbIM, €CJIH U TOJBKO €C/IH JHHeHHast 060-
JIOUKA MOANPOCTPAHCTB {L,: a € A} COEPXKHUT MOANPOCTPAHCTBO L LETHKOM.
B cBsi3u ¢ aTuM noHsiTMeM Bo3HHKaeT psii BonpocoB. Hanpumep, ecau nose K
koneuro (|K| = ¢q) u Bce mommpocrpanctsa {Lg, ..., L,} ogHOMepHbI, TO Ka-
KOBO MAaKCHMaJlbHO BO3MOKHOE UMCJIO YYaCTHUKOB 71 ISl JIHHEHHBIX MOPOro-
BbiIX (1, k)-CPC (k£ > 1)? MHaue roBopsi, KAKOBO MaKCHMaJbHO BO3MOXKHOE
uicsio BektopoB {hyg, ..., A}, TaKKUX uTO JiIOObIe k BEKTOPOB, COjepKallne
BEKTOp fip, JIMHEHHO He3aBMCHMbI, a JtoOble R + | BEKTOpOB, coaep:Kallue
BEKTOp Hg, JUHEHHO 3aBHCHMbL. OKasblBaeTcsi, 3TO CBOHCTBO 3KBMBAJIEHTHO
CJIe/lyIolleMy, HA MePBbI B3MsA, 6oJiee CHILHOMY, CBOHCTBY: JitoOble £ BeK-
TOPOB JIMHEHHO HE3aBUCHUMbI, a JioOble £ + | — jiuHeliHO 3aBUCUMbL. Takue
CUCTeMbl BEKTOPOB M3yuajiiCh B reomerTpuu kak N-mHoxkectBa (N =n + 1)
B KOHEUHOH npoekTuBHOU reomerpun PG(k — 1, g), B KoMGUHATOpHKe Kak
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OpTOrOHAJIbHbIE TAGJMIbl CHJIbI £ U HHAeKca A = |, B Teopuu KOIUPOBAHUS
Kak rpoBepouHble mMaTpuubl MIIP komoB (noppoGhee cm. [4]). B n. 3 mbl
MPUBE/IEM H3BECTHYIO KOHCTPYKLIMIO TAKMX MHOXKecTB ¢ N = ¢ + 1, a 10BosIbHO
cTapasi TU1oTe3a COCTOUT B TOM, UTO 3TO H €CTh MAaKCHMaJibHO BO3MOkHOe N, 3a
WCKJIIOUEHHEM JIBYX cJlydaeB: cydast ¢ < k, korna N =k + 1, u cayuasi g = 2™,
k=3wmk=qg—1, korna N=g+ 2.

§ 2. Pa3nenenue cekpera 1 NPOU3BOJIbHbBIX
CTPYKTYp JpocTyna

Haunem ¢ dopmanbHoii MaTemaThueckoil Mosiesin. Mimeerces n 4 1 mMHOKe-
¢80 S, Seos .-, S\ M (COBMECTHOE) pacrpejie/ieHHe BepOTHOCTeH P Ha HX
JleKapToBOM npoussesieHnn § = 8, X ... X S\. CooTBeTcTBylOlIMe C/IydaiiHble
BeJIMUHHBI 0003HaualoTes uepe3 S;. Mmeercs Takke HeKoTopoe MHOXKecTBO I
MOIMHOYKECTB MHOXKeCTBa {1, ..., 7}, Ha3bIBaeMoe CTPYKTYpPOH JOCTyTA.

Onpepeaenue 1. Ilapa (P, S) HasbiBaeTCs cOBEPULEHHOL 8EPOSAMHOCHI-
noti CPC, peanusyiolieil CTpyKTypy noctymna I', ecau

P(SOZCO|S[=C[, iGA)G{O, 1} s Ael, (1)
P(SQIColsiICi, i€A)=P(Sy=cp) ILJTHA¢F. 2)

ITo onpenesieHHe MOXHO HCTOJKOBaTh cjedyolum obpasom. KHmeercs
MHO2KECTBO S, BCEX BO3MOXKHBIX CEKPETOB, W3 KOTOPOTO CEKpeT So BbIOH-
paeTcsi ¢ BepOSATHOCTBbIO p(Sp), U umeercss CPC, kortopas «pacnpenensiers
CEKPET Sg MEXKJY /1 yUaCTHUKAMH, MOChLIAsT «MPOEKUUH» Sy, ..., S, CeKpeTa
C BEPOATHOCTBIO Py (Sy, ..., Sy). OTMETUM, UTO i~ yUaCTHHK MOJNyUaeT CBOIO
«TIPOEKIMIO» §; € S) M He MMeeT MHPOPMALMH O 3HAYEHHSX JIPYTHX <TIPOEKLHH»,
OJIHAKO 3HaeT BCe MHOXKecTBa &), a Takxke 00a pacrnpeeseHts BeposiTHOCTeH
p(So) U Py (S1, ..., Sy). DTH ABa pacnpeeseHust MOTyT ObITb SKBHBAJEHTHO
3aMeHeHbl Ha ofHO: P(So, Si, ..., Sy) = p(S0)Ps,(S1, .., Su), UTO U ObLIO
cnenano Boile. [lens CPC, kak yKa3biBagoch BO BBEJEHHH, COCTOUT B TOM,
4TOOBI:

a) yuacTHHUKH M3 paspellieHHoro MHoxKectBa A (1.e. A € I') BMecTe Morsu
Obl OJIHO3HAYHO BOCCTAHOBUTb 3HAUEHHE CEKPETa — 3TO OTPAXKEHO B CBOM-
ctBe (1);

6) yuacTHHKH, oGpasyiolie Hepasperiennoe muoxkectso A (A ¢ T'), e
MOTJI Obl TOJIYUHTb JIOTIOJIHUTENbHYIO HH(OpMaLH 06 Sg, T.e., UTOObl Be-
POSITHOCTb TOTO, UTO 3HAueHWe ceKpera Sg = Cp, HE 3aBHUCeJa OT 3HAUECHWH
«MpoekLHi» S; npu i € A — 3710 cBOHCTBO (2).

3ameuaHue o TEPMUHOJOTUU. B aHMI0A3bIUHON sUTepaType st 0603Ha-
UEHHUsT «MOPUMH» UH(OPMaLWH, TocbliaeMoll yuacTHuky CPC, 6blin BBeleHbl
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Tepmunbl «share» (A. [lamup) u «shadows» (I. Baefikan). Ilepsuiit Tepmun
oKasaJjcs HauboJiee TOMyJ/SIPHBIM U aBTOP JA0Jro 6opoJics ¢ coOla3HOM MPH-
BJleUb MACCOBOTO UMTaTeJisl, MOCTOSIHHO HCIOJb3ysl B KaueCcTBe ero rnepenoja
CJIOBO «aKlusi». HeanekBaTHasi (Bo BCeX CMbIC/IaX) 3aMeHa «aKILHMH» Ha «MPO-
eKIIHI0» MOXKeT ObITh HECKOJILKO OMpaBlaHa CJEIyIOLUMM NPUMEPOM.

IMpumep 1. MHOXKeCTBO &, BCEX BO3MOXKHbBIX CeKpeToB cocTouT U3 0, 1 1 2,
«IMPECTABJEHHbIX» COOTBETCTBEHHO LIApoM; KyOoM, peGpa KOTOpOro napad-
JieJIbHbl OCSIM KOOPJIMHAT; LMJIMHIPOM, 00pasylollde KOTOPOro napaJJiesibHbl
ocu Z. Ilpu 3TOM nuamerpbl apa W OCHOBAHMS LMJMHAPA W JUIMHBI pebpa
Ky6a W obpasytolllell UMAMHIpPa, paBHbl. [1epBblil yuacTHHK noJydaer B Kaue-
CTBE CBOEH «JIOJH» CEKpeTa ero Mpoekluio Ha MIocKocTh XY, a BTOpO —
Ha mJockocTh XZ. $IcHo, 4TO BMecTe OHM OJHO3HAYHO BOCCTAHOBSIT CEKpET,
a noposHb — He MoryT. OnHako 3ta CPC He sB/sieTCs COBEPLIEHHOH, TaK KaK
J000H U3 yYaCTHUKOB MoJlydaeT HHOPMaLMIO O CEKPeTe, OCTaBJIsIS TOJNbKO 1B
3HAUEHWs CeKpeTa KaK BO3MOXKHbIE TMPH JIAHHOH MPOEKIHH (HanpuMmep, ecJu
MPOEKIHUsi — KBaJPaT, TO 1ap HEBO3MOXKEH).

Ewe oxHo 3ameuanue. Diement (yuacTtuuk) x € {1, ..., n} Ha3biBaer-
csl HecylllecTBEeHHbIM (oTHOcHTeNbHO I), ecan mist J106oro HepaspeleHHOro
MHOKecTBa A MHOKecTBO A U x Tak:Ke HepaspelieHHoe. OUeBHHO, UTO HeCy-
11leCTBEHHbIE YUACTHHKM HACTOJbKO HECYLLECTBEHHbI /151 Pasfle/IeHnsl CeKpera,
YTO UM MPOCTO He HYXKHO MOChLIaTh HUKako# WHpopmaumu. [Tostomy nasee,
6e3 orpaHHueHust OOIIHOCTH, PACCMATPUBAIOTCS TOJBKO TaKHE CTPYKTYPbI J10-
ctyna I', /151 KOTOPBIX BCe 3JIEMEHThI ABJSIOTCS CylllecTBeHHbIMU. Kpome Toro,
€CTECTBEHHO MpenoJarathb, 4to I' fiBJsieTCs MOHOTOHHOH CTPYKTYpOH, T. €. U3
ACB, AeT cnenyer BeT.

[Mpumep 2. Paccmorpum npocrTefitiyio CTpyKTypy fgoctyna — (1, n)-mopo-
TOBYIO CXEMY, T. €. BCE YUACTHUKH BMECTE MOTYT BOCCTAHOBHUTb CEKPET, a JI060e
MOJIMHO2KECTBO YUACTHHKOB HE MOXKET TOJIyUHTb JOMOJHUTENLHON HHPOPMALIUH
o cekpere. bynem crpouth uneanshyio CPC, BbiGUpast U CeKpeT, U ero npo-

eKLMH M3 TPYNIbl Z, BbIUETOB 10 MOAYMO ¢, T.€e. 8 = Soo = ... = S\ = Z11.
Jlunep renepupyeT n — 1 He3aBUCHMBIX PABHOMEPHO pacrpejiesieHHbIX Ha Z,
CJIyualiHbIX BEJHUMH X; W MOCbLIAET i-My yuacTHMKY (i=1, ..., n—1) ero

«MPOEKLHIO» §; = X;, @ N-MY YUACTHUKY MOCBIIAET S, =89 — (S| + ... + Sy—1).
Kaxylieecst «HepaBHONpPaBUe» 11-0r0 YUACTHHKA TYT K€ HCUE3AET, €CJIH Mbl
BbiMMILIEeM pacnpesenenue Py (S1, ..., Sp), KOTOpoe, oueBuaHo, pao 1/g" !,
ecin Sg =81 + ...+ S,, 1 paBHo 0 — B oCTasbHBIX cJ/yuasix. Ternepb Jierko
npoBepsieTcst U CBOHACTBO (2), 03Hauatollee B JaHHOM CJlyyae He3aBUCHMOCTD
cayqaiiHoON BeTunHbl S OT caydaiinbix Beauuun {S;: i € A} npu mo6om cob-
CTBEHHOM MOJIMHOXKecTBe A.

Haunoe Bobie onpenenenre CPC, onepupyolliee cjoBaMH «pacrpeje-

JIECHHUe BepOﬂTHOCTeﬁ», HUXKE TepeBe/ieHo, TMOoUTH 6e3 MNoTepr 06[HHOCTI/I, Ha
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KOMOMHATOPHbIH A3bIK, KOTOPBIH MpeCTaBJseTcss aBTopy 0oJiee MPOCTHIM 15
nonumanusi. [TpousBosibHasi m X (n 4 1)-matpuua V, cTpoKH KOTOPOH MUMEIOT
BULLV = (Ug, U1, ..., Uy), DJI€ U; € Sy, HA3bIBAETCS MATPHLLEH KOMOHHATOPHOR
CPC, a ee cTpokn — «rnpaBuJIaMu» pacripeienenusi cekpera. s 3aganHoro
3HaueHus cekpera S ausnep CPC ciyuaiiHo U paBHOBEpPOSITHO BBIGUPAET CTPO-
Ky V U3 Te€X CTPOK MaTpullbl V, Ui KOTOPbIX 3HaU€HHe HYJEBOH KOOPJAHHATDI
PaBHO Sg.

Onpepenenue 2. Matpuua V 3anaer cogepuieHHyo KOMOUHAMOPHYIO
CPC, peanusywolyto CTpyKTypy noctyna I', ecau, Bo-nepBbIX, Juisl Jito60ro
mHoxKecTBa A € I' HyJsieBast KoopanHaTa 060H CTPOKH MaTpHLBI V' 0HO3HAYHO
OMpesieNisieTCsl 3HAUEHUIMU ee KOOPJMHAT M3 MHOXKecTBa A M, BO-BTOPBIX, IS
mo6oro MuoxkectBa A € I’ 1 oGBIX 3aaHHBIX 3HAUEHHI KOOPIUHAT U3 MHOMKE-
cTBa A YKCJIO CTPOK MATpPHLbl V' ¢ JaHHbIM 3HAUEHHEM O HyJIEBOH KOODPJAHHATDI
He 3aBUCHT OT .

ConocraBum coBepuieHHoil BepositHoctHoi CPC, 3anaBaemo#t mnapoi
(P, S), matpuiy V, cocTosiyto U3 CTPOK s € S, Takux uto P(s) > 0. 3ameTnwm,
4TO €C/H B OmnpeeseHnn | MoJIOKHUTb BCe HeHyJIeBble 3HaueHUs P oauHaKO-
BbiMH, a ycsioBusi (1) u (2) nepedopmysiupoBaTb Ha KOMOHHATOPHOM si3bIKe,
TO TMOJIyYHTCS omnpenesneHre 2. ITo KOMOUHATOPHOE OINpesiesieHHe HECKOJbKO
o6obl1aercsi, ecJiM JAOMYyCTUTb B MaTpulle V TmoBTOpsilolMecs: CTPOKH, UTO
9KBHMBAJIEHTHO BEPOSITHOCTHOMY OTpefieieHHIo 1, Koraa sHaueHust BeposiTHOCTeH
P(s) — paunoHaJbHble Unca.

Mpumep 2 (nponoskenue). Ilepedopmyspyem NaHHYIO Bblllle KOHCTPYK-
uuto (n, n)-noporopoit CPC Ha KoMGHHATOPHOM fi3blKe. CTPOKAMH MaTPHLIbI
V siBasitoTCSl BCe BEKTOPHI S Takue, UTo —Sg + S| + . . . + 5, = 0. OueBuHo, uto
Martpuia V 3anaer copepiiennyio kom6unatopuyio CPC s T'={1, ..., n},
TaK Kak st o6oro coberBennoro noamuoxkectsa A C {1, ..., n} u mobbix
3aJlaHHbIX 3HAUEHHH KOOPJMHAT U3 MHOXKeCTBa A UHC/IO CTPOK MaTpuubl V
C JlaHHBIM 3HAUCHUEM HYJEeBOH KoopauHaThl paHo g™~ '~ 1Al

YIMBHUTENBbHO, HO NPOCTOH CXeMbl NMpUMepa 2 oKasblBaeTcsl J0CTaTOYHO,
yTOGBI U3 Hee, KaK M3 KHPMHUUMKOB, MOCTPOUTh coBeplieHHylo CPC mis mpo-
M3BOJILHOH CTPYKTYpPHI A0CTyMa. A HMEHHO 1JIsT BCEX paspellleHHBIX MHOKECTB,
T.e. st A €I, He3aBUCUMO peasu3yeM OMHCAHHYIO TOJBKO UTO MOPOTOBYIO
(|A], |A])-CPC, nocsiae Tem caMbiM i-My yuacTHHKY CTOJILKO «ITPOEKLMH» 5,
CKOJIbKMM pa3pellieHHbIM MHOXKECTBAM OH TMPHHAVIEKUT. DTO CJIOBECHOE OMHU-
CaHWe HECJIOXKHO MepeBecTH Ha KOMOWMHATOPHBIH $I3bIK CBOKHCTB MaTpuubl V
u y6enutbest, uto 3ta CPC coBepiienna. Kak 310 yacto 6biBaer, «coBepiiieH-
Hasl» He 3HAUUT «3KOHOMHasi», Uy panuoit CPC pasmep «mpoekuun» oKasbl-
BaeTcsl, Kak MpaBUIo, BO MHOTO pa3 GoJibllie, UeM pa3Mep cekpera. DTy cXeMmy
MOXKHO cJiesiaTh GoJiee SKOHOMHOH, TaK Kak J0CTaTOYHO peasM30BaTh MOPO-
roeble (|A|, |A])-CPC TosbKo sl MUHUMAJIbHBIX PA3PEILEHHbIX MHOXKECTB A,
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T.e. 11 A € Tyin, 1€ 'inin — COBOKYMHOCTb MUHUMAJIbHBIX (OTHOCHTEIBbHO
BKJtOueHHst) MHokecTB U3 I. Tem He menee st noporosoii (n, 1/2)-CPC pas-
Mep «MpOeKLHH» (M3MepeHHbIH, HanpuMep, B 6UTax) OyfeT B c? 21 /\/2mn
pa3 6oJiblile pa3Mepa cekpeTa (3TO HaAUXYIIIWH Cayuall i pacCMaTpUBaeMou
KOHCTpYKLMH). C 1pyroil CTOpOHbI, Kak Mbl yGemumcst 4yTb Mo3xe, Jiobas
MoporoBasi CTPyKTypa A0CTyrna MoxeT ObiTb peasiM30BaHa H€aJsbHO, T.€. MpH
COBMAJIAIOLINX pa3Mepax «MpoeKlHH» W cekpera. [103TOMYy ecTeCTBEHHO BO3-
HUKaeT BOMPOC O TOM, KAKOBO MaKCHMaJlbHO BO3MOXKHOE MPeBbIlIEHHE pa3mepa
«MPOEKLMH» HaJl Pa3MEPOM CeKpeTa /s HauXyalled CTPYKTypbl 10CTyna Inpu
Hausyuleil peanusauud. @opmanbto R(n) = max R(I'), rae max Gepercs 1o
log |Si
log |So| ’
rie min Gepercs no BceM CPC, peanusyloliM JaHHYIO CTPYKTYpy AOCTY-
na I, a max —mno i =1, ..., n. [IpuBe/leHHass KOHCTPYKLMS MOKA3bIBAET,
uto R(n) < CZ/Q. C Jpyro#i CTOpPOHBI, KaK ObIJIO JIOKA3aHO JIMIIb HEJAaBHO [5],
R(n) = n/log n. Takasi orpoMHast «IIle/Tb» MKy BEPXHEH U HHXKHEH OLEHKOH
JlaeT, 1Mo HalleMy MHEHHIO, OCTATOUHbIH MPOCTOP IV UCCJe0BaHUN (aBTOP
npearnoJiaraet, uto R(n) pacTeT KCNOHEHUHAIBbHO OT ).

BCceM cTpyKTypam jocryna I' Ha n yuactHukax, a R(I') = min max

§ 3. JluHeiiHoe pa3aeneHue cekpera

Haunem ¢ npensno:kennoit A. Lllamupom [2] sserantHol cxeMbl pasziesieHnst
cekpeTa Jyis MOporoBbiX cTPyKTyp aoctyna. [Tycts K = GF(q) — KoHeuHoe noJie
U3 ¢ 3J1eMeHTOB (Harnpumep, ¢ = p —npoctoe yucao u K= Z,) u g > n. Cono-
CTaBUM YUYaCTHMKAM 71 Pa3JIMUHBIX HEHyJeBbIX 3jeMeHTOB moast {aj, ..., a,}
1 noJoxuM ao = 0. ITpu pacnpenenenun cekpera so auinep CPC renepupyer
k — 1 He3aBHCHMBIX paBHOMEPHO pacnpeseneHHbX Ha GF(g) cayualiHbIX BeJH-
unH f; (j=1, ..., k= 1) u nocelnaer i-my yuyacthuky (i =1, ..., n) «ero»
3Hauenue s; = f(a;) MHorounena f(x) = fo + fix + ...+ fr_1x*71, e fo = so.
[TockoJibKy Jt060I MHOTOUJIEH cTereHd £ — | 01H03HaUHO BOCCTaHABJAMBAETCS
M0 €ro 3HaYeHUsIM B POU3BOJILHBIX R TOUKAX (Harmpumep, Mo HHTEPMONSLHOH-
Hoil hopmyJie Jlarpanska), To Jit0Oble & yUaCTHHKOB BMECTE MOTYT BOCCTAHOBHTD
MHOTOUJIEH f(X) |, cJieloBaTeIbHO, HAUTH 3HaueHHe cekpeta Kak So = f(0). ITo
ITOH 3Ke TIpuunHe Jyisl JoObIX k — | yUacTHHKOB, JIOOBIX TOJyUeHHBIX MMH
3HAUEHUH MPOEKUMH S; U JII0OOT0 3HAUEHUSs CEKPeTa So CYLLECTBYET POBHO OJIMH
«COOTBETCTBYIOLIHH» WM MHOrouYJIeH, T.e. Takol, uto §; = f(a;) u so = f(0).
CulezioBaTe/IbHO, 3Ta cXeMa SIBJSIETCS] COBEPLUIEHHON B COOTBETCTBHM C OTpe-
nesenneM 2. «JIMHEHHOCTb» MaHHOHN CXeMbl CTAHOBHTCS sICHA, €CJIM 3aIlucaTh
«pasJieJieHue CeKpeTa» B BEKTOPHO-MATPUUHOM BHJIE:

s=1H, (3)
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rae s = (S0, -y Su), T=(fo, ..., fe—1), & x (n+ 1)-matpuna H = (h;;) =
= (afl) v hoo = 1. 3ameTum, uto J106ble 2 CTOJOLOB STOH MaTPULbI JUHEHHO
He3aBHUCHMBbI, 8 MaKCHMaJIbHO BO3MOXKHOE UHCJIO CTONIOLOB MaTpHLb! /1 paBHo ¢,
1 uTO6bI TOOUThCS obeliaHHoro B 1. 1 3HaueHust ¢ + | Hago no6aBUThH cToJbell,
COOTBETCTBYIOLIHMH TOUKE «OECKOHEUHOCTb».

Ynpaxnenue. [Ipunymaiite camu, Kak 3To cuesarh.

BosbmeMm B (3) B kauectBe H npousBoJibHYIO r X (1 + 1)-MaTpuily ¢ 3Je-
MeHtamu u3 nodsist K. [Tosmyuaemyto CPC 6yzeM Ha3blBaTh OJIHOMEPHOH JIMHEH-
Hoit CPC. Ona sBsisietcst coBepliueHHol komOuHaTtopHoit CPC co cTpykTypoit
nocryna I', cocrositiiedi U3 Takux MHoXKecTB A, uto Bektop hy npencraBum
B BHJE JIMHEHHO! KomOuHauun Bekropos {h;: j € A}, rue h; sto j-it crosi-
6eu. marpuupl . Ctpokamu matpuiibl V, coorBerctByloliedl panHoit CPC,
SIBJISIIOTCS, KAK BUIHO U3 (3), JIMHeHHble KOMOMHALMK cTPOK MaTpuubl H. Ile-
perniieM (3) B CleyloleM BHJE

si=(f hy) s j=0,1, ..., n,

rae (f, h;) — ckanapuoe npoussesnenue Bektopos fu h;. Ecin A €T, 1.e. ecan
h() = Z )\/hj, TO

so = (f, ho) = (f, > MV) =Y N )=

U, cJIe/I0BaTebHO, 3HaUEHHE CeKpeTa 0IH03HAYHO HAXOAUTCS MO €ro «MPOoeKIn-
sm». PaccmoTpuM Tenepb cayuail, Kkorna Bektop hg He npeactaBuMm B BUE JH-
HefiHo# KomOunauuu Bektopos {h;: j € A}. Ham ny:kHo 1nokasare, 4To B 5TOM
cayuae Jyuist JOObIX 3aJlaHHbIX 3HAUEHUH KOOpJIMHAT W3 MHOXKecTBa A umcso
CTPOK MaTpHllbl V' ¢ JaHHBIM 3HAUEHHEM HYJEBOH KOODJMHATHI HE 3aBHCHT OT
3TOro 3HaueHusi. B 3ToM HeTpyaHO yGenuTbes, paccMoTpeB (3) Kak cucTeMy
JIMHEHHBIX YPAaBHEHHH OTHOCUTEJbHO HEM3BECTHBIX f; U BOCTIO/Nb30BABILUCH TEM,
YTO CHCTEMa COBMECTHA TOrJla U TOJIbKO TOT/a, KOTIA paHr MaTpHLbl Kos(du-
LIMEHTOB paBeH paHry pacUIHPEHHON MATPHIIbI, 8 UHUCJIO PEllIeHHI Y COBMECTHbIX
CHCTEM OJIMHAKOBO W PABHO UHCJY pellleHHEH OJHOPOJHOK CUCTEMBI.

Ykasanue. Paccmorpute nBe cuctembl: 6e3 «HyJeBOro» ypaBHeHHs (T.e.
co cBOGOJHBIM UJeHOM) H ¢ HUM. Tak Kak Bekrop hg He mpeiacTtaBuUM B BHIE
JIMHeitHo! KoMOuHalmu BektopoB {h;: j € A}, To panr mMatpuibl KoshHim-
€HTOB BTOPOH cHcTeMbl Ha 1 GoJiblie paHra MaTpHlibl KO3((HLHEHTOB NepBOi
cucteMmbl. OTCIO/Ia HEMEJIEHHO CJIEIYeT, UTO €CJIM TMepBasi CHCTeMa COBMECTHA,
TO COBMECTHA W BTOpAst MpH JIOOOM Sp.

OTa KOHCTPYKLMSA TOJABOAUT HAC K omnpejesneHuio obulel juneiHoit CPC.
[TycTb ceKpeT U ero «MpoeKUUU» MPEJCTaB/SAIOTCS KaK KOHEUHOMEpHble BeK-

Topbl s; = (s}, ..., s/) n renepupyiores no popmyae s; = fH;, e H; —
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HEKOTOpBIE 1 X m;-MaTphipl. ComocTaBuM KaxJI0H MaTpulle /1; muHefiHOe Mpo-
CTPaAHCTBO L; ee CTONOLOB (T.e. COCTOsillee U3 BCeX JIMHEHHbIX KOMOWHALM
BEKTOp-CTONOLOB MaTpuLbl H;). Hecsoxuble paccyKaeHus, aHaJoruuHble Mpu-
BeJIeHHBIM BbIlIe JUIs OJHOMepHOro cJjydasi (Bce m; = 1), TMOKa3bIBaIoOT, 4TO
JlaHHasi KOHCTpYKUMs naer coseplueHHyto CPC Torna u TosibKo Torna, kKoraa
ceMelCTBO JIMHEHHbIX noanpocTpanctd {Lo, ..., L,} KOHEUHOMEpPHOTO BEK-
TOpHOro npocTpancTBa K" yl10BAETBOPSET YIOMSHYTOMY BO BBEJIEHHH CBOHCTBY
«Bce WK Huuero». [1pu 3tom mHoxkecTBo A siBaisiercsi pasdpetuendbim (A € T,
€CJIM M TOJIbKO €CJIM JIMHedHasi o6oJiouka moanpoctpaHets {L,: a € A} co-
JEPXKHUT TIOAMPOCTPAHCTBO Lo LesukoM. C JIpyro#l CTOPOHbBI, MHOXeCTBO A
siBsisieTcst HepasperneHHniM (A ¢ T), ecit 1 TOTbKO ec/in JiiHeiHHast 060J104Ka
noanpoctpancts {L,: a € A} mepecekaercst ¢ MOAMPOCTPAHCTBOM L TOTBKO
no Bektopy 0. Otmerum, uto ecau Obl a5l HeKoToporo A mnepeceueHue Lo
u JiuHelHo#H o6osiouku {L,: a € A} GbUIO HETPHUBHAJBHBIM, TO YYACTHHKH A
He MOTJIH Obl BOCCTAHOBUTH CeKpeT 0JHO3HAYHO, HO MoJsydasu Gbl HEKOTOPYIO
MH(OPMAIMIO O HEM, T.e. cXxeMa He Obla Obl COBEpIIEHHON.

[Mpumep 3. PaccMOTpHM cJIeyloOlLylo CTPYKTYPY AOCTYMa JJisl Caydast ue-
ThIpEX yuyacTHHKOB, 3amgaBaemyio I'mi, = {{l, 2}, {2, 3}, {3, 4}}. Ona us-
BECTHA KaK MEPBBIH MOCTPOEHHBIH MPUMEP CTPYKTYPbl A0CTyMNa, s KOTOPOH
He CyLLeCTBYeT uaealbHON peanusdauunu. bosee Toro, 6bI0 10Ka3aHo, UTO A
Jo6oil ee coepriuennoil peammsatmu R(I) > 3/2. C mpyro#i ctopoHbl, Hero-
Cpe/IcTBEHHAsl MPOBEpPKa MOKasblBaeT, uto BeIGop Matpuu Ho, Hy, ..., Hy,
MPUBEJICHHBIX HUXKE, AaeT coBepliuennyio Jjuneiinyilo CPC ¢ R = 3/2, peaJiu-
3YIOLLYIO 3Ty CTPYKTYPY, KOTOpasi, CJ€l0BaTeNbHO, SBJSETCS W ONTHMAJbHON
(Hau6osiee skonomuoi) CPC.

(107 7007 71007 70017 r00]
01 00 010 000 01
PR L] SRR T SR ULl PR LUl I L
00 01 010 010 00
00 00 001 001 10
100] 100] 1000] 1100 01

§ 4. UneanbHoe pa3jieseHUe ceKpeTa U MaTpOUIbI

Haunem ¢ onpenenenus uneanbuoix CPC. las aToro BepHeMcsi K KOMOU-
HaTtopHoMy ompeseneHuto coeplenHoil CPC. Ciemytoliee onpesieneHie co-
BepuieHHo# CPC [3] aBasieTcs naxke 6osee 0OUIMM, UeM BEPOSTHOCTHOE OMpe-
nesiene 1, MOCKOJIbKY ycJ/ioBHe (2) 3amMeHeHO B HeM Ha GoJiee ciaboe.
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Ilnst npousBosibioro muoxkectsa B C {0, 1, ..., n} o6osnaunm uepes Vp
M x |B|-matpuily, nosyueHHylo U3 MaTpulibl V ynaseHdeMm cTosGLOB, HOME-
pa KOTOpbIX He mpuHamiexar MuoxectBy B. Ilyctb ||W|| o6osnauaer uucio
pasJHYHbIX CTPOK B MaTpuie W.

Onpeneaenne 3. Marpuua V 3anaer BJI-cosepuiennyio CPC, peanusy-
folIyto CTpyKTypy aoctyna I, ecan

[1Vavol| = [[Vall x [[Vo| P, (4)

rie 8r(A) =0, ecin A €T, u 8p(A) = 1 B mpoTHBHOM CJyuae.

ITo ompesesieHne OTIHYAETCS OT omnpefeseHnil 1 U 2 TeM, UyTo Ha Hepaspe-
IIeHHBble MHOKecTBa A HaknajblBaeTcs 10BOJBHO cjaboe yC/0BHe, a HMEHHO,
€CJIH MHOXKECTBO CTPOK V' ¢ JaHHBIMH 3HAUEHHUSIMH KOOPAMHAT U3 MHOXKecTBa A
HEIyCTO, TO BCE BO3MOXKHbIE 3HAUEHHS CeKpeTa BCTPEUaloTCs B HYJIEBOH KOOP-
JIMHATe ITUX CTPOK (6e3 TpeGOBaHMIl «OIUHAKOBO YaCTO» KaK B KOMOHHATOPHOM
onpejiesieHHH 2 UK XKe «C arpHOPHOH BEPOSITHOCTHIO» KAK B BEPOSTHOCTHOM
onpenenenun 1). Jlerko Buuaetb, 4To MaTpuua JioOOH COBepLIEHHOH BeposiT-
nHoctHoil CPC 3anaer B]l1-cosepuiennyto CPC, Ho o6paTHOe HEBEpPHO.

st npousBoJsibHO# KomGuHatopHoi CPC, 3anaBaemoi marputiei V, onpe-
nesum Ha mHoxkectBax A C {0, 1, ..., n} dynkuuio A(A) = log, |[Va4l|, rne
g =|S|. Jlerko nposeputb, uto max{h(A), A(B)} < k(A U B) < h(A) + h(B)
11st o6bIX MHOXKecTB A 1 B, a ycsoBre (4) MoXKeT ObITh NepenucaHo B BUJle

hq(Vawo) = hy(Va) + 81 (A)hy(Vo),

Jlemma. /[laa moboii b/l-cosepwennoti CPC ecau A ¢ T u {AUi} €T,
mo h(i) = h(0).

HokaszarteabctBo. [lo ycnoBusm Jjemmbl A(A U 0) = A(A) + A(0)
u h(AUiUO0)=h(AUi). CreroBaresbHo,

R(A) + h(i) = (AU =h(AUiU0) > h(AUO) =h(A) +h0). O

Tak kak Mbl npefnosaraem, uto Bee Touku i € {1, ..., n} cyliecTBeHHbIe,
T. €. Juist JI060ro i Haigercest noaMHoxkectBo A takoe, uto A ¢T'n {A Ui} €T,
TO M3 JIEMMbI BbITEKAET

Caencreue. Jlas woboii b/l-cosepuiennoli CPC |S)| > |S,| das scex
i=1, ..., n.

CJie/IcTBHe 03HAUAET, KAK Mbl U MPEAYNPEKIAJIUA B HAUAJIE CTATbH, UTO IS
cosepiientbix CPC «pasMep» MpoeKIrH He MOXKET ObITh MeHbllle «pa3Me-
pa» cekpera. [Tosromy BJl-cosepiiennass CPC nasbiBaercsi uaeasbHol, ecyu
ISy| = |S/| mnsBeex i=1, ..., n.

3ameuanune. Hepasenctso |S)| > |S)| cnpaennBo u Asi coBepiieHHbIX
BepostHocTHBIX CPC, mnockosbKy uxX MaTpulbl 3aaatioT BJl-coBepiieHHble
CPC.
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EcTecTBeHHbBIH BOTPOC COCTOUT B TOM, JUIs KAaKWUX CTPYKTyp noctyna I
CYLIECTBYIOT peaJsiu3yiolilie WX HieajbHble (BEPOSTHOCTHbIE WM KOMOUHATOP-
uele) CPC. Kak yxe orMeuasoch Bo BBelleHHH, HAUJIYUIIMI HA CEroHSIIIHHUI
JIeHb OTBET UCTIOJIb3YET CJOBO «MaTpou». HarnoMHUM ornpesiesieHHe MaTponI0B
1 HEKOTOpPble HX OCHOBHbIe CBOWCTBA (cM. [6]).

MaTpou1oM Ha3biBaeTCs KOHEUHOe MHOXKeCTBO X W ceMelcTBO [ ero noj-
MHOKECTB, Ha3blBAaeMbIX HE3aBUCHMbIMU (OCTaJibHble MHOXKECTBA HA3bIBAIOTCS
3aBUCHMbIMH), €CJIM BBITIOJHEHBI CJEyIOlIHe CBOHCTBA:

gel; (5.1)

ecnui AeluBCA, 0o Bel, (5.2)
ecmu A, Beln |Al=|B|+ 1,

To cyutectyer a € A\B Takoe, uto a U B € [. (5.3)

IMpumep 4. MuoxecTBo X — 3T0 MHOXKECTBO BEKTOPOB B HEKOTOPOM JH-
HEIHOM BEKTOPHOM MPOCTPAHCTBE, a HE3aBUCHMbIE TOJIMHOYKECTBA — 3TO JIH-
HEIHO He3aBUCHMbIE MOJMHOXECTBA BEKTOPOB.

CoO6CTBEHHO ¢ 3TOTO MpUMepa U HauaJach TEOPUSI MaTPOUJIOB, BHaUaJle KaK
MOTMBITKA JaTh aKCHOMAaTHYECKOE ONpeeeHne JHHEAHOH He3aBHCUMOCTH BEK-
TOPOB uepe3 «BHYTPEHHHE CBOWCTBA», T.€. HE aneJJIMpPyst K MOHSATHIO BEKTOPA.
K cuactbio, MonbiTKa He yjaiach, Tak Kak HaLIIMCh MATPOU/IbI, He MPEICTaBH-
Mble KaK JIMHEHHbIE (T.€. KaK CHCTEMbl BEKTOPOB), a caMa TeOpHsi MaTPOMJIOB
paspocJiach JaJieKo 3a Mpejieibl «JIHHEeRHOH anrebpbl» (cM. [6]).

lpumep 5 (matpoun Bamoca). PaccmoTpum cienyioliee MHOXECTBO:
X={l, 2, 3, 4, 5, 6, 7, 8} unogoxuma=1{1, 2}, 6={3, 4},c={5, 6}
u d = {7, 8}. Matpoun Bamoca onpenessieTcsi Kak MaTpoHji, B KOTOPOM
MHO}KeeTBa a Uc, aUd, bUc, bUd, cUd, a takKe Bce MOAMHOMXKECTBA
U3 MSITH WK OOJiee JE€MEHTOB SIBISIIOTCS 3aBHCHMbIMH. M3BecTHO, uTo 3TOT
MaTpOHUJL He SIBJSIETCS JIMHEHHBIM.

MaTpoua TakxKe MOXKHO OMPEIESUTb Yepe3 TaK HasblBAEMYI0 PaHTOBYIO
dyHKHo r(A) MaTpouaa, onpeaeasieMylo Kak MAaKCHMaJIbHAsT MOILHOCTb He3a-
BUcHMOro noamuoxkectsa B C A. OueBHIHO, UTO He3aBMCHMble MHOXKeCTBa (M
TOJILKO OHHM) 3ajaiorcst yeaosuem r(A) = |A|. Panrosasi dyHKumsi mMaTponsa
ob6JanaeT CBOUCTBAMU

rlAyez, r(@)=0; (6.1)
r(A) <r(Aub) <r(A) + 1; (6.2)
eca r(AUb)=r(AUc) =r(A), o r(AUbUc)=r(A). (6.3)

O6parHo, nmyctb HekoTopasi (yukiwst r(A) obnanaer ceoiicteamu (6). Ha-
30BeM He3aBUCHMbIMH Te MHOXecTBa A, st Kotopbix r(A) = |A|. Torma 3tu
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MHOXKECTBA 3aJIaI0T MaTPOUJ, a (DYHKIMS 7 SIBJSETCS €ro PaHroBOH (PyHKIIU-
eil. Bo3aMoxKHO TakKe ONMpeiesuTh MaTPOMJ, uepe3 MUHHMaJIbHble 3aBUCHMbIE
MHOXKeCTBa, Ha3blBaeMble LHK/AaMH. MaTpou]l Ha3bIBAeTCsl CBSIBHBIM, €CJIH /15
JIIOOBIX JIBYX €r0 TOUEK CYILIECTBYET COJEPMKALINH UX LHKJL.

Tenepb Mbl MO2KeM C(HOPMYJIUPOBATHL OCHOBHOMH pe3yJibTar.

Teopema [3]. /{1 moboii B/[-cosepuiernroil udearvroii CPC, peaiusy-
roweli cmpyxmypy docmyna I, Hezasucumovle mHoxMcecmsa, onpedeisiemoie
yeaosuen logs, [|Val| = |A|, sadarom cessneil mampoud rna mroxcecmse
{0, 1, ..., n}. Bce yuxavt a3moeo mampouda, codepacaujue moury 0, ume-
rom sud OUA, ede A €T .

[1aBHBIM B JI0KA3aTeJbCTBE TEOPEMbI SIBJSETCS «IIPOBEPKA» LIEJOUHCIIEH-
Hoct yHKumu A(A). B camom nese, A(-) oueBupHO 06s1aflaeT OCTaJNbHBIMHU
cBoiictBamu (6) W, cJieoBaTebHO, MPH YCJOBHH LEJIOUMCJEHHOCTH SIBJISET-
csl paHroBo#l (yHkuUMell M 3agaeT Matpoui. [lokasaTesqbCTBO 3TOH TeOpeMbl
¥ HECKOJIbKO 0oJiee OOLIMX YTBEPKAECHUH MOXKHO HalTH B [7].

OTMETHM, UTO M3 BTOPOI UACTH YTBEPIKJIEHHS TEOPEMbI CJIEYET, UTO PA3HLIM
uneanbHbiM CPC, peanusytolmm aaHHylo cTpykTypy aoctyna I, Bcerna coor-
BETCTBYET OJIUH M TOT K€ MATPOMJ, MOCKOJbKY MaTPOM OJHO3HAUHO OIpejie-
JISIETCS] BCEMH 1IMKJIAMH, POXOJISIIUMHU uepe3 (PUKCHPOBAHHYIO TOUKY (cM. [6]).
Tem cambIM KaxK10i HieaNbHO peasiu3yeMol CTPYKType J0CTyNa COOTBETCTBYET
OJIHO3HAUHO ONpeJIeJIeHHbIN MaTPOUL.

B cBsi3u ¢ TeopeMoii BO3HMKAET HECKOJILKO €CTECTBEHHBIX BOMPOCOB. [Ipex-
Jie Bcero, He Mopoxkaatot Jiu uaeanbbie CPC Bce matpouab? Het, Hanpumep,
Marpous Bamoca He MoxeT GbiTh MosiyueH Kak matpoun uaeanbHoit CPC [8].
C 1pyro#i CTOpOHbBI, JIMHEHHbIE MATPOW/BI €CThb He UTO MHOE, KaK pacCcMOT-
peHHble B M. 3 wujeasbHble onHoMmepHble suHelHble CPC. B cBssun ¢ stum
BO3HHKAET BOMPOC O CYIIECTBOBAHUH CTPYKTYphl joctyna ', KoTopyt HeBO3-
MOJKHO peasii30oBaTh B BUJIE Hea bHOH ogHoMepHOi auHeitnoit CPC, Ho MOXKHO
B BUJIEe HlleasbHONH MHOromepHoit nuHeiiHoit CPC. HenaBHo Tako#i npumep Obli
noctpoed [9], M, 3HAYUT, Mbl MOXKEM TFOBOPHUTb O MHOTOMEPHBIX JIHHEHHbIX
MaTpouJiaX Kak KJacce MaTpOUJIOB GoJiee OOIIEM, UeM JIHHEHHDIE.

Urak, naeansubix CPC 6oJblile, uem JIMHEHHBIX MATPOWIOB, HO MEHb-
1le, 4yeM BCEX MATPOUJIOB. YTOUHUThb, «HACKOJBbKO 0OJblle», MpeacTaBjseTcs
JIOBOJIbHO CJIOXKHOM 3ajiaueil. B yacTHOCTH, CYlIeCTBYET JIM HleabHO peasiugye-
Masi cTpyKTypa poctyna I', KoTopyto HeBO3MOXKHO peasiu30BaTh KaK HAeabHYIO
JiHelHylo MHoroMmephyto CPC?
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I'maBa 6

Komnblotep u kpuntrorpadus

... 3ajlaua BOEBOJICTBA COBCEM HE B TOM COCTOMT, UTO-
Obl 10CTHraTh KAKOTO-TO MEUTaTebHOro 6/1aronoJyums,
a B TOM, 4TOObl HCCTAapy 3aBeJleHHbIH TMOPSIOK (XOTs
6bl M He GJaronoJiydHblil) OT MOBPEXKAEHWUH obeperaTb
M OrpakaaTh.

M. E. CantbikoB-11lenpun. MeiBenb Ha BoeBOACTBE

§ 1. Bmecto BBeneHus

Has yero kpuntorpaduu HyKeH KomnbloTep?

Kpunrorpadusi — onna us npesHefiinx HayK. O Hell BCMIOMHHAIOT BCEraa,
KOTJla BO3HHKAeT HeoOXOAMMOCTb CKpbiBaTh TakHbl. Ho omHuM Kapanpauiom
1 6ymMaroi rnoJib3oBaThbCsl 10CTaTOUHO TPYL0eMKO H o6peMeHHTebHO. M ¢ npeB-
HEHIIMX BpeMeH UeJIoBeK TMbITAeTCsl HCMOJb30BaTh Pas3jHiHble OPYAHS, MO3BO-
Jsiolye 00JeruuTb TPy LM poBasblika. [Tocse MHOrOBEKOBOro MCMOJb30-
BaHHS1 BEPEBOYEK, XKESJIOB, MOJIOCOK, JEHTOUEK, MJIaHIIETOB, TpadapeTos, AUC-
KOB U T. . U T.I1., Kpunrorpadgus B Hauase XX Beka nocrtaBusa cede Ha CJyKOy
Maccy MeXaHHUeCcKHX, NMHEBMATHUECKHX, IJIEKTPHUECKHUX, a 3aTeM U 3JIEKTPOH-
HbIX ycTpoiicTB. B 1940-x rojax oHa mpuaymasa JJisi CBOMX HYXJ MepBble
3JIeKTPOHHBIE BbIUHCAUTENH. [losiB/IeHe KOMMBIOTEPOB TaKKe MoHauasy Oblo
BOCHPHUHAITO UMEHHO KakK MOSIBJEHHE MOIHEHIIEro MOMOUIHUKA Ui JIoJeH,
3aHUMaloLIMXCsl pa3paboTKONH W aHAJIH30M alropuTMOB lMdpoBanus. Keraty,
nepBbIf KOMMbIOTep ¢ Ha3BaHueM «Colossus», B cO3laHUH KOTOPOTO Y4acTBO-
BaJ MaTeMaTHK A. TblopuHr, 6bl paspaboTaH B AHIVIMK UMEHHO JI/IS PellleHus]
3ajau jaeldpoBaHus repMaHCKol U pmalnHbl «Enigma» B camom Hauase
Bropoii mupoBoii BoiiHbl. Ho KoMmbioTepbl He 06JIeTUUIN U3HYPSIOUMHA TPYL
Kpunrorpada, a ToJbKO MPUBHECJH Maccy HOBbIX npobseM. [losBuauch Ho-
Bble BUJbl HH(opMaLMu, Tpedytolllell 3aKpbITHs, HOBble 00J1aCTH MPUMEHEHHs
KpUnrorpaguueckux MeTo10B, a caMoe IJ1aBHOe — CYLILECTBEHHO BO3POCJH BO3-
MOKHOCTH MPOTUBHHKA MO PACKPHITHIO MPUMEHSIBIIUXCH paHee HIH(POB.

[lepBble TPH AECATUIETHS MTOCJE CBOETO MOSIBJIEHUS KOMIbIOTEPbI ONPaBJIbI-
BaJii CBOE HA3BaHHWE «BbLIUMCJHUTE/b» W MPEACTAB/ANN COOOH UHCTPYMEHT s
CO3J1aH1s1 HOBBIX M B3JIOMA CTAPbIX LIM(POB.
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B BocbMmuaecsiTble TOAbl POU30LLIA Hen30exKHas MepeolleHKa LIeHHOCTEH.
M3 noacobHoro cpelctsa, BHIUUCIAUTES, KOMIBIOTEP CTaJl LeHTPa/bHbIM 3Be-
HOM JUlsl MHOXKECTBA Pa3JIMUHbIX CAMOCTOSITEJIbHBIX CHCTEM, BbIIOJHSIOLINX
camble pasHooGpasHble (YHKIHH. DTO — MH(POPMALIMOHHbIE CHCTEMBI, CHCTE-
Mbl CBSI3H M CHCTEMbl YIpaBJ/IEHHSl, CUCTEMbl aBTOMAaTHUECKOrO MPOEKTHPO-
BaHUsl, ABTOMATU3UPOBAHHbIE CHCTEMbl MPAKTHUECKHU /s Bcex obJsacTell ue-
JIOBEUECKOH JesTeJIbHOCTH, BKJIIOUast MPOU3BOACTBEHHYIO, BOCHHYIO, (PUHAHCO-
BYIO, 5KOHOMHUECKYI0, MeULHHCKYI0, U MHOrHe apyrue. HetpyaHo noragarbes,
uTO W B 06J1aCTH KpUNTOrpauu KOMIBIOTEp 3aHsL LIeHTPaJbHOe MeCTO, B3siB
Ha cebst GOJBIINHCTBO (PYHKLME TPAAHLMOHHOH KPUTITOTpahHueCcKoi esiTesb-
HOCTH, BKJIIOYAsl peasH3aliio KPUMTOrpauuecKuX ajJropuTMOB, MPOBEPKY HX
KauecTBa, eHepaLuio U pachpesiesieHde KJjouel, aBToMaTH3auuio paboTbl 1o
aHaJM3y nepexBaTa U PACKPbITHIO LIK(POB U T. 1.

Hakonel ceiiuac, B KOHLe JeBSIHOCTbIX I'O10B, B CBSI3H C MOSIBJEHHEM IJIO-
OasibHbIX ceTell, Mbl HauMHaeM OCO3HaBaTb HEM30EKHOCTb BXOXKIEHHS B MH-
poBoe MH(OPMAIMOHHOE MPOCTPAHCTBO, YACTO Ha3biBaeMoe KHOeprpoCTpaH-
CTBOM, KOTOPO€ CTPEMHUTEJbHO Pa3BUBAETCs [0 CBOMM 3aKOHAM, 3acacblBas
MHJIJIMOHBl HOBLIX M HOBbIX oOuTateJsell. [IpoBanuBasch B Hero, Mbl 3a0blBaeM
O CYLLLeCTBOBAHHHM BPEeMEHH M IIPOCTPAHCTBA, TepsieM IPaHb MeXKy peasbHOCTbIO
1 BbIMblcsioM. Camble haHTaCTHUECKHE MJEH HAaXOAST B HeM MPOCTOe U ecTe-
CTBEHHOE BOIIOLLEHHE, JeHCTBUTENbHOE CTAHOBUTCSI BUPTYaJbHbIM, a BHPTY-
aJlbHOe JeHCTBUTE/bHLIM. YHHUBEPCAJbHOCTD, [10J1HAsi COBMECTUMOCTb M B3a-
MMOCBSI3aHHOCTb yJaJleHHbIX APYr OT Apyra KOMIIbIOTepOB [103BOJISIIOT, C OJ1-
HOH CTOPOHBI, Peasu30BaTh NPUHLMINHAIBHO HOBble KpUNTOrpauueckue uieH,
a ¢ JIpyroi, cylIeCTBEHHO pacCLUUPUTb 06JIaCTH MPUMEHEHHUsT KPUITOrpaduH.

BwmecTe ¢ TeM, BOCXHLLA5ICh BO3MOXKHOCTSIMH KOMIbIOTEPOB, He Ha/lo 3a0bl-
BaTb O MPOCTbIX Bellax. Kak crnpaBeyiMBO 3aMeTH/ aMepPUKAHCKUI MaTeMaTHK
Hun Ko6mui — aBtop kuura «Kype mo teopun umces u Kpunrorpaduu», —
BbICTYyNast Ha ceMuHape B MOCKOBCKOM yHHBepCHTeTe, CHCTEMbI C OTKPLITbIMHU
KJII0UaMH CO3/1aHbl JJ151 J1I0Jlel, KOTOpble OUeHb CHJILHO He I0BEPSIOT APYT APYTY,
HO MpH 3TOM OECKOHEUHO JIOBEPSIIOT CBOMM KOMIIbIOTEPAM.

Jas yero KomMnbloTepy HyKHa Kpunrorpadus?

[Toka KommbioTepbl ObLIW OONBLUIMMH, UX O0OCIYKHUBAJM CTElHANbHO MO/~
FOTOBJIEHHbIE MHXKEHEPbI-TPOrPAMMUCTbI, CUCTEMLIMKH, annapaTuuku, HHpop-
MAalMOHIIMKH, a TaKxKe ornepaTopbl U TeXHUYeCKHH nepconas. locTyn K Xxpa-
Hsllleficsl U oOpabaTbiBaeMol B HUX HH(OPMALMK UMeJT TaKxKe OrpaHHyeHHbIH
Kpyr Jiozieit. [TosroMy npo6Jiembl 3aiuThl HH(GOPMAHMH B OCHOBHOM CBOAHJINCD
K TOBBILIEHHIO HAJIEXKHOCTH paboThl, JyOJIHPOBAHUIO KPUTHUHOKN HHOPMALMH
1 opraHusauloHHbIM MepaM. [TosaHee 66110 0CO3HAHO, YTO HapsiLy ¢ Ge3onac-
HOCTBIO JIJAaHHBIX OTPOMHYIO POJIb UTpaeT TakxKe 0e30MaCHOCTb MPOTPAMMHOIO
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obecrieueHnsl U annapaTHbiX cpeacTB. [lo3ToMy cTanu roBopuTb 0 KOMITbIO-
TepHOl 6e3onacHocTH. HakoHel, ¢ nosiBjieHMeM aBTOMAaTH3HPOBAHHbBIX CHUCTEM
00pabOTKH JAaHHBIX (MPeACTaBJ/sAOLIMX cOO0H Hepa3pbiBHOE Liesoe U3 06ben-
HEHHBIX B CeTb KOMIBIOTEPOB, CPEJICTB TeNEKOMMYHHUKALMH, HHPOPMALMOHHBIX
TEXHOJIOTHH W pacrpefiesieHHbIX HH(QOPMAMOHHBIX MAacCHBOB) cTaju GoJiblie
roBOpUTh 06 MH(OPMAIMOHHOH 6e30MacHOCTH CHUCTEMbI B 11€J0M, MOHUMAas
MOJL 3TUM COCTOSIHME 3allMIIEHHOCTH BCeX MpoueccoB 00pabOTKH, XpaHeHUs
¥ Tiepeiaud MHPOPMAlMK B CHCTEME.

EcTecTBeHHO, uTO KpuUnTorpacusi 3aHssia B 3ToH oOJacTH mnojpodatollee
el MecTo, TPeIOCTaBUB Maccy ajropuTMOB JIJIsl 3aKPbITHSI XpaHUMOH W Me-
penaBaemMoil KoH(UIeHIIMaNbHOH HHopMali. Kak HU CTpaHHO, HO Jlaxe JJs
MH(POPMAIIHOHHBIX CHCTEM, 00pabaThIBAIOIIMX TOJBKO OTKPBITYIO W OOLIEN0-
CTYMHYIO MH(OPMALIHIO, TaKXKe He y1asoch 060HTHCH 63 KPUMTOrpadUuecKuX
peuleHHi. [leficTBUTENbHO, MOXKHO JIH J0BEPsITb IMOJIYUEHHBbIM OT TaKOH CH-
CTEeMbl JIAHHBIM, €CJIM OHM MOTYT ObIThb JIETKO H3MeHEeHbI, MOIU(UIHMPOBAHBI
WM Jla’kKe YHUUTOXKEHbl KeM-TO W3 MoJib3oBaresiedl. Hanpumep, KoMy HyxHa
MH(pOPMAIIMOHHAS CHUCTEMA C HEJIOCTOBEPHOH HH(OpMaLMel WM CHCTeMA MTPH-
HATUS pelleHni, paboTa KOTOPOH OCHOBaHA Ha CJAyYaWHOH WJIHM MOATACOBAHHOU
uHpopmaunu? MimeHHo Kpunrtorpadusi npemocraB/sieT He3aMeHHMbl Habop
cpencTB Juist obecrieueHnst 6€30MacHOCTH paboThl CHCTEMbl, TaKHE KaK 3J1eK-
TPOHHAs LU(POBAst MOJMKUCH, TPOTOKOJIbI HIECHTH(DHUKALMH U ayTeHTHDHKALMH
aBOHEHTOB, KOJIbl ayTeHTH(HUKAIIMU COOOLIEHHH W MHOTO€ JIPYroe.

BwmecTe ¢ Tem, Kak 3TO 0OBbIUHO ObIBAeT, MPHU MPAKTHUECKOH peasn3alun
Jlaxke CaMbIX XOPOLUMX TEOPETHUECKHX Pe3yJbTaTOB BO3HHKAIOT «MaJieHbKHE»
TpyaHOCTH. YUTOOBI MOJMYUHTh NpeacTaBJeHHe O TOM, 4TO 3TO 3a TPYAHOCTH,
MpoaHaJU3uPyeM TPOLECC CO3/IaHUs TPOrpaMMbl Jisi IHGpOoBaHHUs (HaiJioB.

§ 2. HemHoro teopuu

YTo Hano 3HATh NMepej HaNMcaHWeM MPorpaMmbl LK PoOBaHUS

C nosiBJIeHHEM MePCOHANbLHBIX KOMIBIOTEPOB KpHMTOrpacusi rnpruodpesa
COBEpILIEHHO HOBOE JIMIO. XOTSI KOMMbIOTEPhl MPUBHECJAM HEMAJo HOBOTO
¥ B Kpunrorpaduio, Bce e camoe pajukajbHOe HOBLIECTBO 3aKJjrouaeTcs
B TOM, UTO O KPHUNTOrpacuu CTaju TOBOPUTb OTKPBLITO M Ha KaxJIOM YIJy.
[ne ectb KommbloTEpbl, TaM 00513aTeNbHO MOSIBJSIIOTCS BOMPOCHI O 3alllUTe
MH(pOpMalMKM. A rlle HaUHMHAIOT 3aJlyMbIBATHCS O 3alllUTe HHPOPMALIUH — TaM
Hen30eXKHO BCMIOMHHAIOT 0 KPUMITOrpaduH.

Kpunrorpadust — oueHb TaWHCTBeHHAst W XuTpasi obJsiacTh 3Hanuil. Kak
NpaBuJIo, 0 HeH MOXKHO OblLI0 MPOUMTaTh OueHb MaJjo. Celuac ke CUTyallus
M3MeHHJIach, U 0 Hell muuyT MHoro. [lapajokc B ToM, uto uem GoJibllle O Hel
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MHULLIYT, TEM MeHblle B Hell noHuMaellb. TouHee, TeM GoJibllie MOHUMAELLb, UTO
Thl B Hel HUYEro He MOHUMaellb.

He cekper, uTo KaxKablil, KTO XOTb HeMHOTo nopaboTa/j Ha KOMIbIOTepe,
He pas 3alyMblBaJjics O 3aluuTe cBoux aiaos. HesaxkHo ot Koro. Ilpocto
KaxXKIplil M3 Hac He JIOGHT, KOTJa B €ro JieJiax KTo-To Kornaetcs. A npu pabore
¢ nepcoHa/bHbIM KoMibloTepoM (ITK) nocrosHHo BosHHKaeT cuTyauus, Korja
OH HaxojuTcsl B 6e3pasjie/ibHON BJacTH B 0OLIEM-TO MOCTOPOHHHMX BaM JIIO-
neit. K co6siasny nonpo6oBath 3amindpoBath (ahibl, AMPEKTOPUH UM JAUCKH
MOCTOSIHHO TOJATAJKUBAIOT HAC U MHOTOUHCJIEHHBIE POrPaMMbl CO BCTPOEHHbI-
MH (yHKLHSIMHU M poBaHus: HopTroHoBcKHi Diskreet, Secretdisk, pasmiunbie
apxuBaTopbl, pefaktopbl U T. A. [TosToMy 6e3 npeyBesMueHUsT MOXKHO CKa3arTb,
4TO C KpUMTOrpadueil cTajKkuBascs Kax/blil nosbaosaress [1K.

Ha Gosiee cepbe3HOM ypoBHE MPHUXOJAUTCS] CTPOUTb OTHOLLIEHHST C KPHITO-
rpacueil TeM, KTo UMeeT cBoe J1eJ10 U ucnodbayeT [TK uin sokanbhyto cetb [TK
B CBOEH opraHu3alfi WK ¢upme. 31ech yxKe MOTePH OT HeGpe:KHOro obpalile-
HHUs1 CO CBOEH MH(OpPMaLMell MOTyT MPUBECTH K HENOMNPABUMBIM MOCJECTBHSM.
He Oynem yromssith unraTesisi NpUMepaMu U3 »KH3HH, MOCKOJIbKY KaK/blil Ha-
BEpHsAKA uuTas 00 3TOM B raszerax WM CJiblliaj OT Apy3el.

Heso He B mpuMepax, a B CyTH 1es1a. A cyTb B ToM, uTo Ge3 Kpunrorpagpuu
peuInTb 3aJaukl COXPAaHEeHHUs BAlIMX TalH MPpaKTHUECKH HEBO3MOXKHO. He Gynem
TPaTHTb BpPeMsi Ha J10Ka3aTe/bCTBO 3TOro Te3uca. MHTyWTHBHO 3TO moHHUMa-
I0T BCE, XOTSl y Hermpo(ecCHOHAJIOB ¥ BO3HHKAET MHOTJA HEKOTOPOE UyBCTBO
BHYTPEHHEro COMpOTHBJIEHUS.

Wrak, Bbl MOHSJH, UTO BaM HAJ0 BOCMOJb30BaThCsl KAaKOH-/HO0 nporpam-
Mol juist dpoBanusi. M BOT 31ech-To cpady MOSIBJSIOTCS HEMPeOONUMble
TpyaHocTH. To, UTO OHM HenpeojoJUMble, Bbl MOHHMaeTe uyTh noaaHee. s
TOro uroObl BbIOpaTb it ceOsl HY:KHYIO [pPOrpaMMy, Hal0o HayuuTbCsl Olle-
HUBAaTb €€ KauecTBO M YMeTb CPaBHHMBATb Takue MPOrpaMMbl Mexa1y COGOH.
A BOT 3/eCb-TO HHKAKHX KPUTEpPHEB BaM HHKTO W HUKOTJIA HE PaCCKaxer,
Jla U B KHMTraxX Bbl HUUEro MyTHOTO He MpouuTaeTe. A BepUThb MPOJABLY C €ro
HaBSI3UYMBOH M KPHUKJIMBOW peKJaMOH B JAHHOM cJlyyae MOJIHOCTbIO abCypAHO,
TaK Kak IPOJIaBLLIOM MOXKET OKa3aTbCsl Balll KOHKYPEHT CO BCEMH BbITEKAIOLLIMMH
OTCIOZla 10CJIeACTBUAMU. BepuTb MOXKHO TOJILKO TOH NporpaMmme, KOTOPYIO Bbl
HanucaJsu camu. Ec/ii Bbl ¢ 9TUM He COrVIacHbl, 3HaYUT y Bac elle BCe BIepey.
Bawm nto3un ele He CKOpO pacceroTcs.

Wrak, npucTynuM K HamucaHuio Mnporpammbl wHdpoBanus dannos. [lo-
HayaJly CO3JaHMe TaKOH MporpaMmMbl KakKeTcsl BIOJIHE JOCTYIHOH 3ajaue,
C KOTOPOH MOXKET CIPaBUTLCS JI0OOH UeIOBEK, U3YUHBLIMN KAaKOH-HUOY b A3bIK
nporpammupoBaHusi. Her Huuero npoiite. Bbl BoiGMpaeTe camblil HafieXKHbIH U3
M3BECTHBIX BaM aJITOPUTM LHpoBaHusi, HarmpuMep onucanublii B [OCT 28147,
CaJINTeCh 32 KOMITbIOTEP, U Uepe3 HEKOTOPoe BpeMsl y Bac nosiJjsiercst paboTa-
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[olas mporpamMma. XoTst oHa paboTaer He oueHb GBICTPO U HHTEP(ENC y Hee He
OueHb Y/I00HbII, OHA BAaC BIMOJIHE YCTPAUBAET U Bbl €l MOJHOCTbLIO JI0BEpsieTe,
MOCKOJIbKY 3TO Balla Mporpamma.

Ho co BpemeHeM y Bac omnsTh MOSIBJSIETCS] UepBb COMHeHHs. Bbl onsith
HauMHaeTe 3aJlyMblBAThbCS O HAJIE)KHOCTH Ballleld 3alllUThl U MMOHUMAETe, uTo,
HeCMOTps Ha CBOM OOraThblil OMbIT B 006/1aCTH KPUNTOrpaduu, Bbl B CYLUIHOCTH
HHUEro B 3TOM He MoHuMaere. EJMHCTBEHHOE, UTO COTpeBaeT Jylly B TaKoi
CUTYyallMH, TaK 3TO TO, UTO Bbl TEMEPb SICHO OCO3HAEeTe HEOOXOAMMOCTb Cepbe3-
HOTO TI0JX0J1a K pellleHuto 3ajauu. A 3To yxKe oueHb MHOro. C 3TOro MOMeHTa
¥ HauMHaeTcs Balia paboTa Mo OCBOEHHIO KPUITOrpaduy.

Kakoit anroputm BbiGpaTh?

Mgl pasroBapuBaji coO MHOTHMH KpHunTorpadamu, W BCe OHH HAuMHAJH
¢ o6bsicHeHns1, uto Takoe umepp Llesapst. On mpoct u yno6en B obpallieHnH,
HO MMeeT OJMH CYLIECTBEHHbIH HeJOCTATOK — PACKpbITb €r0 MOXKeT Kak[blil
WwKoJbHUK. [losTOMy He OyneM Ha HeM OCTaHABJMBATBLCS WU cpasy INepelijem
K wudpy Brkenepa, 6o BepHama, 6o mo6oMy Ipyromy, B KOTOPOM K-
poBaHHe CBOJMTCS K HAJI0XKEHHIO OJIHOH MOCJ/1e0BaTeNbLHOCTH Ha aApyryto. Kak
MPU3HAIOT BCe KpUNTorpagel, MpH OJHOPAa30BOM HCMONb30BAHWH TAKOTO THIA
KgpoB aendpoBath cooblileHHe HEBOZMOXKHO.

[Tpocrefimmii cnoco6 nocTpouTh NporpamMmmy LHPOBAHUS — peasu30BaTh
reHepaTop CJyyalHOH MOCJ/1eN0BATeNbHOCTH, 3HAKH KOTOPOH MOXKHO I0CJIe10-
BaTeJIbHO CKJaJblBaThb CO 3HAKAMHM MCXOJHOro cooOluenus. st HasoKeHus,
KOHEUHO, Hy’KHa He J1106asi MOCJ/1eA0BaTebHOCTb, & UMEHHO cJjyuaiiHas. Uto
3To0 Takoe? Ha nepsblil B3r/isiq HeT npo6JieM. PasnuuHbiX reHepaTopoB U3BECTHO
BeJIMKOe MHOXKeCTBO. Kako# 13 Hux Bei6patb? OTBeT 0ueBHIeH — TOT, KOTOPBbI
BbIpabaTbIBACT 110CJIE10BaTeJbHOCTb, HauboJiee OJIM3KYIO K CJyyalHOH.

A rtenepnb monpo6yfiTe naTh OnpeeneHue CaydaiiHoOl MOC/e0BaTeNbHOCTH.
JLJ1s1 sKCcIiepUMeHTa NOoINpoCcUTe KOro-HUOYIb 9TO cleJaTh, H OH HaBepHsKa CKa-
JKET BaM, UTO 9TO TaKas MOCJAeI0BATEbHOCTD, B KOTOPOH KaK/IbIH 2JIEMEHT CJIy-
yalHO, He3aBUCUMO OT JIPYTHX JIeMEHTOB M PaBHOBEPOSITHO MOXKeT IIPHHUMATD
KaK/10€ U3 BO3MOXKHbIX 3HaY€HHH, WK YTO-HUOYb BPOJE «3TO M0C/eI0BaTe b~
HOCTb, SIBJISIOLIASICA peanu3alneil CXeMbl HE3aBHCHUMBIX MCIBITAHUN», WK —
«TI0JIyUeHHas B pe3yJ/ibTaTe BbIOOPKH H3 MHOXKECTBA BCEX M0C/EA0BaTe/bHOCTEN
C PaBHOMEPHBIM pacCpeieeHHEM.

Henocrarok ucnoJib3oBanusi Takoro poa onpeiesieHui st Lesiell KpUnro-
rpacui CTAHOBUTCSI OUEBMHBIM MPU B3NJIse Ha M0CJe10BATENbHOCTb

0,0000000,0¢0000000°000,0,0.

Ona sBasiercst OJHOH U3 peanmaumﬁ CXeMbI I1ocJse10BaTe/ibHbIX HE3aBHCH -
MbIX HCIILITAHHHA U HH B YeM He yctynaet o060 ﬂpyroﬁ nocJeanoBaTeJbHOCTH,
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Harpumep,
1,0 1,0 1,1,1,0/0,1,0,0,0,0, 1,0, 1, 1, 0, 1,

TaK KakK BEPOSITHOCTH MOSIBJEHHSI MX HA BBHIXOJE YAOBJETBOPSIOUIETO TAKUM
onpeJie/iIeHUsIM CJIYUaliHOTO JIaTUMKa OJJMHAKOBbI. C TOUKM 3pEHHs TEOPUH, Pa3-
HULBI HET HUKAKOM, HO MOMPoOyHTe UX UCMOJNb30BAThL JIsl LIM(POBAHMUS.

Takum ob6pasom, Hala chayyafiHasi MOCJAeI0BATEJIbHOCTb JIOJ/KHA ObITh He
NPOCTO MOJIyueHa MO TOH MJM MHOH BEPOSITHOCTHOW cXxeMe, HO eule M ObITb
MOXO0XKeH Ha cayualHylo (Be/ib HUKOMY He MPHJET B TOJIOBY HAa3BaTh MEPBYIO U3
9THUX TOCJe0BaTeNbHOCTEN cirydarnoi). Ho KTo MOXKeT OTBETHTb, UTO 3HAUMT
«noxoxei»? Ha uto noxoxa, Harnpumep, MocJie/l0BaTeJbHOCTh

38765043353179975014693910353191097086635896251806230
29822890926723711514115245155566479256098717968310496
83605391251330391031054184702591128155858755970005635
69377039492262413967236168374702472481350482084517454
39902122005282381436675152522737

[TonpoOyiiTe OT/MIMUMTL ee OT cJuyuyailHOH MocsefoBaTelbHOCTH. BmecTte
C TEM CIIeLHa/MCT M0 TEOPHH YMCEJ CKAXKET, UTO 3TO JeCSTHUHOE MPeICTaBJe-
nue npoctoro uucaa 282 + 1. A Tenepb nogymaiite, Kak 3Ta noc/e10BaTelb-
HOCTb OyJIeT BHINISIETh B ABOMUHOI 3aMHCH.

KakoBbl BO3MOKHbIe KpHTepHH MoxoxKecTH? Jlerko chopMyaHpoBaTh ye/i0-
BHsl TIOXOXKECTH OJHOH MOCJe10BaTe/bHOCTH Ha Apyryto. Ho kak cdopmy.iu-
pOBATh, UTO 3HAUMT «MOCJEI0BATENLHOCTL TOX0XKA Ha CJyYaiiHylo M0C/1e10-
BaTeJbHOCTb»? DTa npobsiemMa He MMeeT OJHO3HAauHoro otseta. EcTh MHoro
MOJIXO/I0B K OTPE/IeNeHUI0 MOHATHS <MOXOKECTH», HO KAXK/Iblil M3 HHX CTpa-
JlaeT OIHOCTOPOHHOCTBIO. [109TOMY OT BLIGPAHHOTO BAMM MOJAX0Ja BO MHOFOM
3aBMCHT KauecTBO IIH(MPOBaHHSI.

Y106HO /M HOCUTb GOJbLIYIO CBSA3KY KJlOuen?

[lepen Bamu mporpamma st wucppoBaHus. UTo sBJAsSETCS CEKPETHHIM
B 3710l nporpamme? Cama nporpamma?r Mcxomnblit Teker? Omnucanue ajiro-
purma? OTBeT, 6e3ycJOBHO, 3aBUCHUT OT YCJIOBHII ee TpuMeHeHus. KoneuHo,
Jiyulle BCEro clejaTbh TaK, YTOObI Balll KOHKYPEHT He HMMeJ HH TOro, HH
Jpyroro, HU TpeTbero. [105ToMy 0OBIUHO TMOAOGHBIE MPOTPAMMbI 3alHUIIAIOT
¥ OT KOTIUPOBAHMS, U OT AM3aCCEeMOJMPOBAHHUS, U OT PABGOThI MO OTJAaUHKOM
v T. 1. Ecin oHa sauuiieHa rpaMOTHBbIM CIELHAJUCTOM, TO MPOHIET He OJMH
Mecsill, MoKa 3aura OyjeT cHATa. TeM He MeHee Mporpamma, Kak NpaBuJIo,
HCIIOMb3YeTCsl JUIMTEJbHOE BpeMsl, a XaKepoB celuac BeJMKOe MHOXKECTBO.
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[TosTomy syullie cpa3y MCXOAMTb W3 TOrO, UTO BCE CBSI3aHHOE C IPOrpamMoi
ceKpera Ha MpeJCcTaBJsier.

Yro elle npeaCTaBJsieT HHTepeC JUIsl Balllero KOHKypeHTa? 3akpbiTasi npo-
rpammoil uHdopmauus? OT Hee HHKTO He OTKaXKeTcsi, HO OHa MaJjio uTo JIaeT.
Ecan anroput™ mndpoBaHus BbIOpaH HAJEXKHbBIH, TO 3aKpbiTass WHPOpPMAlIUs
He MPeACTaBJsieT CeKpeTa, TaK KaK OHA HelOCPEICTBEHHO NpeiHa3HaueHa s
XpaHeHHsl W Nepefiaun B OTKpbITOM BHje. [ToaToMy mpu OTCYTCTBHH CJIEI0B He
YHUUTOKEHHOH OTKPBITOH HH(OPMALMH MOXKHO ObITb CITOKOHHbIM.

Ocratores kitoud. Mmest Kitouu, Balld KOHKYPEHTbI OTKPOIOT BCE 3aKPbIThle
JIBepU. DTO TJIaBHBIH CEKpeT BO BCEM Tpollecce HUGPOBAHUS, U MOXKETe He
COMHEBAThCsl, UTO OCHOBHBIE YCHJIMSI Ballero KOHKypeHTa OyayT HarpaBJ/eHbl
MMEHHO Ha IOJKYIl NepcoHasa, UMEIOLLero J0CTyN K KJouaM.

Ho kak BBOmMTH KJIOU B POrpaMMy M IJie XpaHUTb Kjtoun? Ecsu nporpam-
My HCIO0JIb30BaTh HHTEHCHBHO, TO KJIIOYEH HY»KHO OueHb MHoro. [ne ux 6pathb
M Kak 3aMeHsITb OJIMH Ha JIPYro?

Ckyro#i pblllapb XpaHWJ CBOM COKPOBHIIA B CYHJyKax, KOTOpble OblIN 3a-
KPBITHI C MOMOIIBIO 3aMKOB, KJIOUH OT KOTOPBIX OH MOCTOSTHHO HOCHJ ¢ COOOM.
OH npaBHJILHO Je/1aJ1, UTO HUKOTJIAa He paccTaBaljicsl ¢ kiaouamu. Ho nockosibky
OH OblJ OYeHb Oorar, To KJ/wuell y Hero Obl10 OY€Hb MHOTO, H HOCHTb TaKylo
CBSI3KY €My, HaBepHO, ObLIO OueHb HeynoOHO. Booblle-To OH MOT 3aBecTH
ellle OJIMH CYHAYK, Kylda MOXXHO OblI0 6bl CJOXHTb BCe KJouu. Torna Obl
eMy noTpe6oBaJoCh HOCUTb BCEro oiuH kJiod. MMeHHO 3Ta ujiest MCHOJb3y-
eTcsl B KJIOUeBbIX CHCTeMax C TIJIaBHbIM KJIIOYOM, KOrJia BCE€ KJIOUM, KpoMe
JIABHOTO, XPAHATCS B KOMIIbIOTEpE Ha BHHUecTepe B 3alU(POBAHHOM BHIIE.
XoTsl TakoH crnoco® XpaHeHHs KJoUel HECKOJIbKO YCJIOXKHSeT MPOoLeLypy J10-
cTyna K 3allH(ppoBaHHOH HH(OpPMALMK, MPEUMYIIECTBA 3JIeCh HEOCMOPHUMbI.
JlelicTBUTENBbHO, MOXKeTe JIH Bbl MPE/ICTaBUTh ceOe uesoBeKka, KOTOPbIH MTOMHHT
HECKOJIBKO COTEH KJIouel?

Takum o6pasom, 3agaua CBOAUTCS K 0OeCMeueHHI0 HaleXKHOro XpaHeHUs
BCero ojiHoro k/oyva. [Ipasaa, npu 3ToM LEHHOCTb 3TOTO KJIIoYa pe3Ko Bo3pac-
TaeT ¥ HOCUTb €ro B KapMaHe CTAHOBUTCS OueHb onacHbM. He Tosibko motomy,
YTO HABEpHsIKA HaHIyTCs JIIOJH, KOTOpble OYIyT WCMBITHIBATH HEMPEOIOJUMOE
»KeJlaHue B35ITh y BAaC ero, XoTsl Obl Ha BPEMS; HO ellle U TOTOMY, UTO €CJIM OH
noTepsieTest UKW UCIOPTUTCS, MOJYyUHB MeXaHHUECKOoe TTOBPeXKIeHHE, TO Bbl yxKe
HUKOTJIa He CMOKEeTe HUUEro BOCCTAHOBUTb M3 TOH MH(OPMALMH, KOTOPYIO Bbl
XpaHWIM B cBoeM KomrbloTepe. C K/touaMd Hajlo ObITb OUeHb OCTOPOMKHBIM.

B 1976 rony amepukaHnckue MatemMaTtHku J1uddu u XemimaH npeaioxuu
nepedTH K CHCTEMaM C OTKPBITBIM KJtodoM. JlaBaiiTe M3aaavuM KHUTy-cripa-
BOUHMK C OTKPBITBIMH KJ/IOUaMH BCeX KOPPECIOHJEHTOB W TMOMECTHM ee Ha
0OLIEI0CTYTHOM cepBepe. ITO MOJHOCTbIO CHUMET MpobJeMy C XpaHEeHHeM
60JIBLLIOTO YhCa KJouer.
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HetpyaHo noranathest, CKoJb HEOJHO3HAUHbBIH U IOKUPYIOIIMH 3PPeKT 3T0
npeioXKeHne MpoU3Beao Ha Kpunrorpaduueckyio oolecTBeHHOCTh. Ho yik
60J1IbHO 3aMaHYMBbI OBbIIH T€ BO3MOXHOCTH, KOTOpble MPENOCTaBJsIa TaKas
cucrema. Kak rmokasasnu aBTopbl HlleH, Takasi CHCTEMA JaeT BO3MOXKHOCTb MOJI-
MUCBIBATh COOOILIEHHUS 2JIEKTPOHHON LIMPPOBOI MOMUCHI0, KOTOPAsi BbIMOJHSET
poJib OOBIUHOH TMOAMUCH TMOJ AOKYyMeHTOM. Takum o6pa3om, cpasy CHUMAJ-
Csl TSDKKHH TPy3 MO MPOU3BOJCTBY, 3aIOMHHAHHUIO, XPAHEHHIO, PacnpeneseH IO
¥ YHUUTOXKEHHIO OFPOMHOTO KOJIHUECTBA CEKPETHBIX KJIOUeH, 1a K TOMYy XKe
OTKPbIBAJIUCh HOBblE BO3MOXKHOCTH M Cpepbl MPUMEHEHHUSI.

BoJsiee TOro, nioJ0TBOPHOCTL HJEH BbIpa3ujach B MPOSIBJEHHUH GOJIbILIO-
ro MHTEpeca K Hell y 3HaUUTeJIbHOH 4acTH KPYMHbIX MaTeMaTHKOB. Benp ans
peasiM3allii TaKOH CUCTEMbl HY»KHbI ObLIH TPyJAHOpElIaeMble MaTeMaTHUECKHE
3ajaud. A KTo, KpOMe CaMUX MaTeMaTHKOB, MOXKET MPHAyMaTb TaKhe 3anaun!

[TocMoTpuM, Hampumep, Kak opraHudyercsl BbIpaboTKa KJ/ioueld B LIHPOKO
pacnipoctpaHeHHoM ripotokosie SSH (Secure Shell). [lannbiit npoTokos oGec-
neurBaeT ayTeHTH(HUKALIMIO U 3aKPbITHE KOMMYHHKALME MPH B3aHMOJEHCTBHH
UNIX mammn. st BbIpaGOTKH KJI0UEH B HEM MCMOJb3YeTCsl MPOTOKOJ, SIB-
Jsoluics MoadUKalured Xopolo W3BECTHOr0 MPOTOKoJa 0OMeHa KJIouaMH,
npepnoxkentoro duddu u Xemnmanom. [lyctb p — Gouibliioe npocToe 4nCIo
uqg=(p—1)/2. [lycTb g — uncJI0, UMEIOLIIee TIOPSIIOK PABHBIH ¢ [0 MOJIYJIIO .
OHo siB/isieTcsi 0OpA3yIoIIMM JIEMEHTOM MYJILTHIIJIMKATUBHON TPYMIbl OPSi/i-
Ka g. [Tomumo omnepauuu BO3Be/leHUs] B CTeMeHb B MPOTOKOJE MCMOJb3YIOTCS
AJIrOPUTMBbI BblurcieHnst pyHkuu xetnponanust SHA (secure hash algorithm)
u uudposoit nomnucu DSS (digital signature standard), npunsitoie B CLIA
B KauecTBe cTaHAapToB. [IpoTokos coctout B caenywoiieM (cMm. [5]).

1. Knuenr C reHepupyer ciyuaiiHoe uncsio x, 1 < x < g, BbIUUCJSIET 3HA-
yeHue e = g¥ mod p u oTnpasJsieT cooOIIeHHe «e» cepBepy S.

2. CepBep S reHepupyer cJjyudaiiHoe uucyo y, | < y < g, BbIUHCJASET
3Hauenue [ = g¥ mod p, BbluMcAseT 3HaueHue KJawoua K = e¥ mod p,
BbIUKCJIsieT npoBepouHoe 3nauenne H = hash(V, K, e, [, K) (3nech
hash — QyHKUMST XellMpoBaHUsi Ha ocHoBe ajroputMa SHA, V —
HeKoTopasi CTpPOKa, cojiepKalias WAEHTH(DHLIMPYIOILY0 HHMOPMALHIO
0 KJHeHTe W cepBepe, Ky — OTKPBITBIH KJIOU cepBepa), BbIUHCJSET
3HaueHue LMGPOBOH MOANUCH M Mol H Ha CBOEM CEKPETHOM KJioue
B COOTBETCTBUM ¢ ajroputMoM DSS, a 3atem ornpasssieT coobuieHne
«(Ks, H, m, [)» knuenry C.

3. Kunuent C npoBepsieT, IeHCTBUTENBHO JiH K SIBSETCS KJIIOUOM CepBepa.
Ecau na, To BbluucssieT 3Hauenue kioua K = [ mod p, nposepsier
NpaBWIbLHOCTb 3HaueHust Bekropa /1. HakoHel, npoBepsieT noanuch noj
9THM 3HAUEHHEM.
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B 3TOM npoTokoJie NpOCTOe YHUCJIO p CTPOUTCS M3 M3BECTHOrO KaKIOMYy
IIKOJIbHUKY UMc/ia T 1o popmydie

p= 21024 o 2960 N 264 L2894ﬂ + 12903J
H paBHO

179769313486231590770839156793787453197860296048756011706444
423684197180216158519368947833795864925541502180565485980503
646440548199239100050792877003355816639229553136239076508735
759914822574862575007425302077447712589550957937778424442426
617334727629299387668709205606050270810842907692932019128194
467627007.

Ero mecTHaauaTepuyHas 3anucb UMEET «MeHee CJIy'-IaIL/']HbII;'[» BHUJ

FFFFFFFF FFFFFFFF CO0FDAA2 2168C234 C4C6628B 80DC1CD1
29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD
EF9519B3 CD3A431B 302BOA6D F25F1437 4FE1356D 6D51C245
E485B576 625ETEC6 F44C42E9 A637ED6B OBFF5CB6 F406B7ED
EE386BFB 5A899FA5 AEOF2411 7C4B1FE6 49286651 ECE65381
FFFFFFFF FFFFFFFE.

Hannoe uncsio nocrpoero Puuapmom [lpenmnenem u3 yHuBepcHTeTa 1ITaTa
ApusoHa, a ero cBoiicTBa onucaHbl B padote [6].

B kauecTBe 06pasyiolero sJeMeHTa jijist TOro MPOCTOro UKCJIa B3SITO YHCIIO
g = 2. BosBejienre B cTeneHb TaKOTO YHCJIA BbIMOJHSIETCS] HOCTATOUHO OBICT-
PO, Tak KaK yMHOXKeHHe Ha 2 — 3TO MPOCTOH CABHMI JIBOHYHOK 3alKCH YHCJIa
B CTOPOHY CTaplluX pa3psijioB.

49783156431138-5 nonbiTKa

Tenepb BcTaHeM Ha CTOPOHY Hamnajaaiolleld CTOPOHBI M MOMPo6yeM HaMucaTh
nporpammy JIJist HAXOXKAEeHHsT HEU3BECTHOTO KJioua. [TycTh y Bac ecTb HCXOIHBIN
¥ 3aKpbITbIN (aiiibl. Eciin 3T0 He Tak, To HaJl0 MOCTAapaThCs MONYUUTb XOTs Obl
oflllee MpeACTaBJAeHHE O TOM, UTO MpeacTaB/seT co00H HCXOAHBIN (ak: ne-
MOJIHSIEMBIH KOJI, TEKCT MPOTPaMMbl Ha KAKOM-JIMOO0 513bIKe MPOrpaMMHPOBaHHS,
tekcT B koqupoke ASCII, ANSI, KOI-8 u 1. . Ecaiit 1axke 3T0 HEH3BECTHO, TO
BO3MOKHOCTb ONPEEJCHUS PABUIILHOTO KJI0Ua 3aU4acTyl0 BOOOLLE CTAHOBUTCS
npo6aematuutoil. Ho He Gynem o rpyctHom. [1ycTb y Bac ectb 06a aitna. Boc-
noJib3yeMcsi HalMCaHHOM paHee mporpammoil ndpoBanusi U 106aBUM K Hel
6JIOKH TeHepaluK KJtouyel U CpaBHEHUs! MOJyUeHHOro 3allH(POBAHHOTO TEKCTa
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C UMEIOLIMMCS OTKPBITBIM. [Ipex/ie uemM 3amycTUTh Ha HCTOJHEHHE MPOrpamMmy,
nojiymaeM, CKOJIbKO BpeMeHH OHa MOKeT paboTaTh.

CHauaJsia HalileM cpejlHee YHCJIO 3HAKOB TeKCTa, KOTopoe TpefyeTcs s
oTOpaKOBKH cJyuafiHoro kioua. IIpeanosnoxKum, uto Hallla mporpamma rnocJe-
JIOBATEJbHO CPABHUBAET GUThI TEKCTA, MOJYUEHHOTO IIU(PPOBAHHEM C TOMOLIbIO
calyuaiiHo BBIGPAHHOTO KJtoua, ¢ GUTaMH HMEIOLIerocst 3akpbIToro daitna. Ecin
peaJsi30BaHHbIA B nporpamme udp 06Js1agaeT XOpOolIMMH CBOMCTBAMM U JaeT
IIUMPTEKCT, MOXOXKHUH HA CJAydailHYI0 MOCJEN0BATENbHOCTb, TO MO MEPBOMY
6uTy OyaeT 3abpakoBaHa MPUOJIU3UTEJIBHO MOJIOBHHA KJIOUEH, MO BTOPOMY —
ellle YeTBepThb, U T.JI. B UTOre Mbl MOJy4YnM, UTO CpeHEe UHUCJO 3HAKOB JIJIs
OTOPAKOBKH OLICHUBAETCs OECKOHEUHOH CyMMON

.
Z L

20"
i=1

Marematuky 3HaloT, 4To 3Ta cymMMa paBHa 1ByM. [losToMy, Kak 3To HH
CTpaHHO, MoTpebyeTcsi B CpeHEM BCero jJpa OHMTa TeKcTa Jisi OTOPAKOBKH
JIOXKHOTO CJIYUARHOTO KJHoua. DTO OJIMH M3 TIEPBbIX MapajoKCoB Kpunrorpagpu-
UecKoro aHa/juaa. A Bepb Jjist TOro UTOObl YyOEIUTbCS B TOM, UTO KJIOU HakJleH
NpaBUJIbHO, HAJIO PaCIIMPPOBATh BECh TEKCT.

JlaHHblil pe3ysbTaT 06HAEKHUBAET CBOEH HeoKUIaHHOCTbI0. [TosToMmy cpa-
3y Mepexo MM KO BTOPOH YacTH 3a/lauu U Halj1eM, CKOJIbKO MoTpebyeTcs B Cpe/l-
HeM rnepe6GpaTh BapHAHTOB KJtoYa 710 MosiBjeHHst uckomoro. CunTaem, 4To Bce
KJIIOYM paBHOMpaBHbl. [lepeHymepyeM HX W HauHeM MO ouepeny MPOBEPSITh
C TIOMOUIbIO HaUled mporpammbl. Ha mepBbli B3rIsiA KaxkeTcs, UTo OT BbIGO-
pa nopsiika HyMepaluH KJjtoued 3aBUCHT oueHb MHOro. JledCTBUTENbHO, ecu
y Bac ecTb Jap MPEeABHJEHHS W Bbl BbIOpAJHM TaKOH MOPSIIOK, YTO HCKOMBIH
KJIIOU UMeeT MepBbIi HOMep, TO MporpaMma cpaboTaeTr yxkKe Ha MepBOM llare.
Ho He Gynem BepuTh B uyi0 M HaileM CpeJHee UHCJO 1IaroB Jisl CJydaiHo
BBIGpaHHOTO Mopsiika. OHO paBHO

z”: iki
n!’
i=1
rjie ki — unMCJ/I0 pas3yiMuHbIX YIIOPSIA0UEHHH MHOXKECTBA U3 71 KJIloUeH, y KOTOPbIX
MCTHHHBIN KJIIOU CTOUT Ha MecTe ¢ HOMepoM i. Tak Kak Jierko roJcuuTaTh, uTo
ki = (n—1)!, To HawIa cymmMa paBHa

"N ik x~i _n(n+1)  (a+1)
Z n Z n 2 2
i=1 i=1
Mrak, B cpeaneM npunercs nepedpath uyTb 60Jibliie TIOJOBHHBI BCEX KJIOUEH.
Tenepb BepHeMcsl OT MaTeMaTHKH K CypoBOH JiedcTBUTeNbHOCTH. [1ycTh BbI

Hamuca/u BeJHKOJIEMHYIO MPOTrpaMMy, KOTopasi NpOoBepsieT 3a OJHY CEKyHIy
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OfMH MWJITMOH BapuaHTOB kiioua. Torga 3a wac mporpamma mepeGeper
3600000000 kJutoueit, 3a cyrku — 86400000000 kuioueit, a 3a roj —
Gosee 30000000000 000. Kopoue, ais nepebopa 2°° kmioueil mmncbpatopa
DES Baule#i mporpamMme mnorpebyeTcss B cpeiHeM uyTb Gogee 1500 JeT.
BroxHoBastionmil pedysasTat, He mpapja Ju? A Temepb MOJACUUTANHTE, CKOJIBKO
Jet morpebyeTcsl Ballell rmporpaMmMe JUisi HaXOXKAEHHSI HEH3BECTHOTO KJ0Ya
y oteuecTBeHHOro ajroputma wwuppoanus TOCT 28147, B KOTOpoM UHCJIO
KJIoueil pasHo 22%.

[TonoGHble OLIEHKH MOMOTYT BaM M306€KaTb M3JHMIIECTB U MPABUJIBHO BbI-
6paTh AJIMHY KJIoua JUisl BalleH MporpaMMbl.

A Temepsb mnepeiiieM K pelIeHuio PAKTHIECKHX BOMPOCOB.

§ 3. Kak 3amudpoBatb haina?

Pyku npoub oT Moux ¢aitnos!

[Ipencrasbre cebe: Bbl NPUXOAUTE JOMOH MOCJ/IE TPYAHOIO JHS U B IPUXOXKel
BaC BCTpeuaeT Ball MJaIILIMI OpaT, FPOMKO JIeKJAaMHUPysl Balld CTHXH, TMOCBSI-
lLleHHble JIIOOUMOH JIeBYLLKE M3 COCEJIHEro KJacca, KoTopble Bbl Buepa HabpaJu
Ha cBoeM KomrbloTepe. M He TOJIbKO JIeKIaMUpYeT, a ellle H KOMMEHTHPYET, U U3
ero KoMMeHTapueB cJjejyert, uto [lyliknHa U3 Bac Hy HHKaK He MOJyuuTCs.

Bbl, KoHeuHo, MoxeTe 06BbSICHUTD GpaTy, 4TO OH He MpaB, MOAKPENHB CBOH
CJIOBA Mapoi MoA3aThlILHUKOB W JIPYTMMH BECOMBIMH apryMeHTaMu. JTO Ha3bl-
BAETCS AOMUHUCMPANMUBHOLE MEPbl 3AUULINTDL.

Bbl MoxKeTe mocTaBUTb NapoJib Ha BKJAOYeHHe KoMnbloTepa. Kak gymaere,
CKOJIbKO BpeMeHH NpojepKUTes Takas sauura? [IpaBuibHo. [Hst TpU-ueTbipe.
[Torom Baw GpaT 3aMyuaeT Bac Npocb0aMu pa3peLlinTb emy nourpaTb B War-
Craft, u Bam mpuzercst TOAEMUTLCST C HUM TTAaPOJIEM.

Brio 661 X0poliio cenath Tak, uToObl Balll 6pat MOT 6bl 6ecrpensiTCTBEHHO
UrpaTthb B JIIOOUMbIE UIPbl, & JOCTYI K Uy:KHM (haitnam Obli Obl /151 HETO 3aKPbIT.
OT0 Ha3blBAETCS pasrpaHHueHHe J0CTyIa.

Kak »xke opraHu3oBaTb pasrpaHMueHHe JIOCTyNa Ha CBOEM KOMIIblOTepe?
Ecan 6bl y Bac Oblia ycraHoBieHa He Windows 95, a Windows NT wuau
UNIX, Bbl Jierko mMorsii 6bl OrpaHUUUTb JOCTYN K cBoUM daiiiam. B UNIX
BaM Mpuuioch Obl HabpaTb KoManay chmod ¢ HyXHbIMH MapaMeTpamy,
a B Windows NT xBatuso Gbl HeCKOJbKHMX JIBU:KeHMH Mbiliblo. Ho y Bac
crour Windows 95, a Windows 95 pasrpannuende 1ocTyna He MOJUIEP:KUBAET.
Tak uTo e Bam menaTe? Heyxkenn Hesb3st 3aLUTHTL CBOM (DAlJIbI OT APYTUX
noJsib3oBaTeei?

Moxxno. Tyt HaMm Ha MoMollb MPUXOAUT KpunTorpadus. Ecu Bbl He XOTHTE,
yToObl Ipyrue YuTadud Bawl dais, 3ToT daili Hy:KHO 3auudpoBath. [1ycTb ero
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Ternepb UMTAIOT BCe KOMY He JieHb. Bce paBHo, ecan KTo-To, KpoMe Bac, Mmpo-
UUTAET 3TOT pailJi, OH YBUJUT He cojiepxkuMoe daiina, a wudprekct. Koneuto,
MCIIOJb3YeMbIH IH(P H0JKEeH ObITh JOCTATOYHO CTOHKHM.

Kak BBOAMTDL KJao4?

Kax Bbl cobupaerech BBOAMTh KJIOU B TporpaMmy mmudposanus? Ipoie
BCEro — ¢ KJaBHaTypbl. MIMEHHO 3TOT BapuaHT peasu3oBaH B OOJbLIMHCTBE
FOTOBBIX MPOrpaMM, M 3HAKOMCTBO C HUMHM HAauMHAETCsl C BEXKJMBOTO MpH-
riaienusi: «enter your password: ...». ToJibKo nMeliTe B BH/IY, YTO MapoJib,
BBOJIMMBII C KJIABHATYPBI, MOXKHO MOACMOTPETh. Ecau nporpaMma mngpoBaHus
pH BBOJIEe NapoJist 0ToOpaKaeT ero Ha 3KpaHe, TAKOH NPOrpamMMoi Jyulle He
noJsib3oBaThesl. Korma mpu 3amugpoBanuy haiaa Bel BBOAUTE MapoJb, OH TOXKE
He JIoJKeH 0ToOparkaThCsl Ha IKpaHe.

A 4To cJ1yuuTCst, ecsii NP BBOJIE MApOJist Bbl CJyYalHO HaXKaJsK He Ty KJa-
BULIY? Bbl 1ymaeTe, uTo BBeJIM OJMH MapoJib, a HA CAMOM JieJie BBEJIH JPYroi.
[IpoGyete pacungpoBats ai, a mporpamma roBopur: «Ilaposb HempaBuIb-
HBI». UTOOBI Takoro He 6b1J10, 0OBIYHO TPOTPaMMBbl IIM(POBAHUS TIPH BBOJE
napoJsi sl 3alidgpoBanus aiina MpocsAT BBECTH MapoJib NBaXKIbl. EcJu
MoJ1b30BaTe/b B MEPBbIH pa3 BBEJ OJMH MapoJib, a BO BTOPOH pa3 — JPYro,
3HAYMT, 110 KpaiiHeil Mepe oJMH pa3 oH owKoes. A ecsin 0o6a pasa MoJib30BaTelb
BBEJ OJIHO M TO »Ke, 3HAUMT, BCe HOPMaJIbHO. Bpsia /M noJib3oBaTesb 1BaX/1bl
OHOeTCA OAUHAKOBO.

Kak npoBepsTh NpaBUIbHOCTb KJtO4a?

Kcraru, a kak nporpamma npu paciindpoBaHud dailia onpenessieT, uTo
napoJsib HenpaBuabHbIH? [To-pasnomy. HekoTopbie mporpamMmmsl Boo6iiie He Mpo-
BepSIIOT MPaBHJILHOCTE NMapoJisl. B 3ToMm ciyuae, ec/in Bbl BBEJH HEMPABHJIbHbIN
napoJib, (bafiyt Kak Obl paclIUgpyeTcsi, HO Bbl YBHAUTE COBCEM He TO, UTO 3a-
wndposanu. 1o HeynobHo. [Tpennonoxum, Bbl atudpoBaJju daita merabait
B 50 ¢ nomotkio anroputma ['OCT. Ckosibko BpeMeHH OH OyneT paciiuudg-
poBatbcsl? Eca y Bac joma cTouT oO6bluHblid Pentium, To no kpaiineii mepe
MHHYTy. A CcKOpee Bcero, MHHyTHl TpH. BBl Bce 3TO BpeMsi CHIMTe, KIETe,
a TIOTOM OKa3bIBAeTCs, UTO 3psl KJaJu — MapoJib-TO BBEJH HENpPaBHIbHBIH.
A ecsiu Bbl exe-hais HempaBuibHO paciiudpoBasu, a MOTOM 3aMyCTHIH Ha
BbinosiHeHne? Ckopee Bcero, npujercs naBuTh Reset. Tak uro Jyuiie, Korna
nepes pacuidppoBaHUeM MporpaMMa MpoBepsieT NPaBUIbLHOCTb MapoJisl.

Ocrtaercsi Borpoc: Kak MpoBepsiTh MPaBUIbHOCT Mapossi? MoKHO MpocTo
BMHCATh MapoJib B Hauaslo 3amundposantoro afisa nepe mudprekcrom. [pu
pacuIMppoBaHUK Bbl BBOAMTE MapoJib, NPOrpaMMa UMTaeT Hauajo 3aludpo-
BaHHOro (haiisa ¥ CpaBHUBAET TO, UTO Bbl BBEJH, M TO, 4TO B (aie. Ecau
COBIIAJIO, 3HAYHT, MAPOJIb MPABUJIbHBIA. A eCJ/d He COBIaJ0 — HeNpaBUIIbHBIH.
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[TpocTo 1 yno6no. TosibKO UTO MPOU30HAET, €Cn KTO-HUOYAb APYroil caydaiHo
NPOCMOTPHUT 3alIMpoBaHHbIi (haiis, HanpuMep, ¢ nomoulbio Norton Comman-
der? Bech daiin — cniounasi abpakanabpa, a B HauaJgie haiijia — oCMbICJIeHHOe
cs0B0. He Hy»KHO ObITh cemu nisiiell Bo Ji0y, uTOObI 10raaathes, 4To 3TO U €CThb
napoJib. Tak uTo HYXKHO TPUAYMbIBATH UTO-TO JIPYTOE.

OueBHHO, TAJIOH MapoJis, KOTOPbIH XpaHUTCS B 3allli(pOBAHHOM (afie,
ToXe Hano 3amndposathb. Tosbko Kak? [lpoie Beero 1mdpoBaTh naposb Mo
TOM Ke CXeMe, UTO M TeKCT ucxojHoro daiia. Ecau wmdp croiikuii (a nnaue
€ro U He CTOUT MCIOJIb30BATh), MapoJib OyAeT 3aKPLIT HaleXHO. A uTo 6path
B KauecTBe KJoua? MoxKHO B35Th KOHCTaHTY. Torja B KaxkJ10M 3allIipPOBAHHOM
thaiisie sTasoH naposs OyaeT 3aliudpoBaH HA OJHOM H TOM »Ke Kitoue. Tak,
HarpuMep, JleflaeT BCTPOEHHAs cHUcTeMa H(pPOBaHUS (aioB 3/eKTPOHHOM
noutsl Sprint Mail. TosibKo TaM 3a11MPOBaHHBIH MAPOJb XPAHUTCS HE B HaUaJe
3awugpoBaHHoro ¢aiisa, a B konue. Ho uto Gyzer, ecsiu KTO-TO y3HaeT KJiou,
Ha KOTOPOM LIMdpytoTcs Bee maposu? OH CMOXKeT paclingpoBbiBaTh Bee daii-
Jibl, KOTOpPbIe BbI 3aliudpyere. M He BaXKHO, UTO MapoJiM pa3Hble — 3JI0YMbILLI-
JIEHHHK BO3bMeT HYXKHbIH MapoJib NPsIMO U3 (paiiaa, KOTOPbIH XOUeT MpoUeCTb.

Bbl, ckopee Bcero, nojymaJsu: a OTKyJa 3J0yMbILIJIEHHHK y3HAET KJIIOY, Ha
KOTOPOM 1IM(PYIOTCS 3TaNOHbl MapoJied? DTOT KJOU BCTPOEH B MPOrpammy
1K poBaHHUs, €ro HUKTO He 3HAET, JlaxKe Bbl €ro He 3HaeTe. TeM He MeHee, ecJu
3JIOYMBILIJIEHHUK JIOCTATOUHO KBaJH(HUIMPOBAH, €CJI OH YMEET M0JIb30BaThCs
JnsacceMGepOM U OTJaAUMKOM, 3TOT KJIOU OH y3HaeT 6e3 Tpyaa. O6buHO
Ha pellleHHe TaKoH 3aJaud YXOJUT BCEro HEeCKOJIbKO uyacoB. Kak 3To MOXKHO
clleiaTb — TeMa OTAe]bHOH cTaTbd. [Toka noBepbTe Ha CJIOBO — UMES TOJIb-
Ko exe-cailsl, ornpesesieHHble HABBIKH W MHOrO CBOOOJHOTO BPEMEHH, MOXKHO
pasoOpaTbCsi B TOM, UTO JIeJIaeT Mporpamma, 10 MeJibuaiiliuX MojapoOHOCTEH.

Jlyutie 1ipoBaTh 3TANOH MapoJis cam Ha cebe. B3aTh naposib B KauecTse
OTKPBITOTO TEKCTA W B3ATh TOT 2Ke MapoJib B KauecTBe KJtoua. [Ipu pacummdpo-
BaHWM haiiia, Korjaa Bbl BBOJUTE MapoJib, IPOrpaMMa IMbiTaeTcsi paciindpoBaTh
ToJIbKO Hauasio paitia. Ecan B pesysibTate noJiyunsach CTpoka, COBMaaatolias
C MapoJieM, 3HAUWT, MapoJib MPaBUJIbHBIA, H MOXXHO paclIM(pOBbLIBATL (hai
Jiasiblile. A ecsii MoJIyunsioch UTO-TO JPYroe, 3HAUMT, MapoJib HEMpaBHJbHbIH.

Hexotopble mporpammbl HIMgpoBaHus IKMGPYIOT napoand nHaue. bBepercs
KaKasi-To CTPOKa, BCErla OJ1HA U Ta 2Ke, LIM(pPyeTcs Ha MapoJie U 3arnuchiBaeTces
B 3aiuudpoBannbiil daiin. Diskreet, nanpumep, mudpyer Ha napose cTpoky
«ABCDEFGHENRIXYZ» (31a cTpoKa 3aBepliaeTcsi HyJeBbIM GaHTOM, Kak
npunsaTo B s3bike C). Kornma Diskreet npoeepsier mapoJsib, oH GepeT Hauaso
3aiucpoBaHHOTO (paiiaa (TouHee, GaiiThl ¢ 16-ro o 31-it) u pacuingppoBbIBaeT
MX Ha rapoJie, KOTOPbIH BBeJ MOJb30BaTesb. Ecju mnocse pacuingppoBaHus
noayuuaoch «k ABCDEFGHENRIXYZ» — naposib npaBuJibHBIl, €CJIH He MO-
JIyUHJIOCH — HEMPaBUJIbHBIH.
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Ha nepBeIfi B3MJIsiL KaXeTcs, 4TO 3Ta CXeMa XyxKe, ueM npeapyias. Jlek-
CTBHUTEJIbHO, B MPEJbIAYLIEM CJlyuyae 3J0yMbILJIEHHHKY HEH3BECTHbl HH OT-
KPBITBIH TEKCT, HH KJIOY, a B IMOCJEIHEM CJlyuae HEM3BECTEH TOJLKO KJIOY,
a OTKPBITBIH TeKCT H3BecTeH. Ho ecs BBI ellle MOMHHUTE, YTO ObUIO HAHCAHO
B HayaJle 3TOH IVIaBbl, TO, HABEPHOE, y2Ke MOHSIJIH, UTO TOCJ/IeHsIsI CXeMa HUUYTh
He cjabee npenpyyilel. Ecom mmdp cTORKHH, TO KI0Y 1IH(GPOBAHNST HEBO3-
MOXKHO TMOJIyUHTb 3a MPHEMJIEMOE BPEMsl, JlaXKe €CJH M3BECTHbI U OTKPHITHIH
TEKCT, U IIU(PTEKCT.

Kakoii 10J/keH ObITb MapoJb?

Kaxo# aanHbl 1o/KeH ObITh MapoJib, YTOOBI 3alMTa Oblia CTOHKON? Hncso
pa3JIMUHBIX BAPHAHTOB TapoJsi JOJHKHO ObIThb HE MeHblle UMc/a pPa3iHuHbIX
Kaoueid. Ecau Bbl wudpyete daia ¢ nomouibio asroputma ['OCT, a nas
napoJisi UCMOoJb3yeTe TOJNbKO CTPOUHbIE aHMVIMHCKHE OYKBbl M XOTHTE, UTOObI
CTOMKOCTb 3aUIUThl Oblaa He HHxKe cToiiKoceT [TOCTa, To nanHa napoJst 10/mK-
Ha ObITh He MeHblle ueM logys 22°6 = 54,46298970967. (3nech 2%°6 — uncino
pasnuunbix kiaoueil [OCT, a 26 — unc/io pa3iMuHbIX aHTIHHCKUX OykB.) Tak
YTO BaM MPUAETCS NPUAYMbIBATH HD-GYKBEHHbIH MapoJb. K ToMy ke yuTuTe, uTo
€CJIM Bbl HCTIOJIb3yeTe B KaUecTBe MapoJisi He XaOTHUHYIO T0CJAe10BaTeNbHOCTD
OyKB, a OCMbICJIEHHYIO (hpasy, TO HYKHO clieJlaThb MONpaBKy Ha M3OLITOUHOCTD
fi3blKa. EcJii B TapoJib BXOJAT He TOJIbKO CTPOUHbIe GYKBbI, HO W 3arJiaBHbIE, TO
Juist o6ecrieuenust HeoO6xomumoro urcsa kimoueir TOCT nocratouHo 51 cumBo-
Ja. TosbKO UMeliTe B BUJLY, UTO HEKOTOPbIE MPOrpaMMbl IIM(PPOBAHHUS, TTONYUUB
napoJib, Npeo6pasyloT Bee ero 6ykBbl K ojHoMy peructpy. Hanpumep, Diskreet
JleslaeT Bce aHrMiickue GYKBbI, BXOJSLLME B NApoJib, 3arJaBHbIMH. Bbl MoxkeTe
MCMOJ1b30BaTh B NapoJe pycckue OyKBbl, HO OyabTe ocTopoxkHbI! He Bce npo-
rpamMMbl MIH(POBaHUsT KOPPEKTHO PabOTAIOT C PyCCKUMHU MapoJisiMi. Tabsuna 1
MOMOYKET BaM OLIEHUTb TPeOyeMyIo JJIMHY MapoJist B Pas3/JUuHbIX CHTYalHsX.

MmefiTe B BUIy, UTO NaHHble B 3TOH TaOJHLE OTHOCATCS K TOMY CJyualo,
KOrjJla B KauecTBe MapoJsi Oepercsi paBHOMEPHO pacrpejiesieHHast cuaydaiiHas
MoCJIeI0BaTebHOCTb CUMBOJIOB. Ecsi B KauecTBe MapoJsisi Bbl HCIOJb3yeTe
TOJIBKO OCMBICJIEHHBIE CJIOBA M (Dpasbl, KOJHUECTBO BO3MOKHBIX BapHAHTOB
napoJist 6yieT ropasjo Menblile. Ecsii B KauecTBe MapoJist HCMOJb3YeTCs AJTHH-
Has (hpasa pyccKoro si3blka, TO, KaK MoKa3blBalOT TEOPETHKO-HH(OPMALIHOHHbBIE
HCC/1e10Batus, KOJHUECTBO BO3MOXKHBIX BapHaHTOB OyneT paBHO He 33", rie
11— UMCJI0 CUMBOJIOB BO (ppase, a Bcero Jiuiib 2" (3Ta npub/nKeHHasi olleHKa
BepHA TOJIbKO 1Jist 60JIbIINX 7). Tak 4To B 3TOM CJiydae Jist IOCTHKEHHUST CTOM-
koctn DES npunercst 6parb naposb AMHHOH 56 CUMBOJIOB, a JUIsl A0CTHXKEHHST
croitkoct [TOCT — 256 cuMBOJIOB.

Tak cTouT Jin BoOGlILe HCMOJB30BAThL ISl LIH(POBAHUS NAPOJb, BBOAUMbIH
¢ KJ1aBuaTypbl? [ljist oTBeTa Ha 3TOT BOMPOC HAAO ONPENeJNHTh sl ces — OT
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TaGannua 1
Ko Jlnuna napouis
IMHECTBO 1151 IOCTHIKEHHST
Ancbasnt MottocTb BapHaHTOB —— -
andaButa | 6-CHMBOJILHOTO CTOHKOCTH CTOHKOCTH
DES =2% = | TOCT =2%6 =
napouist % -
=721-10 =1,16-10
CTPOUHbIE aHIJIHIICKHE % 3,00 108 12 55
OyKBbI
CTPOUHbIE PYCCKHE 33 1.29 - 109 19 51
OyKBbI
CTpOUHbIC  3ar/ABHbIe 59 1.97 . 1010 10 45
AHTJIMACKHE GYKBbI
CTPOUHbIE H 3arJiaBHble
aHTJIHHCKHE OYKBbI 62 5,68 - 1010 10 43
U LUUpbI
CTPOUHbIE H 3arJiaBHble 66 8.7 . 1010 10 43
pycckue OyKBbl
CTPOUHbIE H 3arJiaBHble
pycckue OYKBbI 76 1,93 - 101 9 41
U LUPPDI
CTPOUHbIE H 3ar/IaBHble
aHrMicKHe GyKBbI, 94 6.90 - 10! 9 40
LMPBl 1 3HAKK
npernuHaHust
CTPOUHBIE H 3ar/IaBHbIe
pycckue GYKBbI, LH(PbI 108 1,59 - 1012 9 38
W 3HAKH TPeruHaHHUs]
BCe ajihaBUTHO-
M poBbie CHMBOJIHI 160 1.68- 1013 8 35
pycHbHLMPOBaHHO
KJIaBHATYPbI

KOTO Bbl cOOMpaeTech 3alllMilaTh HHMOPMALHIO
TOJIbKO MOAOUPATh MapoJib € KJABHATYPbI, TO B KaueCcTBe MapoJis Jyullle BCETro
B35ITh OCMbICJIEHHOE CJIOBO JIIMHON 6—8 cuMBoJIOB. [71aBHOE, UTOODI 3/10yMbIlLI-
JIEHHHKY ObIJIO TPYIHO J0TajaThCs J0 3TOTO cjoBa. [Ipn 3TOM Hal0 MOMHHUTB,
UTO HeJb3s1 UCII0JIb30BATh B KAUECTBE MapoJist:
— cBoe UM (paMuinio, OTUECTBO, MPO3BHIILE, . .. );
— CBOIO JIaTy POXKJEHHs1 (HoMep TesiedhoHa, HOMep MacropTa, ... );
— UMs TOro (paiisia, KOTOpbIil BaM Haj0 3allnpoBaTh;
— ¥ BCe JIPyTHe MapoJid, KOTOPbIE JIETKO YrajiaTh.
Ecsn Ball mMpOTHBHHK, OT KOTOPOTO Bbl 3alllMlllaeTe HHAOPMALMIO, yMeeT
MPOrpaMMHpPOBATh, TO OH MOXKET HAMUCATh MPOrpaMmy, Kotopasi OyaeT mojad1-

. Ecoin Bai MMPOTHUBHUK YyMeEeT
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paTth MapoJib aBTOMaTHUYeCKH. /laxke ec/ii MPOTHBHUK HE yMeeT MporpaMMHpo-
BaTh, OH MOXKET B3ATb TaKylo nmporpammy u3 Internet — tam Takux mporpamm
MHOTO0. B 3TOM ciyuae nmaposib He J0J/KEH ObITh OCMBICJIEHHBIM CJI0BOM. B co-
BpeMEHHOM aHIVIMHCKOM si3blke 00bIUHO ynoTpebJsiercst Bcero okosio 100000
CJIOB, B pycCKOM — uyTbh GoJiblile. [Tepe6pars 100 000 napoJsieit MOXKHO OUeHb
6bictpo. Ecav B kauecTBe ummgpa ucnodabsyercs DES, Ha npouieccope Pentium
MOKHO MepebpaTh BCe aHIVIHACKHE CJI0BA-MAPOJIM BCErO 38 HECKOJILKO CEKYHI.

Jaxe ecqu mapoJib npejcrapisieT co6od CJ0BO, KOTOPOro HET B CJOBape,
€ro BCe pPaBHO MOXKHO JIETKO yrajaTb. Bbl yKke 3HaeTe, uTo MOPSIIOK OYKB
B CJIOBAaX M (ppa3ax eCTECTBEHHOTO i3blKa MOJUHHSIETCS OMpeJie/IeHHbIM CTa-
THCTHUECKUM 3aKOHOMepHOocTsIM. Hampumep, B pycckoM si3bike KOMOHHAUMS
OYKB Wil BCTpeuaeTcs 4acTo, a ob — HUKora. JlJist G0/IbIIMHCTBA €CTEeCTBEHHDIX
SI3bIKOB CTATHCTHKA BCTPEUAEMOCTH CHMBOJIOB JOKyMeHTHpoBaHa. Eciu mpo-
rpamMmma nepe6opa BHauaJie o6KupaeT HauGoJiee BEPOSITHBIE TIAPOJIH, a MeHee
BEPOSITHbIE OCTABJISIET HA TTIOTOM, TO Mepebop coKpallaeTcsi B 1eCATKH U COTHH
pa3. OmuH U3 aBTOPOB BHJEJ, Kak Mojo6GHas mporpamMa nopobpasa mnaposb
natenok Ha kommbtotepe ¢ npoteccopoM 386DX—40 Bcero 3a 10 munyr. O6-
asl CJ0XKHOCTb mepeGopa Obina pasua 8,03 - 109, Bor apyrue ussecTHble
aBTOpaM CJIyyaM yJauHOro rnojbopa napoJed:

Canoxnoctsb nepeopa' | Bpems nogdopa | Tun npoueccopa
2,08 - 10" 15 mMuHyT 486DX /4—100
568100 8 uacos Pentium—120

B nepBoM ciyuae naposib npeicrtan/ssl coO0OH JBa aHMVIMACKHX CJIOBA,
3anucaHHbX nojapsa 6e3 npobena. OQHO U3 HUX ObIIO TPEXOYKBEHHbIM, IPY-
roe — naTHO6yKBeHHbIM. Bo BTOpOM cJ/lydae napoJib COCTOSIT U3 TPeX CTPOUHbBIX
aHMIMACKUX OYyKB, JBYX 3arylaBHbIX aHIJIMACKHX OYKB W OJNHOH UH(pPbl. DTOT
napoJib 66l aO6COMOTHO GeCCMbICTEHHBIM. BbIBO/IBI JesaliTe camu.

Jlyuit pesyabrat no noadopy kawoua 6bl1 gocturHyt B 1997 roay, ko-
rna B cetd Internet Gbn neuidpoBan daits, 3amnppoBaHHbBIH ¢ MOMOIIIbLIO
DES. B non6ope kitoua yuacTBOBaJH I€CATKH Thicsiu noJib3oBaresiedt Internet.
Bce mMHOkKecTBO Kitouelt 66110 pa3OUTO Ha HerepeceKalouuecs MoAMHOXKECTBa
U KaxKIblil nepeOHpaJs KJOUM M3 CBOEro MojaMHoxkecTBa. [lepebGop mmmnics
HeCKOJIbKO Hesesb. PykoBoausa paboToil 106pOBOJIbHONH «BHPTyaslbHOH» GpH-
rajibl B3JIOMIIMKOB CO CBO€ro ceppepa nporpammuct Pokku Bepcep — aBtop

'Mmeetes B BUAY c10KHOCTB ToTasbHOTO MepeGopa. [10CKOMbKY peatbHO NPOBOMICS ONTH-
MH3HPOBAHHbIII 1epeGop, ero CJA0KHOCTb Oblila FOPaA30 MeHblle. DTUM U OODBSCHSIETCS HECOOT-
BETCTBHE CJI02KHOCTH nepeGopa U BpeMeHH 1noadopa.
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nporpammsl, nepedupatoriel kmoun. O6mas cJ0KHOCTb MepeGopa CoCTaBIsI-
na 7,21 - 10'®) wo xmou Gbl1 Haiien mocsie nepeGopa Bcero 25 % Kitoueil.
[Tpu sToM «packosiosi» cooblleHre KoMIbioTep ¢ npoieccopom Pentium/90
¢ 16 Mo6aiit onepaTtuBHoil namati. OHo ryacuio: «Hanexxnas kpunrorpacgus
JlenaetT MUp 6e30MacHbIM>».

A MO0XHO Jiu 06oliTHCh 6e3 napoJs?

Kak BuauTe, NpUMeHsTb NapoJib B KauecTBe KJtoua 1IMQPOBaHHS He Tak
y106HO, KaK KaxKeTcsl Ha MepBbii B3MIsL. JInbo 3auira GyjeT HecToiKoM, 1160
napoJib TPYJIHO 3aMOMHUTb U BBECTH 6e3 olIMGOK. EC/ii Bbl XOTHTE MOCTPOUTD
MO-HACTOSIILIEMY HAJIEXKHYIO 3alIUTY, BMECTO MAPOJIsi HY?KHO MCTOJb30BaTh UTO-
TO JIpyroe.

Mo3KHO, HanpuMep, XpaHHTh KJtou Ha auckeTe | Bbl cosjlaeTe KAKMM-To 06-
pasoM (KakuM — 0OCyUM M03:Ke) C/yuyaiiHbli, pABHOBEPOSITHBIH U I0CTATOUHO
JUIMHHBIFA KJIIOU ¥ 3arichiBaeTe ero Ha jJuckery. Korna nporpamma iidposa-
HUSl 3ampaliiBaeT KJOY, Bbl BBOJMTE KJIOU He C KJIABHATYpbl, & C JUCKEThI.
Bbl pocTo BeraBgsiere AMCKETY B MCKOBOJ, @ MPOrpaMMa CUMTBIBAET OTTYyla
KJIOU U 3alMdpoBbIBaeT gaia Ha 3ToM Kjtoue. [Ipu pacuudpoBanuu daina
nporpaMmma MnpocuT «BcraBbTe K/lOueBylo IMCKETy B AMCKOBOI». Bbl BcTap/isi-
eTe JIUCKETY B JIMCKOBOJL, MPOrpaMMa CUHTHIBAET OTTY/A KJIIOU, IPOBEPSIET €ro
MPaBUJIbHOCTb U, €CJIH KJIOU TPABHJbHBIHA, paciiidpoBbiBaeT (ail.

KoHeuHo, nporpamMa 1iddpoBaHus 10KHa yMeTh paboTaTh ¢ KJIOUEBbIMH
JIUCKETAMH.

KJtoueByto auckery Hy»KHO XpaHHTb B MeCTe, HEJJOCTYHOM JI/Isl 3/I0YMbILLI-
JieHHHKOB. Ecsin KTO-TO BOCMOJIb3yeTCsl Ballleld KJHOUEBOH JUCKETOH, TO OH
CMOJKET TIpOuecTb BCE, UTO Bbl 3alMdpoBaju ¢ ee nomouipbto. He Tepsiite
KJoueBble auckeTbl! Ecan Bbl MoTepsieTe Takyl JIMCKETY, TO TeM CaMbIM Bbl
norepsieTe Bce JAHHbIEe, KOTOPbIE Bbl 3alM(POBAJH C €€ MOMOLbIO.

Y0610 JK 10J1b30BaThCsl KtoueBbIMU quckeTamu? Her. Ho 3a HagexHocTb
3alUUThl NPUXOAUTCSA NaTHTh. Booble, 310 obuiasi 3aKOHOMEPHOCTb — 4eM
HadedxcHee cucmema 3aujumel, mem mpyouee ¢ Heli pabomamns. Y1 nao6o-
pOT, UeM CHCTeMa 3allUThl yI06Hee B oOpallleHuH, TeM oHa caabee. KoHeuHo,
paspabaTbiBasi CHCTEMY 3alIUThbl, MOXKHO HaJleJlaTb OLIHGOK, U CUCTEMA TOJTy-
UUTCSl M HeHaleXKHOH, W HeynoO6HOH. Ho ecsu cucrema paspabaTbiBasiach Ha
COBECTb, MPUBEJEHHOE BhIlIe YTBEPXK/IeHHE MOUTH BCEr/a BEPHO.

MOXHO JIM KaK-HUOY/Ib 3alMTHTh KJIOU, XpaHsiluiics Ha auckere? Ko-
Heuno! Ero Toxe M0xkHO 3auiugpoBath. M He Hy»KHO /i1 3TOTO MPUAYMbIBATD
CJIOXKHBIH HIH(P — BMOJHE XBATHT CaMOTO MPUMHUTHBHOTO LIM(pa Hanopobue

"Man na snekrponnom kmoue Touch Memory, uin Ha niacTukosoil kapte. TolbKo B 3TOM
cjlyyae Hy»KHO, UToObl B BallleM KOMIIblobepe OblI0 COOTBETCTBYIOLIEE YCTPOACTBO BBOJA.
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npocroii 3amensl. [Touemy? Jla moTomy, uTO KJI0U IIM(POBAHUST — TEKCT CJIy-
yalHbIl U paBHOBeposiTHbIH. Ha ueM ocHoBaH MeTox neuiMdposanus udpa
npocToil 3amMeHbl? Ha ToM, UTO OTKPBITBIH TEKCT — 3TO OCMBICJEHHBIH TEKCT.
A B OCMBIC/IEHHOM TeKCTe 06s13aTelbHO MPHUCYTCTBYIOT CTaTHCTHUYECKHE 3aKO-
HoMmepHocTH. Ho B Killoue HHKAKUX 3aKOHOMEPHOCTEH HeT — KJIloY cJydaeH
¥ paBHOBeposiTeH!

Yro ucnosb30BaTh B KAauecTBe KJ/IOUa, HA KOTOPOM LIH(PYeTCs KJIou?
MozkHO Hcronb30BaTh NapoJib, HO, KakK Bbl y2Ke 3HaeTe, 3TO He oueHb HaJIeXKHO.
Mo2KHO 3aBeCTH BTOPYIO KJIOUEBYIO JIUCKETY, HA KOTOPOH XPaHHUTb KJ0U, He0O-
XOJIMMBIH JI7Is 10CTyMa K nepBo#. Ho Torna npuaercst 3aBoiMTh TPETHIO IUCKETY,
4yToOBl 3aLMTHTL BTOPYIO, @ MOTOM 3aBOJAMTb UETBEPTYIO, YTOOBI 3allUTHTh
TPETHIO...

Tak kax ke ObiTh? [logymaiite camu. OnMH H3 BO3MOXKHBIX OTBETOB Bbl
HaleTe B KOHILIE IVIaBhl.

Ine B3ATHL Katoun?

Kakum 1o/KkeH ObITh KJtou 1 poBanusi? CJyyailHbIM H PABHOBEPOSITHBIM.
A Kak MoJiyudTh CJyualiHyl0 M PaBHOBEPOSITHYIO MOCJE10BATENLHOCTh CHMBO-
JoB? [IpaBu/IbHO, ¢ TIOMOIIBIO TeHepaTopa c/ayuyailHbix unces. Hanucarb cBoii
reHepaTop «CJydalHbIX» UHces OueHb MPocTo. XOpollMe M0 CTaTHCTHUECKHM
CBOHCTBAM TM0CJEI0BATEJNbHOCTH MOJYYalOTCsl 110 (POPMYJie AUHECUHO20 KOH-
epYIHMHO20 Memooa:

rn+1 = (ar, + b) mod m,

rjie r; — i-¥ uJieH MCeBA0CaYyYalHON Moc/ae0BaTeIbHOCTH; @, b, m — HEeKOTO-
pble Liesble uucJa.

KauecTBo ncepnocsyuaiiHoi nocJie0oBaTe/IbHOCTH 3aBUCHT OT BblGopa UuM-
cesl a, b v m. IDTH uncsa 06s3aTeJIbHO JIOJKHBI ObITh B3aHMHO MPoCThl. EcThb
¥ JIpyrue mpaBuia BbiGopa 3THX KO3((MHIIMEHTOB, O HUX MOXKHO MPOYHTATDH
B [1]. B Diskreet, Hanpumep, ucrnosnbdyercsi CaAeAyIOLIMA reHepaTop MCeBIO-
CJlyuaiHOH MOCJIeN0BATEbHOCTH:

ras1 = (214013r, 4+ 2531011) mod 232.

Kak Bumute, dhopmysa JJisi MOJyueHUs] OUEPEIHOTO «CJydalHOro» ducJia
PeKYpCUBHA — KK/l UJIeH TI0C/Ie0BAaTeIbHOCTH 3aBUCHT OT MPEbIAyLIero.
Bosnukaer Borpoc: oTkyna Gepercs nepBbiil wieH? OObIUHO B KauecTBe r|
6epyT TeKyllee BpeMs ¢ TOUHOCTbIO 10 THKa TaiiMepa (0,054945 cek.). Ecau
IUIsl TeHepalMK KJIIoua UCMOJIb3YeTCst JIMHEHHbIE KOHTPYSHTHBIN METOI, KJIIOUOM
SIBJISIETCS] TTOCJIeI0BATeNBbHOCTD UMCed (1, 7o, ..., Iy), TAe

(mHa KJTtoua)

(nmHa r; B Gaifrax)
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[Tpennoso:kum, UTO ¢ TTOMOIIBIO JIMHEHHOTO KOHIPYSHTHOTO METO/Ia CreHe-
pUpOBaHA MOCJAE0BATENBHOCTD (r], r2, ..., [j9g), [ KAXKJIO€ r; eCTb KOPOT-
Koe 11e10e unciio (16 6ut). Co3nanublil KOU NpejicTaB/sieT co60i cayuanHyo
PaBHOBEPOSAITHYIO MOCJIE10BaTEIbHOCTb WIMHOA 256 GaiT. OLEeHUM, CKOJIbKO
pas3IMYHBIX BAPUAHTOB KJI0YA MOXKHO TMOJYYHTh MO JAAHHOH CXeMe.

3acuxcupyem 3nauenne ri. Kakie snauenust MOKeT MPUHUMATh ro? TOJIBKO
0JIHO 3HaueHue. Ecau r| GUKCUpPOBAHO, TO 3HAUEHHE ro OTPEEEeHO OJHO3HAU-
HO!

ro = (ary + b) mod m.

3HaueHue r3 TOXKe onpejeieHo ojHo3HauHo. OHO paBHO
r3 = (are + b) mod m = (a((ar; + b) mod m) + b) mod m.

Takum 06pa3om, 3HaUeHUE r| OJHO3HAUHO OMPEIEJSIET 3HAUCHUST BCEX CJie-
JYIOIHMX WIEHOB MOCJEI0BATebHOCTH. [Tosiyuaercsi, uTo pas/HuHbIX MOCJEI0-
BaTeJbHOCTEN (r[, I'9, ..., I'|og) B TOUHOCTH CTOJIBKO XK€, CKOJILKO PA3JHUHbIX
3HaueHuidl ry. B Hallem npumepe r| — KOPOTKOE 11eJI0€ YHCJIO, TPHHUMAIOLIee
snauennst oT 0 10 2'6 — 1 = 65535. OkasbiBaercs, CTOHKOCTb KJIOUEBOH CH-
CTeMbl (YMCJI0 PasJHUHBIX BAPHAHTOB KJioua) paBHa He 2290 a Beero ammp 216,
yto B 1,77 - 107 pas menblue!

[Tostyuaercst, uTo NceBAOCTYUaNHbIE TTOCTEI0BATELHOCTH B KAUECTBE KJIH0-
yell HCIOJIb30BaTh HEJIb3sl. A UTO MOXKHO?

B yem cnaGocTh nceBpocyuaiHbIX nocseoBatebHoctel? B Tom, uto oHu
nceBaocayuaiiibl. [1epBbii ujieH Moc/ie10BaTeIbHOCTH OHO3HAYHO OTpeieIsieT
ocraibhble. UToGbI K104 OblJT 0-HACTOSIILIEMY CJYUadHBIM H PABHOBEPOSITHBIM,
M0CJIe/I0BATENBLHOCTD JIOJKHA OBbITh HE MCEB0CYUalHOH, a HCTHHHO CJydaii-
HOH.

ne B39Tb UCTUHHO c.ny'-laﬁHylo HOCHEIlOBaTEHbHOCTb?

Ha nepBbifi B3raisig, sTa 3agaua oueHb npocta. MoxHo, Harpumep, BblUUC-
JIUTh CJIYUaNHBIN aJipec NamsiTH U B35ITh OTTy/1a JJaHHble. i MOXKHO BBIUHCJIUTh
CJyyaiHblil HOMEp CeKTopa Ha JMCKe M B35ITh JIaHHble OTTYAd. DTH JIaHHbIE,
6eccriopto, 6ynyT caydarinbiMi. Ho Kakoe pacnpenesnenne 6yayT UMeTb UJIeHbI
NoJIydeHHOH cJyuaiiHol nocJieoBaresbioct? Henspectno. Ecan nosyuentbie
cJlyuaiiHble JaHHble TIPeCTaBJIsA0T co00H parMmeHT TeKkcToBOro haitsa, To pac-
npejesieHue CUMBOJIOB, IpecTaB/seMblx 6aiiTamu aitsia, 6y1eT 0J1HO, eCJIH 3TO
(hparMeHT MalIMHHOTO KoJa — coBceM Jpyroe. OIHO MOXKHO CKa3aTh TOUHO —
9TO pacrpejiesieHne NouTH HUKOT/A He OyJeT paBHOMepHbIM. Huke npuBeaeHbl
TMCTOrPAMMbl BCTPEUAEMOCTH CHMBOJIOB U1l PA3JIMUHBIX BUJOB HH(OPMALHH.

Kak Bunure, U3 Bcex NpUBEIEHHBIX THCTOrPAMM TOJIBKO MocJeHss GoJee-
MeHee 10X0Ka Ha TMCTOrpaMMy paBHOMepHoro pacnpeenenus. OQHAKO ecJu



§ 3. Kak sawmudposath daiin? 155

Tekct atoii rnaBbl (nokymeHtT Microsoft Word)
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3HaueHHe CUMBOJIA

MPUIISIETbCST MOBHUMATe/bHee, B Hell MOYKHO 3aMeTHTb MUK BJOJb ocH Y
(BpoueM, 3TOT MUK HETHIHUEH s apXUBOB pkzip — oH 0ObsicHAETCS TeM,
UTO BHIOPAHHBIN apXUB BKJOYAJ B ceOsl OUeHb MHOTO KOPOTKHUX (haiioB).
KoHeuHo, ecsin pacrpeesieHde HCXOAHOH I0CJe10BaTEJIbHOCTH 3a/1aHo
anpHOPHO, TIyTeM HECJI0XKHOTO MNpeoOpa3oBaHusl 3Ty MOCJEJ0BATENBbHOCTDb
MOXKHO TpeBpaTHTb B pacrpejesneHHyio paBHomepHo. Ho noacuurath pac-
npeaejeHye CUMBOJIOB i MH(OPMAlUWK, XPaHUMOH B MaMfATH M Ha JMCKaX
KOMIIbIOTEPA, He yJaeTcsl AaxKe B TOM CJydyae, €CJd H3BeCTHO, OTKyAa 3Ta
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MH(pOpMalUs B3sslach. [loCMOTpUTE HA THCTOTPAMMY BCTPEUAEMOCTH CUMBOJIOB
B TEKCTE TOH JiaBbl. A Ternepb MOCMOTPUTE HA CJEYIOLLYI0 THCTOrPAMMY.

HokymeHT Microsoft Word 6e3 pucyHkoB,
TabJAUL ¥ JUarpamMmm

02
=
25 0157
cs o014
=N
= g
5005
O ] L, ]

0 20 40 60 80 A0 CO EO

3HaueHusi CHMBOJIOB

Kak BuauTe, pacnpeneseHust oTJHUAIOTCS JOBOJBHO CHIbHO. [losyuaetes,
UTO €CJIM B JIOKYMEHTE €CTb KapTHHKH, MCXOJHOE paclpejiesieHHe O/1HO, a eCJu
HET — COBCEM JIPyToe.

Kpome Toro, B OCMBIC/IEHHBIX TeKCTaX (B TOM uMCJe H B TEKCTax exe-
(haiyioB, 6a3 IAHHBIX U T. [1.) 0613aTeJbHO MPUCYTCTBYIOT CTATHCTHUECKHE 3aKO-
HOMEPHOCTH HoJiee BLICOKOTO MopsiiKa. Ecyin MoCTPpOUTh TMCTOrpaMMy BCTpeva-
eMOCTH OUTpaMM U TPUrpamm, oHa OYJIET ellle MeHee T0X0XKa Ha FOPU30HTAJb-
HYIO JIMHHUIO (UTO JIOJPKHO UMETh MECTO MPH PaBHOMEPHOM pacripeesieH|t), YeM
TUCTOrpaMMa BCTPEUaeMOCTH OTJeJbHBIX cUMBOJIOB. Hanpumep, B exe-daiine,
CKOMITHJIMPOBaHHOM ¢ nomolpbio Visual Ct, MalumHHbIA Ko/ MOAaBJSTIONLEro
60/IbLIMHCTBA YyHKUME (MoAnporpamMm) HauuHaercsl GaiTamu

55 8B EC 83 EC!
W 3aKaHuMBaeTcsl GalTaMu

8B E5 5D (32

[TosTomy nocJienoBatesbHOCTL 6alTOB, MOJYUEHHbIX M3 CJyyalHOro MecTa
orepaTHBHON MaMSITH WM JIMCKA, HeAb3s CHumams cayuatinol. B takoii no-
CIeJIOBATEIbHOCTH HABEPHSIKA €CTh BHYTPEHHHE CTATHCTHUYECKHE 3aBUCHMOCTH.

' Marumnubie KoMan bl
push ebp
mov ebp,esp
sub esp,

2 MaliuHHbIe KOMaH bl
mov ebp,esp
pop ebp
ret
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Tak rae e B3fiTb CJYYailHYIO MOCJ€10BATENbHOCTD?

BosmoxkHO, y Bac yxKe MosiBUJIach MbICJb, YTO HCTHHHO CJy4ailHylo mocJjie-
JIOBATEJbHOCTb TPOrPAMMHBIM MyTeM He MOoJyuuTb. D10 He Tak. CyliecTByeTr
no KpaiHell Mepe OJMH cnoco0, MO3BOJISIIOLIMH MOJYUHTh UCTHHHO CJIY4aHHYIO
nocJenoBaTesqbHOCTL OaiToB. OcHOBHAsi Wiesl 3TOro criocoba 3akjuaercs
B TOM, 4TOOBI TpHBJEUb K TMpoleccy BbipaGOTKH CJyuyalHOW MOC/el10BaTeb-
HOCTH CaMOro TM0JIb30BaTENSI.

[Tosib3oBaresib paboTaer ¢ KommbloTepoM. OH JBUraeT Mblllb, HaXKUMaer
KJaBUIIM Ha KJjaBuatype. [lornpoOyem B3sITb B KauecTBe 3JIEMEHTOB CJyyai-
HOH TOC/IeN0BATENBHOCTH UHTEPBAJBI MEXK]Ly TOCJe10BaTEeNbHBIMI HAaXKaTHUSIMHU
kjaBuil. Kakas mosyunurcest moc/ieoBaTesibHOCT ?

Cayuaitnas? HecomHenHo. PaBHomepHo pacnipenenennasi? Bpsna an. Kakoe
y Hee Oynet pacnpenenenue? TpynHo ckasatb. Ecin nosb3oBatesb Habupaer
TEKCT, MOJYUUTCSl OJIHO pacnpenenenue, ecau padoraer ¢ Norton Comman-
der — npyroe, ecau urpaet B Tetris — Tpetbe. Bynyt Jiu cocennne sseMeHTbI
NoCJe0BaTeNLHOCTH 3aBUCETh JApyT oT apyra? Ckopee Bcero, ja.

Karkercsi, 4To HMKAKMX MPEUMYILECTB MO CPaBHEHHIO C MPEbIIyLIUM Me-
ToioM HeT. OJIHAKO B OTJIHUME OT MPEbIIYIIEro METoa B JIAHHOM CJlyuae Bce
nepeyHcJ/ieHHble MPo6JeMbl MOXKHO PELUTh.

Jlaist Hayasma NoCMOTPHUM, MOXKHO JIM HalMCaTh POrpaMMy reHepaluH KJroua
TaK, 4ToObl pacrpesieseHue HCXOAHON CJydaiHOH BeJIMUMHBI ObLI0 M3BECTHO.
HMcxonnast ciyuadiHasi BeJIMUMHA Y HAC — 3TO TPOAOJIKUTENBHOCTL UHTEpBAJa
MeXy HaXKaTHSIMM KJIaBHII. B pasHbIX CHTyalMsiX 3Ta BeJMUHHA pacrpesiesnena
no-pagHomy. BeiGepem cutyaluio, Korja pacrpeneseHiue 3TOH caydyaiiHol Be-
JIMYMHBI JIETKO MocuMuTaTh. [1ycTh, HanpuMep, noJib30BaTesb B Mpouecce Bbipa-
60TKH KJtoua urpaet B Tetris. [1pu urpe B Tetris uactoTa Ha)kaTUil Ha KJIaBUILLIH
MaJsio 3aBUCHUT OT MOJIb30BaTessl, IPyTUMH CJI0BAMHU, BCE TM0JIb30BATENH, UTpast
B Tetris, HaxkMMalOT Ha KJAaBUUIM MPUMEPHO OJJMHAKOBO YaCTO (KOHEUHO, KpOMeE
nosb3oBatesel, kotopble urpatot B Tetris nepBbiii pa3 B :KHU3HH).

Pacnpenenenye nHTepBasoB BpeMeHH MexK/y MocJ/e0BaTe/bHbIMU HaxKa-
THSIMH Ha KJIABHIIM HECJIOXKHO paccuuTathb. JI1s1 3TOro Hy»KHO TNpek/ie BCEero
HanucaTb pe3njIeHTHYIO TIPOorpamMmMy, KoTopasl rnepexsaTtbiBaja Gbl MpepbiBaHHe
16h, oTBeuatoliiee 3a pabGoTy C KJIaBHATYPOH, MPH KaXKJIOM BbI30BE TpepbIBaHUS
noJydasa Obl TeKylllee 3HaueHne TakMepa, CpaBHHBAJIA ero ¢ MPeAblayLIHM Mo-
JIyUeHHbIM 3HaU€HHeM, BbIUHCJIsIIa PA3HOCTb M 3alUChbiBajia MOJydyeHHOe UHCJI0
B aitn'. 3aTeM HyKHO 3amycTHTL 5Ty Nporpammy M, Moka oHa paGoTaer,
nourpaTth HeKoTopoe BpeMst B Tetris. [IpoBennTe 3TOT 5KCNEpUMEHT B KauecTBe
yrpaKHEHHSI.

"Hekotopuie Bepcuu Tetris Hcnonb3yloT a/is paGoThi ¢ KJaBHaTypoil npepeisanue 9. B stom
cjlyyae HanucaTb Takylo porpamMmy HEMHOTO CJIOXKHee.
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[TocmoTpute Ha pucyHok. Pacnpenenenne Hamiedl cayuyaiiHOH BeJHUMHBI
Oy/JeT BbINVISIIETb PUMEPHO TaK:

4

p M0JIb30BATE/b YK€ MPHHSAJ
pelleHute, KyJa yKJaJlblBaTb

& ouepeiHyto (Urypy, i HaXKUMaeT
KJ1aBHLIH, He JyMasi

noJib30oBaTteJib AyMaeT, Kyaa
2Ke eMY IO0JIOXKHUTL oUepeaHyto

urypy |

o~ R

t

Pacnipenenenne sIBHO HepaBHOMEpHOE, HO 3TO M He BaxKHO. BaxkHo TO,
UTO pacrpejesieHne cjydyaiiHoi BeJMUMHBI NPH Pas3HbIX MCHbITAHHSIX MPUMep-
HO ojauHakoBo. IIpeoGpa3oBaTb 3TO pacrnpejiesieHHe B paBHOMEPHOE COBCEM
HECJI0XKHO.

Ocraercsi pewntb mnocgenHioro npobsemy. Talfimep KommbioTepa THKaer
¢ yacrortoil 18,2 pasa B CeKyH/y, T.€. OJIMH THK 3aHUMAET MPUMEPHO 5 MHJI-
JqucekyHa. Korzna nosibsoBatesib HaxKMMaeT KJaBMLIM MOIPSII, HE Aymasi, WM
MPOCTO JEP>KHUT KJABHLIY HaxKaToH, HHTEepBaJsbl MEXIy MOCJe/l0BaTe/bHbIMHU
Haxatusmu coctapisitor 100—200 munnncekynn. [Tosyuaercs, uto mepBblid
MUK Ha TMPUBEIEHHOM rpaduke Ha CaMOM JieJle BbINJISIUT NPUMEPHO TaK, Kak
MOKAa3aHO Ha PUCYHKE.

A 3T0 HEXOpOoII0 — B TMOJYUEHHOH CAyYalHOH MOC/AeI0BATEbHOCTH UHCIa
2 1 3 6ynyT BCTpeuaThCs ropas/io ualle, ueM jtobbie apyrue. [Tocse npeo6paso-
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BaHUS1 K PABHOMEPHOMY paclpe/ie/leH!I0 3HaUeH sl 9THX 4acTO BCTPeUaloLuxcs
UMCeJl M3MEHSTCSl, HO caM (paKT HaJMuusl ABYX-TpeX 3HaueHHiH, Ha KOTOpble
MPUXOJUTCS JIbBHHASA J10J151 HAOJIIOIeHHH, OCTaHeTCsl.

[Tostyuaetcsi, uTo HaM MeLlaeT AMCKPETHOCTb TalMepa NepcoHalbHOrO KOM-
nototepa. Kak or Hee usbasutbea? Ilomymalite camu. OfMH M3 BO3MOXKHbBIX
OTBETOB Bbl HaljleTe B KOHLE IV1aBbl.

§ 4. lMoyuumcsa Ha yyKuX owMbKax
Yno6Ho, KpacuBo, HO ...

PaccMoTpiM mpuMephl HCMOJBb30BAHUS KPUMTOrPaUUECKHX alrOPUTMOB
B [IKPOKO PACMPOCTPAHEHHBIX TPOrPAMMHBIX MPOAYKTaX.

B nocsiennee Bpemsi npoGisema 3alluThl HHOOPMALUK MepecTaa ObiTh o=
JIOBHOH GO0JIbIO TOJILKO TOCYJAPCTBEHHBIX CTPYKTYP, HAll HEl0 HAYHHAIOT 3a[y-
MBIBaTbCSl MHOTHe 00ObluHble Tosb3oBaTen [1K. Mas naBcTpeuy nx moxKesa-
HUSIM, MHOTHE MPOHM3BOIMUTENH MPOTPAMM CTaJH BKJIOYaTh B CBOH MPOIYKTHI
(yHKIMH 3amuThl JaHHeiX. OMHAKO B OOJBIIMHCTBE CJIyuaeB pa3pabOTUHKH
TaKKUX MPOrpaMM He CTaBsT CBOEH Le/bI0 HCII0JIb30BaTh B HUX CKOJIbKO-HUOYIb
cTolKHe ajroputMbl. OHM CUMTAIOT OCHOBHOH CBOEH 3ajaueil MperoCTaBHTD
MOJIb30BATE/SIM BO3MOXKHOCTb 3alIUTHTL HH(OPMALHMIO JHOO OT CJy4aiHOro
HeCaHKIIMOHHUPOBAHHOTO J0CTYyMa, JHG0 OT HEKBAJIU(PUIIMPOBAHHOTO B3JIOMIIU-
Ka. [IporpamMMHbIe MPOYKTEI, O KOTOPBIX PeUb MOHJIET HIKE, ITHPOKO H3BECTHEI.
OHu, cKopee, MACKUPYIOT HH(OPMALMIO, YeM PEAJIU3YIOT aJIrOPUTMbl HAIEXKHOTO
KPUMITOrpapUuecKoro 3aKpbITHSI.

MHorue 13 Bac, HaBepHOe, MOJIb30BAJIUCH ISl PEIaKTHPOBAHHUS JOKYMEHTOB
nporpaMMHbIM TipoayktoM Microsoft Word. DTa mporpamma mpenoctapisiet
M0JIb30BATENIO IIHPOKHIT CTIEKTP BO3MOXKHOCTEH /151 paboThl ¢ AOKyMEHTaMH,
B TOM YHCJIe BO3MOXKHOCTb COXPaHeHHs! HH(opMalyH B (aiiax B pasiuiHoOM
tdopmare.

Ecsiu BbI TOCMOTpHUTE B MEHIO COXpaHeHHsl TIOKYMeHTOB mporpamMmbl Word,
TO B TapaMeTpax 3TOH ornepalyi oGHAPYXKHTe BO3MOXKHOCTb yKa3aTb MapoJb
JUIST I0CTyna K JOKyMeHTY. To eCTb /sl ero OTKPHITHSI U JaJibHelilell paGoThl
C HUM MOJIb30BATEJb J0JKEH BBECTH MapoJb. UTo MPOHCXOAUT C AOKYMEHTOM,
€cJli B COOTBETCTBYIOLLEM [10JIE TTAPAMETPOB BBECTH MAPOJIb?

7151 oTBeTa Ha 3TOT BOIMPOC HOCTATOUHO TOCMOTPETh Ha JBA JIOKYyMEHTa,
JKeJlaTeIbHO MAEHTHUHBIX 110 COJIep2KaHUI0, HO COXpaHeHHbIX ¢ MapoJieM u 6e3
Hero. B pemakrope oHH OyIyT BBITVISIIETH COBeplIeHHO oauHaKoBo. OnHAaKo,
OTKPOEM 3TH JOKyMEHTHI (OHH MMeloT paciuupenue .doc) Kakoi-Hubyap npo-
rpaMmMoil mpocMoTpa (haiJios.

Mbui yBuM, uto dhails, npeacTaBsiiolnil JoKyMeHT B popMate Microsoft
Word, umeer cioxHyio cTpyktypy. OH COCTOMT M3 3aroJioBKa U HECKOJbKUX
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pasnesos, KOTOpbIEe OMMCBIBAIOT TEKCT, a TAaKKe COJAEp:KaT JAaHHble 0 padore
NoJb30BaTe/sl ¢ JOKYMEHTOM M cJly:keOHyto uH(opmauuio. B onHoM u3 pas-
JIeJI0B afisia, COOTBETCTBYIOLEM JIOKYMEHTY 6e3 napoJisi, Mbl MOXKEM YBHIETb
caM OTKPBITHIH TeKcT. [Ipu 3ToM B ToM »Ke pasfese daiina ¢ maposeM Mbl
0BHApYKUM yrKe CJydaiiHylo MocJ/eloBaTeNbHOCTh CHMBOJIOB. OKasbiBaercs,
MapoJib UCIMOJIb30BAJICS HE TOJBKO JUISl pa3pelleHnst I0CTyNna K JOKYMeHTY TIpH
€ro OTKPBITHH, HO W SIBJSJICS KJIIOUOM HEKOTOPOH KPUNTOrpauueckoi cxeMmbl,
3alnpoBaBILIEH TEKCT.

OueBHHO, UTO €cJi He 3alMPOBLIBATH TEKCT, TO CaMa HJles UCIOJb30BATh
napoJib Oblia Gbl Gecriosne3noi. JI1060# Mosb3oBaTe b cHavaga MOT Obl «Bbl-
TAlUTh PyKaMu» M3 aiina GosbIIyI0 YacTb TEKCTa, a TOTOM TEPEHEeCTH ero
B Word. B To ke Bpemst BriGpanHast B Microsoft Word cxema mmdposanus
MH(pOPMALIMM OCTAHOBUT TOJILKO HauuHaiollero xakepa [4]. Paccmorpum ee
noapo6Hee.

N3 napoasi nonb3oBatesnss Word BeipabaTbiBaer MaccuB aauHoH 16 Gafir,
KOTOpbIH Ha3oBeM ramMmoil (gammal[O..15]). lanee, kaxablii 6alT OTKPBITO-
ro tekcra (plain_text[i]) mocsenoBatesibHO cKJaaapiBaercss no6utHo (XOR)
¢ 6alTOM raMMbl, B pe3dyJbTaTe MoJyJyaloTcs 3HaKH 1IM(MPOBAHHOTO TeKCTa

(cipher_text[i]),

KOTOpBIe Mbl MOJKeM BHJETh B (hafisie ¢ naposeM. To ecTb uMppoBaHue mpous-
BOJIUTCSI COTJIACHO hopMmy.e:

cipher_text[i] := plain_text[i] XOR gamma [i mod 16],

rae mod 16 — onepauusi MoJydeHUs] OCTAaTKa OT LEJOUMCJIEHHOTO JeJIeHHUs
Ha 16.

[lepen HaMU TUTHUHBIA MPUMEP KPUTITOrpaPUUECKOH CXeMbl TAMMUPOBAHHUS
KOpOTKO# rammoil. Tak Kak KaxKJbli 11€CTHA/ATbIA CUMBOJ LIHGPOBAHHOTO
TeKCTa 1oJiydyaercsi NpubaBJieHHeM K CUMBOJIY OTKPBITOIO TEKCTa OJIHOTO U TOTO
»Ke 3HaueHHs TaMMbl, MOXKHO CUHTaTh, UTO Mbl MMeeM Jeio ¢ 16 nmpocThiMu 3a-
MeHaMu. [1is1 KaXK10# U3 111eCTHAAUATH O3 CHMBOJIA B TEKCTE MOJICUHUTAEM
Ta0JIMIy UacTOT ero 3HaueHUH, mocJie uero BoibepeM B KaXK10H U3 HUX 3HAUCHHS
CUMBOJIA, BCTPETUBLLIErOCs yalle APYrux.

3aMeTHM, U4TO caMblii 4acTblil cuMBOJ B jokymeHTe Word — 3T0 mpoGen
(ero sHauenue B KojupoBke ASCIT ecth 0x20). B sTOM Jslerko y6enuTbest, mpo-
cMaTpHBast JIOKYMeHT B lllecTHaAlaTepuuHoM opmate. Cjie0BaTeNIbHO, CAMBIM
YacTbIM CHMBOJIAM B TabJIHIle YaCTOT COOTBETCTBYIOT 3alllM)pOBaHHbIE Mpobe-
Jibl, M, CKJIAJbIBasi MOOUTHO 3HAUYeHHs] 3THX CHUMBOJIOB ¢ 0x20, Mbl MOJYYHUM
Bce 16 3HakoB rammbl. Jlasiee, 3Hasi raMMmy, paclinpoBbiBaeM Bech TeKCcT. He
npasja Ji, npocro!
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Ha 31y oueBuanyto cnaboctb MHOTHE cpady oOpaTuin BHUMaHue. [TosTomy
cdupma Microsoft s nocjieHux BepcHil TekcToBoro npotieccopa Microsoft
Word, naunnasi ¢ Word 97, noJsHOCTbIO M3MeHHJA aJrOPUTM HU(POBAHUS
(haiJIoB, BCTPOMB B HEro XOPOILIO H3BECTHBIE aIrOPHTMbI IHppoBanus RC4
¥ xeruposanust MDD,

Tenepp mocMoTpuM, Kak 3aIIMIIAIOTCS TTAPOJH MOJMb30BATE/S B ONepalH-
oHHbIX cucremax (OC) Microsoft Windows 95 nepsbix Bepeuii (o OSR 2).

BosblnHeTBO coBpeMeHHbIX ceTeBbiX OC SBJAIOTCS MHOTOIMOJb30BATEb-
ckumu: 310 1 Novell NetWare, u Microsoft Windows NT, u 1. 1. Ilns pas-
rpaHHYeHHsT JIOCTyNa MoJb3oBatesell K cBouM pecypcam 3tH OC TpebyioT oT
MOCJIeAHNX J0KAa3aTh CBOIO MOJJHHHOCTB. JlesaeTcst 5TO ¢ MOMOIbIO Tapods,
KoTopbIil u3BecteH 1 OC, 1 nmosb3oBaresio. SIcHO, HACKOIBKO BasKHO CHCTEME
Juist obecrieueHusi ee 6€30MACHOCTH HAJEKHO U HEOCTYIHO JIsi TOCTOPOHHETO
JIOCTYNa XpaHUTb MH(POPMALMIO O NapoJIsiX MoJb30BaTesNeH.

OC Microsoft Windows 95 He siBisieTcs MHOTOMOJIb30BaTeNbCKOR U He
TMPeoCTaBISIET BO3MOXKHOCTb MOJIb30BATENSIM PasfieNisiTh CBOH pecypchbl. Tem
He MeHee /i1 y106CTBA paGoThl OHA 3aNpalldBaeT y M0Jb30BATE/s MPH BXOJE
B CHCTEMy €ro UMl U napoJib. Ho ecsin oH HUUero He OTBETUT (HAXKMET KHOMKY
«Cancel»), OC Bce paBHO pa3pelluT eMmy padoTaTb aasblie. s yero :xxe Torna
3anpalunBaeTcs napoJb?

Heno B ToM, uto 1K MoxkeT paboTtaTh B JIOKANbHON BHIYHCAUTEIBHON CETH
(JIBC), rne emMy AOCTYMHBI pecypChl HIIM CEpBEPBI, AJIs1 06paleHHsT K KOTOPBIM
TpeGyIOTCS MapoJi, MpUueM, BO3MOXKHO, pasiuuHble. UToObl M0Jb30BaATENIO He
HY»KHO Obl10 MX Bce 3amnomuHath, OC Microsoft Windows 95 3anomunaer
napoau s gocryna Kk pecypcam JIBC B cneuuanbHoM aiisie ¢ MMeHeM
«MMSI_IIONb30BaTensd.pwl». B sToM (aiiyie nanHble mMUQpyIOTCsS Ha TOM ca-
MOM TapoJie, KOTOPHII CHCTeMa 3arpaliiBaeT y MoJb30BaTess IPH ero BXoJe
B CHCTeMy. Ecan maposb BBefeH mpaBu/bHO, TOo B jasbHedimeM OC cama
MOJICTABJISIET COOTBETCTRYIOLIMI MapoJib NPH 3ampoce MoJib30BaTesis Ha 10CTy
K pecypcam uiu cepsepam JIBC.

Hanuble B pwl-aiinax umdpyoTes chaenyoiM obpasom [?]. M3 napo-
JIsl 110J1b30BaTesIsl 1Mo ajropuTMy Lindposanuss RC4 BblpabartbiBaercsl ramma.
Kaxplit mapoJib Ha IOCTYI K COOTBETCTBYIOIIEMY PeCypCy BMeCTe ¢ HEKOTOPOi
cy»KeOHOol uHbopMaldeil cyMMUpyeTcsi MOOUTHO ¢ mnoJiydeHHol rammoil. To
€CTb KaxK/blil pa3 npu 1M(POBAHWH HUCIOJb3YETCsl OJlHA M Ta Ke ramma. EcJu
yuecTb, uTo .pwl hailn comepKUT 3alIMPPOBAHHYIO 3aMUCh, HAYHHAIOLLYIOCS
C MMEeHH T10J1b30BaTesl, IonoJHeHHoro 10 20 cCUMBOJIOB TIpo6GesiaMy, TO 3ajaua
BCKPBITHSI TIapoJisi CTaHOBHTCS 3JjeMeHTapHOH. [losyuns nepseie 20 3HaKoB
raMMbl, Mbl MOYKEM MPOUUTATD JII0OOK COXpaHeHHbIH B (hailjie napoJib (yuuThiBast
TO 06CTOSITENbCTBO, UTO PEAKO KOTJa MCMOJb3YIOTCs NapoJu AjuHoi 6ogee 10
CHUMBOJIOB).
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Crienyer oTMeTHTh, 4TO caM mo cebe aaroput™M RC4 10BOJIBHO CJIOXKHBIH,
¥ B JAHHOM CJIyuae HCIOJb30BaNHCh C1a00CTH He CaMOro aJropuTMa, a CXeMbl
ero NpHUMeHeHHsl, a HMEHHO MHOTOKpPaTHOe HCIO0J1b30BaHHE OJHOH IaMMbl.

CkoJbKO JAbIPOK B BbIYHUCJIHUTEJbHbIX ceTax?

[Ipu coBpeMeHHOM YPOBHE PA3BHUTHSI KOMIMbIOTEPHBIX U HH(OPMALMOHHBIX
TeXHOJIOTHH Jaxke oObluHbIH nomawHui [IK yxe He MbICJHTCS OTHENbHO OT
BCEro KOMIMbIOTEPHOTO KubGeprnpocTpaHcTBa. [IpOHHKHOBEHHE BbIUMC/IUTEbHBIX
ceTell BCIOMY, IJle €CTb KOMIbIOTEPbl, CTPeMJIEHHE CaMUX MoJib3oBaTesell 06b-
e/IMHSITHCS BBIHECJIO Ha TepeiHMH MJiaH Jio3yHr kKommaHud Sun Microsys-
tem «CeTb — 3T0 KOMMbIOTEp». Pa3apaboTUNKH COBPEMEHHOTO TPOTrPAMMHOTO
obecrieueHHnst TakxKe CTajJl OPUEHTHPOBATLCS HA MCTIOJMb30BAHHE CETEBBIX TEX-
HOJIOTHH U obecreueHne MoJb3oBaTeNel yI0OHbIMH CPeACTBAMU 1Jis paboThl
C pacripe/leJieHHbIMH PeCypCcaMu W yAaJeHHbIMH UCTOUHHKAMH UH(OPMALUH.

MHorue 13 Bac noJib30BaJMch pecypcamu ryobanbHoil cert Internet, xro-
TO UMeJ1 BO3MOXKHOCTb paboTaTh B JIOKaJbHBIX BbluKcaUTebHBIX ceTsax (JIBC).
Hagepnoe, npu 3TOM BbI 3a/1aBa/M cebe BOMPOCHI:

— Kak 3auuiiaercs uHdopmauus, rnepejaBaemMasi mo OTKPHITHIM KaHajaM
CB$I3H;

— MOKHO J1, MepexBaTbiBasi AaHHblE, KOTOPLIMH OOMEHMBAIOTCSI KOMIIbIO-
Tepbl B BBIUUCJIUTENBHON CETH, MOIYYHTh UH(OPMALIMIO O AHCTBUSIX paboTaio-
LIMX HAa HUX MOJIb30BaTeJeH;

— MOKHO JIM BMELIATbCs B MPOTOKOJ B3aUMOJIEHCTBUS KOMITbIOTEPOB;

— Kak 3allUTHTb CBOW JaHHblE TMPU UX Mepejaue Mo KaHajaM JOKaJbHbIX
WK 1100asbHbIX CeTel.

Mbl He 6yJieM NbITaThCs JaTh MCUEPIBIBAIOIIME OTBETHl HA MOCTaBJEHHbIE
BOTIPOCHI, B 3TOM CJlyuae Mbl BbILLJIK Obl JaJieKo 3a paMK{ AaHHo# ryiasbl. [To-
npoOyeM MPOCTO MOCMOTPETh Ha MPHUMepe CYILECTBYIOLIMX celuac MomyasipHbIX
CHCTEM, KaK 3TH BOIMPOCH PelIaloTCcsl Ha MPaKTHKE.

Bo-nepBbix, Kak 3aumuiaercs: MHpopMauus, nepeaaBaemasi no KaHajam
JIBC u B rio6anbHbix cetsix? st 6osbIIMHCTBA pacrpoCTPaHEHHbIX CETEBBIX
OC MOXKHO OTBETHTb — HHKaK!

MHudopmalinss Mexka1y KOMIblOTepaMH Mepefaercss B OTKPLITOM BHIE TO
crielaJbHbIM KOMMYHHKAlIMOHHBIM MPOTOKOJaM. B 3ToM Jsierko yGemutbes,
BOCIOJ/Ib30BABLINCH CIELMaNbHBIMU TIPOrpaMMaMH MepexBaTa W aHajn3a AaH-
HBIX CeTeBOro HH(OPMALMOHHOTO 0OMeHa.

Tako#i nporpamMmoil sIBJsieTCSl LIMPOKO PacMpOCTPaHEHHbIH NporpaMMHbIi
naker LANalyzer for Windows ¢upmer Novell. st ero ucnosb3oBaHusi He
TpebyeTcs KaKMX-TO cCrielldajbHbIX HaBbIKOB padoTbl B JIBC. Ilna Hauana
nepexBaTa MH(pOPMALMK JIOCTATOUHO Ha)XaTh KHOMNKy «Start», a ajsi npo-
CMOTpa MOHMAaHHBIX MaKeTOB KHOMKY «View». JIonoJIHUTeIbHble BO3MOYKHOCTH
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NpOrpaMmbl, HaNpUMep HACTPOHKH (PUIBLTPOB TepexBaTa, MOXKHO U3YUHTb H HC-
N0J1b30BaTh B JaJbHEHILIEM, 10 X0y AeJa.

[IpocmoTpeB y/i0B, Bbl OOHapy:KuTe, UTO KaxKAbld MakeT HMeeT BecbMa
CJIOXKHYIO CTPYKTYPY, MPeACTaBJSIONLYI0 HEPAPXHIO BJOXKEHHBIX APYr B JApyra
ceTeBbIX MpoToKosioB. Ho rnaBuoe He B 3ToMm. [lompoGyfiTe nmepexBaTuTh na-
KEThl, KOIJIa C OJHOTO KOMIbIOTEpa Ha JPYroil KOMHUPYETCs TEKCTOBbIH chafisl.
bBes ocoboro Tpyna Bbl HaiifieTe daiis B nepexsare. Ec/in oH MajieHbKHil, TO OH
pasMellleH B OJTHOM Takere, ecau O0JbLIOH, TO B HECKOJbKHUX.

Hanpumep, nyctb Konupyercsi paitn help.txt ¢ comepkaHueM:

Help, I need somebody,
Help, not just anybody,
Help, you know I need someone, help.

Arot dais MOXKeT BHINJISIIETh MPHU Nepejiave 1o kaHagam JIBC Tak (naker
nekoaupoBan nporpammoii LANalyzer):

ip: Internet Protocol

Station:127.0.0.1 \T->127.0.0.2
Protocol: TCP
Version: 4
Header Length (32 bit words): 5
Precedence: Routine

Normal Delay, Normal Throughput, Normal Reliability
Total length: 194
Identification: 12292
Fragmentation not allowed, Last fragment
Fragment Offset: O
Time to Live: 128 seconds
Checksum: 0xB689(Valid)

tcp: ================= Transmission Control Protocol =================

Source Port: 1091
Destination Port: NETBIOS-SSN
Sequence Number: 20624641
Acknowledgement Number: 849305
Data Offset (32-bit words): 5
Window: 7473
Control Bits: Acknowledgement Field is Valid (ACK)

Push Function Requested (PSH)
Checksum: 0xCB85(Valid)
Urgent Pointer: 0

Data:

0: 00 00 00 96 FF 53 4D 42 2F 00 00 00 00 18 03 80 |..... SMB/.......
10: 00 00 00 00 00 00 00 00 00 00 00 00 00 08 FE CA |................
20: 00 08 00 06 OE FF 00 00 00 00 08 00 00 00 O0 FF |................
30: FF FF FF 00 00 57 00 00 00 57 00 3F 00 00 00 00 |..... W...W.7....
40: 00 57 00 48 65 6C 70 2C 20 49 20 6E 65 65 64 20 |.W.Help, I need
50: 73 6F 6D 65 62 6F 64 79 2C OD OA 48 65 6C 70 2C |somebody, . .Help,
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60: 20 6E 6F 74 20 6A 75 73 74 20 61 6E 79 62 6F 64 | not just anybod
70: 79 2C OD OA 48 65 6C 70 2C 20 79 6F 75 20 6B 6E |y,..Help, you kn
80: 6F 77 20 49 20 6E 65 65 64 20 73 6F 6D 65 6F 6E |ow I need someon
90: 65 2C 20 68 65 6C 70 2E 0D OA |e, help...

Takum 06pazom, ec/in 3/10yMBIIIJIEHHHK HallleJ] BO3MOXKHOCTb MOJIKIIOUHTh-
cs1 K JIBC u ycraHoBua Heo6XoMMOe MporpaMMHoe obecrieueHne, To OH 6e3
oco0oro Tpyjaa Moxker cobupaTh MHpOpMalMio 0 paboTe MoJb30BaTeNeH CeTH,
3arycKaeMblX MPOTPAMMHBIX TPOJAYKTaX, CO/lepKaHHUU pa3padaTbiBaeMbIX J10-
KYMEHTOB H T.TI.

Kpome Toro, 3/1I0yMbIlLIJIEHHUK HHOT/IA MOYKET BMELIUBATLCS B PAGOTY MOJIb-
3oBaresieil cetn. B uactHocTH, HekoTophle aTaku Ha cereBble OC HcCMosb-
3yI0T ¢J1aGOCTH MPOTOKOJNOB HAEHTH(HKALMH MoJydartesell U OTINpaBHTesel
uHpopmaumu B JIBC. [leso B TOM, UTO KaxK/bli TakeT, rnepeiaBaeMblil Mo
kaHasnam JIBC, cna6xxaercsi 3/1eKTPOHHBIMH CETEBbIMH aJipecaMi KoMIbloTepa-
OTIIPABHTENIS MTaKeTa M KOMITbIOTepa, KOTOPOMY STOT TaKeT NpeaHasHaueH. DTo
KakK ajpeca Ha TOYTOBBIX KOHBEpTax.

B nauane 90-x romoB mmpoko ucrosszobanack cereBasi OC Novell Net-
Ware ver 3.11. [Tosb3ysich c1aboCTbio peaJn30BaHHbIX B 9TOH CHCTEME CETEBbIX
MPOTOKOJIOB, 3/I0YMBILIJIEHHHK C MOMOLLbIO CMeLHaIbHON NPOrpaMmbl, MojaMe-
HSIOLLEH CeTeBble ajpeca, MO BblaTb CBOH KOMIMbIOTEP 3a KOMIbIOTEp, Ha
KOTOpOM paboTaeT Apyrol rnoJsb3oBaresb, B ToM uncje Cynepsusop [2]. [Tocae
yero Mor JaBaTbh CHUCTeMe JoOble 3aNpoChl HAa UCIOJb30BAHHE €€ PecypcoB,
3aBOJIMTH HOBBIX T0JIb30BATEJ/€H, YCTAHABINBATb WX MpaBa aoctyna. JlaHHbIi
crnoco6 MoJMEHbl CEeTEBbIX aJpPecoB MOJyuu/ Ha3BaHue «loJiaHacKas aTaka»
¥ LIMPOKO OMHUCAH B JHUTEpaType.

BoJiee Toro, npu padore ¢ Novell NetWare ver 3.11, noJsib3ysich ornucaHHbi-
MH BBILIIe cJIa6OCTSIMH, MOKHO 66110 co3aaBatsb B JIBC soxKHbIe cepBepbl (KOM-
MBIOTEPDI, T1€ HAXOAUTCST MH(OPMALHUS O MOTB30BATEISIX U OCHOBHBIE PECYPCHI
CEeTH) W HarpaBJsATh 3aMpoChl APYrUX MOJb30BaTeNel uepe3 CBOH KOMIMBIOTED.

PaccMoTpuM elle OfMH BaKHbIH BONPOC, CBSI3aHHBIA € 6€30MaCHOCTBIO
cereBbix OC. B GosbmnHeTBe coyyaeB KomnbioTepsl JIBC o6benuHsiores
B TPYIIbl, KOTOPbIE B PA3JHUHBIX CUCTEMAX HA3bIBAIOTCS MO-PAa3HOMY: MOJICETh,
JoMeH, paGouasi Tpynna U T. 1. OJHAKO YacTO 3TH IPYMIEl HMEIOT HEKOTOPYIO
o0lylo CTPYKTYpy. B rpymnmne BbiiesnsieTcest oiMH (HHOTAA HECKOJIbKO) MOLIHbINA
KOMIIBIOTED, Ha3bIBAEMbIH CEPBEPOM HJIM KOHTPOJJIEPOM JIOMEHA, KOTOPbIH OT-
BeyaeT 3a oblLyto GezonacHocTb. OcTasbHble KOMIBIOTEPHI (pabouke CTaHLMH)
npejaHa3HauatoTes i paboThl MoJb30BaTesel CeTH.

CepBep HeceT OTBETCTBEHHOCTh 3a paspellleHte CaHKIMOHHPOBAHHOTO J0-
CTyna K pecypcam Bcel Ipynrbl, HapuMep K XpaHsMMcs Ha HeM daitiam uiu
ceTeBbIM MpUHTepaM. OH OTBeUaeT W 3a JIOMYCK B CETb 3aPETMCTPUPOBAHHBIX
M0JIb30BaTeJIeH.
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Ecsn nosib3oBatesb XoueT BOCMOJIb30BATLCS PeCypCaMn KOMITbIOTEPOB TPyT-
Mbl, OH JIOJLKEH OTIPABUTh Ha cepBep MH(OPMALMIO, MOATBEPKIAIOLLYIO CBOIO
noJUVIMHHOCTb. Kak y»ke roBopuJ/ioch Bblllle, Yallle BCEro 310 AeNaeTcs ¢ MoMO-
uibio napoJisti. [Tosb3oBaresnb Ha pabouel cTaHIMKM BBOJUT CBOM HMSI U MapoJib,
KOTOpble OTMPaBJSIOTCS Ha cepBep misi npoBepkd. CepBep cpaBHHBAET Mo-
JIyueHHble JJaHHbIE C XPAHSIIIUMCS y HEro 3TAJOHHBIM MapoJieM MoJb30BaTeNs
¥ M0 pe3ysibTaTaM MPOBEPKH TPUHHMAET pelleHHe O J0CTyNe MoJb30BaTels
K pecypcam rpyriibl.

Tak nocrynatoT cepepbl GOJNBUIMHCTBA COBPEMEHHbBIX OMEPalMOHHbIX CH-
crem. Ho mbl 3Haewm, uto uHdpopmals, nepejaBaemasi Mo KaHajaaMm JIOKaJbHbIX
BBIYHCJIUTEbHBIX CETeH, MOYKeT ObITh JIEMKO TepexBaueHa 3JI0yMbIIIJIEHHHKOM.
CuaienioBaTe IbHO, NapoJib NMOJL30BATE/s J0JKEH NepeaaBaThes ¢ paboueli cTaH-
MM Ha cepBep TaKUM 00pa3oM, UToObI, 1azKe NepexBaTHB €ro, UM HeJlb3si Obl10
BOCMOJIb30BaThCsl. 371€Ch HA MOMOLLb MPUXOMUT KpUNTorpadusi.

Pas6epem 3to Ha npumepe ceteBoil OC Novell NetWare ver 3.11.

3ameTum, uTo B Bepcud 2.12 3T0# cHCTeMbl MapoJib MoJb30BaTeds BoooLLe
nepenaBaJcsl B OTKpbITOM Buje. [{aHHoe 0O6CTOSITENbCTBO e1an0 BCe YCHIHS
Mo OpraHMW3allMi pasrpaHUuyeHus 0CTyna K HHGOpMalUUK COBEpLIEHHO Gecrno-
JIE3HBIMH.

B Bepcuu 3.11 6bl1 Hcob30BaH NPOTOKOJ Mepeiaud HHpOpMaLMK O Ta-
poJie MoJib30BaTeJIsi, COCTOSIIIMN U3 CJIeIyIOIINX [1aroB.

[llae 1. Tlosb3oBaTenb paboyell CTaHLMM B OTBET Ha 3aMpoc CHUCTEMbI
BBOJIUT CBOE HUM$1 U TapOJib.

llae 2. PaGouas ctanuus npeo6pasdyeT napoJib MoJb30BaTesl, BbIUHCIISS
MacCHB JIaHHBIX, Ha3bIBaeMblil 06pa30M WJIM CBEPTKOH MapoJisi.

[lae 3. Pabouasi ctaHuus 3anpalidBaeT y cepBepa pa3oBbli Kitou (cjy-
YyalHbIl MacCHUB JAHHBIX, HCIOJb3yeMbIH OJJHOKPATHO, /sl OIHOTO BXOJA MOJIb-
30BaTesisl B CUCTEMY).

[lae 4. C ucnosb3oBaHUeM Pa3oBOro KJioua M ob6pasa napoJsi noJb3oBa-
Tesist pabouast CTaHIUS BbIUMCJISIET Pa30Bbii GUJIET HAa BXOJL B CHCTEMY, KOTOPbBIH
OTMpAaBJISIET HA CepBep sl TPOBEPKH.

[llae 5. CepBep ocylllecTBJIsieT MPOBepKy GUJeTa W HanpasJsieT paboueit
CTaHUMHK cooOllleHHe 0 ee pedysbrarte. Ecay mpoBepka mpolia ycreuHo, To
MoJ1b30BaTe b MOJyyaeT pa3pelieHne Ha JOCTYN B CHCTEMY.

[1pu peanusaiuu JaHHOTO MPOTOKOJA pellajcs psijl 3a1au no oGecreyeHno
ero 6e30MacHOCTH, @ UMEHHO:

— c/lelaTb MaKCMMaJslbHO TPYAHBIM MOAGOP NapoJs MoJb30BaTeds 3/0-
YMBbIIIJIEHHHKOM, niepexBaTuBilnM B JIBC pasoBblil Kiou u GuseT;

— JI0OUTbCST HEBO3MOXKHOCTH MOBTOPHOTO HUCMOJIb30BaHUSA OUJIeTa J/Is MO-
JIydeHHs JI0CTyna K pecypcam CHCTEMbI.
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Kax BHIHO U3 omHcaHus TPOTOKOJIA, BTOPast 3aiaua Obl/1a yCIEIHO pelleHa.
[Ipn kax0M 3anpoce Mosib30BaTesst HA BXOJ B CUCTEMY OMJIET BbIUHC/ISIICS
C yuacTHeM Pa30BOro KJ/0Ya, a 3HAUUT, B JlajibHellleM OH He MOBTOPSICS U He
Mor GBITb HCTIOJIb30BAH ellle Pas.

Jl1s1 pelleHusi mepBoil 3ajauM B KayecTBe 6a30BOTO 3JeMeHTa MPOTOKOJA
HCIOJb30BAJICS KPUMITOTPAUUECKHI aJTOPUTM, YuacTBYIOLMH B mpeo6pas3o-
BaHUHU MapoJist B ero o6pa3 Ha [llaee 2 u B BblUMCIEHUH pa3oBoro Gujera Ha
Hlaee 4.

Asroput™ nepepabatbiBaeT MacCHB JAaHHbIX JUIHHON 32 Gafita, ero cxema
npuBesieHa HixKe (cM. puc. 1). Ha Heii:

Tab
0112 30131
B »A—B
Rl
A
mod 32 |
[ 11 [
A
Array |0]1]2 30|31 '_'ZOR
+
Elem
« +

Puc. 1. Cxema kpuntorpaduueckoro npeo6pagosanusi, crosbdyemoro OC Novell NetWare

Array — MaccuB JlaHHBIX M3 32 3/71eMeHTOB (6aiiToB), MocJe KaxJoro mara
paboTbl CXeMbl 3aMoJIHEHHEe MACCHBA CJBUraeTcst Ha OJIMH 3JIEMEHT BJIEBO, a B
Array|31] 3amucbiBaeTcst pesysbTaT MOOGUTHOTO CJOXKEHHS;

Tab — dpukcuposannas tabanua u3 32 sjeMeHToB (6alTOB), MOC/E KAXKIOTO
1ara paGoThbl CXeMbl 3arosiHeHHe TabJHLbl UUKINYEeCKH CABHraeTcsl Ha OJAMH
3JIEMEHT BJIEBO;

Elem — onyH syieMenT namsitu (6aiir);
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XOR — onepatisi NOGUTHOTO CJIOXKeHUsT GANTOB;

+ W — — onepauyu CJI0XKEeHUs U BbIUUTAHUS OAUTOB MO MO0 256 cOOT-
BETCTBEHHO;

mod 32 — onepalysi NoJIydeHHsl 0CTaTKa OT JesleHust Ha 32, pe3yJbTaT 3Tok
orepalyy UCIoJb3yeTCsl KaK HHIEKC Il BBIOOPKH 3JeMeHTa MaccuBa Array.

Cxema pa6otaer 64 Takra.

HecMoTps Ha KaxyLLylOCs CJI0KHOCTb CXeMbl, 0Ka3asoch, UYTO OHa COjep-
JKUT PsIJl HEOCTATKOB, MO3BOJISIIOUINX, MPH HEKOTOPBIX GJ1aronpUsATHBIX yCJ0-
BUSX, M0A0MpaTh NapoJib nosb3oBatess [2]. Hanpumep, 3/10yMbllIIEHHUK, Me-
pexBaTHB Pa3oBbIH KJI0U U GHJIET, MOT TOMBITATHCS B J100 MOA0OpaTh Maposb
nosb3oBatess. IIpy 9ToM OH MoOr HMCHOJb30BAaTh CJ0OBApH HaubGoJiee 4acTo
BCTpeUaloLKxcst napoJiell, kotopble J000H U3 Bac MoxkeT HallTw B Internet.
KoHeuHo, mapoJib He Jl060OTO MOJMbL30BATEs] yAACTCs TaKMM 00pa3oM Mojo-
6patb. Ho 310 cnaboe yrelenue.

Kakoti xxe MoXKeT ObITb HalJieH BBIXOJ /11 110Jib30BaTe el KesaloluxX Ha-
JIEXKHO 3alUTHTb CBOIO HH(OPMALHIO MIPH ee Tepesiaue Mo OTKPBITBIM KaHauaM
BBIUHCJIUTE/IbHBIX CETeH?

OTBer 3/16Cb OJIMH — MCMOJIb30BAHUE MPOrpaMM LIM(POBAHHUS, peasu3yio-
LLIMX HaJexHble KpUnrorpaguueckue ajJropuTmbl.

3aech MoxKeT ObITb MPEI0KEHO 1BA OCHOBHBIX MOAXOJA MO OpraHu3aluu
CHCTeMBI HIN(POBAHMSI:

— TIpeiBapHTeNbHOE MH(POBaHHe HH(POPMALMH TIepes Tepefadell ee 1o
ceTH;

— Tpo3pauHoe WHPPOBaHHE MAKETOB CETEBOr0 MH(MOPMALIMOHHOTO 0OMeHa.

[lepBbiit noaxon Haubodiee yno6eH B ry106aibHbIX HHOPMALMOHHBIX CETSIX,
Hanpumep Internet. CyTb ero B ToM, 4To MoJib3oBateu, NpeaBapuTebHO 0OMe-
HSIBIINCH KJI0OYaMH, IHQPYIOT CBOH aHHbIE, a TOTOM TEPEealoT UX 110 KaHalaM
CeTH CTaHAAPTHBIMH CpeJCcTBaMH (harsoBoro obmeHa. Boiroasl sToro noaxona
OUEBM/IHBI, OH MO3BOJISET MOJb30BaTENsAM, paboTalolumM ¢ padauudbiMu OC,
6e3 0co0bIX 3aTpaT 0OMEHUBATHLCS WH(PPOBAHHBIMU JaHHBIMH.

Tax paGoraioT nosb3oBatesu nporpammbl Pretty Good Private (PGP),
paspaboranHoil ®@uaunnom 3umMMmepmaHoM B Hauase 90-X rogoB M LIMPOKO
pacrpoctpaHeHHol Bo BceM mupe. PGP nosBosisier BoipaGaTbiBaTh HHAUBHILY-
aJibHble KJIOUH MoJb30BaTesel, 6e30MacHo UMH 0OMEHHBATLCS W 1IM(POBATH
JanHbie. B HeM peasnnsoBatbl airoput™ 6JiouHoro mugposanus IDEA u cxema
OTKPBITOTO pacrpeeseHust Kiaoueli RSA.

Ecau Bbl He noBepsiere PGP (1 310, No-BuaMMoMy, MpaBUIbHO), TO MOXKeTe
pazpaboraTh CBOM COOCTBEHHblE MPOTPAMMBI LIH(POBAHHUS, B3SIB 32 OCHOBY
TOJIBKO €ro 00LLyI0 CXeMy.

st padotsl B JIBC adpdexTnBHEE HCOMb30BaTh BTOPoil moaxoja. CBszaHo
9TO C TeM, YTO B JIOKAJbHbIX CETSIX MPOUCXOIUT AOCTATOYHO HHTEHCHBHBIN
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MH(POPMAIIHOHHBIH 0OMEH, ¥ MOSTOMY TpeIBapUTebHOE HIH(PPOBAHHE OKa3bl-
BaeTcsl HEYNOOHbIM U 3aHUMAET MHOTO BPEMEHH.

[IpospauHoe wiMdpoBaHue NaKeTOB ceTeBOro MHPOPMAUHOHHOrO oOMeHa
obecrieynBaeT 3allUTy He TOJBKO JAHHBIX (haH/IOB TMoJb30BaTesell, HO U Caly-
»KeGHOH MH(opMaLMu, nepetaBaeMoil no kaHajam JIBC, o uem noJsib3oBareib
MOXKeT M He Tojo3peBartb. Hampumep, B 3ToM ciyuae OyayT mudpoBartbes
JlaHHble O MapoJie MoJb30BaTe/isl, NepelaBaeMble Ha CepBep I MPOBEPKH,
JIaHHbIEe O 3ampocax MoJb30BaTelsl Ha JOCTYN K Pecypcam CHCTeMbl, a TaKxKe
JlaHHble, MOChIAaeMble Ha MeYaTh.

O/HaKO JaHHBIHA TOJAX0/ 3HAUHTEJBbHO CJOXKHee Julsl peaju3auunu. bosblie
TOTO, B HACTOSIIIlEe BPEMS CPE/IU PACTIPOCTPAHEHHbBIX Ha phiHKe ceTeBbix OC Het
HU OJIHOH, KoTopasi Obl NpefocTaB/isia M0Jb30BaTeNsIM TaKyl0 BO3MOXKHOCTD.
Ckopee Bcero, MosiBJeHHe JOCTYMHbIX CHCTEM MPO3PAuHOTo IIKMPOBAHUS Ta-
KeTOB — JieJ10 OJizKakiiero 6yayliero.

B ryio6asbHbIX ceTsX fesa ¢ TUM 0OCTOSIT 3HAUUTEJILHO Jiyullle. ¥Y2Ke 1ocTa-
TOUHO JIABHO TIOJIYUMJIH LIKPOKOE pacrpoCcTpaHeHHe MPOrpaMMHbIE TPOJYKTHI,
TMPeOCTABJISIIONIME MOJb30BATENSIM BO3MOYKHOCTh MPO3PAUHOTO HIH(PPOBAHHS
JlaHHbIX, NepenaBaembix Mo cetd. Hanpumep, Netscape Navigator, 3annmaio-
i 75 % pbiHKa nporpamm, npeaHasHadeHnbix as pacotsl ¢ World Wide Web
(WWW) ceru Internet u npoBenenusi uepes Internet pacueroB 1o KpeauTHbIM
KapToukaM, BKJouaeT B cebsl KPUNTOrpaUUecKyto MOJICHCTEMY.

Netscape HcrnoJb3yloT MWIIHOHBL JIIOJeH 10 BCeMy MHpPY, TeM He MeHee,
B 9TOH mnporpamMme OblIM HaifjleHbl CYLIECTBEHHble «JbIpbl». PaHHMe Bepcuu
Netscape conepkaju U3bsSHbI B IByX OCHOBHBIX 3J€eMeHTax Kpunrorpacguue-
CKOH MOJICUCTEMBI:

— coGCTBEHHO B CAMOM aJiIrOpUTMe MIN(POBaHMS;

— B QJIFOpPUTMe TeHepaluu KJouel.

[lepBbiil H3BSAH COCTOS B TOM, UTO JJIsl IIM(POBAHHS JIAHHBIX CETEBOTO
MH(popMalMoHHoro o6MeHa B mporpamme Netscape B BapuaHTe, npeaHasHa-
yeHHoM Jyisi sKcropra u3 CLIA (a ¥MeHHO UM GOJIBIIMHCTBO U T0JIb3YeTCsl),
peasnszoBaH ajroputM rammupoBanusi RC4 [5] ¢ kmouom 40 6um! Bosmox-
HOCTH COBPEMEHHOMH BBIUHCJIUTEIbHOH TEXHHKH TAKOBbBI, UTO KJIIOU TAKOH JJTUHbI
MOKHO OIpPEJIeNUTh MPOCTHIM NMepebOpPOM B TEUEHHH HECKOJIbKUX JHel. Kakoe-
TO BpeMsl Cpeid MnoJb3oBareseil cetu Internet naxke passepHysioch HeuTo Bpoje
COPEBHOBAHHUSI — KTO OBbICTpee CMOXKET HAHTH KJIIOY.

B wuiose 1994 ropa kiou ummdpoBanusi Obll BOCCTaHOBJIEH 3a 8 nHel
C MCMOJIb30BaHHEM OObEJIMHEHHBIX BBIUHCIUTENbHBIX pecypcoB 120 pabGouux
CTaHIMH W JIBYX MapaJjesbHbIX CYNepKOMIIbIOTEPOB.

B aBrycre 1995 rona nannasi 3ajaua Oblja pelieHa 3a TO »Ke BpeMs € HC-
nosb3oBanueM okoJio 100 KoMnblOTEpPOB.

B nekabpe 1995 rojna oaun cynepkomnbiotep nogo6pas Kjwou 3a 7 JHel.
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Bropas «ablpa» B cucTeMe 3alluThl Oblia BhisiBJeHa y mporpammbl Netscape
(Bepcust 1.2) nBymsi crynentamu KasudopHuiickoro yHuBepcuTeTa B CeHTsIOpe
1995 rona. CyTb ee B TOM, uTO ObLIM OOGHAPYXKEHbI CYlIeCTBEHHblE Caa60-
CTH B aJTOPUTME TeHepallld Kitouel 1udpoBanusi. Kitou Jo/KeH SBASTbCS
cyvaitieiM yncsioM. B Netscape isis ero Bbunc/ieHns1 ObUT peasii30BaH aJro-
PUTM IeHepaLMy «CJlydalHbIX» YMces, OCHOBAHHLIN HA 0KA3aHUU BHYTPEHHErOo
TaliMepa W 3HaUEHHSIX CETeBbIX aJpecoB. B peaysbraTe aHaan3a MU OblJl MTPeJi-
JIOXKEH aJIrOpUTM 1oa60pa KJIloua B TeUEHHE BCETro OIHOH MUHYTbI, a TPOrpaMma,
peasiuayrollas JaHHbI aaroputm, 6blia onybJukoBaHa B Internet.

§ 5. BmecTto 3akJaoueHus

[Mosie3Hble coBeTbl

1. «botitech nanaiiues, napbl npuHocsiux». He BepbTe TOMY, KTO 3aBEpsieT
BaC, UTO OH CrocoGeH HaJeKHO 3alMTHTb Bauld cekpeTbl. OH Ju60 GesHa-
JIeXKHBIH Tyynett, Ju6o Ball KOHKypeHT. CrieuuaJsucet B Jo6oi cutyaunu Gyjer
BbICKA3bIBaTh COMHEHHsI B HAJIEKHOCTH MpeJaraeMol UM 3alldThl U YK, T10
KparHel Mepe, yKaXKeT BaM ee BO3MOXKHbIe CJ1a00CTH.

2. He 6ynpre camoyBepeHHbl W He TUTaiTe WI03uH. He paccuutbiBaii-
Te TIOJHOCTBIO HA CBOH HHTEJJIEKT M coobpasutenbHoCcTb. Co BpeMeHeM Bac
OCEHHT, U Ballle OCTPOYMHE MOJCKaKeT BaM, B UeM claboCTH B MpPeaJIoKeHHOH
BAMH KOHCTPYKLHMH BeJOCHIEA.

3. Kak MoxHO MeHbllle peksambl. He xBacraiitecb CBOUM aJIrOPUTMOM
1 BooOlle cTapaiTech KakK MOXKHO MeHbllle MOKasblBaTh APYTHM CBOIO MPO-
rpammy. Caienyiite adhopuamy Jlona Xyana: «He pacxsasiiBaiite B Kpyry apysei
JIOCTOMHCTB cBoell cynpyru. OuH U3 HUX HAaBEPHSIKA 3aX0UeT B 3TOM YOeIUThCs
CaMOCTOSITeNILHO.

4. He ynono6asiiitech yuenbim. Jlaxe ecsii BaM y1aJ0Ch 10Ka3aTh TeOpeMy
0 TOM, UTO 3aJaua BCKPBITHS Balllel CHCTEMbI 3alUThl aATOPUTMHUUYECKH Hepas-
pelnMa, He pacchabnsiiteck. [lonpo6yiiTe MOHATH, MOUEMY He BbIMOJHSIOTCS
YCJIOBHSI IOKa3aHHOH BaMH TE€OpEMbl.

5. 3aumra 3aumthl. Co31aB HAUJYULIYIO CHCTEMY 3allUThl, TPOBEPBTE, 3a-
ILIMIIEeHa JIH OHa.

OTBeT Ha mepBblit BONpocC

Hano Tak Hanucatb nporpammy wudpoBaHusi, uToObl nocje N HeylauHbIX
TOMNBITOK BBOJA NapoJisi Ha AOCTYI K KJIIOUEBOH JUCKETE KJIOY C AUCKETbl CTH-
pascst. Ecau uncsio N CAHLIKOM BeJMKO, 3/I0YMbILIJIEHHHK, BO3MOXKHO, CyMeeT
nono6path naposib. A ecsu N CJMIIKOM MaJsio, MOXKET CJIYUHThbCS TakK, U4TO Bbl
CaMH cJIydaliHO UCTIOPTHTE CBOIO KJIOueByto auckeTy. Llenecoobpasno BeiGpaTh
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sHauenve N B uHTepBase 5 < N < 100. Ilaposb Ha nocTynm K JucCKeTe He
00513aTe/IbHO J1€/1aTh OUeHb JJIMHHBIM U CJIOXKHBLIM. [J1aBHOE, YTOOLI €ro HeJib3sl
Obl710 yragath 3a N MOMbITOK.

OTBeT Ha BTOPO# BOMpPOC

Hano cuutath cayuaiiHo# BeJUUHHON He UHTEPBAJ BPEMEHHU MeXy MocJe-
JIOBaTeJbHbIMH HAXKATHUSIMU KJABHIL, a CyMMY 71 MOCJe0BaTeNbHbIX UHTEPBA-
JoB. JIpyruMu cJiIOBaMH, HOBbIH uJjieH No0aBJjsieTcsl B CJAyyaiHylo MocJ/enoBa-
TeJIbHOCThb He MPH KaX/IOM HaXKaTHH MOJb30BaTeseM KJIaBUIIH, a TIPH KaxKJ0M
1-M Haxkatuu. Yucsio n MoxkHO B34Th B auanasone b < n < 10. Ecan n coui-
KOM MaJo, IUCKPETHOCTb COXPAHUTCS, a €CJIM CJAULIKOM BEJHKO — KJio4 OyaeT
BbIpa0aTbiBATbCS CJULIKOM MeajeHHO. KoHeuHo, o6e mocTaBJjieHHble 3ajauu
MOXKHO PelUUTb U JAPYTUMH CocoOaMH.
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Inmasa 7

OaumMnuanabl no Kpuntorpaduu
A8 WKOJbHUKOB

[Ipeaucaosue

C 1991 . Muctutyt Kpunrorpaduu, cesiau 1 uHpopmatuku Akagemun @ChH
Poccuiickoit ®enepalinu MpoBOJHT €XKErojiHbIe OJMMIUAJbI 10 KpUnTorpagpuu
¥ MareMaTHKe JJIs IIKOJbHUKOB T. MockBbl W [logmockoBbst. Ton ot rona
pacTeT MOMyJsiPHOCTb STUX OJIMMITHAJ, O UeM CBHUIETEJNbCTBYET, HAIIPUMED, TO,
YTO B MOCJEHEN U3 HUX MPHUHAO yuacThe 6oJiee MATHCOT WKOJIbHUKOB 9—11
kaaccoB. Onumnuazbl Mo Kpuntorpadud M MaTeMaTHKe BbI3bIBAIOT MHTEpPeC
y LIKOJILHHKOB HeOOBIUHOCTbIO CBOero »xkaHpa. Kpome Toro, npusepam npeuo-
CTaBJISIIOTCS JILTOTBI TIPU MOCTYIJIEHHH B BY3bI.

[IKo/MIbHUKKM UYacTO CHpalIUBalOT, ¢ KaKOH JIUTEpaTypoll MO KPHUITOrpa-
(UK UM caellyeT TO3HAKOMHUTbLCS, UTOOb! YCTEUIHO BBICTYNHTb HA OJHUMITHAJIE.
Hukakux creuuaJsibHbIX 3HAHWH JUI pellieHus 3ajau He TpeOyeTcsi — B 3TOM
Bbl yOeuTeCh, 03HAKOMHUBIUHUChL € 3aayaMH, KOTOpble MPUBOAATCS B JAaHHOM
rjaBe. Bmecte ¢ TeM, Mbl He MOXKEM OTPHLIATDH, UTO MPEABAPUTEILHOE 3HAKOM-
CTBO C KpunTorpadueil noje3Ho XoTs Obl UMCTO MCHXOJOTHUECKH, MOCKOJbKY
«BHEILHHI BUJI» 38714 MOXKET T0Ka3aThCsl HeOObIUHbIM. MHOTHE 3a/1auk Hallel
oJIMMIMaJIbl — Kpunrorpagpuueckre. YacTb 3a1au UMeeT KpUMTOrpadUuecKyo
OKpacky, HO UX CyTb — MaTeMaTHuecKasl. OTesbHble 3a1aud — YUCTO MaTeMa-
THUECKHE.

[Ipu moJBe/leHHH MTOTOB KaX<JIOH OJIMMITHAJbI Mbl 3HAKOMHM YUYaCTHHKOB
¢ OOIIEIOCTYMHLIMH KHHTAMH 110 KPUMITOrpaduu, KOTOPbIX B MOCJEIHHE TOJbI
NOSIBUWIOCH J0CTATOYHO MHOTro. OJIHAKO 3TH KHHUTH JIMOO CJIMIIKOM CJIOKHbI
JUISl 1IKOJIbHUKOB, JIHOO MOBEPXHOCTHBI MJH HELOCTATOUHO TMOJIHBI, JMOO Ma-
Jgopoctyntbl. [TosToOMy aBTOpBI HaCTOSILLEH [VIaBbl NOCTABHJIM Mepell co00H 1Be
OCHOBHbIE 1I€JIH: BO-TIEPBbIX, MPEJJIOKUTL 3JIEMEHTAPHOE BBEJIEHHE B KPHII-
TOrpauio, UCMOJIb3ys MPH ITOM UyJeCHbIE JETEKTUBHbIE CIOXKETbl M3BECTHBIX
npoussenenuit JK. Bepna, A. Konan o#ina, 3. 1o, B. KaBepuna, cBsizanmbie
C 321U POBAHHBIMU COOOLIEHHUSMU; BO-BTOPBIX, MPUBECTH YCJOBHS 3a/1au BCEX
HALIKWX OJIMMITUAJL C OTBETAMH W PelLleHHSIMH.
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§ 1. Beenenue

Ecsin Bbl XOTHTE MepenaTb cBoe TeKCTOBOe cooOlleHHe (rocJsenroBaresb-
HOCTb CHMBOJIOB HEKOTOPOro ajdasuTa) ajgpecaTy Tak, 4ToObl OHO OCTaJ0Ch
TalHBIM VIS TOCTOPOHHHUX JIML, TO Y BAaC €CTb M0 KpaHHeHl Mepe JBe BO3MOXK-
HOoCcTH. Bbl MOXeTe MombITaThCsl CKPbITh CaM (pakT nepeaud TeKera, TO eCTb
npuOerHyTh K MeTojaM cTeraHorpaduu, B apceHajie KOTOPOH — CUMIMaTHue-
cKHe (HeBHAMMble) UepHHJIA, MUKPOTOUKH M TOMY NojpoOHble cpeacTBa. pyras
BO3MOXKHOCTb 3aKJ/IIOUAeTCsl B MOMBITKE CKPBITh CMbIC/J COOOIEHHST OT TMOCTO-
POHHHUX JIML, CJy4alHO WJHM HAMEPEHHO MO3HAKOMHUBLINXCA C MepelaBaeMbIM
TeKCTOM. B 3ToM cJjiyuae Bbl MoxKeTe MPUOETHYTb K METOJaM KpUNTOrpadui.
TepmuH «Kpunrorpadusi» NPOUCXOMUT OT ABYX 'PEUECKUX CJIOB: «KPHIITOCY» —
TalHa M «rpadeiiH» — nucarb ¥ o3HauyaeT TailHomuchb. «TafiHonuch» Kak pas
¥ TMOJIpa3yMeBaeT, UTo Bbl CKPbIBAe€Te CMbBIC/ CBOEr0 COOOLIEHHS.

Coobl1eHne, KOTOpoe Bbl XOTUTE TepesiaTh ajipecary, OyleM HasblBaTbh OT-
KpbIThIM cooOllleHeM. Hanpumep, B 3amaue 2.5 (pasnes «YcioBusi 3aaaux»)
OJIHUM M3 OTKPBITbIX COOOLIEHUH sBJsieTCs (pasa:

KOPABJIM OTXO0JAT BEYEPOM

Jlaist coxpanenusi coobliienus B TakiHe OHO npeo6pasyeTcst Kpunrorpaduue-
CKMMM METOJlaMH M TOJILKO I10CJjIe 9TOro nepenaercs aapecaty. [Ipeo6pasoBaHn-
Hoe cooOlllleHre OyJieM Ha3biBaTh LIMPPOBaHHBLIM cOOOLIeHHeM (KK 3alud-
poBaHHbIM cooOblleHHeM). [Ipyroe Ha3BaHHe 3alIMPPOBAHHOTO COOOGLIEHUS —
Kpuntorpamma (uiau wmdpreker). B 3anaue 2.5 3aumdpoBaHHoe coobliieHne
BBITJISIIMT TaK:

KMATBHIMCATIKTTICT X CLILI

3aiudpoBanHoe cooblieHre He 0053aTeNbHO JIOJKHO ObITh MOCJe10Ba-
TeJIbHOCTbIO OYKB, KaK B YKasaHHOH Bbillle 3ajave. Yacto 3auimdpoBaHHOe
COOOIIIeHHEe MOXKET TIPEJCTaB/IATh COOO0M MOC/Ie0BATEILHOCTD LMD WK Crie-
LMaJIbHBIX 3HAKOB (HATpUMep, «IJISIIIYIIMX YeJOBEUKOB»).

[Ipoiecc npeoGpazoBaHus OTKPLITOro cooOllleHHs B HGPOBaHHOE OyleM
Has3bIBATb UiUppoBaHLeM W 3auugposarnuem. Anpecary 3apaHee coobiia-
eTcsl, Kak U3 HIMGPOBAHHOTO COOOIIEHUST MOJIYYHTh OTKPbITOE. DTOT Tpolece
NoJy4eHHst HCXOJHOTO COOBIIEHHsT HA3bIBAIOT dewiudhposaruem uiu paculigh-
posanuem.

[1pu BbIGOpE MpaBuJa WHGPOBAHUS HAJIO CTPEMHUTBLCS K TOMY, UTOObI TOCTO-
pOHHME JIMLIA, He 3HAOLIMe MPpaBuJIa paciiudpoBaHusi, He CMOTJIH BOCCTAHOBUTh
Mo KpUNTOrpaMMe OTKPbIToe cooblieHre. B 3TOM cjiyuae Bbl CKPOETE CMbICI
co00111eHHUs] U ob6ecrneunTe «TalHOIUChH>.
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st yno6erBa pasnbHelilero nanoxeHust 0603naulM 6yksoil A — oTKpbiTOE
cooblieHue, B — uiMdpoBanHoe cooblieHue, [ — npaBuiio WKUPpPoBaHus, g —
npaBuiio paciuudpoBanus. B s3Tom ciydae saumdpoBanue OTKpbITOro coo6-
ueHust A B ummcppoBaHHoe cooblieHre B Mo:KHO 3amucaTb B Bune f(A) = B.
O6parHoe npeoGpazoBanue (TO eCTh MOJyYeHHe OTKPLITOTo cooOiIeHust A my-
TeM pacivdpoBanusi B) sanuiiercs B BUJe CooTHolleHust g(B) = A.

[IpaBusio 3auindpoBanus [ He MoxKeT ObITb MPOU3BOJBHBIM. OHO JOJIKHO
ObITb TaKUM, UTOOBI 10 LIMPPTEKCTY B ¢ MOMOLIbIO TpaBuUaa paclindpoBaHus
g MOKHO GbLJIO0 0JIHO3HAYHO BOCCTAHOBHUTH OTKpBITOE coobiienure A. OxHorur-
Hble TIpaBHJa 3aln(poBaHHsl MOKHO O0ObeIMHNTh B KJacchl. BHyTpu kmacca
NpaBusia pasanyaloTcsl MeKay co0OH Mo 3HAUEHHSIM HEKOTOPOTO MapaMerpa,
KOTOpOe MOXKET ObITb Uhc/oM, Tabsuiell u T. 1. B kpunrtorpaduu KoHKpeTHOE
3HaueHHe TaKOro napamerpa oObIUHO HA3bIBAIOT KaroyoM. 1o cyTu nena, KJjiou
BbIOUPAET KOHKPETHOE MpaBuJIo 3alliMdpoBaHusl U3 JAHHOTO Kjacca MpaBuJl.

3auem noHano6UI0Ch BBOJUTH MOHATHe Kioua? EcTh mo Kpafined mepe
JBa 06CTOSITENLCTBA, KOTOPBIE TMO3BOJSIOT MOHSATh HEOOXOAUMOCTh 3TOT0. Bo-
TMepPBBIX, 0OBIYHO HIH(POBAHKE TPOU3BOAUTCS C HCTIOJIb30BAHHEM ClELHAJbHBIX
YCTPOKUCTB. ¥ Bac 10/KHA ObITb BO3MOXKHOCTb H3MEHSITh 3HAUEHHE TAPaMETPOB
yCTPOHCTBa, uTOObl 3alIMdpoBaHHOE cOOOlleHHEe He CMONIH pacluupoBaTh
Jlazke JIMLA, HMEIoLIMe TOUHO TaKoe »Ke YCTPOUCTBO, HO He 3Halollle BbIOpaH-
HOTO BaMH 3HaueHHs Mapamerpa. Bo-BTOpBIX, MHOTOKpaTHOE HCIMOJIb30BaHHE
OJIHOTO ¥ TOTO »Ke TpaBWJa 3aln(poBaHus f sl 3alIM(pPOBAHUS OTKPHI-
ThIX TEKCTOB CO3/IA€T MPEANOCHIIKH /IS MOJYyUeHHs] OTKPBITBIX COOOILIEHHH MO
wdpoBaHHbIM 6€3 3HaHUS MpaBua paciundpoBanus g. [losTomy Heo6xo1UMO
CBOEBPEMEHHO MEHSITb NMPABUJIO 3alIMPPOBAHMUSI.

Mcnonb3yst moHsATHE KJIoua, Tpolece 3alMppoBaHHs MOXKHO OIHCATh
B BHJI€ COOTHOIIEHHSI

frx(A) =B,

B KOTOPOM Of — BbIOPAHHbIH KJOU, H3BECTHBIH OTIIPABUTEJIIO U ajipecaTy.

J71st Kaxkoro Kitoua o g prpeoGpazoBaHue fo TOMKHO ObITh 00PATHMbIM,
TO eCTb JOJIKHO CYLLeCTBOBAaTb oOpaTHoe npeobpa3oBaHUe Gy, KOTOPOe IpH
BBIOPAHHOM KJIOUe O OJHO3HAUHO OTpefeNsieT OTKpbiToe coobiienne A mo
1ndpoBaHHOMY COOOLIEHHIO B:

ga(B) = A.

COBOKYMHOCTb MpeoOpa3oBaHuil fy U HAOOP KJtOUel, KOTOPbIM OHH COOTBET-
CTBYIOT, Oy/1eM Ha3blBaTb UUDPOM.

Cpenu Bcex 11M(POB MOXKHO BbIAENUTh JIBA GOJbLIMX Kjacca: WHgpbl Me-
PECTaHOBKH M LIU(PBI 3aMeHBI.
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Hlugpamu nepecmaroski Ha3pIBAIOTCS TakKe MHQPLI, Tpeo6pasoBaHUs
13 KOTOPbIX MPHUBOJAT K H3MEHEHHIO TOJbKO MOPSJKA CJeL0BAHUS CHMBOJIOB
uexoaHoro coobuenust. [Ipumepom npeoGpasoBaHusi, KOTOPOE MOXKET Colep-
»KaTbes B WIHGpe NMepecTaHOBKH, sIBJsETCS cieytolee npasuio. Kaxnas Oyk-
Ba HCXOAHOr0 COOOLLEHHS], CTOSILLASI B TEKCTE HA MO3ULMK C UETHBIM HOMEPOM,
MeHsleTCsl MEeCTaMU ¢ INpeaulecTsyollell eil OykBoil. B sToM ciyuae sicHo, uTO
¥ MCXOJHOE, U WH(POBAHHOE COOOILIEHHE COCTOSAT U3 OJIHUX U TeX Ke OYKB.

Hlugppamu 3amenol HA3bIBAIOTCS Takue WIKPDI, TPeoOpa3oBaHus U3 KOTO-
pbIX MPUBOIAT K 3aMEHE KaK0ro CUMBOJIA OTKPBITOro COOOLIEHHS Ha ApYyrue
CHMBOJIBI — HIH(po6o3HAUEHHS], TIPHUEM TIOPSIOK CJlefloBaHus H(pobo3Ha-
UeHUH coBMAjaeT ¢ MOPALKOM CJIeJOBAHHSI COOTBETCTBYIOLLMX UM CHUMBOJIOB
OTKPBITOrO cooblleHus. B kauecTse nnpumepa npeo6pa3oBaHusi, KOTOPOE MOKET
cojiepXKaTbesi B WIM(pe 3aMeHbl, MpUBeleM Takoe npaBuso. Kaxknas Oyksa
MCXOJIHOTO COOOLLEHHs] 3aMeHsIeTCsl Ha ee TMOpPSIIKOBLIH HoMep B aJjdaBuTe.
B sToM cayuae vcxonHblil 6YKBEHHBIH TEKCT Npeo6pasyeTcsi B UMCJIOBOH.

Kak mpaBusio, B 3a1ayax oJMMIHMAL IIH(GP H3BECTEH, a HCIOJb30BAHHBIH
KJII04 — HeT. Il ompesesieHHs] MCXOMHOTO TeKCTa MO MIH(POBAHHOMY TIpH
HEU3BECTHOM KJl0ue BO3MOXHbI JIBa MOJXOJA: MEPBbIH — OMPENEIUTb KJIou
¥ 3aTeM HaHTH HCXOjHOe cooOllleHHe paclinpoBaHUeM; BTOPOH — HAHTH HC-
XoJHoe coobuleHne 6e3 onpesenenus kiaoua. [Toayuenne oTkpbiToro coobuie-
HUs1 M0 WH(poBaHHOMY 6e3 3apaHee M3BECTHOrO KJll0Ua Ha3blBAETCS BCKPbL-
muem wugpa, B oTIMUKHE OT paclinpoBaHUS — KOTrJa KJou u3BecTeH. Bo
MHOTHX CJlyuasix BCKpPbITHE 1Mdpa BO3MOXKHO, UTO H JI€MOHCTPUPYIOT MoGean-
TeJIM HAUIUX OJIMMITHA]I,

[Ton crofikocTbio wMpa, Kak MpaBU/IO, MOHHMAeTCs CrnocoOHOCTb MPo-
THBOCTOSITH TIOTIBITKAM MPOBECTH ero BCKpbiTHe. [1pn anasnuse mmdpa o6bu-
HO HCXOJST M3 MPHHLMNA, copMyanpoBaHHoro rosanaueM Orioctom Kepk-
rocpdpcom (1835—1903). CornacHo 3TOMy MPHUHLMIY MPH BCKPBITHH KPHUMTO-
rpaMMbl TPOTHBHUKY M3BECTHO O LIM(pe BCe, KPOME HCMOJb3YEMOro KJjioua.
OnHOll M3 eCTeCTBEHHBIX XapaKTEPUCTHK LlMdpa SIBJASETCS UMCIO €ro BO3-
MOKHBIX KJlloueil. Benp BCKpBITHE HIH(pPa MOKHO OCYIIECTBJSTH MepeGopoM
BCEX BO3MOXKHBIX €ro KJjioueid. Mbl y:Ke rOBOPHJIH, UTO B NPHUBOJAMMBIX HHXKE
3ajauax OJNMMITHAJ, Kak MpaBHJIO, LIH(P M3BECTeH, HO HEH3BEeCTeH BHIOpaH-
HBIH KJIIOY, UTO cOOTBeTCTBYeT npuHumuny Kepkroddcea. Tak, B 3anaue 4.4 Bce
JIeJI0 CBOJUTCSL K nepebopy 24 pas/HuHbIX BapUaHTOB KJloua, H3 KOTOPBIX
TOJIBKO OJMH JaeT uuTaeMblil TeKCT. [103TOMy MHOrMe YUacTHMKH OJIMMIHAbl
CMOIVIM BOCCTAHOBHUTb COOOLLEHHE HA JIATHHCKOM f3blKe, JaxKe He 3Hasi 3TOro
s13bIKa.

[Toguac cmewnBaloT ABa NOHATHSA: wupposarue v Koduposarue. Mbl
yKe JIOTOBOPHJIUCH, UTO JJIsi LIM(POBAHUSA HANO0 3HATb LIH(PP U CEKPETHbIH
KJtou. [Ipu KolMpoBaHHUKM HET HHUUYEro CEKPETHOro, €CTh TOJbLKO OMpeseseHHast
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3aMeHa OyKB HJIH CJIOB Ha 3apaHee omnpejieseHHble CHMBOJBL. MeTospl Koaupo-
BaHWSl HaTpaBJjieHbl HE Ha TO, UTOObI CKPbITh OTKPbITOE COOOIIEHHE, a HA TO,
yTOObl MPEACTABUTD €ro B 6oJiee yI10OHOM BUJE VISl TEPENAuM M0 TEXHHUUECKHM
CpelCTBaM CBSI3H, JIJIsl YMeHbILIEHHS] JUIMHbI COOOlIeHUsT U T.J. B npunumne
KOJIMPOBaHUE, KOHEUHO K&, MOXKHO paccMaTpuBaThb Kak WHGpP 3aMeHbl, s
KOTOPOTO «HAGopP» BO3MOXKHBIX KJIOUEH COCTOHUT TOJBbKO M3 OJHOT0 KJova
(Hanpumep, 6ykBa «a» B a36yke Mop3e Bcerjia KOJUPYeTcsl 3HaKaMU @ == [ 3TO
He SIBJISIETCS CEKPETOM).

B HacTosiiee Bpems /sl 3aLIMThl HH(OPMALMK LLIMPOKO HMCMOJb3YIOTCS
3JIEKTPOHHbIE H(POBa/bHbIe YCTPOHCTBA. BaXkHOH XapaKTepUCTHKOH TaKHX
YCTPOUCTB AIBJISIETCS HE TOJbKO CTOMKOCTD peasn3dyeMoro uudpa, Ho U BbIcOKast
CKOPOCTb OCYIIECTBJIEHUS MPOLECCOB HGPOBaHUS W paciiudpoBanus. s
co3/1aHusl U obecrevyeHrsi TPaMOTHOH 3KCIJlyaTauUMM TaKOH TeXHHUKH LLIHPOKO
MCMOJIb3YIOTCSl JOCTHXKEHHSI COBPEMEHHOH KpuMTorpaduu, B OCHOBE KOTOPOH
JIeXKaT MaTeMaTHKa, HHopMaTHKa, (PU3HKa, 3JEKTPOHUKA U JIPYTHe HAyKH.

CoBpemennasi kpunrorpadus 6ypHo pa3BuBaercs. B Hell mosiBasiioTcst HO-
Bble HanpasJeHus. Tak, ¢ 1976 rona pa3BuBaeTcsi «OTKpbITasg KpUNTOrpapus».
Ee oTsiMunTeIbHON 0COOEHHOCTBIO SIBJSETCS pasjeseHue KJlouel s saung-
poBaHus U paciundpobanus. [1pu sTom Kitou auist 3auindpoBanus He TpedyeTcs
Jle/1aTh CEKPETHbIM, 6oJiee TOro, OH MOXKeT ObITb 0OLLENOCTYMHBIM U COJlep2KaThb-
csl B TesieDOHHOM CIpaBOUHHKE BMecTe ¢ (paMuJIneil 1 aJipecoM ero Bjajesblia.
[TonpoGHee 06 3TOM M JAPYrHX COBPEMEHHBIX 3aJauax KpUNTOrpadpuu MOXKHO
npounTath B ryaBax l, 2, 3 3T0# KHUTH.

Hapsiny ¢ TepmuHOoM «kpuntorpacus» B JUTEPaType BCTPEUAETCS TEPMHH
«KPHUITOJIOTUS», TaKKe MPOUCXOMASLIMA OT IpeyecKUX KOpHEeH, O3HaualoLUX
«TaUHBIH» W «CJOBO». JTOT TEPMHH MCIIOJIb3yeTcsl JIsi 0603HAUEHHST BCEH
06J1aCTH CeKpeTHOH CBfI3W. KpuNTOJIOTHIO Je/IT HA JBEe YacTH: KPHUITOrpa-
¢uto W kpunrtoaHanaus. Kpunrorpad nbitaeTcs HaWTH MeTOJbl oGecrieueHus
CEKPETHOCTH COOOIIEHHH, KDUMTOAHAJIUTHK TIBITAETCS PH HEU3BECTHOM KJIIOUe
BBIMIOJIHUTL 0OpaTHyto 3aaauy. [Ipy 3ToM yacTo roBopsiT, UTO KPUMNTOAHAJIUTHK
BCKPbIJI LIKQP, XOTs yallle OH BCKPbIBAET KJIIOU 3apaHee H3BECTHOTO IIHpa.

§ 2. lWudpbl 3ameHbl

Haunbosiee M3BeCTHLIMH M YacTO HCMOJb3yeMbIMU IH(PaAMU  SIBJSIOTCS
1wndpbl 3amMmeHbl. OHH XapaKTepU3yTCst TEM, UTO OTJIe/IbHbIE YaCTH COOOIIIEHHS
(ByKBbBI, CJIOBA, ...) 3aMEHSAIOTCS Ha KaKHe-JHOO0 JApyrue OYKBbI, UMC/Ia, CUMBOJIbI
u T.1. [1pu sToM 3ameHna ocyuiecTBJsieTcst Tak, 4ToObl MOTOM MO HIHGPOBAH-
HOMY COOOIIEHUI0 MOXKHO ObLJIO OJIHO3HAYHO BOCCTAHOBUTH IMepelaBaeMoe
coo0b11eHHe.
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[Tyctb, Hanpumep, 3aumpoBeBaeTcst COOOIIEHHE Ha PYCCKOM SI3BIKE H MPH
3TOM 3aMeHe MOJIEXKUT Karkaast 6ykBa coobiienus. PopmanbHO B 3TOM ciyuae
1M 3aMeHbl MOXKHO OMMCaThb cJjeyoluM obpasoM. s kaxkaoi OyKBbl o
MCXOJHOTO ajipaBUTa CTPOMTCS] HEKOTOPOE MHOXKECTBO CHMMBOJIOB My Tak, uTo
MHOKecTBa My M Mg nomapHo He mepecekalotcs TpH o 7 3, To ecTh JioGble
JIBa pa3J/iMuHble MHOXKECTBA He COepKaT OJMHAKOBLIX 3/1eMeHTOB. MHOXKeCTBO
M, Ha3bIBaeTCsl MHOXKECTBOM LIM(po6o3HaUeHNH 17151 GYKBBI .

Ta6auua

a 9] 8 1

(1)
Mo | Mg | My | ... | M,

SIBJISIETCS] KJIIOUOM LMpa 3aMeHbl. 3Hast ee, MOXKHO OCYLIECTBUTb KaK 3alltd-
poBaHHe, TaK U paclpoBaHHe.

[Tpu sammdposanun kKaxkaast 6ykBa o OTKPBITOTO COOOIIEHHS], HaUHHAS
C NMepBOH, 3aMeHsieTcs JIIObIM CHMBOJIOM H3 MHOXKecTBa My. Eciin B coobuie-
HUH COJIEP2KUTCST HECKOJIbKO OYKB O, TO KaK/asl U3 HUX 3aMeHsieTcsl Ha Jilo6oi
cuMBOJ U3 My. 3a cyeT 3TOro ¢ MoMolLbIO OJHOro KJoya (1) MoKHO MOJyuHTh
passiMuHble BapHaHTbl 3alIM(POBAHHOTO COOOIIEHHsT IJIsT OJHOTO U TOTO XKe
OTKpbITOro coobuleHusi. Hanpumep, ecsin kitouom siBjsieTcst Tabsuua

a 6 B ' I e X 3 ¥ K I M H O I P
21 37 14 22 01 24 62 73 46 23 12 08 27 53 35 04
40 26 63 47 31 83 88 30 02 91 72 32 77 68 60 44
10 03 71 82 15 70 11 55 90 69 38 61 54 09 84 45

c Ty ¢ x m W m m B H b 3 0
20 13 59 25 75 43 19 29 06 65 74 48 36 28 16
52 39 07 49 33 85 58 80 50 34 17 56 78 64 41
89 67 93 76 18 51 87 66 81 92 42 79 86 05 57

TO CcooOlIeHHe «s1 3HAKOM ¢ LIM(paMu 3aMeHbl» MOXKeT ObITh 3allM(poBaHO,
HanpuMep, JII0ObIM H3 CJEYIOLIMX TPeX crocoboB:

16 55 54 10 69 09 61 89 29 90 49 44 10 08 02 73 21 32 83 54 74
41 55 77 10 23 68 08 20 66 90 76 44 21 61 90 55 21 61 83 54 42
57 30 27 10 91 68 32 20 80 02 49 45 40 32 46 55 40 08 83 27 42

Tak kak mHoxectBa M, Mg, My, ..., M, nonapHo He nepeceKaloTcsi, TO
Mo Ka)JIoOMy CHMBOJIY ILIHU(MPOBAHHOTO COOOLIEHHS] MOXKHO OJIHO3HAUHO OMpe-
JIeJIUTh, KAKOMY MHOKECTBY OH TPHHAJJIEXKUT U, CJIEIOBATE]bHO, KAKYI0 OYKBY
OTKPBITOrO cO00lleH!s1 OH 3aMmeHsieT. [loaTomy paclindpoBaHue BO3MOXKHO,
1 OTKPBITOE COOOGIIeHHE OTIpeJeisieTCsl €IMHCTBEHHBIM 06pPa3oM.
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Yacro My coctout U3 oaHoro s/aemenra. Hanpumep, B pomane JK. Bepua
«[lyrewectBue K LeHTPY 3eMan» B pykH npodeccopa Jlnaen6poka nonaaaer
TepraMent ¢ PpyKOIHChIO W3 3HAKOB PyHHUECKOro nmucbMa. Kaxkioe MHOXKeCTBO
M, COCTONT M3 OJIHOTO 3JIeMEHTa. DJIEMEHT KaKI0ro MHOXKECTBA BbIOHpaeTcs

13 Habopa CHMBOJIOB BHJA
1AK A @

B pacckasze A. Konan Jlo#ina «[lasimyiiye uesoBeUKH» KaxIbli CHMBOJI
1300pazkaer MJSALIYLIero yeJoBeuka B CaMbIX Pa3JjIMuHbIX 1103aX

L] LJ o J

KEPRP o

Ha mepBbifi B3risi KayKeTcsl, 4TO 4UeM XHUTpee CHUMBOJIbI, TEM TpyJHee
BCKPbITh COOOIIIEHHE, HE UMes KJtoua. DTO, KOHEUHO, He Tak. Eciu Kaxaomy
CHUMBOJIy OJHO3HAUHO COMNOCTaBUTb KAKYIO-IHOO OYKBY WJM UHCJO, TO JIETKO
nepeltTH K 3alinppoBaHHOMY COOOlIEHHI0 M3 OYKB WJM uuces. B pomane
JK. Bepna «IlyrewiectBue K wLeHTPY 3eMJii» KaxKablii PyHUUECKHH 3HAK
OblJ1 3aMeHEeH Ha COOTBETCTBYIOLLYI0 OYKBY HEMELIKOTO §13blKa, 4TO 00J1erdyuiio
BOCCTAHOBJIEHHE OTKPBITOTO cooO0lleHHsl. C TOUKH 3peHHst KpUNTOrpacoB HC-
MoJIb30BaHHE PA3JIHUHBIX CJOXKHBIX CUMBOJIOB He yCJ0xKHSeT mudpa. OpHako
ecsi 3alMdpoBaHHOEe COOOLIEHHE COCTOUT U3 OYKB WM LUH(P, TO BCKPLIBATDH
Takoe cooblieHue ynooHee.

Paccmotpum HekoTopble npuMepbl WHGPOB 3aMeHbl. [lycTh Kaxioe MHO-
»kectBo M, cocrout u3 oxHo# 6yksbl. Hanpumep,

alb|B|r|m|le|x|3|u|lk|aI|M|H|O|O|P
T n|glplalM|{g|B|3|b|X|0|6|H

(4)
T|y|®|x|O|9|m|m|b|H|b|3|b|d
X|ga|u|o|lk|mib|e|y|u|g|m|T|a

Takoii mmdp HaseiBaercst wHppoM MpocToit oAH0OYKBeHHOH 3aMeHbl. [To Kiio-
uy (4) ynoO6HO MpoBOAMTbL 3aliMdpoBaHHe W pacliupoBaHHE: NP 3alIU(-
poBaHUH KaxkJasi 6yKBa OTKPBITOrO TEKCTa 3aMEHSIETCs Ha COOTBETCTBYIOLLYIO
OyKBY M3 BTOpOH CTpokW (a Ha r W T.14.) [lpn pacumdpoBanuu, Hao6opoT, T
3aMensieTcst Ha a U T. /. [lpu mwmdpoBanuu u pacindpoBaHul HALO MOMHHTb
BTOPYIO CTPOUKY B (4), TO ecTh KJioU.

3anoMHUTb NMPOU3BOJIbHBIA MOPSNOK OYKB ajdaBUTa HOCTATOUHO CJIOHKHO.
[TosTomy Bcerjga mbiTaJuch NPUAyMaTb Kakoe-ju00 MPaBUJIO, MO KOTOPOMY
MOZKHO MPOCTO BOCCTAHOBHUTb BTOPYIO CTPOUKY B (4).



178 [n. 7. Omumnuaziel no Kpunrorpaduu st IKOJbHUKOB

O/HUM 13 TIepBbIX WIH(POB, U3BECTHBIX H3 HCTOPHH, OblJl TaK HA3blBae€MbIi
wngp Llesapsi, st KOTOpoOro BTOpasi cTpoKa B (4) siBJISIETCs OCJ€10BaTe b~
HOCTbIO, 3aMTMCAHHON B asihaBUTHOM MOPsIIKe, HO HAUHHAOLIEHCS He ¢ OYKBHI a:

abB...b2004g
r oge...qda6b (5)

B onmoit u3 3anau (3ajnaua 4.4) ucnosbayercst wudp Llesapsi. 3anoMHuThb
KJIOU B 3TOM cJlydae NMpPoCTO — HAJ0 3HATh MepBylo OYKBY BTOPOH cTpokH (4)
(mocJieioBaTebHOCTL GYKB B asihaBuTe Mpesrioaraercst uapectHoil). OnHako
Tako# wWHdp obsanaer GOJBIINM HelOCTATKOM. UHCJIO pasiHuHBIX KiloueH
paBHO uucJsy OYKB B aJsgasure. [lepeGpaB 3T BapHaHTbl, MOKHO OJJHO3HAUHO
BOCCTAHOBUTb OTKPbITOE COOOILIEHHE, TAK KaK MPH MPaBUJIbHOM BbIGOpE KJioua
MOJYUUTCSl «OCMBICJIEHHBIH» TeKCT. B apyrux cayuasix o6blYHO MoJydyaeTcs
«HeuuTaeMblii» TekcT. 3ajnaua 4.4 uMeHHo Ha 3T0 W paccuutaHa. Hecmotps Ha
TO, UTO HCMOJBb3yeTcsl (Ppasa Ha JIATHHCKOM $I3bIKE, KOTOPOTO IIKOJBHUKH He
3HAIOT, MHOTHE YYaCTHUKH OJIUMITHA/bl CMOTJIM YKa3aTh OTKPBITOE COOOIIEHHE.

HpyruM npuMepom 1Mdpa 3aMeHbl MOXKET CJIY?KHUTb JIO3YHTOBBIH LIHP.
31ech 3anoMHHAHKME KJIOUEBOH MOCJAe10BaTebHOCTH OCHOBAHO Ha JIO3YHre —
JIETKO 3amoMHHaeMoM cJjioBe. Hanpumep, BeiGepeM CJIOBO-JIO3YHT «yueGHUK»
¥ 3aTOJIHUM BTOPYIO CTPOKY TaGJHILbI 110 CJeIylolleMy MpaBHily: cHayasda Bbi-
MHCHIBAEM CJIOBO-JIO3YHT, a 3aTe€M BBIMUCHIBAEM B a/1()aBUTHOM MOPsiAKe OYKBBI
ajdaBuTa, He BolIe/ALINE B CJOBO-J03yHI. BTopasi ctpoka B (4) npumer BUJ

yiebHHKAaBTILLX3IMO
IPCTOXUMWMMSDEHDDIWOAI

B nanHoM cJ/yuae 4ncsl0 BapHAHTOB KJOUa CYLLECTBEHHO 0oJblie uuc/a OyKB
ajdaBuTa.

PaccMotpenHble LIMgpbl UMEIOT ofHY ciabocTb. Ecan B OTKpBITOM €006-
ILIeHUH YacTo BCTpeyaercsl Kakasi-an6o OykKBa, TO B LUH(POBAHHOM COOOLIEHHH
yacto OGy/leT BCTpeuaThCsi COOTBETCTBYIOLIMH el cuMBoJ UK O6ykBa. [TosTomy
MpH BCKPBITHH LIM(pa 3amMeHbl 0ObIUHO CTapaloTcsi HauboJiee 4acTo BCTpe-
YaLIMMCS CHMBOJIaM IH(POBAHHOTO COOOLIEHUS MOCTABUTb B COOTBETCTBHE
OYKBbI OTKPBLITOrO COOOIIEHUs] ¢ HauOoJbllel MpeanojaraeMoi 4acToTol Mo-
siBJieHUs1. Ecau wndpoBaHHoe cooblueHHe 10CTaToYHo 60JbLIoe, TO 3TOT NyTh
MPUBOJMT K yCIIexy, Jlaxke ecJi Bbl He 3HaeTe KJ/ioua.

Kpome uacToThl nosiBieHust 6ykB, MOTYT ObITb HCMOJIb30BAaHbl ApyrHe 06-
CTOSITE/IbCTBA, MOMOTAIOUIMe PAaCKPbITh coobieHne. Hanpumep, MoKeT ObITh
13BeCcTHa pa3bMBKa Ha CJIOBA, KakK B 3ajaue 4.2, U paccTaB/ieHbl 3HAKH MPenu-
Hauusi. PaccmarprBasi HeGoJblIoe YHCJIO BO3MOXKHBIX BaPHAHTOB 3aMeHbl 1151
MPEJJIOroB M COI030B, MOXKHO TOTBITAThCSl ONPENeNUTh YacTb KJoua. B aToi
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3ajiaue CyIIeCTBEHHO UCIO/b3YETCs, KAKKe I1acHbIe UK COTJIACHbIE MOTYT ObITh
YABOEHHBIMH: «HH», <€€», <HH» H Jp.

[1pu anasuze mMdpoBaHHOrO COOBIIEHHsT CJIeyeT UCXOJIUTh U3 TOTrO, UTO
YHCJIO Pa3/MUHBIX BAPUAHTOB JJIsi YACTH OTpPeJe/IieMOT0 KJoua He Takoe yXK
60JIb11I0€, €CJIM Bbl HAXOJUTECh HA MPaBUJILHOM MyTH. B mpoTuBHOM ciyuae
J160 BbI MOJIyUUTE MPOTHBOPEUHeE, JIMO0 YHCJIO BAPHAHTOB KJltoya OYAET CHIbHO
Bo3pacTatb. OObIUHO, HAUMHASI C HEKOTOPOIO MOMEHTa, OfpejieieHHe OTKPbl-
TOrO COOOLIEHHUS CTAHOBUTCS IEJIOM TeXHHUKHM. Tak, B 3ajgaue 4.2, ecyid Bbl
OTIPEeJIeJIUIIN «JIEHHO W HOIIIHO», TO JaJibHellliee orpe/ie/leHHe OTKPBITOrO TeKCTa
He TIpe/ICTaBJsIeT TPY/A.

BooGliiie-To MOXHO CKa3aTh, UTO BCKPBITHE 1IM(POB 3aMeHbl SIBJISETCS HC-
KYCCTBOM H JIOCTATOUHO TPYAHO (hOPMaJM30BaTh TOT Mpoliecc.

[TonyJisipHble y 1IKOJILHUKOB KPUIITOrPaMMBbl (THIIA pACCMOTPEHHO B 3aj1a-
ye 1.5) o cyTH Jlesa IBASIIOTCS LIMPPOM 3aMeHbI C KJIIOUOM

0 1 2 3 4 5 6 7 8 9
m u o p 3 a M e H H

B KOTOPOM KaxkJ0i Ldpe CTaBUTCs B COOTBETCTBHE OyKBa. [1pH 3TOM 10/KHBI
cobJ1t0/1aTbCsl NpaBU/Ia apUPMeTHKH. DTH MpaBUJa 3HAUMTEJbHO obJiervaror
onpeje/ieHre OTKPLITOrO TEeKCTa, TaK »Ke KakK MpaBuJia CHHTakcuca H opdo-
rpacuu B 3anave 4.2 obJeryaror HaxoxJIeHne yeTBepocTuivs B. Boicorxkoro.

Jl1o6ble 0COOEHHOCTH TeKCTa, KOTOPble MOTYT ObITb BAM HU3BECTHbI, — Balll
nomollHUKH. Hanpumep, B 3anaue 5.2 npsiMo ckasaHo, 4TO B TeKCTEe €CTb
BBIPAXKEHHUST «3MT», «TUK», KAK 4aCTO ObIBaeT B pealbHbIX Tejerpammax. M sra
M0JICKa3Ka — MyTb K PELIEHHI0 3a/auH.

[IucppoBanne nake OTHOCHTEJBHO HEOOMBIIMX TEKCTOB Ha OJHOM KJioue
JUIST PacCMOTPEHHBIX IIM(POB 3aMeHBl CO3JAeT YCJOBUS /ST BCKPBITHS OT-
KPBITHIX coobiienuil. [TosToMy Takie UM(pPbl MBITAINCh YCOBEPIIEHCTBOBATS.
OpnHo u3 HanpaB/eHHi — nocTpoeHue HpPOB Pa3HO3HAUHON 3aMeHbl, KOra
Kax/J10i OyKBe CTaBUTCsl B COOTBETCTBHE OJIMH WK JiBa cumBoda. ([Tpocrefitium
NpUMepoM siBJIsieTcst WHdp, onpenessiemMblil B 3anave 4.2.) Hanpumep,

a 6 B r o e X 3 W K T M H O I p
73 74 51 65 2 68 59 1 60 52 75 61 8 66 58 3

c T y ¢ x nm W m m b H b 3 b o
69 64 53 54 9 62 71 4 67 56 72 63 55 70 57

Ecau mmdpoBantoe coobiiieHne HanucaHo 6e3 mpo6esioB Mex1y CHMBOJIA-
MH, TO MOSIBJSIETCS IONOJHUTENbHAS TPYAHOCTb NPH Pa3OHEeHUH LIHPPOBAHHOTO
COOOLLIEHUs Ha OT/e/IbHble CUMBOJIbI M CJIOBA.
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Jpyroe HarmpaBjieHHe CO3/laHUsI LIK(PPOB 3aMeHbl COCTOMT B TOM, UTOObI
MHO2KecTBa HppobozHaueHnit My conep:kanu 6osee oHOTO 3/eMeHTa. Takue
1WKGpPbI NOJYUHJIM HA3BaHHE LIMPPOB MHOMO3HAUHON 3aMeHbl. OHM MO3BOJSIOT
CKPbITh UCTHHHYIO YaCTOTy GYKB OTKPBITOTO COOOIIEHHS], UTO CYILIECTBEHHO 3a-
TPYJIHSET BCKPbITHE 3THX LIK(POB. [J1aBHAsi TPYAHOCTh, KOTOpPasi BOSHUKAET TPU
MCMOJb30BaHUM TaKUX IIU(POB, 3aKJouaeTcss B 3aMoMMHaHUK Kitoua. Hano
3aMOMHHUTb He OJIHY CTPOUKY, a /IS Ka)K10i OYyKBbI ajipaBuTa o — MHOXKECTBO
ee miMdpobosHauennit My. Kak npaBuso, sjeMeHTaMd MHOXKeCTB M SIBJISIIOTCS
urcda. M3 xyn0:kecTBEHHOH JIMTEPaTypbl U KHHO(HILMOB T1PO pa3BeIUMKOB BaM
M3BECTHO, U4TO BO BpeMsi BTopoii MHPOBOI BOMHBLI UaCcTO HCMOJB30BANUCh TaK
Ha3blBaeMble KHHXKHbIE 1HGPbl. MHOXKeCTBO MGPoGO3HAUEHHH 1JIT KaXKI0M
OYKBbI OTpee/sieTcss BCEMH MATH3HAUHBIMH HaOoOpaMu LGP, B KaXKJIOM U3
KOTOPBIX TepBble JIBe LUU(Pbl YKA3bIBAIOT HOMEP CTPaHHMLIbl, TPETbs LUdpa —
HOMep CTPOKH, ueTBepTasi W msaTasi UMpbl — HOMep MecTa JaHHOH OyKBbI
B yKa3aHHOH cTpoke. [ToaToMy npu norMKe pa3Beurka BCerja MbiTaauch HaUTH
KHUTY, KOTOpast MorJyia GbITh MCMOJb30BaHA UM B KauecTBe KJioua.

Mol He ocraHaB/MBaeMcsl 3/iech Ha 6oJiee CJIOKHBIX METOaxX MOCTPOEeHHs!
1wndpoB 3ameHbl. [IprBeeHHBIX MPUMEPOB JA0CTATOUHO, YTOObI OLLEHUTh MHO-
roo6pasue Takux wwudpos. Ho Bce oHM MMEIOT cepbesHblil HEAOCTATOK — Ha
OJIHOM KJltoUe HeJib3sl IUMpoBaTh JOCTATOUHO JUIMHHBIE cooOleHus. [TosTomy,
KaK MpaBuJIo, HGPbI 3aMeHbl UCMOJIb3YIOTCSH B KOMOMHALIMK C JIPYTHMH LI~
pamu. Yallle Bcero — ¢ mudpamu nepecTaHoBKH, 0 KOTOPBIX Bbl TMPOUMTAETE
B CJIEyIOIEM pasfele.

B 3akiiouenue, cjeysi reposiM M3BECTHBIX JIMTEPATYPHBIX MPOU3BENEHHUH,
BCKpPOEM HeKOoTopble WIM(pbl 3ameHbl. OOpaTWTe BHUMAaHHE Ha TO, Kakue
HeoKH/laHHble 00CTOSITENbCTBA TPH STOM HCMOJb3YIOTCS. JledCTBUTENLHO,
BCKpPbITHE HIHPPOB — UCKYCCTBO.

A. Konan Joiia, «[lasguyuime yeaoseuku»

B sToM pacckaze XoJsMcy HE0GXOAUMO OblI0 MPOUHTATL TEKCThl MSTH 3a-
TIHCOK:

L RLRPENKF X REAY

1 RERRIEHRRRA RLKAXK
i ORI AERRANY

v AREFRYAR
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HepBaﬂ 3anucka oblia Tak KOPOTKa, 4TO AaJia BO3MOXKHOCTb XOJ'IMCY cle-
JlaTb BCero Jimilb OJIHO HpaBJlOﬂOIIO6HOe ﬂpe]lﬂOJ]O)KGHI/Ie, OoKa3zaBlileecCs BI1O-
CJIeACTBUHU HpaBI/IJIbeIM. Iﬁ[O—BI/II[I/IMOIVIy7 qmam yHOTp€6JTHIOTCﬂ JIMUIb JJ19 TOT'O,
l11T06bl OTMeUaTb KOHLbI OTAEJbHbBIX CJIOB. BOJIbLLle HHUYEro 1o nepsofd 3alluCcKe
YCTaHOBUTH ObLI0 HeJb3sl. HeTBepTasi 3anucka, no Bcel BUAUMOCTH, COepKaJa
BCero ogHoO CJIOBO, TaK KakK B Hell He ObLIo d.).]'lal"OB.

BTOpaﬂ )41 TpeTbﬂ 3allMCKHW HayuHaJIMCb, HECOMHEHHO, C OJJHOI'O U TOTO 2Ke
CJiOBa U3 qupreX 6yKB. BOT 3TO CJIOBO:

RN

(]

PN

Ono KoHuaercst ToH »Ke OyKBOH, Kakoi W HauuHaercsl. CyacT/iMBasi MbIC/b:
nucbMa OObIYHO HAUMHAIOTCS C UMEHH TOro, KOMYy MHCbMO ajpecoBaHo. Ye-
JIOBEK, MUCABUINHA MUCCUC KpIOOUT 3TH mocsaHus, Obl1, 6€3ycJoBHO, GJU3KO
C Hell 3HaKOM. BriosiHe ecTecTBEHHO, UTO OH Ha3bIBAET e€e MPOCTO M0 HUMEHH.
A 3oyt ee WUucu. Takum o6pasom, XoJMmcy cTajiu U3BECTHbI TpU OyKBbL: U, JI
u C.

B nByx samuckax ux aBtop o6paiaercss K muccuc KbioGUT 1Mo UMeHH H,
BHJIMMO, yero-to TpeGyeT oT Hee. He xouer sin oH, 4TOOBI OHA TpHLIIA Kyaa-
HUOY/Ib, IJle OH MOT ¢ Hel MoTroBOpUTH? XoJMC 06paTHiCcs KO BTOPOMY CJIOBY
TpeTbel 3anucKu. B HeM 7 OyKB, U3 KOTOPBIX TPEThs M nocenHsisi — U. Xoame
NPeNoJoxKUII, UTO cJ10BO 3T0 — [IPUX0IN, 1 cpady okazaJcst obJjagaTesieM elle
5 6yks: II, P, X, O, [I.

Torna on o6paTtuiicsi K 4eTBEPTOH 3amMcH, KOTOpasi MosiBUJach Ha JIBEpU
capasi. XoJIMC TIPENOJIOKHUI, YTO OHA SIBJSIETCS] OTBETOM W UTO Hamucasa ee
muccue Kpro6ur. IloactaBUB B TEKCT yxKe H3BeCTHble OYKBbI, OH MOJIYUMJI:
-U-0-I-. Yro ke mMoryia muccuc KboGUT 0TBeTUTHL Ha NpochOy npuidTH? BHe-

3anHo XoJMmc jporajaJjcs: HUKOTZA.
BospaTusiinch kK nepBoi 3anucke, XoJMc MOJyUHI:

- -I-C- A- CI-HH

OH npeamnoJioxus, 4to uyetBeproe cjoBo — CJIEHA. Orto — damuius, upes-
BblUakiHO pacripocTpaHeHHasi B Amepuke. KopoTeHbKoe ¢JI0BO M3 JIByX OYKB,
cTosilliee TIepel paMuIIel, Mo BCell BEPOSTHOCTH, UMs. Kakoe ke UMs MOXKeT
cocTosiTh U3 IByX OykB? B Amepuke Becbma pacrnpoctpaneno umsi A6. Tenepb
0CTaeTcsl YCTaHOBHTb TOJIBKO MepBO€ CJA0BO (Dpasbl; OHO COCTOHUT BCEro M3
OJIHOH OYKBBI, H OTrajlaTh €ro HeTPYAHO: 3TO — MeCTOUMeHHe .
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IIa.nee XoJIMC BocCcTaHaBJIHBAET ColepKanne BTOpOﬁ 3alucCKu:

mwiem 4 -n-- - -JIPUO-A

* [¢] ] *
31ech yKazaHbl rPaHHULIbl CJIOB, @ CHU3Y OJIMHAKOBBIMH CHMBOJIAMH OTMEUEHbI
OJIMHAKOBble GYKBbI. UeTBepTOE CJIOBO COCTOUT U3 OJIHOH GYKBBI (M0O-BHIHMOMY,
9T0 €o0103 Wau npemsior). Byksbl 0 u U yxe omnpenenenbl, C, A u K — Toxe.
Ocratotes cieytolye BO3MOXKHOCTH: 9T0 — Jiu60 B, sin6o Y. Bpsia am 310 —
B, TaK Kak B 3TOM cJlyuae MoJiyuusioch Obl «HEUMTAaeMOe» TpeThe CJ0BO -H-B.
[TosToMmy, ckopee Bcero — 370 npesior Y. HeGoubliol nepe6op He3anelcTBO-
BaHHBIX OYKB JIa€T MPaBAONoN00HYyI0 THIOTe3y O 3HAYeHHH TPEThero CJoBa:
XUBY. Ckopee Bcero, nocJjejitee cjoBo (-JIPUIKA) — My»KCKOe HM$1, B KOTOPOM
HeudBecTHasi 6ykBa — 9. [lostomy BTopasi 3amucka raacut: WICK g XUBY V
SIIPUIIXA.

XosMe mocJsial TeserpaMMy B HblO-HOPKCKOE MOJIMLEHCKOe YyrpaBJjeHue
¢ 3anpocoM o ToM, Kto Takoil A6 Cuenu. [Toctynua orBet: «CaMblil onacHbIi
6anmut B Hukaro».

Cpasy nocJie 3Toro nosiBUach nocjeanss (msaras) 3anucka, B KOTOPOH He
xBaTaJio Tpex O6ykB: WICK T'0-0BbCA K C-EP-U, U3 KOTopo# cpasy onpesessi-
totcst OykBbl M 1 T:

WJICK TOTOBBCA K CMEPTH

[ecras 3anucka 6blj1a HanpaByeHa X0JMCOM MPECTYIHHKY:
AERARRE KB RARAAR

3. Mo, «3050T0N KYK»
HaiijieH neprameHT ¢ TeKCTOM KpHrTorpaMmbl. Iy yio6¢TBa NPOHyMepyeM
Mo MOPSIKY BCE CUMBOJIbI 3TOTO TEKCTA:
123 4567891011 12 13 14 15 16 17 18 19
53 ##+305) ) 6 * ; 4 8 2 6 ) 4
20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36

# ¢ ) 4 # ) ; 8 0 6 * ; 4 8 + 8§ O
37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52
6 0 ) ) 8 5 ,; ;] 8 * ; : # * 8

53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69
+ 8 3 (8 8 ) 5 * + ;: 46 ( ; 88
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70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86
9 6 % 2 ; 8 ) % # ( ; 4 8 5 ) ;

87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102

5 * + 2 : * # ( ; 4 9 5 6 * 2 (
103 104 105 106 107 108 109 110 111 112 113 114 115
b * = 4 ) 8§ O 8 = ; 4 0 6
116 117 118 119 120 121 122 123 124 125 126 127 128
9 2 8 5 ) ; ) 6 + 8 ) 4 #
129 130 131 132 133 134 135 136 137 138 139 140 141 142
# ; 1 ( # 9 ; 4 8 0 8 1 ; 8
143 144 145 146 147 148 149 150 151 152 153 154 155 156
: 8 # 1 ; 4 8 + 8 5 ; 4 ) 4

157 158 159 160 161 162 163 164 165 166 167 168 169
8§ 5 + 5 2 8 8 0 6 * 8 1 (

170 171 172 173 174 175 176 177 178 179 180 181 182

# 9 ; 4 8 ; ( 8 8 ; 4 ( #
183 184 185 186 187 188 189 190 191 192 193 194 195
? 3 4 ; 4 8 ) 4 # 1 6 1
196 197 198 199 200 201 202 203 204

; : 1 8 8 ; # ? ;

Kpowme Toro, Ha nepramenTe 1306pakeHbl Uepen U Ko3JeHoK. [J1aBHbI repoi
pacckasa paccyxjaas caeayoimm obpasom. [To-anramiicku kosnenok — kid,
uepen cBsA3aH ¢ KanutaHom Kumiom, no-aurauiickn — Kidd. KosneHok 6bii
HapUCOBAH Ha TMeprameHTe B TOM MeCTe, Ile CTaBUTCs noanuck. Mzobparkenne
yepena B MPOTHUBOIMOJIOXKHOM M0 JIUArOHAJIM YIJIy HABOJMJIO HA MbIC/Ib O MevyaTu
unu rep6e. Kanuran Kuan Bnagen HecmeTHbiM GoraTctBoM. Kuan, Hackodb-
KO Mbl MOXKEM CYyJIWTb O HeM, He cyMmes Obl COCTaBUTb HCTHHHO CJIOXKHYIO
kpuntorpammy. [lTo-Buaumomy, 3To 6blia npocrasi 3aMeHa. BosHHKaeT TOJIbLKO
BOTIPOC O sI3bIKe, Ha KOTOPOM OblJ HAaMMCcaH TeKCT. B nanHoM ciydae TpyHoCTeH
C ornpejieieHneM si3bika He ObLIO: MOJNUCHL JlaBaja pasrajiky. Mrpa cuaos kid
1 kidd Bo3mMorKHa JIHILIb B aHIVIHHCKOM SI3bIKE.

TekcT KpUnNTOrpaMMbl HJIET B CIJIOLIHYIO CTPOKY. 3ajaua Gblia 6bl HAMHOTO
npotie, ecyau Obl OT/Je/bHbIE CJA0BA ObIIM OT/eseHbl Mpobenamu. Torna MoxKHO
Obl10 Obl HAUATh C AHAJU3a U CJAUUEHHS1 O0Jiee KOPOTKHUX CJIOB, U KakK TOJBKO
HalLI0Ch Obl CJIOBO W3 OJIHON OYKBbI (HarnpuMep, MECTOMMEHHE «51» WJIM COI03
«H» — JIJIS1 PyCCKOTO $13blKa), Hauajo Obwio Obl NosoxkeHo. Ho mpocseros
B CTPOKe He GbLJIO.
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[IpuxoauTcs MOACUMTBLIBATL YACTOThI OIMHAKOBBIX CHMBOJIOB, UTOObBI Y3HATD,
KakHe U3 HUX yallle, a KaKhe pexke BCTpevatoTesl B Kpunrorpamme. B pedysbrare
noJlyynsiach TabJMLa yacToT BCeX CHMBOJIOB!

8 ; 4 ) # * 5 6 (+1029 :3?20e]| =
34 27 19 16 15 14 12 11 9 8 76 554 43 2 11 1

B anrsnfickoll nucbMeHHOH peun camasi yacrtasi OykBa — e. Jlanee uayr
B HUCXOZdUleM Iopsigke: a, o, i, d, h, n, r, s, t, u, y, ¢, £, g,
1, m, w, b, k, p, q, x, z. bykBa e, o1HaKo, HaCTOJIbKO YaCTO BCTpeua-
eTCsl, UTO TPYAHO MOCTPOUThL (pa3dy, B KOTOPOH OHa He 3aHWMaJsia Obl TOCIOJ-
CTByIOLIEro noJioxkenusi. Mtak, yxke cpady y Hac B pyKax MyTeBOJHAsT HUTb.
CocraBsieHHasi TabJula, BooOlle TOBOPs, MOXeT ObiTh OueHb M0JIe3Ha, HO
B JIAHHOM CJlyuae OHa MOHAA0OuJIach JHIIbL B Hauaje paboThl.

[TockosibKy cuMBOJI 8 BeTpeuaercsi uallle JpYrux, MpuMeM ero 3a OYyKBY e
aHrsmickoro asndasuta. st MpoBepKH 3TON TMIOTE3bl B3TJISTHEM, BCTPEUAETCs
JIM 3TOT CHMBOJI JIBAXK/IbI TO/IPSI/L, TAK KaK B aHIVIMHCKOM si3blke OYKBa e 4acTo
yJBauBaeTcs, Harmpumep, B caoBax meet, fleet, speed, seen, seed, been, agree,
U T. 1. XOTsl KPUIITOrpaMMa HeBeJiMKa, rnapa 88 cTouT B HeM MsTh pas.

Camoe uacToe CJIOBO B aHIVIMHCKOM $13bIKe — OIpejie/ieHHbIH apTukib the.
[TocMoTpuM, He MOBTOPSIETCS JIM Y HAC COUYeTaHUe U3 TPeX CUMBOJIOB, PacnoJio-
YKEHHBIX B OJJMHAKOBOMH MOCJIe0BATEJbHOCTH U OKAHYUBAIOIIUXCST CUMBOJIOM 8.
Ecnu Takoe nafigercs, To 310 GyaeT, 1o Bceill BepositHocTH, the. Tlpurnsnes-
IMCh, HAXOJIUM CeMb pa3 coueTaHue U3 Tpex cuMBOJIOB ;48. MTak, Mbl nmeem

NpaBo MPEANoJIOKUTb, UTO CHUMBOJ ; — 3T0 OykBa t, a 4 — h; BMecTe ¢ TeM
MOJATBEPKAAETCS, UTO 8 — 3TO NEHCTBUTEIbHO e. Mbl cesialy BaxKHbIH 1ar
BIepel.

To, uro MBI pacumdpoBan 11eN0€ CJI0BO, MOTOMY TaK CYIIECTBEHHO, UTO
M03BOJISIET HAHTH TPaHHIlbl HEKOTOPBIX JAPYrux cJoB. Jljis mpumepa Bo3bMeM
npeanocJseaHee U3 couetaHuil storo pojaa ;48 (nosuuuu 172—174). Vnyuwwmit
cpady 3a 8 cumBoJl ; OyleT, Kak BMAHO, HauaJbHOH OYKBOH HOBOTO CJOBa.
Beinuinem, naunnasi ¢ Hero, 6 cuMBOJIOB mojpsi. ToJbKO OMMH M3 HUX Ham
He3znakoM. O603HAUUM H3BECTHble CUMBOJIbI OYKBAMH M OCTaBUM CBOOOJIHOE
MeCTO JJIsi HEM3BECTHOr0 CHMBOJA (0603HAUMM €ro TOUKOH) t.eeth, HM OIHO
CJIOBO, HauMHatolleecs ¢ t U cocrosilee U3 6 OYKB, He HMEET B AHIJIHHCKOM
s13blke oKoHuaHus th. B 3Tom Jsierko y6enutbes, MoacTaBisis Ha CBOOOAHOE
MecTo Bce OYyKBbI Mo ouepenu. [lonpoGyem oTOpocuThb ABe nocJenHue OGYKBbI
¥ NOJyuuM t.ee, /I8 3aM0JHEHHs] CBOOOJHOIO MECTa MOXKHO CHOBA B3SITh-
csl 3a andaBuT. EAMHCTBEHHO BEpHBIM MPOUTEHHEM 3TOrO cjoBa OyJeT tree
(nepeBo). B TakoMm ciyuae Mbl y3Haem elle ojiHy OYKBy — r, oHa 0003HaueHa
CUMBOJIOM (, U Mbl MO2KEM MTPOUUTATh JIBA CJI0BA NOJAPs] the tree, B lajbHel-
lLIeM 3Ta TUIOTEe3a MOXKET JIHOO MOATBEPAUTBLCS, JIMOO NPUBECTH K HEKOTOPOMY
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«HeunTaeMoMy» (parMeHTy. B mocsienHem ciyuae cjeayeT MOMbITATHLCSH BOC-
CTAaHOBUTDL JIHOO CJIOBO t.e, JiMOO t.eet, JTMOO CJIOBO, LIEJUKOM BKJ/IOYalollee
B cebsl t.eeth.

PasBuBaem ycnex. Hemnoro nanee (186—188) naxonum y»ke 3HakomMoe HaMm
coyeranue ;48. [Ipumem ero onsTh 3a rpaHuily HOBOTO CJIOBA U BHIMUIIEM LIENbIH
OTPBLIBOK, HauMHasi ¢ JABYX pacliM(poBaHHbIX HAMH cJOB. [losyuaem Takyo
3aruch:

the tree ;4 (#?34 the
3aMeHUM yrKe U3BECTHbIe CUMBOJIbI OYKBAMHU:

the tree thr#?3h the
a HEeU3BECTHbIe — TOYKAMH:

the tree thr...h the

Her nukakoro comHenusi, uTo HesicHOe cJioBO — through (uepe3). DTo OT-
KpbITHE JIaeT HaM ellle TPH OYKBbl — 0, U ¥ g, 0603HaUEHHbIE B KPUIITOTPAMME
cumBoJiamu # ? u 3.

HannuceiBas Haj yxKe onpeesieHHbIMA CUMBOJIAMH KPUMITOrPaMMbl MX 3HA-
UeHHsl, HaX0JMM BOJIM3M OT ee Hauaja (No3uuuu 54—58) rpynny cUMBOJIOB
83 (88, kortopasi uuraercs Tak egree, 3TO, KOHeuyHO, cJoBo degree (rpa-
nyc) 6e3 nepBo# OyKBbl. Terepb Mbl 3Haem, uto 6ykBa d 0603HaueHa CHM-
BoJioM +. Besien 3a cioBom degree uepe3 4 CUMBOJA BCTpeuaeM rpyrnmy
;46 (;88*%. 3amenuM u3BecTHblE CHMBOJIbI OYKBAMH, 8 HEH3BECTHbIE — TOUKAMH
th.rtee, no-BUAMMOMY, Nepejl HaMU cJoBO thirteen (Tpunamuarth). K us-
BeCTHbIM HaM OyKBaM MpuOaBH/MCH i M n, 0603HAYeHHblE B KPUIITOrpPaMMe
cUMBoJIaMM 6 1 *.

Kpunrorpamma HauuHaercs Tak: d3H#+. [loacramsss OyKBbl M TOUKH,
nosyuaeMm .good, HemocTaollas OykBa, KOHEUHO, &, W, 3HAUMT, JIBa MEpBbIX
cjioBa OyfyT udTathcsl Tak: a good (xopoiuuil). Onpenenensl cienyiouye |1
CHMBOJIOB:

5 + 8 3 4 6 # (5 ?
a d e g h i n o r t u
Ha stom ananus 3.
CaMOCTOSITEJBHO.

YetBepThlil M0 uactoTe (16 BXOXKIEHWI) CHMBOJ ) elle He OIpejesieH.

BosBparumest K aparpamme BCTpeuaeMocTd OYKB aHTJIMHCKOTO sidblka. Cpenu

nepBoro jecstka OyKB 3TOH AMarpaMMbl Y HAC He BCTPeTHJAch JHlb OyKBa S.

[To 3akanuuBaercs. anbHeliyto paboTy npojesnaem
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OHa — nepBbIfi NPETEH/IEHT HA 3HAUEHWE CUMBOJA ). DTa TUMOTe3a MOATBEP-
JKJIAeTCsl TeM, UTO BPsiL JiM ) o003HavaeT IJacHylo OYKBY, TaK Kak B TaKoM
cJlydae Mbl MOJYUHJIH Obl «HeuuTaeMble» QparMeHThbl

6 7 8 9 10 11 12
g . a ) ) i
80

37 38 39 40 41 42
i . ) ) e a

To, uto cumBOJI ) — 3T0 GyKBa S, JIETKO MPOBEPSIETCS HA yUaCTKe KPUTITOrpaM-
Mbl ¢ 60-ii mo 89-t0 no3uuyn .and thirteen .inutes north east and
[TosToMy nosiaraem, uTo CUMBOJ ) — 3T0 s. [lonmyTHO onpenenuioch 3HaueHne
cuMBoJia 9, 310 — m.

[TepeGupast BO3MOXKHbIe 3HaueHust cUMBoJa 0, CTOSIIIEr0 Ha TMO3HLMAX 7
¥ 28 KpunTorpammbl, yoexkaaeMcsi B TOM, UTO €IMHCTBEHHO BO3MOXKHBIM €ro
3HaueHHEM MOXKeET ObITh JiHlIb GykBa 1 (glass — ctekso, hostel — o6iexurie,
FOCTHHHULIA MJIH TPAKTHP).

OnpenensieM, najee, sHaueHde cuMmBosia [ Kak v 1o ¢parMeHTy TekcTa B
noguuusax 107—113.

Tenepb Ha yuactke TekcTa ¢ 22-i no 70-10 MO3ULMH OCTAJUCh Heolpese-
JIEHHBIMH JIMIIb 3HAUEHHS CHMBOJIOB | U :, BCTPETUBILIMXCS MO OJHOMY pasy.
OueBuHO, UTO CUMBOJ | — 3TO W, a CUMBOJ : — 3T0 y. Terepb Ha yuacTke
TekcTa ¢ 172-% no 204-10 Mo3ULIMK He BbISIBJAEHO JIHIIL 3HAYeHHe cumBoJa 1,
KOTOpO€, KaK HeTPYAHO 3aMETHThb, MOXKeT ObITb JiMLIb OYKBOH f.

CumBoa 2, crosiumit Ha no3uuusx 117 u 90, oueBuaHO, 3ameHsieT 6yKBY b.

Ocrasoch onpeesnuThb JHLIb 3HaueHHs CUMBOJIOB ® i =. He6oJ1b110# nepe-
60op ellle HEyCTAHOBJEHHBIX OYKB MOKA3bIBAET, UTO CHMBOJ = — 3TO C, & CHM-
BOJl ® MOxeT 0603HauaTh OfHy U3 OYKB k, p, q, x WiM z. O6GpaTUBLIKCD
K CJIOBApio, HAXOAMM €IMHCTBEHHOE MOJXOjsillee OKOHUaHWe p cjoBa bishop
(emucKoT, CJIOH).

Takum 06pasom, 0JIHO3HAUHO OINpPEeAE/HIUCh 3HAUeHUs Bcex 21 CHMBOJIOB,
BCTpeUatoluxces B kpunrorpamme. [Toayunsics cjeayommii OTKPbITbIH TEKCT:

«A good glass in the bishop’s hostel in the devil’s seat twenty one degrees
and thirteen minutes northeast and by north main branch seventh limb east
side shoot from the left eye of the death’s head a bee line from the tree through
the shot fifty feet out».

B nepeBojie Ha pycckuil s13biK: « Xopolliee CTEKJI0 B TPAKTHPE eMUCKONa Ha UepPTOBOM
CTyJie ABaAlaTb OJAWH rpaayCc U TpUHaaAllaTb MUHYT C€BEPO-CE€BEPO-BOCTOK rJaBHBIA CyK
celbMasi BETBb BOCTOUHAs CTOPOHa CTPEJIsik U3 JIEBOT'O IVlada MEPTBOUW I'OJIOBLI IpsiMast
OT JlepeBa uepe3 BbICTPe] Ha MATbAECAT (HYTOB».
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BoccranoBsiennas npocTasi 3aMeHa:
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JK. BepH, «[lyremecrBue kK uentpy 3eman»

B pyku npodeccopa Jlunen6poka nonanaet nepramenT co cjeiytoulei py-
KOTHChIO:
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«3DTO — pyHHUECKHe TIHCbMeHA; 3HAKH 3TH COBEpIIEHHO MOX0XH HAa 3HAKH
manyckpunta CHoppe. Ho ... uTo »Ke oHM 03Ha4alOT? — CpaIInBaeT npogec-
cop, — ... Benb 3To Bce ke JOpeBHEUCJAHICKHH $I3bIK, — GopMOTa OH cebe
nox Hoc». MayuyeHne pyKonucH NpHUBeao Mpodeccopa K BbIBOLY O TOM, UTO
9TO 3alIMdpoBaHHoe coolblleHre. st ero npouTeHus: npogeccop pelns 3a-
MeHHTb GYKBbI COOOIIIEHHST UX aHAJIOTaMH B COBPEMEHHOM HEMELIKOM aJiaBuTe:
«A tenepsb 51 6yny TMKTOBATH TeOE, — FOBOPUT OH CBOEMY MOMOIIIHHKY, — OYKBbI
Haulero ajdaBuTa, COOTBETCTBYIOLIME KAXKIOMY H3 STHX MCJaHACKUX 3HAKOB».
OH HasblBaJs ojiHy OYKBY 3a JpYro#, U TakuM o6pa3oM MOCJeI0BATENbHO CO-
CTaBJIs1ach TabJMLA HEMOCTHAKHMbIX CJIOB:

m.rnlls esreuel seecJde
sgtssmi unteief niedrke
kt,samn atratesS Saodrrn
emtnael nuaect rrilSa
Atvaar nscrec ieaabs
ccdrmi eeutul frantu
dt,iac oseibo Kediil

MoxKHO 6bLIO NpeanoJiozkKuTb, UTO TaMHCTBEHHAasl 3aluChb cjlie/laHa OJHUM
13 obsanateneit KHHT'H, B KOTOpOfI HaxoJuJIiCs1 nmepraMenT. He ocraBus nu on
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CBOEro MMeHH Ha KakKoH-HHOyab crTpanuie? Ha o6Gopore BTOPOH CTpaHHILIBI
npodgeccop 06GHAPYKHJ UTO-TO BPOJE MSITHA, MOX0KETO HA YEPHUIbHYIO KJISIK-
cy. Bocnosib3oBaBluKCh JIyNoH, OH Pa3/IM4U HECKOJILKO HANOJIOBUHY CTEpPTbIX
3HAKOB, KOTOPble MOXKHO Obl10 BOCCTaHOBUTb. [Tostyumnsiach 3anuch

TACL AT KNI ALY

KOTOpast YnTajach Kak «apHe cakHycceMm» — uMs yueHoro X VI crosetus, sHa-
MEHHMTOrO aJIXMMHKa

Hanee npocdeccop paccyxiaan tak: «IJ1okymeHT coaeput 132 GykBbi, 79
coryiacHblX U 53 rracHbeiX. [IpubansuTesbHO Takoe Ke COOTHOLIEHHE Cylile-
CTBYET B I0JKHbBIX SI3bIKaX, B TO BPeMsl KaK Hapeuusi ceBepa OecKoHeuHo Goraue
cornacHeiMi. CJle10BaTe/bHO, Mbl HMEEM €0 C OfHHM M3 0JKHBIX §I3BIKOB».
«...Caknyccem, — npojo/zka npodeccop, — Obll yueHbIH Ues0BeK; M03TOMY
pas OH mucaJs He Ha POJHOM $I3blKe, TO, pa3ymeercs, J0JKeH Obl OT/aBaTh
npenouTeHue s13bIKy, 06lIeNPUHATOMY Cpelid 06pa3oBaHHbIX yMoB X VI Beka,
a UMeHHO — JlaTHHCKOMY. Ecan s ommbatoch, To MOXKHO OyjieT Mcrnpo6oBaTh
WCMaHCKUH, (paHIly3CKHi, HTANbSHCKHUI, TpeuecKuil nin espeiickuil. Ho yue-
uple XVI cTosetust nucann oObIUHO MO-JAaTHHCKH. TakMM 006pasoM, s1 BrpaBe
MPU3HATh He MOJJIeKALIUM COMHEHHIO, UTO 3TO — JIaTbIHb».

«BcmoTpuMcesl XOpollleHbKO, — CKasaJl OH, CHOBA B3sIB MCIHUCAHHBIA JH-
cTok. — Bot psin u3 132 6ykB, pacroJioxkeHHbIX KpaiiHe GecriopsitouHo. Bor
CJIOBa, B KOTOPbIX BCTPEUAlOTCs TOJIBKO COIVIaCHble, Kak, Halpumep, repsoe
m.rnlls; B JApYrux, HaNpoTHB, NpeoOJaanaloT IJacHble, HANpUMep, B MSITOM
unteief, uau B npeanocyaenHeM — oseibo. OueBUIHO, UTO 3Ta IPYNIHPOBKA He
cJlydyaiHa; oHa MpOoU3BeAeHa aBTOMAaTHUECKH, MPH TMOMOLIH HEH3BECTHOrO HaM
COOTHOLLEHHSI, KOTOPOE OMPEENUIIO MOC/eA0BaTeNbHOCTb 3THX OYKB. 1 cunrato
HECOMHEHHBIM, YTO TepBOHavajbHasi (paza ObLia HamMcaHA MPABHJBHO, HO
3aTeM M0 KaKOMy-TO MPHHLMITY, KOTOPbIH Haj0 HAWTH, MOJABepriach mnpeod-
pasoBanuto. ToT, KTO BJiajies Obl KJIOUOM 3TOrO wiMdpa, cBOOOAHO rpoues Obl
ee. Ho uro 310 32 K/ou?»

«ITpu »KejlaHUM 3aTEMHMTb CMbICJ (hpasbl TMEPBOE, UTO MPUXOJUT HA YM,
KaK MHe KaxKeTcsl, 3TO HalucaTb CJ0Ba B BePTHKAaJbHOM HalpaBJ/leHHH, a He
B ropu3oHTa/jbHOM». [IpoBepsist 3Ty runortesy, oH Hauaj JUKTOBATb, Ha3blBas
CHauaJsla nepBble OYKBbl KaX</I0TO CJIOBA, MOTOM BTOpPbIE; OH JMKTOBaJ OYKBbI
B TAKOM MOPSIJIKE:

messunkaSenrA.icefdoK.segnittamur tnece
rtserrette,rotaivsadua,ednecse dsadnelak
artniiiluJsiratracSarbmuta biledmekmeret
arcsilucolsleffenSn I
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C ToJlyueHHBIM TEKCTOM y npodeccopa 0o HUUEro He BBbIXOAHJIO0. DTO
MOUTH MPHBEJIO ero B otyasiiue. OJHAKO «...COBEPILIEHHO MAlMHAJILHO 51 CTaJl
06MaxuBaThCs 3TUM JIMCTKOM GyMmard, Tak uTo JiMleBasi K 060pOTHAsT CTOPO-
Hbl JIKCTKA TOMEPEMEHHO MpeJACTaBa/lk Mepel, MOUMH IJazaMmiu... KakoBo xe
ObIJIO MOe M3yMJIeHHe, KOTJa BIPYT MHE M0KAa3aJoCh, UTO Mepeao MHOH Mpo-
MeJIbKHYJIH 3HaKOMble, COBEPIIEHHO sICHbIE CJIOBA, IATHHCKHUE CJIOBA: craterem,
terrestre!» Jleso B TOM, UTO UUTaTh 3TOT TEKCT HYXKHO ObLIO He cJieBa
HanpaBo, Kak 06bluHO, a Hao6opoT! Takum 0Gpa3om, ciyuaii moMor npodeccopy
HaHUTH KJIOU K pellieHuio 3ajaun. JJoKyMeHT ryiacuJ cJjejylolilee:

«In Sneffels lToculis craterem kem delibat umbra Scartaris Julii intra
calendas descende, audas viator, et terrestre centrum attinges. Kod feci. Arne
Saknussem».

B nepeBojie 310 03Hauaso: «Cnyctuch B kpatep Ekyab CHatidensibe, KoTo-
pblii TeHb CKaprapuca JiackaeT repej HioJbCKUMH KaJleHIaMH, OTBaKHbIH CTpaH-
HHUK, U Thl JIOCTHIHEIb LeHTpa 3eMsid. DTo s coBepliny. ApHe CakHycceM».

§ 3. lWudpbl nepecTaHOBKHU

[Iudp, npeoGpaszoBanusl U3 KOTOPOrO H3MEHSIIOT TOJBKO MOPSILAOK CJIeN0-
BaHHSl CHMBOJIOB HCXOJHOIO TEKCTa, HO HE U3MEHSIIOT MX CaMHX, Ha3blBaeTcs
umcppom nepecranoBku (LLIT).

Paccmotpum npeo6pazoBanue u3 I, npepnasHauenHoe Jyist 3aingpo-
BaHUs1 COOOLIEHUS VIMHON 11 CHMBOJIOB. Er0 MOXKHO TpPEACTaBUTb C MOMOIILbIO

TabJINLIBI
1 2 ... n
<i1 io ... 1) (6)

r7ie i} — HOMep MecTa LIH(PTEKCTa, Ha KOTOpoe Momnajaer rneppasi 6yKBa HC-
XOJIHOTO cOOOUIeHHs MPU BeIOpaHHOM TpeoOpa3oBaHuu, io — HOMEp MecTa JJis
BTOpO# OYyKBHI U T. 1. B BepxHell cTpoke TabJHLbl BLINTHCAHBI 110 MOPSIAKY YHCIa
or | 10 n, a B HWXKHEH — Te Ke uMucJa, HO B MPOHM3BOJILHOM Mopsiike. Takas
TabJIM1a Ha3blBAeTCs TMOJICTAHOBKOW CTENEHH Al.

3Hast TOJCTAHOBKY, 3a/al0LLyl0 Mpeobpa3oBaHie, MOXKHO OCYIIECTBHTh Kak
3ammn@poBanye, Tak U paciingpoBanre Tekcra. Hampumep, ecan ais npeo6-
pasoBaHHUsl UCIMOJIb3YeTCs MOJICTAHOBKA

123456
523146
U B COOTBETCTBUH C Heill 3amudpoBbiBaercst cjioBo MOCKBA, TO moJyuuTcs

KOCBMA. Ilonpo0yiite paciuugpoBaTb coobuienne HUENVK, noJiyueHHOe B pe-
3yJibTaTe NpeoOpa3oBaHusi C MOMOLLLIO YKAa3aHHOH Bbllle MOACTAHOBKH.
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B kauecTBe ympaKHEHHS] UMTATENI0 MPEAJAraeTcs CaMOCTOSITE/bHO Bbl-
nucaTh MOJACTAHOBKH, 3ajaioliiie npeobpa3oBaHUs B OMHUCAHHBIX HHXKE TPeX
npumepax LIMGpPoB nepecTaHoBKU. OTBETHI MOMeLLEHbl B KOHLE pasjieda.

UuraTesb, 3HAKOMBIH C METOJIOM MaTeMaTHYeCKOH MHIYKILMH, MOXKET JIETKO
y6enuThest B TOM, uTo cyuiectByer 1 -2-3-...-n (o6o3Hauaercs n!, untaercs
«f (haKkTopHas») BaPUAHTOB 3aTOJHEHUS HUXKHEH CTPOKH TabJuiibl (6). Takum
06pasoM, UMCJIO PasJIMUHbIX NPeoOpa3oBaHuil IIU(pa NepecTaHOBKH, NpeiHa-
3HAUEHHOTO /s 3alMpOBaHUs COOOLIEHNH UIMHBI /1, MeHblle JU00 paBHoO 1!
(3aMeTHM, UTO B 3TO YHCJIO BXOAMT M BapHaHT NpeoOpa3oBaHusi, OCTABJSAIOLLNH
BCe CHMBOJIbI HAa CBOHMX MecTax!).

C yBeJMueHHEM UYHCJA 1 3HaueHue n! pacTeT oueHb ObicTpo. [IpuBenem
Tabmuily 3Hauenn# n! st nepsbix 10 HATYpasbHBIX YHCE:

12134 5 6 7 8 9 10
nl| 112624120 | 720 | 5040 | 40320 | 362880 | 3628800

[Tpu GosblMx 1 1Jisi MPUOJIUMKEHHOTO BbIUKCJAEHHS 71! MOXKHO T0JIb30BAThCS
u3BecTHOH popmyJsioi CtupJuHra

n!z\/%(g)n,

rie =2, 718281828 ...

[Tpumepom LTI, npennasnauenHoro st 3alinipoBaHus COOOLLIEHUI AJIH-
HBl A, SIBASIETCSl WIH(P, B KOTOPOM B KauyecTBE MHOXKECTBA KJIOUEH B3STO
MHOXKECTBO BCEX MOACTAHOBOK CTENEHH 71, @ COOTBETCTBYIOLLHME UM Npeobpa-
30BaHMs 1IM(PaA 33a7AI0TCS], KaK ObLIO OMUCAHO Bbllle. UHCI0 K/OUel Takoro
udpa passo n!.

Jl71s Mcrosib30BaHUsI Ha TPaKTHKe TakoW WH(p HeynobGeH, TaK Kak MpH
60JIbLIMX 3HAUEHUSIX 1 MPUXOAUTCS paboTaTh C AJIHHHBIMU TaOJHLAMH.

[lInpokoe pacmpocTpaHeHye MOJTYUHJIN IIH(pPEl MePeCTaHOBKH, HCMOJb3Y-
I0LIMe HEKOTOPYI0 reomeTpuueckyto urypy. [Ipeo6pasoBanust ua storo wmudpa
COCTOSIT B TOM, UTO B (DUIypPy HUCXOJHBIH TEKCT BIUCHIBAGTCS 110 XOJy OJHOTO
«MaplupyTa», a 3aTeM [0 XOJy APYroro BbinucbiBaercst ¢ Hee. Takoll wmdp
Ha3blBAlOT MapLUPYTHOH nepectaHoBKoi. Hanpumep, MOKHO BNHCbIBaTb HC-
XOJIHOE COOOLIEeHHE B MPSAMOYTOJIbHYI0 TaOJHIly, BEIOpAaB TaKOH MapLIPYT: MO
FOPU30HTA/M, HAUWHAs C JIEBOTO BEPXHEro yrjla MoouepeaHo CJieBa HanpaBo
M cripaBa HaJeBo. BbinuchiBaTh ke cooblieHne OyieM Mo JpyromMy MaplipyTy:
Mo BepTHKAaJHM, HAauMHAsl C BEPXHEro MpaBoro yrja M JABUrasch MOOUEPEJHO
CBEpPXy BHH3 U CHH3Y BBEpX.

3ammmdpyem, HarmprMep, yKazaHHEIM crocoboM ¢pasy:

TIPUMEPMAPIIPY THOUIIEPECTAHOBKH
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HUCIOJIb3YS MPAMOYTOJbHUK pa3Mepa 4 x7:
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SawmucpoBaHHas (pasa BbIMISIUT TakK:
MACTAEPPEIIPHOEPMUYIBKATPIIHON

TeopeTnueckyn MapuIpyTel MOTYT ObITh 3HAUNUTENBHO GoJlee H3OLIPEHHBIMH, OJI-
HAKO 3aMyTaHHOCTb MapIIPYTOB YCJIOXKHSIET UCMOMb30BAHHE TAKHX LIH(POB.

Huxke npuBoAsITCS OMMCAHUS TPEX PA3HOBUIHOCTEH 1IM(POB MepeCcTaHOBKH,
BCTPEUABLIMXCS B 3a7a4ax OJUMITHALL.

Iudp «Cunrana». OMHUM U3 CaMbIX TEPBBIX MIH(POBATBHBIX MPHUCIIO-
coOuieHnit Obl1 ke («Cuuragna»), NpUMEHsIBLUMICS elle BO BpeMeHa BOHHbI
Cnaprbl npotiB AcduH B V BeKe JI0 H. 3. DTO ObI UHJHHJP, HA KOTOPBIA BUTOK
K BUTKY HamaTblBajacb y3Kas nanupycHas JieHta (6e3 MpoCBEeTOB M HaxJe-
CTOB), a 3aTe€M Ha 3TOMH JIeHTe BJIOJIb €r0 OCH 3aMHUChiBa/ICcs HEOOXOAUMBIH /151
nepenaud TekcT. JleHta cmatbiBasach ¢ UMJMHAPA W OTIpaBJsaach aapecary,
KOTOPBIH, UMest LIWJIMHIP TOYHO TAKOTO JKe AHaMeTpa, HaMaThiBaJl JIeHTy Ha Hero
¥ TIPOUMTBIBAJ coobleHHe. SICHO, UTO Takol cnocob U(POBAHUS OCYILIECTB-
JISIeT MepecTaHoBKY MecTaMH GYKB COOOILEHHS!.

[Mudp «Cunrana», kKak BUIHO U3 pellieHust 3a1aun 2.1, peasuayer He GoJee
1 epecTaHoBOK (12, NO-TpexKHeMY, — JUIMHa coo0LLeHus). JleHCTBUTENbHO, STOT
1Mep, Kak HETPYAHO BUAETh, SKBUBAJIEHTEH CJIEIYIOLIEMY LIH(PY MapIIPYTHOM
[1epeCTaHOBKH: B TabJIMLLy, COCTOSILLYIO U3 7 CTOJIOLOB, TOCTPOUYHO 3alHCLIBAIOT
coo0lLieHHe, 110cJIe Uero BhIUChIBAlOT OYKBbI 110 cToj16uaM. HYucso 3aneicTo-
BaHHbBIX CTOJOLIOB TaOJHIbl HE MOXKET TIPEBOCXOAUTH JJIHHBI COOOLIEHHUS.

Hmetotcst elle W uMCTO (hU3HUECKHe OTpaHHUEHHMs], HaKJalblBaeMble peajii-
3aumeit mmdpa «Cuurana». EcTecTBEHHO MPeNoNoKUTh, UTO AHAMETP Ke3Ja
He lo/KeH npeBocxoanTb 10 canTuMerpoB. I1pu BbicoTe CTpOKH B 1 caHTUMETP
Ha OJIHOM BHTKE TaKOro »keajia ymecTuTcst He Gojiee 32 6yks (10m < 32).
Takum o6Gpasom, yMCIO MepecTaHOBOK, peanusyeMbix «CUHUTaJION», BPS JH
NPEeBOCXOJUT 32.

Hludp «[MoBoporHas pewerkax. [{isi ncnosnb3oBanust mvdpa, Ha3biBae-
MOT0 MOBOPOTHOH pPeIeTKOH, U3roTaBauBaeTcsl Tpadaper U3 MPsIMOYTOJBHOTO
JIMUCTA KJleTuaToil Oymaru padmepa 2m x 2k knetok. B tpadapere Boipe3aHo mk
KJETOK TaK, UTO MPH HAJIOKEHUH €r0 Ha YHUCTHIH JIMCT OyMaru Toro »ke pasmepa
YETbIPbMSI BOBMOXKHBIMH CTOCOGAMH €r0 BbIPE3bl MOJHOCTbIO MOKPLIBAIOT BCIO
MJIoLLA/1b JIUCTA.



192 [n. 7. Omumnuaziel no Kpunrorpaduu st IKOJbHUKOB

BykBbI cO001IEHNS TTOC/I€10BATENBHO BIUCHIBAIOTCS B BBIPE3bI Tpacthapera
(Mo cTpokaMm, B Ka)KJI0H CTpPOKe CJieBa HAMpaBo) MPH KaXKAOM H3 UeTblpex ero
BO3MOKHbIX 10JIO?KEHUH B 3apaHee yCTaHOBJIEHHOM MOpPSIIIKe.

[Tosichum npouecc wudpoBanusi Ha npuMepe. [lycTb B KauecTBe KJioua
ucnoJb3yercst pewerka 6 x 10, npuBeneHHast Ha puc. 1.

Puc. 1

3aindgpyem ¢ ee MOMOIIbIO TEKCT
I®PPENETKASBISETCSIYACTHHMCITY YAEMIIV®P AMAPIIPY THOMTIEPECTAHOBKY

HaJsioxuB pelieTky Ha JucT 6ymMart, BIMCHIBaeM MepBble 15 (110 UHCsy BBIPE30OB)
O6ykB cooOlleHus: WAPPPEMETKASABIA. . .. CHsB peLleTKy, Mbl YBHAMM TEKCT,
npeacraB/eHHbli Ha puc. 2. [ToBopaunBaem perierky Ha 180°. B okouneukax
MOsIBAITCS] HOBbIE, ellle He 3aroJHeHHble KJIeTKH. BrucbiBaeM B HUX cJieylouine
15 6yks. [Tosyuntes 3anuch, NpuBeeHHast HA puc. 3. 3aTeM NepeBopaulBaem
peLIEeTKY Ha JPYrylo CTOPOHY W 3alIH(POBbIBAEM OCTATOK TEKCTAa aHAJOTHUHbIM
o6pasom (puc. 4, 5).

I E|(N T(C q
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T K T T|H K |[H
A AlM|C I Yy
q B q q B qld
Puc. 2 Puc. 3
E|DI(A(T|C|E|M|4 I E(LI(A[T|{C|E|M|d(H|L
nin o] P(P|Y nin|o(n|e(n|P(P|49Y(E
E(A[D m(C|Pp E P|E(A[Q|E|L|C|P|C|E
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[TosyuaTens cooOblienusl, HMEIOUME TOYHO TAaKylO XKe pelleTKy, 6e3 Tpy-
Jla MPOUTET UCXOAHBIH TEKCT, HAJIOXKHUB PELIeTKY Ha LIM(PPTEKCT MO MOPSAKY
YeThIPbMS CrIOCOGaMH.

MOXHO JI0Ka3aTh, UTO UMCJO BO3MOXKHBIX TpahapeToB, TO €CTh KOJHUECTBO
Kk/oueil udpa «peletka», coctasaser T = 4" (cm. sanauy 1.1). DToT mwndp
npeaHasHaueH st cooblleHnil AMuHbl 1 = 4mk. Uncao Bcex nepecTaHoBOK
B TEKCTE TaKOH JJIMHBI COCTaBUT (4mk)!, uto Bo MHOro pas GoJblie uucaa 7.
OnHako yxe npu pa3mepe Tpacapera 8 X 8 uMC/J0 BO3MOXKHBIX PELLIETOK Tpe-
BOCXOJUT 4 MUJIMapa.

[llupoko pacnpocTpaHeHa pa3HOBMAHOCTL IMppa MapLIPyTHOH MepecTa-
HOBKM, HasbiBaemasi «wM¢ppom BepTUKaIbHOW nepecraHoBku» (LLBIT).
B HeM cHOBa HCroJib3yeTcsi MPSIMOYTOJIbHUK, B KOTOPbIA COOOIIEHHE BIHCHI-
BaeTcsl OObIUHBIM croco0oM (MO CTpOKaMm cJjeBa HampaBo). BwimucbiBaioTes
OYKBbI 110 BEPTHKAJIH, a CTOJIOLbI TPH 3TOM GepyTcsl B MOPSIIKE, ONpee/isieMoM
kJouoM. [TycTb, Hanpumep, 3TOT KJtou TakoB: (5,4,1,7,2,6,3), 1 ¢ €ro MoMoliibIo
Hajo0 3alMppoBaTh CoobIIEHHE:

BOTIIPAMEPIIM®PABEPTVK AJTbHOUTIEPECTAHOBKH

Bnuuem cooGlieHre B NPsSIMOYroJibHHK, CTOJOLbI KOTOPOro MPOHYMEPOBAHbI
B COOTBETCTBHMHU C KJIIOYOM:

WY HEa WwmE oo
Mmoo Mmoo~
= Q@Y E A/ -
H oA s 3N
=SS 9 YN
o a xR U so
omEPRw

Tenepnb, BbiOupast cTosOUbl B MOPSIAKE, 3aJaHHOM KJ/IOYOM, H BbIIHCbIBAsI
nocJ/1e10BaTebHO OYKBbBI KaK/I0TO U3 HUX CBEPXY BHHU3, 10Jy4aeM TaKylo KpHI-
TOrpamMmy:

OPEBEKP®U1A -MAAEO- TIIPHCYBEBIIPBUPKIIH-TIUTOT -

Yucuo kitoueit HIBIT ne 6osiee m!, roe m — uncdio cTos0LoB TadiuLbl. Kak
NpaBwJIO, M ropasjio MeHblile, YeM JUIMHA TeKeTa 1 (coobLueHHe yKJaablBaeTcs
B HECKOJIbKO CTPOK 110 m OyKB), a 3HAUMT, U m! MHOro MeHbluie nl.

[Tosb3ysich MpuBeneHHOH Bbillie Gopmysoil CTUpJMHTa TpU GOJbIINX 1M
U 11, TIOMBbITAUTECH OLLEHUTh, BO CKOJIBKO Pa3 UHCJIO BO3MOXKHbIX T1€PECTaHOBOK
IIIBIT ¢ m cron6uamu MeHblile ykcaa BCeX MePecTaHOBOK HA TEKCTE JIJIUHbI 11,
KpaTHOM 1.
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B cayuae korma kmiou IIIBIT He pekomenayercsi 3amuchiBaTh, €ro MOXKHO
U3BJIeKaTb M3 KAKOro-TO JIErKO 3aMOMMHAIOLIErocsl C0Ba WM MPEeIJI0XKEHHs.
st 3T0rO CyllecTByeT MHoro crnoco6oB. Haunbosiee pacnpocTpaHeHHBIH co-
CTOMT B TOM, 4TOObI MPUMHUCBLIBATH OYKBaM UMCJIa B COOTBETCTBUHM C OOBIUHBIM
ajaBUTHBIM TIOpsiIKOM OYKB. Hampumep, MycTb KJIOUEBBIM CJIOBOM OyJIeT
[NIEPECTAHOBKA. [lpucyrcTByiomiasi B Hem OykBa A mosyuaer Homep l. Eciau
Kakasi-To 6yKBa BXOJUT HECKOJIbKO pa3, TO ee MOsIBJeHHs] HyMepyloTcs mocJie-
JIOBaTesbHO cJieBa Hanpaso. [losTomy BTOpoe BXoxKjaeHHe OYyKBbl A moJiyyaer
Homep 2. [TockoJsibKy OyKBbI B B 3TOM cJjloBe HeT, To OyKBa B noJiyuaet Homep 3
¥ TaK aajee. [Ipolecc nponosmkaercs 10 Tex 1op, noka sce OyKBbl He MOJyvaT
HoMepa. Takum 00pa3oM, Mbl MOJIy4aeM CJeLyIOLUH KItou:

n E P E C T A H O B K A
9 4 10 5 11 12 1 7 8 3 6 2
[lepefinem K Bompocy o MeToJaxX BCKPbITHS WH(POB NnepecTaHoBKH. [1po6-
JieMa, BO3HHKAIOLIasi TPH BOCCTAHOBJIEHUH cooblieHus, 3atmdposanHoro [IIT,
COCTOMUT HE TOJIbKO B TOM, UTO UMCJIO BO3MOXKHBIX KJIIOUEH BEJMKO Jaxke TMpH
HeOOJIbIINX JIMHAX TekcTa. Ecan u ynactest nepebpaTh BCe JOMyCTHMbIE Ba-
PHAHTDLI IEPECTAHOBOK, He BCEra sICHO, KAKOW M3 9TUX BAPUAHTOB HCTUHHDIH.
Hanpumep, nyctb Tpebyercsi BOCCTAaHOBHTb MCXOJAHBIH TEKCT M0 KPUITOrpaMMe
AQTP, W HaM HHUEro He H3BECTHO, KPOME TOTO, UTO TMPUMeEHsICS ndp re-
pecraHoBKH. Kakoil BapHaHT «OCMBICJEHHOTO» HCXOJHOTO TeKCTa MPU3HATH
vcTuHHBbIM: TOPA usn POTA? A moxker GbiTh APTO? [lpuBenem npumep elie
6oJiee 3amyTaHHOU cuTyauuu. [lyeTb Tpebyercss BOCCTaHOBUTH COOOILIEHHE MO
KPUIITOTPAMMeE

AAHVHK-TEOMII, 3. bb3UBTI/II-bA0

noJlyueHHoH 11dpom nepectaHoBKH. Bo3aMoKHbI, KaK MHHUMYM, /1B BapHaHTa
MCXOIHOTO COOOIIEHHSI:

KA3HUTS, -HEJIb34-II0MUTIOBATE .

KA3HUTH-HEB34, -TIOMUJIOBATE .

AT BapUaHTbl HMEIOT MPSIMO TIPOTHBOTOJIOMKHBIH CMBIC/T U B HMEIOLIUXCS YCJI0-
BHUSIX y HAC HET BO3MOYKHOCTH OMPEAEINTb, KAKOH M3 BapHAHTOB UCTHHHBIN.
MHorna, 3a cuet oco6eHHOCTEH peanu3aluyy Lndpa, ynaercs noayunTb HH-
copmauuio 06 MCMOJb30BAHHOM Npeobpa3oBaHUK (MepecTaHoBKe). Pacemor-
pum mndp «Cuurana» us 3agaud 2.1. Beie yxke paccmartpuBajicsi Borpoc
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0 KOJIMUECTBE MEepPeCcTaHOBOK, peasusyeMbix «Cuuranoi». Mx okaszanoch He
6osiee 32. DTO UMCJIO HEBEJHKO, TIO3TOMY MOXKHO OCYIIECTBUTh Mepebop Beex
BapuanToB. [Ipu nocratouHoil ayHe cooOlLeHHs], Mbl, CKOpee BCEro, NoJyulm
e/IMHCTBEHHBIN uMTaeMblil BapuaHT Tekcta. OJIHAKO, UCMOJb3Ysl HHDOPMALHIO
0 pAacCIOJIO’KEHHH JIMHUE, OCTaBJIEHHBIX HIH(POBAJBIIMKOM, YIaeTCsl Onpese-
JINTb HAMETP CTep3KHSI, a 3HAUUT, H BOHHKAIOLILYIO TepecTaHoBKY OYKB (CM. 3a-
nauy 2.1).

B paccMoTrpeHHOM mpuMepe LIM(POBAJbIIMK M0 HEOCTOPOXKHOCTH OCTa-
BWJI Ha Tlanmupyce cJielbl, MO3BOJSIOIIME HAM JIErKO MPOYHTaTh COOOLLEHHE.
BoaMoxkHBI U ipyrHe cHTyalluH, KOrjaa He OYeHb «IPaMOTHOe» HCIOJb30BaHHE
umcpa obseryaer BCKPBITHE MePENUCKH.

B 3anaue 5.2 comepxurcsi npumep Tekcra, 3aumdpoanHoro HIBIT. ITo
YCJIOBHIO NTPOGEbl MEXKY CJIOBAMHU TIPU 3aMUCH TeKCTa B TaGJIHILy OMyCKaJUCh.
[TosTomy 3akJ/iouaeM, uTo BCe CTOJOLBI, cojepxKallye npobea B MocJjeaHel
CTpOKe, JIOJIKHBI CTOSITh B KOHIle Tekcra. Takum o6pasoM, BO3HHMKaeT pas-
6ueHne CTOJIOLOB Ha JBe TPynnbl (comepxkaine 6 OyKB, W cojeprKallde 5
6ykB). LlJist 3aBeplieHHsT BOCCTAHOBJIEHNST HCXOJHOTO TEKCTa IOCTATOUHO HAHTH
NOPSI0K CJeJ0BAHUSA CTONOLIOB B KaXK0H U3 TPYMIT B OTIAEJIbHOCTH, UTO FOPA3/0
npotie.

AHanornuHasi CUTyalllisi BO3HHKAeT H TPH «HEMOJHOM» HCIOJIb30BAHUH
ummgpa «peterka» (cMm. 3anauy 4.1). [lyctb umeercst pelieTka pasmepa m X r,
¥ 3alH(POBAHHOE C ee MOMOLIBIO COOOIIeHHe JMHHBl mr — k, He cofleprkalllee
npo6esioB. HeszanoJsiHnentbie k& MeCT B pelieTke Mpu ycjoBuH, uto k < mr/4,
COOTBETCTBYIOT BbIpe3aM B UETBEPTOM TMOJIOXKEHHH pellieTKH. Ha ocHoBe Takoii
MH(POPMALIMY NPOUCXOAUT PE3KOe yMeHblleHHe YHCJa AOMYCTUMbIX PELIETOK
(nx Gymer 4™7/4=k) Upratemo mpeanaraetcs CamocCTOSITebHO TMOJCUHTATH
YUCJIO JIOMYCTHMBIX PELIETOK Npu & > mr/4.

Ha npumepe peiennst 3agaun 5.2 MPOJEMOHCTPHPYEM ellle OJHH TOAXO0J
K BCKPBITHIO LIH(POB BEPTHKAJIBLHON MepecTaHOBKH — JIMHTBUCTHUECKHH. OH
OCHOBAH Ha TOM, UTO B €CTECTBEHHbIX SI3bIKaX HEKOTOpble KOMOMHALMH OYKB
BCTpEUalOTCsl OUeHb YacTo, APYrHe — ropasjio pexe, a MHOTHe BOOOILIe He
BCTpPeUatoTCst (HanpuMep — «blbb»).

Bynem noa6upars NOpsiioK CJe0BaHUS CTOOLOB APYT 3a IPYTOM TaK, 4TO-
Obl BO BCEX CTPOKAX 3THX CTOJIOLOB MOJYUaJHCh «UMTaeMble» OTPE3KH TeKCTa.
B npuBeseHHOM pellieHUH 3a1aul BOCCTAHOBJIEHHE TEKCTa HAYHHAETCS C MOJI-
6opa LEeMoYKH M3 TpeX CTOJOLOB MepBOi IPyMIbl, cojaepxKalleld B rmocJjeaHei
cTpoke coueTaHue TUK, TaK Kak eCTECTBEHHO MPEANOJIOKHUTh, UTO COOOLIeHUe
3aKaHuMBaeTcst TOUKoi. Jlanee noabupaiotcest cTos61B, POIOMKAIOIIHE YUacT-
KU TEKCTa B JIPYTHX CTPOKax, u T. IL.

CoueraHue JIMHIBUCTHUECKOTO METOJA C YUETOM JIOMOJHUTENbHON HHPOP-
MalH J0BOJILHO OBICTPO MOXKET TMPHUBECTH K BCKPBITHIO COOOLLEHHUSI.
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B 3aksiouenue pacckasa o mugpax nepecTaHOBKH MPHUBEIEM HCTOPHIO C 3a-
upposanubiM asrorpacom A. C. Ilyuikuna, onucannyio B pomare B. Kase-
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puna «HMcnosnenue xenanuii».

[naBHbli repoit pomana — ctyaeHt-uctopuk H. Tpy6aueBckuit, — 3aHumaB-
mmiicss paboToil B apxuMBe CBOero yuurtessi — akajaemuka bayspa C. U., —
Halles B OJIHOM U3 CEKPETHBIX SIIIMKOB MyIIKHHCKOTO 6I0po (parMeHT HefoMH-
canHo#l X riaBbl «EBrenuss OHernHa». 1o Obl MepPerHyThii BABOE MOJYJIUCT
MUIOTHOH roJiyboBatoil 6ymaru ¢ BoJsiHbiM 3HakoM 1829 rosna. Ha smcte 6biio

HalnucaHo cJjeayrouiee.
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. M1 BnoxHoBeHHO GopmoTas

. M nan xonmamu Tysabunna
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Bes ocobbix ycunuit TpyOGaueBckuii npountas pyKonucb, U HUYEro He Mo-
Hss. OH nepenucas ee, moJiyunsach OeccBsi3Hasi ueryxa, B KOTOPOH ojHa
CTPOKa, €/lBa HauaBllasl MblCJb, NlepeOMBaeTCs ApPYrodl, a Ta — TpeTbel, elle
6osiee GeccMblceHHOH U OeceBsiHoi. OH nonpo6oBas pa3buTb PYKOMHUCh Ha
CTpo(bl, — ONATh He MmoJyyuaoch. CTan ucKaTh pupMbl, — Kak OYATO U pUPM
He ObL10, XOTs1 Ha OeJiblil CTHX Bce 3TO Majio noxoxe. ITpocuntan cTpoky —
UEeTBIPEXCTOMHBIH sIMO, pasMep, KOTOPbIM HanucaH «EBrenuit OHerun».

TpyGaueBckuil ¢ azapToM B3siiCsl 32 PYKOIMCb, IbITAJICSl YUTATb €€, Ipo-
ycKasi 110 OfHOH CTpPOKe, II0TOM I10 JiBe, [0 TPH, HaJeAChb CJy4yalHO yraaarhb
TalHyl0 MOCJ1e10BATENbHOCTb, B KOTOPOH Obl/IM 3aMMCaHbl CTPOKH. ¥ HEro HU-
uero He novyuyasnochb. Torjga oH CTaJl UMTaTb TPETbIO CTPOKY BCJlel 32 MepBoi,
NATYIO 3a TPeTbel, BOCbMYIO 32 MATOH, MPEANONO0KHUB, UTO MPOMYCKH JOJLKHDI
yBeJUUMBaThCS B apudmernueckoil nporpeccuu. Bee To kel OTuasBUIMChL, OH
6pocust 31y 3ateto. OJHAKO OHAa He JaBaja eMy I[OKOsl HH Ha JIeKLHH, HH
B TpaMBae... Kak 11axmarTucT, Mrpatoliiii B yme, OH He TOJIbKO 3HaJl HaH3YyCTb
KaK/lylo CTPOUKY, OH BUJeJ ee B JeCsTH KOMOMHALMAX Cpasy.

[Tpomno Bpemst. OaHaXkabl, KOra OH CMOTpPeJ Ha CBETJbE MSITHA OKOH
MOAXOASILLEro K MeppoHy Moe3fa, KaKMM-TO BHYTPEHHUM 3DEHHEM OH YBHJell
nepes coO0i BCIO PYKOIHCb — M € TaKOH HEOOBbIKHOBEHHOH OTYETJIHBOCTLIO,
KakK 3TO ObIBaeT TOJILKO BO CHe.

CMmoxkeTe s Bbl pounTaTh 3T cTHxu? OTBeT Bbl HalijieTe B pomane B. Ka-
BepHHa.

OTBeTbl K YyNpaxKHeHUSIM

1) Wncdp mMapupyTHOH MepecTaHOBKH

1121314567819 |10]11|12]13|14
2512417169 |8 | 1 | 2|7 |10]15]18(23]26

151617 ]18[19(20|21 |22 |23 |24|25]26|27|28
27122 119|14|11| 6 | 3 |4 |5 |[12]13]20]21]|28

2) Wudp «pernreTka»

1123|4567 [8]9]10]11(12]13]|14]|15
2111|1517 18|22 (26|30 |34|38|42|53|56|57 |60

1617181920 |21 |22 |23|24]25|26|27|28|29|30
1|45 |8 |19(23]27|31(35(39|43|44|46|50 |59

31132(33(34|35|36|37 (38|39 |40 |41 |42|43|44|45
316 |7 |1012|24(28|32|36|40|41|45|47|48|52
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46 |47 |48 49|50 |51 |52 |53 |54 | 55|56 |57 (58|59 |60
9 | 13|14|16|20|21(25(29|33|37|49|51|54|55|58

3) lludp BepTHKAIBHON TepeCcTaHOBKH

112134567 |89 |10]11|12]13|14]15
2311|1734 7 29|12 (24| 2 |18|35| 8 |30]13|25

1617181920 |21 |22 |23 |24]25|26|27|28|29|30
31191369 |31 |14(26] 4 [20(37(10(32]|15|27| 5

31132133|34(35|36|37|38
2113811331628 6 |22

§ 4. MuoroanadaBuTHbie WUGPbI 3aMeHbI
C NepPUOJUYECKUM KJIIOYOM

Paccemorpum 30-6yKBeHHbIH asihaBUT PycCKOro si3blKa:
ABBTOEX3UKIMHONPCTY®XIUMIbHIWNA

B 3ToM a/ndpaBuTe oTCYTCTBYIOT GYKBBI i, 1 1 b, uTO MpakTHUECKH He orpa-
HUUYHBAET BO3MOXKHOCTEH MO COCTABJEHHIO OTKPBITBIX COOOLLEHHH HA PYCCKOM
s3pike. B camom jene, 3amMena GykBbl i Ha GykBy E, GykBbl ¥ — na Gyksy U,
a OykBbl b— Ha OykBy b M03BOJISIET MOHATb CMbIC/] OTKPBITOrO COOOLLIEHHS,
HaMUCaHHOTO C HCIOJIb30BAHUEM 3TOrO ajidaBuTa.

B ancasure so6oro ecrecTBEHHOrO 53bIKa OYKBBI CJIEAYIOT APYT 3a IPYTroM
B OTIpele/IeHHOM MOpsiAKe. DTO AAeT BO3MOXKHOCTb TPUCBOHTH Kax0# OyKBe
ancaBuTa ee eCTeCTBEHHbIH MOPsIAKOBbII HoMep. Tak, B MpUBeeHHOM aJipaBuTe
6ykBe A npucBanBaeTcs MopsiiKoBblil Homep 1, 6GykBe 0 — MOPsIKOBbLINH HOMeEp
14, a 6ykBe bl— nopsiakoBblil Homep 27. EcJii B OTKPbITOM COOOLLIEHHH KaK/1yIo
OyKBY 3aMEHHTb €€ eCTeCTBEHHbIM MOPSIAKOBbIM HOMEPOM B PacCMaTpUBAEMOM
ancasuTe, To MpeobpazoBaHHe UMCJIOBOTO COOOIIEHHST B GYKBEHHOE MO3BOJISIET
OJIH03HAUHO BOCCTAHOBUTb HCXOJHOE OTKpPhITOe cooOlueHne. Hanpumep, unc-
qoBoe coobienne 1 11 20 1 3 9 18 npeo6pasyercss B 6ykBeHHOE COOOIIIEHHE:
AJI®ABUT.

JlonosHUM ecTecTBeHHBIH MOpsioK 6YKB B ajdasute. Bynem cuntath, uto
3a mocJjenHel OyKBoH ajdaBuTa CjelyeT ero nepsasi Oyksa. Tako# Mmopsiiok
OYKB JOCTHraercsl, ec/u PacroOXHUTb UX HA OKPYKHOCTH B €CTECTBEHHOM
nopsiike Mo 4acoBoil crpesike. [Ipu TakoM pacnosoxKeHHH MOXKHO KaxKI0H M3
OYKB MPHCBOUTb MOPSAKOBbIH HOMEP OTHOCHUTEJIbHO J000H OYyKBbI ajipaBuTa.
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Tako# HOMep HA30BEM OTHOCHTENLHBIM TMOPSAKOBBIM HOMEPOM. 3aMeTHM, UTO
ecsiv uucs10 6yKB B ajaBuTe PaBHO 2, TO OTHOCHTEJIbHbBIH MOPSIKOBbI HOMEp
JIAHHOH OYKBbI MOXKET MPUHUMATh BCe 3HAUYEHHS
ot 0 110 (z — 1) B 3aBHCMMOCTH OT GYKBbI, OTHOCH- wdfBg
TeJIbHO KOTOPOH OH BbluucasieTcs. Jlisi npumepa H e e I
paccMoTpuM HcxonHblil 30-OykBeHHbIH andaButr b _° * E
PYCCKOTO $13blKa, PACHOJOXKEHHbIA Ha OKpyxkHO- L o . X
CTH (cM. puc. 6). e « 3

B 5TOM cilyuae MOPSUKOBbI HOMEp GYKBbI A '. : 1
OTHOCHTeJIbHO OYKBbI A paBeH (), OTHOCHTEJILHO i-, . K
OykBbl §1 OH YyKe paBeH | u Tak jJaJiee, OTHOCH- o e o M
TeJIbHO OYKBbI B MOPSAKOBbLIA HOMep A paBeH 29. y T. e .O H
3HaueHUst OTHOCHUTE/bHBIX MOPSAKOBBIX HOMEPOB cpl
O6ykB asaBuTa M3 2 OYKB COBMAJAOT CO 3HA-
UEHHSIMH BCEBO3MOXKHBIX OCTATKOB OT JleJIeHHs
1leJIbIX YHCeJT Ha HATypaJbHOe UUCJ/I0 2. Y6eauTech B TOM, UTO MOPSIAKOBBIH HO-
Mep KakoH-J160 GYKBbI aj(aBuTa OTHOCHTEIbHO APYroil GYKBbI paBeH OCTATKY
OT JieJIeHHsl PA3HOCTH WX €CTECTBEHHbIX MOPSIKOBbIX HOMEPOB Ha UHCJIO OYKB
B asiaBuTe.

O603HauMM CUMBOJIAMH:

D(Ny, Ng) — nopsinkoBblii Homep OYKBbI C €CTeCTBEHHbIM MOPSIIKOBLIM HO-
MepoM N| OTHOCHTEJLHO OYKBbBI C €CTECTBEHHBIM MOPSAKOBBIM HOMEPOM No;

r'm(N) — ocTatok ot JieJieHusi 1eJ10ro uucja N Ha HaTypaJsibHOe UHCJIO 1.

[1pu sToM cnpaBemiuBo pasetctBo D(Ny, No) = r,(Ny — Ng), rie z —
uhcsio OyKB B ajdaBuTe.

Hast yno6erBa o603naunm NiHNg = r, (N — No), Ny Ng = r,(N| + No).
Torna nmeror MecTo paBeHCTBa:

Puc. 6

D(Ny, Ng) = N EN,, (7)
Ny =NoBD(Ny, Ny). (8)

®opwmy.aa (8) HenmocpeaCTBEHHO roJsiyuaeTcst U3 (7), U ee MOKHO HCMOJb30-
BaTh /151 3aMeHbl GYKBbI C €CTECTBEHHBIM TOPSAKOBbIM HOMepoM No Ha OYKBY
C ecTecTBeHHbIM MopsiikoBbIM HomepoM Ni. Yucno D(N;, Ng) HasbiBaetcs
3HAKOM r'aMMbl.

st ysicHeHHs1 BBeleHHbIX 0603HAYeHHH YNTATEI0 NpejiiaraeTesi CaMmoCTo-
STEJILHO PEINTh CJeYIolIHe 3aauH.

1. okaxkute, uro agast mobbix ueabix Ny, No u Jo60ro HaTypasbHOTO 2
cnpaBemiuBo paBeHcTBo: D(Ny, No) = Ny — Ng — [@} -z, e [X] —

ueJsiasi yactb yucaa X (HaHéOJ’[bHJee eJsoe 4ynceJgo, He nmpeBocxoasilee yucsa )
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2. JlokaxkuTe paBeHCTBO (8) H paBEHCTBO:
No =NiBD(Ny, Ny). )

st 3amndpoBaHnsi HEKOTOPOTO OTKPBITOrO COOOIIEHHs], COCTOSIIIErO U3
N ©6yKB, ¢ MOMOLIbI0 YKa3aHHOH 3aMmeHbl TpeGyercss N 3HAKOB TamMMbl: IO
OJIHOMY Ha KaKiyto OykBy cooOuenusi. [locsenoBare/bHOCT 3HAKOB TaMMB,
HeoGXoAuMasi /st 3alindPOBaHKsT OTKPBITOrO COOOLIEHHS], SIBJSIETCS KJIIOUOM
JIlaHHOTO 1IUdpa.

Ecuu mocJ/ieioBaTeIbHOCTh 3HAKOB TaMMbl HMeeT HeGOJIbILIOH (M0 cpaBHe-
HHUIO C JIJTHHON OTKPBLITOTO TEKCTa) MEePHOJl, TO COOTBETCTBYIOLIME LMD Ha3bl-
BaeTCs LIM(PPOM 3aMeHbl ¢ TePHOANUECKUM KJouoM. Kiouom Takoro miudgpa,
MO CYLIECTBY, SIBJASETCS OTPE30K TaMMbl, PABHbIH MO JUIMHE TIEPHOLLY.

Yucsio oTpe3koB HeKOTOpO# aiuHbl T, cocTosiuux 13 urces ot 0 no (2 — 1)
paBHO 2, TakK KakK Ha Kaxkaoil u3 T MOo3WLMi OTpe3ka MOXKeT ObIThb Ji06oe
U3 2 uhces (He3aBMCHUMO OT UMCEJ, HaXOJAIIMXCS Ha JIPYrUX Mno3uiusx). s
HarJISIHOCTH MPUBENEM 3HaueHus1 2 ipu 2 = 30 B 3aBUCHMOCTH OT 3HaueHui 7

T |1 2 3 4 b) 6 7
30 | 30 | 900 | 27000 | 810000 | 24300000 | 0, 729 - 10° | 0, 2187 - 10!
T 8 9 10

30 | 0, 6561 - 10'2 | 0, 19683 - 10" | 0, 59049 - 10'5

Kak BuaHO M3 npuBeneHHON TabJMLbl, YHCO KJOUeH paccMaTpUBaeMoro
wndpa 3amensl ¢ katoyoM neprona 10, 10CTaTOUHO BHYLIMTENbHO H COCTABJISIET
y2Ke COTHH TPHJUIMOHOB. DTO 0OCTOATELCTBO JleslaeT NPaKTHUECKH HEBO3MOXK -
HbIM BCKpPbITHE LIH(Pa MeTO0M Nepebopa Bcex ero KJouei aaxe Npu MEeHbLINX
3HAUEHMsIX [1ePUOJA FaMMBbl.

st paccmarpuBaemoro idpa xapakTepHo To, 4To GYKBbI OTKPBITOTO TeK-
CTa, 3allM(poBaHHbIE OJHUM H TEM K€ 3HAKOM IaMMbl, 110 CYTH, 3alIM(PPOBaHbI
OJIHUM M TeM e WHdpoM npocToii 3aMeHbl. Hanpumep, K/awouesasi tabauua
3TOro Wudpa NpocToil 3aMeHbl MPH 3HaKe raMMbl, paBHOM 1, UMeeT B

ABBTIEX3UKIMHONPCTY®XIUMIBEIWNA
EBTIEX3UKIMHONPCTY®XIOUIMBHOHNAA

Bropyto cTpoky 3Toll K/toueBoil TabJuibl HA3bIBAKOT a(aBUTOM ILIU(DPOBAHHS,
COOTBETCTBYIOIMM JIAHHOMY 3HaKy rammbl. [ToCKOJIbKY B paccMaTpHBaeMoM
dpe BO3MOXKHbI Bce 3HaueHust rammbl oT 0 10 29, To JaHHbBIHA WHPP MOXKHO
paccmatpuBaTh Kak 30-asihaBUTHBIN LIMGP 3aMeHbl. Ec/n Ka)aoMy U3 3THX
asi(haBUTOB TMOCTABUTb B COOTBETCTBHE €r0 IMepByl0 OYKBY, TO KaXKIbli 3HAK
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raMMbl MOYKHO 3aMeHHTb 3TOH OyKBOH. B 3TOoM c/ydae kiou paccMaTpuBaemMo-
ro uiMgpa MOKHO B3aHMHO OJIHO3HAUHO 3aMEHHTb COOTBETCTBYIOLMM CJIOBOM
B 3TOM e ajdasute. Takoil MHoroasichaBUTHBIN LWIKM(P 3amMeHbl Obl OMUCaH
B 1585 roay dpatiysom baesom e Buxenepom B ero « Tpakrarte o mingpax»:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHIJ
LMNOPQRSTUVWXYZABCDEFGHIJK
MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
PQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY

Bce andaButhl wMdpoBatus OTHOCHTENbHO JATHHCKOrO ajidaButa OblIH CBe-
JIeHbl UM B TaOJIMLly, MOJYUYHBLIYIO BIOCJEACTBUM Ha3BaHHe ee aBTOpa. Boile
npuBeeHa Tabsnla BrxkeHepa Juisi COBpeMEHHOr0 JIATHHCKOTO ajihaBuTa, OHa
COCTOMT U3 CrHcKa 26 ajndaButoB mudposanus. Crnocob sammdposanus ¢ Mo-
MOIIbIO TabJHIbI BrkeHepa 3akiouaercst B TOM, UTO MePBbIi U3 aj(aBUTOB
COOTBETCTBYET a/(aBHTy OTKPLITOrO TeKCTa, a OYKBE KJIOUEBOro CJ0BA COOT-
BETCTBYeT a/ipaBUT LIK(POBAHHST M3 JAHHOrO CIHCKA, HAUHHAIOLIMIACS ¢ ITOM
GykBbl. DykBa 1HIHPOBAHHOTO TEKCTA HAXOAUTCS B ajdaBuTe LIHPPOBAHUS HA
MecTe, COOTBETCTBYIOLLEM JaHHOH OyKBe OTKpPbITOro TekcTa. [Ipoctora nocrpo-
eHHst TabsHlbl BrxkeHepa JieflaeT 3Ty CHCTEMY MPHBJIEKATENbHON ISt TTPAKTH-
YeCKOro HCIMOJb30BaHUst. PaccMOTpUM MpUMep BCKPBITHST MHOTOa/(haBUTHOTO
undpa 3aMeHbl ¢ MEPHOAHUECKHM KJIOUOM, CojlepKaliiiicst B paccKase JKiodist
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Bepna «yKanrana». Bot Teket, KOTOpBIH Obl1 MOJIydYeH ¢ MOMOIIBIO TAKOTO THIA
wdpa:

CTYYNBONN3APTENHNH®TUHBOPTHY
TNYAKOTXXTYYM3IXPbCTCHOTIDBAP
BATTUIBYSELCTYXKBCEBXAXSA®BLBE
T®3COPTXXK3B3bT®BIUXXPUNXT3BT
XATTONBHT®SEOUXTTETUUOK3NTST
EYTCOUNTHMO®O0KCXMIBTXKOHTYUYON
HOHNBTONNUPYIEHKOITTHCBKCCEY
NHOUEEETTCXHOEHUOHPCUTKIUBEAB
YBTETJNOTB®LUCBHUNMI3TXITY®KAT

JlorajaBliKch, UTO KJIOUYOM SIBJISIETCS] HATYpaJlbHOE UMCJI0, epcoHax « KaH-
rajibl», cyibst JKappukec, o0bsicHsIeT cbiHy oOBHHseMoro MaHo3J1o, KakK Oblil
3aldpoBaH J10KyMeHT: — «JlaBaliTe Bo3bMeM (pasy, BCce paBHO KaKylo, Hy
XO0Ts1 6bl BOT 3TY:

Y CYIbU XAPPVKECA MPOHUIATENBHHA YM

A Tenepb st BO3bMy Haynauy Kakoe-HUOYAb UMCJO, UTOOBI ClleJaTh U3 ITOM
¢pasbl Kpuntorpammy. [1peanosoxKum, yTo UMCJI0 COCTOUT U3 TpeX LUdp, Ha-
npumep, 4, 2 u 3. §1 noanuceiBato uucyao 423 noj CTPOUKOH Tak, UTOOLI MOJ
KaxK10i OyKBOH cTosisla LUMdpa, U MOBTOPSIIO UKCJIO, 10K He J0H1y 10 KOHLA
¢passl. Bor uto mosyunrest:

VCYObUXAPPUKECATPOHUILATENBHHUYM
4234234234234234234234234234234

Bynem 3amenstTh kaxjayio OyKBY Hailledl (pasbl TOil OyKBOH, KOTOpasi CTOUT
nocse Hee B ajdaBute

ABBTIEX3UUKJIMHONPCTY® XYM bHbIHA

Ha MecTe, yKasaHHOM Ludpoil. Hanpumep, ecan nox 6ykBoit A ctout undpa 3,
BBl OTCUHMTBIBaeTe TpH GYKBBI U 3aMeHsieTe ee OyKBoi I'. Ecoii GykBa Haxoaures
B KOHIe a/aBuTa M K Hell Hesb3sl NPUOABUTb HYXKHOTO uyucJja GYKB, TOTJIA
OTCUHUTBIBAIOT HefoCTalole OYKBBI C Hauasda andaBuTa.

JloBesieM 10 KOHIA HAuaTylo KPUMITOrpaMMy, MOCTPOEHHYIO Ha uucye 423,
¥ MCXOJHAs (Ppasa 3aMEHUTCS CJIeyIolei:

YYUUOIKBYOKHUYTYTCCKIJOUNKNP ANIP
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Ho kak Haiith uncsoBoii kJawou? [lojacuer, mpoBeneHHblil YKappukecowm,
MOKAa3bIBAET, UTO MOUCK KJI0Ua nepe6opoM BCeX BOZMOXKHbIX UMCEJ, COCTOSIINX
He GoJiee ueMm u3 10 mudp, norpebyer GoJiee Tpexcot JieT. Cyjibsi NbITATCS HA-
yJauy oTrajaTh 3aBeTHoe uncso. Hactynaer nenb kasnu. O6Bunsiemoro yKoama
JlakocTy BelyT HA BHUCEJIHLLY...

Ho Bce 3akanuuBaercst 6sarononyuno. [Tomor cuactauseiii cayuan. dpyry
sKoama ynaercst y3uath, uto aBTopa Kpunrorpammbl 3Basid Oprera. [TocraBus
6yksbl 0, P, T, E, I', A HaJ NOCJEeIHUMH 111€CTbi0 OYKBAMU NOKyMEHTa W MOJ-
CUMTaB, Ha CKOJbKO 3TH OYKBbI 10 ajidaBUTy CJABUHYTbl OTHOCHTEJNLHO GYKB
KPUIITOrPAMMBI, Cy/lbsl HAKOHEL, HAXOAUT KJIIOU K JOKYMEHTY:

UCXOJIHOE COOOLIeHHe OPTETA
wdpoBanHoe coobuienne  TY®KIT
OTHOCHTeNbHBIN caBur 6ykB 432513

[" A.TypeBuu B cratbe «Kpunrorpamma JKiosist Bepna» (:kypHan «KBaut»
Ne9, 1985 r.) obpaliaer BHMMaHHe Ha TO, UTO CYAbsl MPOLIEJ MPAKTHUECKH
BeCb MyTb JI0 OTrajkH. Dynyud yBepeHHbIM, UTO B JIOKYMEHTE yIOMHHAeTCs
umsa yKoama JlakocTel, Cyibsi CTPOUT MpeanoJiokenue: «Ecan Obl CTpoOUKH
OblJIM pa3iesieHbl Ha CJI0BA, TO Mbl MOIVIM Obl BbIAEINTb CJIOBA, COCTOSILIME U3
cemu OyKB, Kak u amuinsi Jlakocta, 1, onpo6yst HX OJHO 3@ JIPYTUM, MOXKET
ObITb, 1 OTBICKAJIM Obl UUCJIO, SIBJISIIOLLEECS KJIIOUOM KpHIITOrpaMMbl». MaHo34Ib,
B CBOIO OU€pE/ib, MOHSB OCHOBHYIO MJEI0 CY/bH, MpeajaraetT onpo6oBaTh BO3-
MOKHbIe pacrnoJioxkeHusi cjioBa [IAKOCTA B ucxonHom Tekcte. [TockosbKy TeKeT
COCTOUT U3 252 OGYKB, TO JIOCTATOUHO ONpoHoBaTh He Hosiee 246 BapuaHToB. B
OJIMH MPeKpaCHbIil MOMEHT, 3anucas Haj gpparmentoM ABHT®SE ciioso JAKOCTA,
Mbl onpeiesinn Obl ocJe0BaTebHOCTD Hdp 5134325, EctecTBeHHO npen-
TMOJIOXKUTh, UTO MOCJIeAHSs LHdpa D — Havya o CeIylollero nepuoaa:

HCXOJIHOE COOOlIeHHEe ... JAKQOCTA
wudposanHoe coobulenre ... UBHT®OE
OTHOCHTEJIbHBIA CIBUT OYKB ... 5134325

Bwmecto kimoua 432513 Mbl HalLLIK €0 LMKJUYECKYIO NepecTaHoBKy 513432,
UTO HU B KOeil Mepe He MellaeT paciingpoBaHuio TeKeTa. JlJist 3Toro 10CTaTouHo
IUIsT KaxKI0i OYyKBbI MIM(POBAHHOTO TEKCTa OMNPeNesUTh OYKBY, OTHOCHTEJb-
HO KOTOpO# JlaHHasi OyKBa CIBHHYTAa Ha BEJMUHHY COOTBETCTBYHOIIEH LUDPDI
KJIIoua:

CTYYNBANN3WPTENHIH®TUHEOP
4325134325134325134325134
HACTOANMUABUHOBHUKKPAXMAIM
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TAYTNYOKOTXXTYYM3OXPBCTCH
3251343251343251343251343
AB0BUYBUUCTBACONIATOXPAHH

OITObAPBATTUNBYSELNCTYXBCEB
2513432513432513432513432
BHOUYLHAIBAOIUATLBTOPOESAHBA

XAXIOBLBET®3C3@TXX3B3bT OB
5134325134325134325134325
PATHCAYABOCEMBCOTABANLATSH

OAXXPUOXKT3BTXKATIONBHT®SED
1343251343251343251343251
INECTOTOTOAAHEXOAMIAKOCTAH

UXTTETUUOK3INT®IEYTICOUIITEM
3432513432513432513432513
ECIHPABE[JJIVBONPUTOBOPEHHHX

0®0KCXMIBTX®HT YYOHNH®HI3TD
4325134325134325134325134
KCMEPTUASHECYACTHHACIYXAL

JINPYAEHKOITTHCEKCCENYH®I
3251343251343251343215343
UAVIPABIEHUAAIMA3HOTOOKPY

EEETTCXHOEHUOHPCUTKILELBY
2513432513432513432513432
TAIASOJUHBYEMUNOANUCHBAKC

BTETJIOTBO®LUCBHOUIMI3TXITY®K
5134325134325134325134325
BCBOMMHACTOANMMUMEHEMOPTE

Ir
13
TA

I/ITaK, nepBast nuaest COCTOUT B UCIOJb30BaHWH BEPOSITHOrO CJIOBA, TO €CThb

CJIOBa, KOTOpOe C GOJIbIIOK BEPOSITHOCTHIO MOMKET COJAEPKATbCSI B JIAHHOM
OTKPBITOM TeKcTe. Peub HIET B TOM UHCJIE W O CJOBAX, UACTO BCTPEUAOIIUXCS
B JIOOBIX OTKPBITHIX TeKcTaX. K HUM, HalpuUMep, OTHOCSITCS TaKhe CJIOBa, Kak
KOTOPMPLTOFHA,QTO,ECHH,nmmannHPH,HPE,HOﬂ}rnn

Bropasi unest ocHoBaHa Ha TOM, U4TO OYKBbl OTKPbITOrO COOOIIEHHSI HAXO0-

JSATCS B OTKPBITOM TEKCTE Ha BITOJIHE OMPEAC/IEHHBIX MTO3HUILIHSIX. Ecin Pa3HOCTb
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HOMEPOB HX TIO3ULIMH OKaXKeTCs KPATHOH MEPHOJy TaMMbl, TO CTOSIIIIME HA STHX
no3uLmMax GyKBbl OyayT 3aliMpoBaHbl OJHUM M TeM e 3HAKOM TaMMbl. ITO
03HAYaeT, YTO OrpeJeseHHble YaCTH OTKPBITOIO TEKCTa OKaxKyTcsl 3allupo-
BaHHBIMK IKPPOM MPOCTOH 3aMeHbl. DTy WJEK MOXKHO HCIOJIb30BATH /s
onpeJieJieHust TIepruojia KJoua MHOr0aihaBUTHOTO LIKQpa 3aMeHbI.

Jlnst onpesiesieHns epruosia raMMbl MOTYT ObITb MPUMEHEHBI JBa Crocoba.
[TepBblii U3 HUX M3BecTeH Kak TecT Kacucku, BTOpo# crnoco6 HCMoJb3yeT Tak
Ha3bIBAEMblil HHIEKC COBMAJEHHUS.

Tect Kacucku 6bl1 onucan B 1863 rony ®@punpuxom Kacucku. On ocHo-
BaH Ha CJIeJyollleM HAOJII0JIEHHH: JIBa OJIMHAKOBBIX OTPE3Ka OTKPBITOrO TEKCTA
OyJIlyT COOTBETCTBOBATH JIBYM OJIMHAKOBBIM OTpPE€3KaM LIH(POBAHHOIO TEKCTA,
ec/li Pa3HOCTb HOMEPOB TO3WLMH MX HauaJ KpaTHa repuojy rammbl. Ciie-
JIOBATEJbHO, €CJIH Mbl OCGHAPYKHM JIBA OJIMHAKOBBIX OTpe3Ka IM(POBAHHOTO
TEKCTa, COCTOSILIMX MO KpalHel Mepe U3 Tpex OYKB, TO ¢ 6OJbLIOH BEpPOSTHO-
CTbIO MM COOTBETCTBYIOT OJIHHAKOBbIE OTPE3KH OTKPBLITOTrO TeKcTa (CjyuaiHoe
coBrajieHne MajoBepositho). Tect Kacucku, no cytH, 3ak/aiouaercsi B TOM, UTO
B 1IM(DPOBAHHOM TEKCTE HAJI0 HANUTH Mapbl OJIMHAKOBBIX OTPE3KOB, BBIUHCJIHTD
Pa3HOCTH HOMEPOB TO3ULIMIH UX HauaJ U ONpPeaeuTb OOLIHe IeIUTeH HalleH-
HbIX pasHocTel. Kak npaBusio, olMH U3 3THX OOLLMX JleJuTelell paBeH Meproy
ramMmMbl.

JInist yTOuHeHUsl 3HAUEHUs TepHOjIa TaMMbl MOXKeT ObITb HCMOJIb30BAH HH-
JIeKC COBMajieHus1, npeayioxkertblit B 1920 rony Yunbsimom dpunmanom. s
NoC/eIOBATE/IbHOCTH OYKB MHJIEKC COBMAJieHHsl MpeACTaBJseT coboH uuclo,
paBHOE KOJIHUECTBY BCEX Map HOMEPOB MO3ULMH MOCJAE0BATENbHOCTH, HA KO-
TOPbIX HAXOJATCS OJMHAKOBbIE OYKBbI, JleJJeHHOMY Ha o0llee KOJHUEeCTBO BCex
nap HOMEPOB TO3ULMH 3TOH MOCJEN0BATENLHOCTH, T. €. CPEJIHEMY UHCJY Tap,
COCTOSIIIMX U3 OJIUHAKOBBIX OYKB. [IpuMeuaTesbHO TO, UTO MPH 3alIHPPOBAHUH
MOC/IEIOBATEJBHOCTH € MOMOILbIO IHdpa MPOCTOH 3aMeHbl YKa3aHHOE UMCJIO
He MeHsieTcsl.

JL1st WaIIoCTpaliMi 3TOro MojX01a PacCMOTPUM TOT 2Ke caMblil LH(pOBaH-
HbII TEKCT, 3aMUCaHHbII B BUJE MOCJAEI0BATEILHOCTH CTOJIGLOB, COEPKALINX
Mo 1IeCTb MOAPSJL MAYHIMX OYKB TeKCTa B KaXKIOM (MOJAPSI WiylllHe OYyKBbI
TEKCTa PaCroJjiaraloTcs B CTONOLAX CBEPXY BHH3):

COTOPUXOCAULNCATTBXTTTXN®OOMHHS AT COTHUATIOMT
TINETTATXHWPHLCE®®XTX3T®TONUSTTONETCUCUTBIICIY
VINAAKYPIBBTBE3XK®PBO®TKENOBYHIHHEEXOKYOB3®
Y3HHYOYbTHYYXBC3BUTUEE3YTKTYNNKCYEHHIBTHTK
OANBITMCHOT3XABOBIIXBOTITbCXO3POBIEOPLTEUX]
BPHONX3TbIEBXE®GBUKAHUUTCMXONTYIKHTECEE®IINT
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CoctaBUM JJIsl KaXKJ0H U3 6 TOJNYUMBIIMXCS CTPOK COOTBETCTBYIOILIMH el
Habop 4acTOT BCTPeUaeMOCTH OYKB B KaXKJIOH W3 HHUX:

A|B|B|T|O|E|X|3|u|A|K|n|M|H|O|I
1 crpoka |1|0|0|2(3|0|1|0|3|0|0|0]|2|1|1]O0
2 crpoka |[0|1|0|9(1(3]0(1(2(0|0|4|0]|0|1]1
3 crpoka |0|3|4|0|1|3|2|2]1|1|3|2|0[3|4]|2
4 crpoka |0(2|0({0|0|4(0|3|1|2(3]|0|0|4|1|0
5 crpoka |1|6|0|4|1|1{4]1(0(2(0|0|1]|/0|4]|5
6 ctpoka (0|0 |2|5|0|5|1]|2|3|1|1]|2]1|3|1]|2

P|C|T|V|®|X|O|Y|I|I|D|bB|B|D|0|4d
1 crpoxa |1|4|8|0(4[2|2|1|0|0|1]|2|0|2|0(1
2 ctpoka (1[4 (2|1(5{3(1|0(0|1{0|0|0|0O|1|O
3 cTrpoka |[2|0(2(4|3|0|0|0|0|0O|0O|O|O|O|O]|O
4 ctpoka |0 |2|6(4|0|1|1(3|2|0|1]|0|1|0|1]|O
5 cTtpoka |2|2(2|0|0|0|0|0|0|1|0|0|2|2|0]|0
6 crpoka |[1|2|1(1|3|3|0|0|0|0O|1]|0O|OfO|1]|O

[To sToil TabsMue 4acTOT BCTPeUaeMOCTH OYKB BBIUMC/JHMM Ul KaxKIOH
CTPOKH COOTBETCTBYIOLLMH €l MHAEKC COBMAEHHS:

Homep ctpoku 1 2 3 4 5 6
HMuneke cosnamenus | 0,060 | 0,077 {0,045 0,053 | 0,057 | 0,057

Jlnst Bcero miMdpoBaHHOrO TeKcTa HWHAEKe coBnaienust paBeH 0,040, uto
3aMEeTHO MeHbllle, UeM HHAEKC COBMaJeHHUs A1 KaXKA0H M3 YKa3aHHBIX CTPOK.
IT0 ABJSETCH XOPOLIMM TOATBEPKAECHHEM THIOTE3bl O JUIMHE TEPHO/IA FaMMBl.

Jpyrue naen noaxoioB K BCKPHITHIO pacCMaTPUBAEMbIX LIH(POB OCHOBAHbI
Ha TeX WK UHBIX 0COOEHHOCTSIX HX MOCTPOEHHUS U UCITOb30BAHUS (CM. pellieHus]
sanau 1.2, 2.2, 2.5, 2.6, 3.4, 3.5, 4.6).

§ 5. YcaoBus 3agay oaumMnuaja no MaTemMaTuke
v Kpunrtorpaduu

Hirke npuBojsiTes 3a1aun CeMH OJIMMITHAJL [0 KpUNTOrpaud U MaTeMaTH-
ke. Hymepaums 3anau 1Boiinasi: nepBasi iupa — HOMEP OJIMMIHAJIbI, BTOPast —
HOMep 3aj1au B osuMnuae. s pelieHus 3ajau He TpeOyercs CrelraabHbIX

3HaHWil. Bce HeoOXoauMble onpelesieHust aHbl B yCJOBUAX. 3ajaud pac-
curranbl Ha ydauxes 9, 10 u 11 kmaccos.
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1.1. Kiouom mm¢pa, Ha3bIBaEMOro «MOBOPOTHAS pELIETKAa», SIBJSETCS
TpadapeT, U3roTOBJIEHHbIN M3 KBAJPATHOTO JIMCTA KJeTuaTol Gymard pasmepa
n X n (n — 4etno). Hekoropble n3 kieTok Bblpesatorcs. OjHa M3 CTOPOH
Tpaapera momeueHa. [Ipu HasoKeHHH 3TOro Tpadapera Ha UHCTbIH JIHCT
6ymard ueTbIpbMsl BO3MOXKHBIMH Crioco6aMH (MoMeueHHOH CTOPOHOH BBepX,
BMPaBO, BHM3, BJEBO) €ro BBIPE3bI TMOJHOCTBIO MOKPHIBAIOT BCIO MJIOMIAMb
KBaJlpaTa, MpHUeM KaxKJasi KIeTKa OKa3blBAETCs 110/, BEIPE30M POBHO OJIMH pas.

ByKBbI COOOILEHHS, UMEIOLIET0 JUTHHY 1%, M0C/1e/10BaTe/IbHO BIHCHIBAIOTCS
B BbIpe3bl TpadapeTa, cCHauasa HaJ0XKEeHHOT0 Ha UHCTBIH JIUCT 6yMari rnomMmeueH-
HOH cTopoHOH BBepX. [locsie 3amosiHeHHst Bcex BbIpe3oB Tpacapera GyKBaMH
coob1enust Tpaaper pacroJaraeTcs B CJAeIyIOLIeM MOJ0KeHnH U T. 1. [Tocse
CHSTHS Tpadhapera Ha JIUCTe OyMard OKa3bIBaeTCsl 3aln)poBaHHOe COOOIIEHHE.

Haiinure uncsio pasinuHbIX KJOUeH /151 TPOM3BOJLHOrO YE€THOTO YHCJa 1.

1.2. B anpec osuMnuaibl MPHILIO 3alIHPPOBaHHOE COOOLIEHHE:

®BMEXTVB®H

Haiinute ncexonnoe coobliileHue, eCyid U3BECTHO, UTO Lindpripeobpa3oBaHue 3a-
KJIouanoch B caeayiouiem. [1ycTh x|, Xo — Kopuu Tpexunena x> + 3x + 1. K no-
PSIIKOBOMY HOMEPY KaxKJ10¥ OYKBbI B CTaHAaPTHOM pPycCKoM asiaBure (33 Oyk-
BbI) NpHGABsAIOCH 3HAUeHHe MHorouseHa f(x) = x5 + 3x° 4 x* + x3 + 442 +
+ 4x + 3, BbIUMCJEHHOE JIMOO NPH X = X|, JUOO NPU X = X9 (B HEU3BECTHOM
HaM TMOpsIaKe), a 3aTeM MOJydeHHOe UMCJIO 3aMEHSJIOCh COOTBETCTRYIOIIEH eMy
OYyKBOH.

1.3. Jlna nepenauu uudopmauuu ot pesujienta l[appuBaca B Haronuu
TOJILKO UTO BHEJPEHHOMY Pa3BEIUMKY OblJ YCTAHOBJIEH CJIEYIONINH MOPSIIOK.

Bce coobuiennst pesuienTa onpesiesieHbl 3apatee U MPOHyMepOBaHbl YnCJ/Ia-
mu 1, 2, 3, ... PasBenuuk, obsaiatoini eHoMeHa bHOH MaMsTbIO, TOJHOCThIO
3aMOMHWJI COOTBETCTBHE MEXKJy COOOLIEHHSIMH M WX HOMepaMu. Terepb s
TOro, 4ToObl NepeaaTb HHHOPMALMIO PA3BEIUHKY, 10CTATOUHO ObIIO COOOUINTD
€My JIMIlIb COOTBETCTBYIOIIEE UMCIIO.

Jlaist mepenaun uucsia B YCJOBJIEHHOM MeCTe OCTaBJ/siIach paBHAsi 3TOMY
YUCJTy JIeHeXKHast CyMMa.

Ha momeHT paspaGotku onepauui B HaroHuu uMesnn XoxkieHue JAeHexKHble
Kymopbl g1ocTouHcTBOM 1, 3, 7 u 10 6yt (6yT — nenexxnasi equnuiia Haronun).
OnHako B pesyJibTaTe JEeHEKHOH pedopMbl KyMiopbl 10CTOMHCTBOM 1 U 3 OyT
ObIM U3BATHI U3 0OpalleHHs.

Brisicuute, HauMHasi ¢ KAKOro HOMePa MOKHO TMepeaaTh pa3Benumky Jiodoe
coo0llleHHe, NOJb3YSACh TOJIbKO OCTABIIMMUCS B 00PAllleHHH KyMIOpaMHu.

1.4. CKoOJIbKO CyLIeCTBYeT yMOpsIIOUEHHbIX Map HATYpaJbHbIX Uhcea a U b,
JUIS1 KOTOPbIX U3BECTHbI X HAUOOJbLINK 0OLKH AeuTesnb d =6 W UX HAUMeHb-
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ee obulee kpatHoe m = 6930. CdopmynupyiitTe oTBeT U B 00LIEM CJyuae,
HCIIOJb3Ysl KAHOHHUUECKHE PA3JIOKeHUs1 d U 11 Ha MPOCTbIe MHOKUTEJH.
1.5. Jlana kpunrorpamma:

®H x H = ¢A
+ x —
EE + E = H3

VIA + MP = UMH

BoccranoBute 1 poBble 3HaueHHsT GYKB, TPH KOTOPBIX CMpaBe/JIUBhI BCe
yKa3aHHblE PABEHCTBA, €C/IH Pa3HbIM GYKBAM COOTBETCTBYIOT Pa3JMUHbIE (-
pel. PaccraBbTe GyKBEI B MOPSIAKE BO3PACTAHHUS MX LIU(PPOBBIX 3HAYEHHH U MO-
JIyUHTE UCKOMBIH TEKCT.

1.6. Onna dupma npeaioKusia ycTpoicTBO /sl aBTOMATHUECKOH MPOBEPKH
napoJs. [Taposiem MoxeT ObITb J0OOH HemycTOH ynopsiioueHHblil Habop OyKB
B andasute {a, b, c}. Byaem o603HauaTh Takue HAG0PHI GOJMBIITHMH JIATHHCKH -
MH OyKBaMH. YCTpoHACTBO nepepadaTbiBaeT BBeEHHbIH B Hero Ha6op P B Habop
@ = @(P). Oto6pakeHne @ 1ep:KUTCA B CeKpeTe, OJHAKO MPO HEro M3BECTHO,
YTO OHO OTIpeJleieHo He JUIsl KaxKaoro Habopa OyKB U 00JaflaeT CJedyoluMH
cBorictBamu. st mo6oro HaGopa OykB P

1) p(aP) =P;

2) ¢(0P) = ¢(P)ag(P);

3) Habop @(cP) nosyuaercst u3 Habopa (P) BbimucbiBaHHEM OYKB B 00-
paTHOM MOpSJIKE.

YeTpolcTBO NMpH3HAeT TNpeAbsABJeHHbI NapoJb BepHbIM, ecan ¢(P)=P.
Hanpumep, TpexOykBeHHbIl HaGop bab sBJsieTCsl BEpHbIM NapoJieM, Tak Kak
¢p(bab) = @(ab)ap(ab) = bab. TTonGepute BepHbIil Mapodb, coctoswmi Gonee
4eM U3 Tpex OyKB.

2.1. B npeBHeM 1indpe, u3BecTHoM 1oj HazBaHueM «ClyTasa», UCMoJb-
30BaJjlach M0JIOCKA Nanupyca, KoTopasi HamaTtblBajach Ha KPYIVIblH CTep:KeHb
BUTOK K BUTKY 0€3 IPOCBEeTOB M HaxJecToB. [lajee, MpH ropu3oHTa bHOM M0-
JIOXKEHUH CTEprKHS, Ha Manupyc MOCTPOUHO 3aMMChIBAJICH TEKCT COOOLLEHMSI.
[Tocsie sTOroO MoJlocKa nanupyca ¢ 3anucaHHbIM Ha Hell TEKCTOM MOChllajach
ajipecaty, UMeIOlleMy TOYHO TAKOH »Ke CTEPKEeHb, UTO MO3BOJSJIO €My MPOUH-
TaTbh COOOILEHHE.

B naw agpec noctynuso coobuiende, 3alimdpoBaHHoe ¢ OMOUIBIO LHdpa
«Cuuranas. OnHako ee aBTop, 3a60TSICh O TOM, UTOObI CTPOUKH ObLJH POBHbBIE,
BO BpeMsi MUCbMa [POBOANJ FOPU30OHTAJbHbIE JIMHMU, KOTOpble OCTaJUCh Ha
MOJIOCKe B BMJE UepTOUEK Mexay OyKBaMH. ¥YTOJ HAKJIOHA 3THX UEpTOueK
K Kpalo JIEHTbl paBeH o, LIMPUHA MOJOCKH paBHa d, a LIMPUHA KaXKI0H CTPOKH
paBHa A. YKaxKuTe, Kak, NoJb3ysiCh UMEIOILIMMHCS JaHHBIMH, IPOUUTATh TEKCT.
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2.2. HcxonHoe uugpoBoe coobleHne KOMMEPCAHT 1M(pyeT U nepenaer.
J1/1s1 3TOro OH JEJIUT MOCJIeN0BATENLHOCTh LUMP HUCXOMHOrO COOOLIEHHsS] Ha
TPYNIbl 110 TATh AP B KaKIOH M TMOCJe JBYX MOCJEN0BATENbHBIX TPYIII
TPHITUCBIBAET €llle JIBE MOCJ/eHHE UU(PHI CYyMMbI UHCEJ, H306paXKeHHbIX ITHMH
JIByMs rpynnaMu. 3ateM K KaxKiol Ludpe MoJydeHHOH MOCJe10BaTeNbHOCTH
OH MpHOABJ/ISIET COOTBETCTBYIOUIMHA MO HOMEPY ujieH HEKOTOPOH LIeNOUnHCIIeH-
HOU apu(MeTHUECKO! MPOrPeCcCcht, 3aMeHtsist Pe3yJIbTaT CJI0MKEHHsT OCTATKOM OT
nenenus ero Ha 10.

Hatinure nexonnoe wugpoBoe cooblieHne Mo M poBaHHOMY COOOIIEHHIO:

423461405313

2.3. Paccmorpum mpeoGpasoBaHue LIUPPOBOrO TEKCTa, B KOTOPOM KaixK-
Jasi 1uudpa 3aMeHsieTcsl OCTATKOM OT JieJIeHHsl 3HAaueHusl MHorousieHa F(x) =
=b(x3 + 7x% + 3x + a) na uncaqo 10, rae a, b— GuKcHpoBaHHbIe HATypabHble
yhcJa.

BoisicHUTe, MPH KakUX 3HAueHUsAX @, b ykazaHHOe MpeoOpa3oBaHHE MOXKET
6bITh MIH(prIpeo6pa3oBaHHeM (T. €. A0MyCKaeT OAHO3HAUHOE paciIidpoBaHue).

2.4. Tlpu ycTaHOBKE KOJIOBOTO 3aMKa KaxKj10i U3 26 JaTHHCKUX OYyKB, pac-
TOJIO2KEHHBIX Ha ero KJaBHaType, COMOCTABJISIETCsT IPOU3BOJIbHOE HATYpaJIbHOE
YHCJI0, U3BECTHOE JIUIIL 06/1aaTeN o 3aMKa. PasHbiM GyKBaM COMOCTaBJISIIOTCS
He obsi3aTeslbHO pasHble uucga. [locsie Habopa MPoM3BONBHON KOMOHHALMH
MOMAapHO Pa3/JUUHbIX OYKB TPOMCXOJAUT CYMMHPOBaHHE UMCJOBbIX 3HAUEHHH,
COOTBETCTBYIOLIUX HAOpaHHBIM OYKBaM. 3aMOK OTKPbLIBAETCSI, €CJIH CyMMa Jie-
JquTest Ha 26.

Jlokaxxute, 4TO JJIsl JIFOOBIX UHCJIOBBIX 3HAUEHHH GYKB CYLIECTBYET KOMOH-
HalWsl, OTKpbIBAKOLIAs 3aMOK.

2.5. Coob1enne, 3anucanHoe B angaBuTe

ABEBTJEX3UKIMHONPCTY®XUUYMMBEIWA

3alKPOBLIBAETCS MPU TTIOMOLLM TOCJEI0BATEIbHOCTH OYKB 3TOTO Ke ajida-
BUTa. [lMMHa ToC/en0BaTeIbHOCTH paBHA JJiMHe coobleHns. Llndposanue
KaxXKJ10H OyKBbl MCXOJHOTO COOOLIEHHSI COCTOMUT B CJIOXKEHHH €€ MOPSAKOBOro
HoMepa B asaBUTe ¢ MOPSIKOBLIM HOMEPOM COOTBETCTBYHOLIEH OYKBbI LIH(-
pylollel MoC/IeoBaTebLHOCTH U 3aMeHe TaKoi cyMMbl Ha OYKBYy aJsipaBuTa,
MOPSIAKOBbIA HOMEpP KOTOPOH HMEET TOT K€ OCTAaToK OT AeseHusi Ha 30, uTo
1 3Ta CyMMa.

BoccraHoBuTe Ba MCXOMHBIX COOOIIEHHS, KaX/10€ U3 KOTOPBIX COJAEPHKHUT
cnoBo KOPABJIY, ecin pe3yJbTaT MX 3alIH(POBAHHUS TIPH MOMOILM OHOH U TOH
Ke WHGPYIoLLEH NoCaeI0BATE/bHOCTH H3BECTEH:

ROTHAPTUANXXEBLIHPBYY u WOATBHOMCATIXTNCTXCII
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2.6. Byksel pycckoro ajndaBiTa 3aHyMepOBaHBEI B COOTBETCTBHH C TabJH-

ABB|IT|OEX|3U|/K|T|M|H|0|O|P|C|T|V|®|X|OY|O|O|b|H|3|0|4d
1/2|3|4|5(6|7|8|9(10|11|12|13|14|15|16|17|18|19|20|21|22|23|24|25|26|27|28|29|30

©

Jl1s1 3aumdpoBanns coo61IeHNs], COCTOSILIETO U3 1 OYKB, BEIOHpaeTcs Koy K —
HEKOTOpasi TOC/ef0BaTebHOCTb M3 1 OYKB TPHBEIEHHOTO BHIIIE ajdaBuTa.
3ammdpoBanue KaxJa0# OyKBbl COOOIIEHHS COCTOMT B CJIOXKEHHH ee HOMepa
B TabJMlle C HOMEPOM COOTBETCTBYIOLIEH OYKBbI KJIIOUEBOH MOCJ/€10BaTeNbHO-
CTH W 3aMeHe MOJIyueHHOH CyMMbl Ha OyKBY aJipaBuTa, HOMEP KOTOPOH MMeeT
TOT K€ OCTAaTOK OT jesieHus Ha 30, uTo U 3Ta cymma.

[Tpourtnre mmdposanHoe coobiienne: PEBHTCUTCPPE30X, ec/id M3BECTHO,
4TO MIHQPYIOLIAst TOCIeN0BATENBHOCTh He cofeprKana HUKaKuX OYKB, Kpome A,
B u B.

3.1. YcraHoBUTE, MOXKHO JIM CO31aTh NPOBOJHYIO TeJIePOHHYIO CETh CBSI3H,
cocTosiltyto M3 993 aGOHEHTOB, KaxKiblil U3 KOTOPbIX Obll Obl CBSI3aH POBHO
¢ 99 npyrumu.

3.2. IugppnpeobpasoBanue MpocToii 3amenb B andasute A ={a,, ag, ...

., Qn}, COCTOSILIEM U3 1 PA3JIMUHBIX OYKB, 3aKJIOUAETCS] B 3aMeHe KaXKjlo#H
OyKBbI WH(PyeMOro TekcTa OYKBOH TOro ke asihaBuTa, NpHueM pasHble OYKBbI
3aMeHstIoTcs pasHbIMU. KJmiouoM mngpa npocToit 3aMeHbl Ha3biBaeTcs TabJuLa,
B KOTOPO#l yKa3aHo, KaKoil OYKBOH Ha/l0 3aMEHUThb Kaxjyto OyKBY aJipasura A.
Ecan ciioBo CPOYHO 3auiddpoBaTh NPOCTOH 3aMeHOH ¢ MOMOLIBIO KJtoua:

A|B|B|T|O|E|X|3(U|K|JIMH|O|I|P|C|T|V|® X O|Y(I|NbH|30|I
Y(d|0|[3|H|b||I|IX|®|Y|B|O|T|3|B|P|II|M|IT|K/A|U|O|X|E|C|T|H

TO moJyuutcsi cjoBo B3IABJ. 3auindpoBaB MojyueHHOE CJOBO € MOMOLIbIO
TOTO 2Ke KJIoua elle pas, nojayuum cj1oBo HIHUSE. CKOJIbKO BCEro pasHuHbIX
CJIOB MOXKHO MOJIyUUTb, €CJIM YKa3aHHbIA MPOLeCcC LWIM(PPOBAHUS MPOAOJKAT
HeorpaHU4YeHHO?

3.3. Coobuenne, 3aumdpoBaHHoe B MyHKTe A 1IH(PPOM MPOCTOH 3aMeHbI
B asihaBuTe U3 OYKB PYCCKOrO si3blka M 3HaKa mnpobesa (-) Mexjy CJOBaMH,
nepenaetcs B NMyHKT B orpeskamu no 12 cumsoJioB. [1pu nepenaue ouepentoro
OTpe3Ka cHauaJla nepealoTest CHMBOJIbI, CTOSILLIME HA YeTHBIX MeCTax B MOPsIIKeE
BO3PACTaHUs UX HOMEPOB, HaukHasi CO BTOPOTro, a 3aTeM — CHMBOJIbI, CTOSILLHE
Ha HeueTHHIX MeCTax (TakKe B MOPsKE BO3pacTaHHsl UX HOMEPOB), HaUHHAS
¢ nepBoro. B nynkre B nosyuentoe umdpoBanHoe coobliieHue J0M0OJHATENLHO
ndpyercs ¢ NOMOLIbIO HEKOTOPOTO JAPYroro Hiudpa NpocToi 3amMeHbl B TOM
Ke ajhaBuTe, a 3aTeM TakUM ke 06pa3oM, Kak W M3 MyHKTa A, nepenaercs
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B nyHKT B. [lo nepexsauennsim B nyHkre B oTpeskam:

CO-TXTHOHBITXO
P C KOKCIOXEVEB
-E-T®NVYB-KWO0B
CI-EOKXVYVYITXI
CM XBO2KTONMNOH
YIKI-UKHTIXT

BOCCTAHOBHTE HCXOJIHOE COOOIIEHHE, 3HAsI, UTO B OJIHOM M3 MePelaHHbIX OTpe3-
KOB 3allncpoBaHo cyioBo KPUIITOTPAGHS.

3.4. Jlana nocnenoBartenabHoctb uucen Ci, Co, ..., Cy, ..., B KOTOPOH
C,, ectb nocsiennsisi uudpa uncsaa 1", JlokaxuTe, 4To 3Ta MOCJEA0BATEILHOCTD
nepruoIMuecKasi U ee HauMeHblIMH nepuoj pasen 20.

3.5. McxoaHoe coobliieHHe, cocTosiliiee 3 OYKB PyCCKOro aJjipaBuTa H 3HA-
Ka rpobesa (-) Mexjy cJoBaMu, npeoGpasdyercst B lH(POBoe CoobIieHHe 3a-
MEHOH KaxJI0ro ero CMMBOJIA MTapol LU(p COMIACHO CJeayloliel TabJuLe:

A|/B|B|T|O|E|X |3 | U|K|I|M|H|O|II|P
01]/02|03(04|05|06|07|08|09]10|11|12|13|14|15|16

C|T|Y || X|O|9Y|OD|O|b|B |2 |H0|d]|-
1718|1920 |21|22|23|24|25|26|27|28|29|30 |31

Jnst 3amincpoBaHUs TIOJMYUEHHOTO LIUPPOBOrO COOOILEHHUS HUCMOJb3yeTCs
OTPE30K MO0CJIe0BATEIbHOCTH U3 3a7aud 3.4, HauMHAIOLWIMICA ¢ HEKOTOPOro
usena Cp. [lpu 3ammdpoBaHun kKaxaas uugpa cooOleHHsT CKJaJbiBAeTCsl
C COOTBETCTBYIOILIEH LU(PON OTpe3Ka M 3aMeHsieTCsl TocJeHel UHdPoi Mo-
JlyueHHOH cymMbl. BocctanoBuTe coobIieHue:

2339867216458160670617315588

3.6. PasHocroponHuu#i tpeyrosbHuk ABC pasour B
Ha YyeTbIpe YaCTH TakK, KaK 10Ka3aHO Ha PHUCYHKe, TJe
Mu N — cepenutbl ctopod AB 1 BC cooTBETCTBEHHO.

HsBectho, uto L MQ u NL 1 M@Q. B kakom oTHO- M N
ILIeHUH TOYKH U @ nessit cropony AC, ecyin U3BECTHO,
YTO M3 3THX yacTel MOXKHO COCTaBHTb KBajapar? f)

4.1. Kutouom mndpa, Ha3bIBAEMOTO «PELETKOH»,
SIBJISIETCS] TIPSIMOYTOJIbHBIE TpadapeT padmepa 6 x 10 P Q
KJ1eToK. B Tpadapere Bblpesanbl 15 kjeTox Tak, uTo Puc. 7
NPHU HAJIOKEHWH €ro Ha MPSIMOYroJibHbIA JIMCT Oyma-
riu pagmepa 6 x 10 KneTOK 4eTbipbMsl BO3MOXKHBIMH CMOCOOAMH €ro BbIpe3bl
MOJIHOCTBIO MOKPBIBAIOT BCIO MJIOLIA/b JHCTA.
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BykBbl co06111eHHs (6€3 TPOMYCKOB) MOCAEI0BATENBHO BIIUCHIBAIOTCS B Bbi-
pe3bl TpadapeTa (M0 CTPOKAM, B KaXKI0H CTPOKE CJieBa HAMPaBO) MPH KaxKJI0M
13 UeTbIpeX ero BO3MOXKHbIX MoJioxKeHHH. [IpouTHTe MCXOMHBIH TEKCT, eC/d No-
cJle 3alndpoBaHus Ha JMCTe OyMark okasaJjcst CJeyolHi TeKCT (Ha pyCCKOM
SI3bIKE):

P|II|T|E|LI|A|B|E|C|T
A|T|A|T|-|B|3|T|-
-|Y|K|T|-|g|A|b|-|C
H|II|-|b|E|Y mwjmacC
TIN|B|3|H|A|EM|-|0
-|E -1-|P|0O|-|C|M

4.2. Kpunrorpamma

122245321 629 2822018 2021510 27172112 16—
192 275 829123122216, 192 195 17298296 29 16:
82191929 10 1929141929 291910 224211216
1014 1821 172202282916 21 29 28 6 29 16.

nosiyueHa 3ameHoi OykB Ha uucya (o1 1 no 32) Tak, uto pa3HbiM OyKBam
COOTBETCTBYIOT pasHble uucia. OTjenbHble CJI0Ba pasjiesieHbl HECKOJIbKUMH
npo6esamu, 6YKBbl — OJTHAM MPOOEJIOM, 3HAKH MPenUHaHUs coXpaHeHbl. BykBbl
«e» U «&» He pazsauuatotes. [Ipouture uerBepoctuiine B. Bricouxkoro.

4.3. «ludpoBanbHblil UCK» HCTIOB3YETCsI IS 3alH(POBAHUST UMCTOBBIX
coobienuil. OH COCTOUT U3 HETOABMKHOTO MCKA M COOCHO BPAIIAIOLIETOCs Ha
HEeM JIMCKa MeHblilero auamerpa. Ha o6onx auckax Hanecens! udpel ot 0 10 9,
KOTOpPble PAcroJioXKeHbl B BeplIMHAX NPaBUIbHBIX 10-yroJbHUKOB, BIHCAHHbIX
B JIUCKH.

Lucdpa X Ha HeMmOABMAKHOM IHCKe 3alIH(POBBIBAETCS B LU(PY Y MOIBHK-
HOrO JIMCKa, JieXalllylo Ha TOM e pajauyce, 4to U X.

st noctpoenust Bucanuoro 10-yrosbHuKa 6e3 TpaHCTIOPTHPA HA0 YMETh
cTpouTh yros B 36°. [TonbiTailTech BbIUMCAUTL ¢ TouHOCTbIO 0 0,1 3HaueHHe
KaKoH-JMOO TPUTOHOMETPHUECKOH (YHKLMHU TaKoro yrya 6e3 TabJML U Kajlb-
KyJdTopa.

4.4. 3auwmdpoaHue (pasbl Ha JIATHHCKOM $I3blKe OCYLIECTBJIEHO B JIBa
stana. Ha nepsom sTane kaxpasi OykBa TEKCTa 3aMEHSIETCS HA CJIELYIOLLYIO
B ajhaBUTHOM Mopsiake (nocsensisi Z 3amensiercs: Ha nepsyio A). Ha Bropowm
yTane npuMeHsieTcs Wugp NPoCTOl 3aMeHbl C HEM3BECTHBLIM KJlloUoM. Ero npu-
MeHeHHe 3aKJtouaeTcsl B 3aMeHe Kakoi OyKBbl LIH(pPyeMoro TekcTa OYKBOI
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TOTO 3Ke ajaBuTa, IPH ITOM pasHble OYKBbI 3aMEHSIOTCSl PAa3HBIMH OYKBaMH.
Kitouom takoro mudpa siBsisiercst TabJiuia, B KOTOPOH yKazaHo, Kakoil GyKBOM
HaJ0 3aMEHUTb KaxK1ylo OyKBY ajdaBuTa.

[To nanHomy wwHpTeKcTy

0SZJX FXRE YOQJSZ RAYFJ

BOCCTAHOBHTE OTKPbITOE COOOLIEHHE, €CJIM M3BECTHO, YTO JJI HCIOJb30BaH-
HOTO (HEM3BECTHOT0) KJtoua pe3yJbTaT IH(POBAHUST He 3aBHCHT OT MOpsiiKa
BBIMOJIHEHHS YKA3aHHbIX 3TAMNOB /s JII060T0 OTKPBITOro coobienust. [Tpobessl
B TEKCTE pasfiesisiioT CJI0BA.

JlatuHcKUil a/1paBUT COCTOUT M3 CJeytolnX 24 OyKB:

ABCDEFGHIJLMNOPQRSTUVXYZ
4.5. [lns mpoBepKH TeJeTalina, neuataioiiero 6ykBaMu pycckoro ajdaBura
ABBTIEiX3UNKIMHONPCTY®XIYNIbHbIHNI

nepesaH HaGop U3 9 cJ10B, coepKallnil Bce 33 OykBbl afdasuTa. B pesysprare
HEUCMPABHOCTH TeJeTalina Ha MPUEMHOM KOHLE MOJyUeHbl CJIOBA

I'biA ASE BIIPK EXIH HMBY CHJI3 WY LXOT SBU

BoccraHoBHTe HCXOAHBIN TEKCT, €CJIM M3BECTHO, UTO XapaKTep HEHCIpaB-
HOCTH TaKOB, UTO KaxKnasi OyKBa 3ameHsieTcsi 6yKBOH, OTCTOSIIIEH OT Hee B yKa-
3aHHOM aJipaBuTE He JaJblile, ueM Ha JBe OykBbl. Hampumep, 6ykBa b moxker
nepeiit B oany u3 6yks {A, b, B, T'}.

4.6. HcxomHoe cooflileHHe W3 OYKB pyccKoro asdaButa npeobpasyercs
B UMCJIOBOE COOOIlleHHe 3aMeHON KaxKJ10H ero OyKBbI UMCJIOM MO cJeayollef
TabJaulLe:

A|B|B|T|O|E|X|3|U|(K|I|MH|O|OD|P|C|T|V|®|X|O|Y|U|N|b|H|D|0|4
00]01]02|03|04[05|06|07(08|09|10(11|12|13(14|15|16(17|18|19(20|21|22(23|24|25|26|27|28|29

Jlnist 3aupoBaHust OMYUEHHOTO UMCIOBOTO COOOIIEHNS UCTTOIb3YETCs U~
pYIOLIMI 0Tpe3oK mnocaenoBaresbHocTd Ay, Ao, ... MoaXomsiied AJUHBI, Ha-
ypHaroumics ¢ Ajgp.

[Ipu sauMdpoBaHul KaxKioe YUCJIO UMCJIOBOrO COOOGILEHHUS CKJa/IbIBAET-
Csl C COOTBETCTBYIOLIMM UHUCJIOM LIM(PYIOLIEro OTpe3Ka. 3aTeM BbIUHCJISIETCs
OCTaTOK OT JIeJIeHUsl MOJIydeHHOH cyMMbl Ha 30, KOTOpPbIH M0 JaHHON TabJule
3ameHnsieTcst 6ykBoi. BoccranoBute coobuienne KEH39PE, ecsu 1Mdpyouimid
OTPE30K B3SIT U3 IOCJENOBATEIbHOCTH, Y KOTOpoi A} =3 u Apy) = A +
+ 3(k? 4+ k + 1) ansa mo60oro HaTypaabHOro k.
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4.7. UToO6bl 3aMOMHUTL MEPUOAMYECKH MeHsToLMHCS mapoas B OBM, ma-
TeMaTHKH pUayMasu ciefytouinii cnoco6. [Tpu u3sectHom umcie a (Hanpumep,
HOMepe Mecsila B Tojy) MapoJib MpejcTab/seT co0oil nepeble LiecTb LUGP
HaWMEHbLIEro pelleHHsl ypaBHEeHHs

(Uncsio MeHbllel 3HAUHOCTH JIOMOJIHSAETCS ClpaBa HEOOXOMMMbBIM UMCJOM HY-
Jiei.)

Peliite Takoe ypaBHeHHe NPU MpoudBoJibHOM a > 0.

5.1. Kom6unauus (x, y, 2) Tpex HaTypaJbHbIX UMCe/, JeXalluxX B Juamna-
3oHe 0T 10 10 20 BKJIIOUMTEBHO, SIBJSETCS OTIHPAIOLIEH JIJIst KOJIOBOTO 3aMKa,
ecJl BBIMOJIHEHO cooTHoleHue F(x, y, z) = 99. Haiinure Bce ornmupatoiime
KOMOMHALMK JI/151 3aMKa C

F(x, y, 2) =3x> — y*> — 7z.

5.2. Coobllenre OblI0 TOCTPOUHO 3amnucaHo B Tabuily, umelonlyo 20
cTo1610B. [1p1 3TOM B KaxK/1yio KJAeTKy TabJIMIbl 3aMUChIBANIOCh M0 0JTHOH GyK-
Be COOOILEHHS, MPOOEbl MEXKLy CJIOBAMH ObIJIM ONYLIEHbI, 8 3HAKH MPEMNHHAHUS
3aMeHeHbl Ha ycJIoBHble KoMOWHaluK: Touka — TYK, sansitas — 3MT. 3atem
CTOI6UBI TabJMLbl ObLIH HEKOTOPbIM 06pa3oM MepecTaBJeHbl, B pe3dyJsbTare
yero Obl TOJyUeH TeKCT:

AHIBKPAJOETEPIOMUSBAE
NNTAINISHUNEYUOOTEODBOP
YPOYUNECMOHIOKXUHTUKEDO
HYJTAEPEBHHNEESHWHOHHHY]
BTOOEMINTMNMBAHUIOTA3CI
NKCHU-TYHO--E-TIVYJIT-T-X

[IpouTtHTe McxonHOE coobleHHe.

5.3. M3 toukn BHyTpH TpeyrosbHuKa ABC Ha ero croponbl AB, BC, AC
onyieHbl neprnenaukyasapel OP, OQ, OR. Jlokaxure, uto OA + OB + OC >
22(0P+0Q + OR).

5.4. 3aumndpoBanue coOOLIEHHS COCTOUT B 3aMeHe OYKB HCXOIHOTO TeKCTa
Ha Mapbl UMP B COOTBETCTBHU C HEKOTOPOH (H3BECTHOH TOJILKO OTIPABHTEJIO
Y ToJlyyateJiio) TabJuLel, B KOTOPOi pasHbiM OyKBaM asihaBUTa COOTBETCTBYIOT
pasuble napbl uudp. Kpunrorpady nanu 3ajaHue BOCCTAHOBUThL 3alllMpo-
BaHHbIA TeKCT. B KakoM ciiyuae emy OyjieT Jierue BBITIOJHHTL 3aJaHue: eCJ
M3BECTHO, UTO MEPBOE CJOBO BTOPOH CTPOKH — «TEPMOMETP>» WJIH UTO MepBOe
CJIOBO TPETbeH CTPOKU — «peMoHT»? Ob6ocHy#Te cBoi oTBeT. ([Ipeanonaraer-
csl, uto TabJuua 3aludpoBaHUsl KpUnTorpady HeM3BeCcTHa).
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5.5. Pelnute ypaBHeHHe:

V3x+ 1vV3x+71 — (7T+V2x — 1)\/2x+ 14v2x — 1+ 118 =0.

5.6. [lpu nepenaue cooblieHnH MCMOJb3yeTcss HEKOTOPBIH Hdp. [lycth
M3BECTHO, UTO KAXKJOMY M3 TPeX IIM(POBAHHBIX TEKCTOB

/IMBBOTCBJIKbTBLIASIS
YKMAIIOYCPKIIB3AX
[IM@30T YCAbKSBBHEAKK

COOTBETCTBOBAJIO HCXoaHOE coobleHne MOCKBA. [Tonpo6yfite pacumpposars
TPH TeKCTa

TIEOVPBHTMOJIAPTEVAHBUTIEZHMTAAT TOB TKYBUKT ENIHENASIP A
JICUEMI'OPTKPOMUTBABKHOIIKPACEOTHABEI
PTITIAVOMBCBTHEOBIIPOEHHUT BKEEAMTAJIBTbCOYMUIICEOHIIBYASAK

NpH YCJAOBHH, Y4TO JIBYM H3 HHX COOTBETCTBYET OJHO M TO »Ke COOOIIeHHE.
Co06U1eHHSIMU SBJSIIOTCS M3BECTHbIE KpblIaTble (pasbl.

6.1. B cucreme cBsisu, cocrosiiieit U3 1997 a6oHeHTOB, KaxKAblii aGOHEHT
cBsi3aH poBHO ¢ N npyrumu. Omnpenesiire Bce BO3MOXKHble 3HaueHus1 N.

6.2. Keampatnas rtabanua pasmepom 1997 x 1997 3anosnHena narypasib-
HbIMH uncsaMud oT 1 1o 1997 rtak, uTo B Ka)KJ0# CTPOKe MPUCYTCTBYIOT BCE
yuceaa ot 1 o 1997. Hatinure cymmy umces, CTOALIMX HA JAMaroHasu, Kotopas
COEJIMHSIET JIEBbIH BEPXHHUI U TIPaBbId HUXKHUH YIJbl TAOJHULBI, €CJIH 3aTI0JNHEHHE
TabJIMLbl CUMMETPUUHO OTHOCHTEJILHO 3TOH AHArOHAJH.

6.3. Texcr

MUMOOPACTETUPACUCH]
UCAGEVNUBOETKXPIIEONO
MIUCAHHCHCAQONTNEATY
MOUBHUINUAONULNNOBNCEN AT

IMoJIyd4€H M3 UCXOJHOT'O COOb1IEHUS HepeCTaHOBKoﬁ €ro 6YKB. Teker

VOOMUNAZPELUYENNNYJAKE
YMIBKUNBEEYJOONHAMIWSI
HENNONMEYNMEPIOMEOQO®YI
XEONPTTIU®PCAHIKIO®OEE

MOJIy4eH U3 TOTO 2Ke HCXOJHOTO COOOLLIEHHUSsI 3aMeHOH KaxK10k OYyKBbI Ha IPYryto
OyKBY TaK, UTO pasHble OYKBbI 3aMeHeHbl Pa3HbIMH, a OJIMHAKOBblE — OJIMHAKO-
BbIMH. BoccTaHOBUTE HCXOHOE COOOILEHHE.
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6.4. Ha xaxknoit U3 Tpex ocell yCTaHOBJEHO MO OHOH Bpalllalomielcs me-
cTepeHKe U Hermo/BHKHON cTpedike. [llecTepeHKn coeiuHeHbl MOCAE0BATENbHO.
Ha neproit niecrepenke 33 3y6ua, na Bropoil — 10, Ha Tpetbeit — 7. Ha
KaxK/1loM 3yOlie MepBOH LIECTEePEeHKH M0 YaCOBOH CTPesKe HAMMCaHO M0 OJHOH
OyKBe PyCCKOro si3blka B aji(paBUTHOM MOPSIIKE:

ABBTAEiX3UAKIMHONPCTY®XUYULbEHbINA

Ha 3y6uax BTOpoil M TpeTbel LIeCTepeHKH B MOPSIKE BO3pACTAHUS TO
yacoBoil cTpesike Hanucanbl UHeppbl 0T 0 10 9 u oT 0 10 6 COOTBETCTBEHHO.
Korna crpesika nepBoii ocu ykasbiBaeT Ha OyKBY, CTPEJKH JBYX JIPYTHX ocei
YKa3bIBaIOT Ha LHMPBI.

ByKBbI cO0011IeHHS H(PYIOTCS NOCAEI0BaTENbHO. 3allnpoBaHHe NPOU3-
BOJIMTCSI BpallleHHeM MepBoil [IeCTePeHKH MPOTHB YaCOBOH CTPEJKH 0 MEPBOTO
nonaaaHus WngppyemMoil 6YKBbI MOJ CTPEJKY. B 3TOT MOMEHT mocJiefioBaTebHO
BBIMUCBIBAIOTCS LUM(PBI, Ha KOTOPble YKAa3blBAlOT BTOPAsi M TPETbsl CTPEJKH.
B nauase umcpoBanusi ctpesika 1-ro Koseca ykasbipasa Ha 6yKBY A, a CTpeJIKH
2-ro u 3-ro Kosec — Ha uugpy 0.

a) 3aumgpyiite cioBo 0 T U M I U A I A;

6) pacuudpyiite coobiienne 2 4 8 0 928 391121 1

6.5. Lludpst ot | 10 9 pacnosioxkeHbl Ha OKPYKHOCTH B HEKOTOPOM HEM3-
BecTHOM Topsizike. I1pu 3awdpoBanuy UHPPOBOro cooOLIEHHs KaxKaas OT-
auunast ot 0 wudpa 3ameHsieTcst Ha COCEIHIO ¢ Hell LMpy Ha OKPY:KHOCTH
M0 UacoBOH CTpesiKe, a MPH paciIupoBaHHN — Ha COCEHIOI C Hell HUdpy
Ha OKPY»KHOCTH MPOTHB uacoBoi ctpenku. Lludpa 0 ocraercs 6e3 uamenenus
B 000HX CJydasix.

YKaxKuTe ycJoBHsI, TIPY KOTOPBIX MOPSIAOK LM(pP HA JAHHOH OKPY:KHOCTH
MOKHO OJIHO3HAYHO BOCCTAHOBHTB 10 JBYM LIM(POBBIM TeKCTaM — pe3yJsbTa-
TaM paciupoBaHus U 3amkdpoBaHus OJHOTO U TOTO »Ke HU(PPOBOro TeKcTa
C MOMOIIIbIO TaHHOH OKPY?KHOCTH.

6.6. lokaxkuTe, UTO I KaXKJ0TO MPOCTOrO YMCJA MOC/EA0BATENbHOCTD
ai, as, as, ... sBJASETCS MEPUOUUECKOH C TIEPHOIOM 2, €CJIH @, PaBHO OCTaT-
Ky OT Jlesienust unena p"t2 na 24 npu Beex n > 1.

6.7. Haiinure Bce 3HaueHHs1 mapameTpa @, NpH KOTOPbIX ypaBHEHHE

’...|\xfa|—a|f...—‘:1996.
——
1996 pas 1996 pas

uMeeT poBHO 1997 pa3nuuHbIX pelieHHH.
7.1. Kakoe HauMeHblllee YUCJO COEIUHEHUH TpedyeTcs NJsi OpraHu3auun
NPOBOJHON ceTH cBsA3H U3 10 y3s0B, uTOObI MPH BBIXOJE W3 CTPOS JIIOObIX
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JIByX y3JI0B CBSI3H COXPaHsS/JIaCh BO3MOXKHOCTb TMepeiaud HH(OPMAaLMK MEXKLy
JOOBIMU JIByMsl OCTaBLUMMHUCS (XOTs1 Obl MO LEMOUKEe yepe3 JApyrue yaJbl)?

7.2. B KOMMbIOTEPHOH CETH HCMOJBL3YIOTCS MapoJik, COCTOsIILIME U3 LHPP.
UTo6bl H36exKaTh XMIIIEHHsI MapoJied, HX XpaHsT Ha JIMCKe B 3alIH(pOBaHHOM
Buje. [Ipu Heo6XOAMMOCTH MCMOJb30BAHHS MPOUCXOAUT OJHO3HAYHOE pac-
1M(hpoBaHHUe COOTBETCTBYIOLIEro Napoisl. 3auppoBaHue NapoJst MPOUCXOAHT
MOCHMBOJILHO OJIHUM U TeM e npeoOpa3oBanueM. [lepsas undpa ocraercs 6e3
M3MEHEHHUS, a pe3ysbTaT 3allu(POBAHUS KaXKI0H caeylolled UHpPbl 3aBUCUT
TOJIBKO OT Hee M OT Mpeblayliel Ludpbl.

M3BecTeH cnucok 3ainpoBaHHbIX MapoJied:

4249188780319, 4245133784397, 5393511, 428540012393,
4262271910365, 4252370031465, 4245133784735

v 1Ba napodisi 4208212275831, 4242592823026, umetouyecs: B 3auinppoBaH-
HOM BHJIE B 3TOM CHcKe. MOXKHO JIH ONpeiesiuTh KaKue-JIu60 Apyrue napoJsu?
Ecun na, To BoccTaHoBHTE HX.

7.3. B pesysbraTe nepecTaHoBKH OYKB COOOLIEHHS MOJIydeHa KPUMTO-
rpamma:

BTUIMYBJIOAYHBTOTIIYHTHOH3DKAYOB0TYHINY XHUIITIOJIOBYOEIOJIC

[Ipoutute HcxonHOe COOOLIEHHE, €CJIM M3BECTHO, UYTO OHO ObLIO pas3dUTO Ha
OTPE3KH OJIMHAKOBOW JJIMHBI 7, B KaXKJIOM H3 KOTOPbIX OYKBbI MepecTaBJieHbl
OJIMHAKOBO MO CJeyIolleMy MpaBuiy. bykBa oTpeska, umetolasi mopsijKoBbIi
Homep (=1, 2, ..., r), B COOTBETCTBYIOILIEM OTPE3KE KPUNTOrPAMMbI UMEET
nopsiiKoBbI#A HOMep f(x) = ax @ b, rie a u b — HeKoTopble HATypaJibHble UMCJIa,
ax @ b paBHO oCTaTKy OT JieJIeHHsI CyMMbI aX + b Ha r, /I OCTAaTOK He paBeH
HYJIIO, U PaBHO 7, €CJI OCTaTOK paBeH HYJIIO.

7.4. 3uamenutoiii mMaTemaTuk Jleonapn Oiiep

B 1759 T. Haules 3aMKHYTHII MapuIpyT o6Xoaa BCex AP MIT|THIB
KJIETOK 11aXMaTHOMH JI0CKH XOJ10M KOHSI POBHO MO OJi- g IS g 2 E E]’ ; g
HoMy pasy. [lpouturte TeKcT, BNHCAHHBIH B KJETKH T TR TITy I}
IaXMATHOM JIOCKH 10 TAKOMY MapiipyTy (cM. puc. 8).
K(O|E(O|P[A|B|O
Hauano Tekcra B a4. ARELEE
75. Ilpu a>0,6>0,¢c>0 -
.pI/I >0, 0>0, c >0 nokaxure Hepa A TP Ml AT 0
BEHCTBO:
E[(A|O|B|U|O[Y|]
|
a3+b3+03+6abc>z(a+b+c)3. Puc. 8

7.6. 11 pucoBanusi Ha 6OJMbLIOH MPSIMOYTOJNbHOH JOCKE UCMOJb3YeTCs MeJl
C KBaJpaTHbIM cedyeHHeM co cTopoHoi | cM. [IpH ABHXKeHMH Meja CTOPOHBI
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CeueHHsl BCerja napaJsJesbHbl KpasiM JocKH. Kaxk HauepTHTh BBIMYKJBIH MHO-
rOyroJibHUK myiomanbio | M? ¢ HauMeHbleil MoLAAblo rpaHuibl (MJIoLAb
TPAHHULIBI He BXOJHUT B IJIOLIA/lb MHOTOYTOJIbHUKA)?

7.7. Uudpsr 0, 1, ..., 9 pa3buThl HAa HECKOJbLKO HerepeceKalolmxcs
rpynn. M3 mudp Kakaoi rpynmsl COCTABJSIIOTCST BCEBO3MOXKHBIE UMCA, AJIS
3aMHuCcH KaXKJI0TO M3 KOTOPBIX BCe LU(PBI IPYMNITBl CTOJB3YIOTCS POBHO OAHH
pa3 (yuuTbIBAIOTCS M 3alUCH, HauuHaiollMecs ¢ HyJs). Bce mnosyueHHble
yhc/Ia PacroJIOKHIN B TOpPsiIKE BO3PACTAHUsT M R-My YHCJY IOCTABHJIHU
B COOTBETCTBHE R-10 OYKBY asihaBuTa

ABBTJIE 1 X3UIKJIMHOMIPCTY ®XIIYIIIbEBIHA

OkaszaJjioch, uTo KaxJ10i GyKBe COOTBETCTBYET UHCJIO U KAXKIOMY UHCJY COOT-
BeTCTBYeT HekoTopasi OykBa. LlIucpoBaHue cooOllleHHs] OCYLIECTBISIETCS] 3a-
MEeHOH KaK10i GYKBbI COOTBETCTBYIOILMM €l uuc/oM. Eciu HeHyseBoe umuco
HaUHHAETCS C HYJIsl, TO MPH IIK(POBAHUY STOT HyJIb He BbIMKChIBaeTcsi. Boccera-
HoBHUTe cooblieHne 873146507381 n ykaxkute Tabmuiyy 3aMeHbl GYKB UHCJIaMH.
8.1. Ha pucynke usobpakena sM-
/ M K C ™M /\ 6semMa osumnuanpl. OHa npencraBJsi-
eT co00H 3aMKHYTYIO JIEHTY, CJI0KEHHYIO
Tak, 4to 06pa3oBaBIIMECS TPOCBETHI
SIBJISIOTCS] OJIMHAKOBBIMU PAaBHOCTOPOH-
HAMH TpeyroJbHUKaMu. Ecin B Heko-
TOPOM MeCTe JIEHTY pa3pe3arb MeprieH-
JIMKYJISIPHO K €e KpasiM M Pa3BepHyTb,
TO MOJIYYHTCS NpsIMOyroJibHUK. Hatiaure
MHUHHMaJIbHOE OTHOLIIEHHE €ro CTOPOH.
8.2. Coobuienue, cocTaB/eHHOE U3
HyJeldl W eIuHUL, WH(pPyeTcs ABYMs
cnoco6amu. [Ipu nepom crnocobe Kax-
Puc. 9 JIbI HyJb 3aMeHsIeTCsl Ha TMocJe/loBa-
TeJILHOCTb U3 Ry HyJlell U CJle/lylOLIuX 3a
HUMH ko €MHUILL, a KaXk/as eIMHHIA 3aMEHSIeTCs Ha MOCJe0BATENbHOCTD U3
ks nyneit. [Ipu BropoM crnioco6e 1MdpoBaHus KaxKias eIMHULA 3aMeHSETCs Ha
MOC/EIOBATENbHOCTb U3 Ry €IMHHULL U CJIEYIOLIMX 38 HUMHU k5 HyJlel, a KayK/blid
HyJb 3aMeHsIeTCsl Ha MOCJEOBaTeNbHOCTb U3 kg Hysed. [lpu Kakux Haty-
pasbHbIX 3HaueHusix k;, i =1, 2, ..., 6, Ha#jercs XoTs1 6bl OHO COOOIIEHHE,
KOTOpOoe GY/IeT 0OIMHAKOBO 3alIH(PPOBaHO 060UMH Crioco6aMu? YKaKuTe 0O
BUJL TAKUX COOOLIEHHH.
8.3. CoobuieHue, noajiexanlee 3alinpOBaHUIO, TIPEACTaBJsSeT OO0
UH(POBYIO M0C/E10BATEbHOCTb, COCTABJAEHHYIO M3 AT POXKIEHHS 6 uJieHOB




§5. YesioBust 3a1au oIMMIKAN IO MaTeMaTHKe U KpUNTOrpaduu 219

oprkomureTa ojaumnuaabl. Kaxxnas nara npeacrasieHa B BUJe Moc/el0BaTe b-
HOCTH U3 8 LH(p, MepBble ABE U3 KOTOPBIX 0003HAYAIOT IeHb, CJeyIoLIHe IBe —
Mecsil, a ocTaslbHble — ro. Hanpumep, nara poxaeHHsl BeJIMKOrO MaTeMaTHKa
JI. Diinepa 4 anpens 1707 rojna npejacraBisieTcsi B BUJIE M0CJ€10BATENbHOCTH
04041707. a5 3awudpoBaHUsi COOOLLEHHSI CTPOUTCS KJtoueBasi MocJie10-
BaTeNbHOCTb AMWHBI 48. Il ee MOCTPOEHHS] BCe HeUueTHble TPOCThie UHCA,
menblure 100, BbIMHCHIBAIOTCS Uepe3 3amsiTyl0 B TAKOM MOPSIKE, YTO MOJYJIb
Pa3HOCTH JIIOOBIX JIBYX COCEIHHX UHCEJ eCTb Ta MJM MHasl CTeleHb uucaa 2.
[1pu 3TOM Kaxkj10e MpoCToe UMCJ/I0 BBIMHCAHO POBHO OJMH pas, a uucsaa 3, 5 u 7
3anucanbl B Bujie 03, 05 1 07 COOTBETCTBEHHO. Y/IaJIuB 3aMsThie U3 3alIMCH 3TOH
M0CJIEOBATENBHOCTH, MOJYYHM HCKOMYIO KJIIOUEBYIO M10CJIE10BATE/NbHOCTD.

[Tpu saummdpoBannn 1HGPOBOH MOCIENOBATENBHOCTH, MPEICTABISIONIEH
cooflleHue, ee LUUMPLI MOUNEHHO CKJAABIBAIOTCS C COOTBETCTBYIOLUMH LH(-
paMH KJIHOUEBOH MOCJIEN0BATENbHOCTH, TIPH 3TOM KaKias MoJiyyeHHas cyMmma
3aMeHsieTcs ee OCTaTKOM oT Jejenusi Ha 10. B pesysabrate 3ammdpoBanus
COOOLIeHHs MOJyYeHa MoCJIe0BaTeIbHOCTh!

150220454213266744305682533362327363924975709849

Onpenenute naThl POXKAEHHUS UJ€HOB OPTKOMUTETA OJIUMITHABI.

8.4. Keampar pasmepa 13 x 13 pasbur na kjaetku pasmepa | X 1.
B navasbHBII MOMEHT HEKOTOpBIe KJIETKH OKpallle-
Hbl B UepHbIH LBeT, a ocTasbHble — B GeJibli. Tlo
KJIeTKaM KBajpata npbiraer Kpunrowa. B mMomeHT
nonaganust Kpunrow B ouepenHyto KJeTKy Mpo-
MCXOJUT H3MeHeHHe 11BeTa Ha MPOTHBOMOJOXKHbBIHA
y BCeX TeX KJIETOK, PACCTOSIHUS OT 1IeHTPOB KOTOPBIX
JI0 LleHTpa KJeTKH ¢ Kpumrole# ecTb HaTypasb-
Hble uyucaa. [locne toro kak Kpunroua no6biBai
B Ka)J0# KJeTke KBajpaTta poHo 1999 pas, kBaj-
paT oKasaJicsl pacKpallleHHbIM TaK, KaK MoKa3aHo Ha
pucyHke. BoccraHoBuTe 11BET Bcex KJIETOK KBajapaTa
B HayaJbHbI MOMEHT.

8.5. Ilnst Bcex AeHCTBUTEBHBIX UHCeN @, b pelnTe ypaBHeHHe

_a __b
l—bx  l—ax’

8.6. Paszsoxute uncsio 230 + 1 na npocTble MHOMKHTEH.

9.1. Cymmoii 1Byx 6yKB Ha30BeM GYKBY, TOPSAKOBbIH HOMEP KOTOPOH B aJi-
(baBUTE UMeeT TOT »Ke OCTATOK OT JeJeHHsl Ha uuc/o OykB B asihaBuUTe, UTO
¥ CyMMa MOPSAKOBbIX HOMEPOB HCXOAHBIX ABYX OYKB. CyMMO# 1ByX OYKBEHHbIX
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nocJeloBaTeJIbHOCTe OJMHAKOBOU AJHMHBI Ha3oBeM OYKBEHHYIO [0CJe10Ba-
TeJIbHOCTb TOH K€ JJIMHbI, MOJyUEHHYIO CJIOXKeHHeM OyKB HCXOIHBIX MocJje-
JIOBATEJIbLHOCTEH, CTOSILIMX HA OJMHAKOBBIX MecTax.

a) Jlokaxkure, 4TO CyLIEeCTBYET MOCJEN0BATENLHOCTb U3 33 pPa3/IMuHbIX OYKB
pycckoro andgapuTa, cyMMa KOTOPOI ¢ MOCJIeI0BaTebHOCTBIO GYKB, MTPe/ICTaB-
JSIOLIEN COO0H caM 3TOT aJaBUT, HE COAEPIKUT OJIMHAKOBBIX OYKB.

6) HokaxkuTe, uTo cymma JloOOH MOCAEI0BATENbHOCTH U3 26 pas/HuHbIX
OyKB aHJIMICKOTO ajipaBuTa ¢ MOC/el0BaTebHOCTLIO OYKB, MPEJICTaBJsIIONIEN
co00# caM 3TOT aj(aBUT, COIEPKUT He MeHee JIBYX OJMHAKOBBIX OYKB.

9.2. Hekoropyio mocsenoBatesbHOCTb U3 GYKB pyccKoro ajgabura

ABBTIEiX3UAKIMHONPCTY® XYM bHbI0A

1949'%% pas npubasuau no npasuay sagaun 9.1 k caosy KPUINTOWA. [Tosyuu-
Ju cjoBo AHAJIMTUK. Hafinute sty nocsenoBartesbHoCTh. Kakoe HauMmeHblee
YUCJ0 pa3 Haao npubaBuUThb ee K cjoBy AHAJIUTHK, 4ToObl MOJYUUTb CJIOBO
KPUIITOIA?

9.3. Kaxmyio 6ykBy HCXOJHOTO COOOIIEHHST 3aMEHHJIN €€ BY3HAUHBIM T10-
PSIKOBBIM HOMEPOM B PyCCKOM asihaBUTe COMIACHO TabJuLe

AB BT IO E i X 3 U # K I M H 0 I
01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17

P C T VY ¢ X II 9 I I p H B 5 H 4
18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33

[Tosyuennyto H(ppOBYI0 MOCJAEI0BATENBHOCTE Pa3buan (cnpaBa HajeBo) Ha
Tpex3HauHble LU POBLIE TPYNBI 6€3 TTepeceueHtil U MPOIyCcKoB. 3aTeM KaxKaoe
M3 TOJIyYEeHHbIX TPEX3HAUHBIX UMCEJ] YMHOXKHJM Ha 77 W OCTABHUJH TOJBKO
TPH MocJeiHne Luudpbl MPonu3BeieHUsl. B pesysbrate nosyuuiach cjeayrolas
nocJ/e/10BaTe/IbHOCTb UHP:

317564404970017677550547850355

BoccranoBute ncxoanoe cooblieHue.

9.4. Kunerku kBajpara 4 x 4 npoHymMepoBaJii Tak, UTO KJeTKa B MPaBOM
HH2KHEM yIJly noJiyunsia Homep 1, a Bce ocTasibHble MOJyYHsIM pasHble HoMepa
oT 2 no 16. Oxasanoch, UTO CyMMbl HOMEPOB KJIETOK KaxKHOH CTPOKH, Kax-
Jloro ctosiblia, a TakXKe KaxKJA0H M3 JIByX JuaroHajed KBajpaTta OJHHAKOBbI
(«mMaruueckuii» KBajapar). KieTkn KBajpata 3amnosHuiun GYKBaMH HEKOTOPOTO
cooOllleHUs TakK, UTo ero neppas OykBa Tonaja B KJeTKy ¢ HoMepoM |, BTO-
pasi— B KJIETKY ¢ HOMepoM 2 U T. . B pesyJibraTe NOCTPOUHOrO BbINMHUCHIBAHUS
OyKB 3aMoJIHEHHOro KBajpaTa (cjeBa HamnpaBO W CBepXy BHH3) MOJYyuHJiach
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MOCJ/Ie0BATENbHOCTL OYKB
HPEYCTEBLTABEBKII

BoccranoBuTe Marnueckuil KBajipaT M MCXOAHOE COODIIEHHE.

9.5. OKpy:KHOCTb pajuyca D C LIeHTPOM B Hauajie KOOpJAMHAT repeceKaer
ock abeuuce B Toukax A(—5; 0) u D(5; 0). YkaxkuTe Bce BO3MOXKHbIE pac-
MOJIOXKEHUST HA OKPYKHOCTH ToueK B, C 1 , yJIOBJETBOPSIOIIHE OJHOBPEMEHHO
CJIENyIOLIUM YeThIPeM YCJIOBHSIM:

1) koopauHatsl Touek , C 1 — leJIble UUCJIa;

2) opAMHATa TOUKM MeHblIe HyJsl, a opauHaThl Touek W C GoJiblile HyJs;

3) abcuMcca ToUKM MeHblile abeuucchl Touku C;

4) cymma nJomaaei yacteil Kpyra, Jexatux BHyTpu yrios ABE w ECD
paBHA MOJIOBHHE MJIOLIAMM KPYyra, OrpaHHUEHHOTO MUCXOJHOK OKPYXKHOCTBIO.

9.6. Ilnst Bcex 3HAUEHHI MapaMeTpa g pelInTe HEPABEHCTBO

\/*X27X70,25+a221+\/7X2+X+3,75.

§ 6. Yka3aHus u peuieHus

1.1. Bce kseTkH KBajparta pa3Mepa f1 X n pa3oObeM Ha HerepeceKaroliu-
ecsl I'PyMNIbl M0 YeThipe KJETKHU B KaxKaoi. OTHeceM KJETKH K OJHOH W TOH ke
rpynre, ecJM Npu KaxkJ10M MOBOPOTe KBajpaTa 10 ero
CaMOCOBMELLIEHUs] OHM MepeMeLLaloTCsl Ha MecTa KJe-
TOK 3Tofl ke rpynnbl. Ha pucyHke nokasaHo Ttakoe
pasbueHue Ha TPYMNMbl BCeX KJETOK KBajapara 6 X 6,
npuUYeM KJETKH OJIHOF TpyIbl MOMeUeHbl 0JHOH W TOH
e wndpoit. Beero takux rpynn Gymer n?/4 (uenoe,
TaK Kak 1 — 4yeTHoe uucjo). [lpu HajoxKeHHH Tpa-
(hapera Ha KBaapaT POBHO OJHA KJETKA M3 KaXIOH
rpynnbl OKaxkeTcst Moj ero Bblpesamu. Kaxknomy Tpa-
(hapeTy MOCTaBHM B COOTBETCTBHME YMOPSIOUEHHBIH HA0Op BCeX KJETOK M3
TaKUX TPy, 0Ka3aBLUMXCS MOJ, Bblpe3aMH TpacdapeTa Npu HaJlo:KeHHH €ro Ha
KBajpaT OMeUeHHOH CTOPOHOH BBepX. Takoe COOTBETCTBHE SIBJISIETCS B3AUMHO
OJIHO3HAUHBIM, [TOCKOJIbKY KaXKJ10My KJltouy OyJleT OlHO3HaUHO COOTBETCTBOBATD
yropsiioueHHblii HaGop U3 n”/4 KneTok (1o oAHOH M3 Kay<Iok TPYMbl), Bbipe-

— ([N ||| —
Q[N |00 || N
0| |O© | |Ww
W[ N[O |[© |00 |+~
NN |
— Ol | WD —

3aHHBIX B Tpaapere, 1 Hao6opoT. Beero Takux Habopos 47°/4 B camom nene,
CYLIECTBYET POBHO UETbIpe Pa3/HUHbIX BapHaHTa BbIOOPA KJAETKH M3 KaxKaoH
IPYINIbl HE3aBUCHMO OT BbIOPAHHBIX KJETOK W3 APYrHX Takux rpynm. Takum 00-
pa3oM, YHCJIO PA3JIMUHBIX KJ0Uel udpa «IIOBOPOTHAs pellleTKa» TPH YeTHBIX
3HAUEHHUSIX 11 PaBHO 4n°/4,
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1.2. Jlerko Buzmethb, uto f(x) = (x> 4+ 3x + 1)(x* + x 4+ 1) + 2. Orciona
f(x1) = [(x2) = 2, e x|, Xo — KopHu MHorousena x> + 3x + 1. [Tosyuaem

Bykpam.c. | | B|M|E|X|T| N |B|®| K
Homep 2213 (14| 7 | 8|20(10| 3 |22|32
Homep 2001|125 |6 |18 8|1 |20|30
Byksa o.c. | T|A|K | O|E|P|X|A|T|D

Omesem: TAKIEPXATDH

1.3. Omsem: nauuHas c 54.

1.4. Pasjoxum uncja m U d Ha MpocTble MHOXHTeMU: d = 6 = 2 - 3;
m=6930=2-3-3-5-7-11. OGoznauum OykBoil { uncio m/d, paBHoe
npousBenenuto 3 - 5-7 - 11. Haiinem Bce ero nenutenu g suna: g = 3*5Y77114,
rJle uuesa x, Y, 2 U 4 npuHUMatoT Tosbko 3Hadenus O u 1. Torna, Kak HeTpy-
HO BHJIETb, UHC/IA ¢ W 1/q OKaKyTcsi B3aUMHO mpocTeiMu. [losarass = dg
u b =dt/q, monyuum Bce UCKOMBIE Maphl (@, b). B camom sene, B yKa3aHHBIX
BbIlllEe YCJIOBHSIX HAaWOGOJBIIMN OOLIME Je/nuTeb TaKoi napbl paBeH d, a ee
HauMeHbllee o0llee KpatHoe paBHo dgt/q = dt = dm/d = m. Takum oGpasom,
MCKOMO€ YHCJIO YMOPSIIOUEHHBIX Tap COBMAAAET C UMCJOM BCeX JeJUTelel ¢
Buja: 3*5Y7411%, KoTopoe paBHO UHCJY BCEX YMOPSIOUEHHBIX HAG0POB JJIMHbI
4 u cocrosiux TosibKo u3 0 u 1. Unesio Beex Taknx HaGopos pasHo 24 = 16, Tak
KaK JJIsT KaXKJIOTO MecTa B Habopax CyIIeCTBYeT POBHO 2 BapHaHTa ero 3HaueHHi
HE3aBUCHMO OT 3HAYEHWH Ha JPYrux Mmecrax. B ofuiem ciaydae uucio m/d

npeacrapasiercs B une m/d = p'rl ... s" rtne p, r, ..., s— pasauunble npo-
CTble uuesa, a i, j, ..., h—mHarypaJbhble unca. Hucesio Bcex esuresed BUja:
qg=p‘rY...s% rae udcaa x, Y, ..., 2 IPUHUMAIOT TOJIBLKO 10 [Ba 3HAUEHHS

(0 1 cooTBeTCTBYIOUME HATypaJbHBIN 1TOKa3aTeab CTENEHH B MPeACTaBJIeHHH
uncna m/d), pasno 2%, rie k — uucsio Beex MpocThIX fesnTeseil uncaa m/d.
Ecan uncsio passiMuHbIX MPOCTBIX MHOXKHTE/EH B KAHOHMUECKOM PasJioyKeHHH
uncsa m/d paBHo k, TO UMC/I0 pasMUHbIX yriopsiloueHHbX nap (a, b) pasHo 2%

Omeem: 16 nap (napwl (a, b) u (b, a) pasHble). B obuiem ciyuae uncso
yHopsiloueHHbIX nap pasHo 2%, rie k — uncso Beex MpocThix jenutenedl m/d.

1.5. M3 nocneneit cTpouku Jierko 3ameTutsb, uro Il = 0. Torna u3 nepsoro
crosbla HaxoauM, uTo M = 1. 3arem u3 nocjenHero croabua Haxoaum & = 2.
Hrak,

2H x H = 242
+ x -
EE + E = HS

10A + MP = 1MH
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N3 cpenneit ctpoku sicio, uto H > E. 13 nepsoro cron6ua Haxoaum E =7.
M3 cpenHeil cTpOKH MOXKHO BbIUMCINTb 3HaueHust Hu 3: H= 8 u 3 = 4. [Tosyuum

28 X H = 2A2
+ x -
T 4+ 7T = 84
10A + MP = 1M8

Jlasiee, nocJ/ie10BaTe/bHO BbIUKC/IsSIEM 3HAUeHUs1: A=5, =9, M=6, P = 3.
PaccraBuM OyKBbI B TOPsiJIKE BO3paCTaHUs UX LM(POBBIX 3HAUEHHH U MOJIYUHM
TekeT [IMPP3AMEHHL.

Omeem: WAPP3AMEHH

1.6. Omsem: wnanpumep, cbcacbe.

O603Hauum uepe3 cp(—P) Ha6op ¢(P), BhIMHCaHHLIA B 06PAaTHOM TOPSIIIKe.

@(cbcacbe) = ¢(becacbc) = @(cacbe)ag(cacbe) =

= ¢(acbc)ag(acbe) = cbcacbe = cbeacbe = cbeacbe.

B o6uiem ¢Jlydya€ MO2KHO T10Ka3aTb, UTO MHO2KECTBO HCKOMBbIX Ha60pOB
COCTOHUT U3 CJIOB BHJA:

¢cbe...cacbc...c, rne k—mHeuerHoe;
N——" N——

pP— k pas k pas
bc...cabc...c, rae k — detHoe.
N N
k pas k pas
2.1. PaccMoTpuM OMH BHTOK JIEHTBI HA Pa3BEpPT- A B

Ke LUINHApa (pa3pe3 Mo ropu3oHTa bHOH JuHuH). [1o
ycqoBuio Bbhicota CE, omylleHHasi Ha ctopony AD,
paBHa d. ¥Yron DAC pasen (90 — a)°. Otciona AC
paBHO d/ cos o. Tak Kak BbICOTa CTPOKH paBHa /i, TO

BCero Ha ojHoM BUTKe 1= d/(h - cos &) GYKB. E

Omesem: 4TOOBI MPOUUTATH TEKCT, HAJI0 Pa3pe3aThb
JIGHTY Ha ydactku 1o 1= d/(h - cos o) OyKB U CJiO- D C
KHUTb UX PSIOM.

2.2. CoryiacHO YCJIOBHIO, MCXOJIHOE COOOlIeHHE Puc. 11

COCTOMT U3 JBYX TnsATepok undpp: AjAsAsA4As

u B ByoB3sB4Bs. [lyctb C)Cy — nocJieiHue Be UUPPbl CYMMbI unces1, H3o6pa-
JKEHHBIX 3TUMH nsiTepkamu. Hepes a @ b 0603HAUUM MOCAEIHIOW LHPPY CYyMMbI
unces a u b. [lycerb D o603Hauaer wudpy neperoca (1udpy JeCSTKOB) CyMMBbl
As + Bs. Tlo ycaosuio umeem, uto As @ Bs = Co n (A4 ® By) ® D =C.
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[Tyctb I') — nepBbiii useH, a X — pasHOCTb apU(PMETHUECKOH MPOrPECCHH,
KOTOPYIO KOMMEPCAHT MCIOJb30BaJ MpH WHppoBaHud. Torna U3 yc/aoBus no-
Jlydaem:

A @l =4, (1)
Ay ® (T +X) = (@)
As @ (T + 2X) = 3, (3)
Ay & (T +3X) =4, (4)
As & (T} + 4X) =6, (5)
Bi & (T +5X) =1, (6)
By & (T') + 6X) = 4, (7)
Bs & (T') +7X) =0, )
By @ () +8X) =5, 9)
Bs® (T +9X) =3, (10)
(A4 @ By) @& D) & (T + 10X) = 1, (11)
(A5 @ Bs) & (T} + 11X) = 3. (12)

O603HauuM ciMBOJIOM A = B paBeHCTBO OCTATKOB OT JiesieHust Ha 10 uncen
A u B. Torna 3amucu A @ B=C u (A 4+ B) = C UMeloT 0IMHAKOBBII CMBICJI.
EcmA=BuC=D,10A+B=C+D,A—B=C—D. Becerna A=A, rak
KaK OCTATOK OT JIeIeHUs €IMHCTBEH.

N3 coornouennii (4), (5), (9) u (10) HaxoMMM COOTBETCTBEHHO:

Ay=4— (T +3X), (13)
A5 =6 — (I +4X), (14)
By=5— (T, + 8X), (15)
Bs;=3— (I'; + 9X). (16)

[ToncraBasisi oM 3Hauenust B paBeHctBa (11) u (12), nosyuum cienyrouine

paBeHctBa: 9+ D —T'—X=1u9—-T —2X=3. Otciona cieayer, uto
X=(-2-D), (17)
I =2D. (18)

[ToncraBuB X u3 (17) u I'y us (18) B (1), (2),(3), (13), (14), (6), (7), (8), (15),

(16), HaiineM BbIpaXkeHUs JJis1 LUP HCXOMHOTO COOOIIEHHS:

Ay=4-2D, Ay=4-D, A3 =7, Ay =D, As=4+2D,

Bi=1+4+3D, By=6+4D, B3=4+5D, Bys=1+6D, Bs=1+7D.
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HaI/“I[LGHHble BbIpa>KE€HHsI NA0T ABa BapuaHTa UCXOAHbIX COOO1IIeHHH:

4470416411 npu D=0,
2371640978 npu D = 1.

2.3. Omesem: a— moboe, b — He JOJIKHO JIIUTHCS HA 2 U Ha D.

Ykazarnue. O6G03HAUUM uepe3 f(x) OCTATOK OT JieJleHUs] 3HAUEHHS] MHOTO-
usena F(x) na 10. dast onHo3HauHoro paciurdpoBaHusi HEOGXOUMO U J10CTa-
TOYHO, YTOOBI PA3HbIM 3HAUEHHSIM X COOTBETCTBOBAJIM pasHble 3HAUeHHs [(x).

[Tostomy f(0), f(1), ..., [(9) npuHumatoT Bce 3Hauenusi ot 0 10 9. Haiinem >1u
3HAUYEHHST:

[(0) = rio(b(a 4 0)) f(1) =rio(bla+1))

[(2) = rio(b(a + 2)) [(3) = rio(b(a +9))

[(4) =rio(b(a +8)) [(5) = rio(b(a +5))

[(6) = rio(b(a +6)) [(7) =rio(bla+7))

[8) =rio(bla+4)) 19) = rio(b(a +3)),

rie rio(y) — octaTok Ot jaeseHust ydcsa y Ha 10.

Otcioza, NoJib3ysich CBOHCTBAMH OCTATKOB, 3aMeuaeM, UTo b N0JKHO ObITh
HeueTHbIM (MHaue f(x) OyayT TOJLKO YeTHbIe uuc/aa) U b He JIOPKHO JAeJUThCs
Ha 5 (uHaue f(x) 6yayt Tosbko 0 u 5). HenocpencTBeHHON MPOBEPKOH MOXKHO
yOEeUTbCS, UTO TIPH JIFOOOM @ W NP BCeX b, YJIOBAETBOPSIOLIMX MPHBEIEHHBIM
YCJIOBUSAM, TapaHTHPYETCS OHO3HAUHOCTb PACUIK(POBAHHUS.

2.4. O6o3HauuM uepe3 S(r) ocTaTtok OT JeJieHUs HA 26 CyMMbl Yuced,
KOTOpble COOTBETCTBYIOT MepBbIM 1 OykBaMm ajddasuta (n =1, 2, ..., 26),
0<S(n) <25.

Ecau cpenn uncen S(1), S(2), ..., S(26) ectb Hysnb: S(f) =0, To HCKOMOI
KJIIOUEBOH KOMOUHALIMEN sIBJIsIETCs 1lerouka nepBbix ¢ OYKB ajiaBura.

Ecau cpemu uncen S(1), S(2), ..., S(26) Her nyssi, To 06s13aTesibHO Hak-
JIyTCsl 7IBa OJIMHAKOBBIX uucsaa: S(k) = S(m) (cuuraem, uro k < m). Torna
MCKOMOH KJII0UeBOH KOMOUHALIMEN SIBJISIETCST yUACTOK aJipaBUTa, HAUMHAIOLIUH -
csi ¢ (B + 1)-i u 3akaHuMBatoUMics m-i GyKBOH.

2.5. Ecnu nBe 6ykBbl ¢ nopsinikoBbiMu HoMepamu 1) W To 3ammdpoBanbl
B OYKBbI C TOPsiIKOBbIMU HOMepamu C; 1 Co C MOMOIIbIO OJHOH M TOH XKe
6yKBbI, To ocTaTku oT feqenus urces (Cp — T1) u (Co — To) Ha 30 paBHbBI MEKTY
co00# U COBMAJIAIOT C TIOPSIIKOBBIM HOMEPOM LUPYIoLLeil OYKBbI (MTOPSIAKOBBIM
HoMepoM OykBbl ynoGHO cuutaTh uucjao 0). Torma, ¢ yueTom corviauieHus
0 MOPSIAKOBOM HOMepe OYKBbI , CIIPAaBEINBO, UTO T paBeH OCTATKy OT JeseHHs



226 [n. 7. Omumnuaziel no Kpunrorpaduu st IKOJbHUKOB

uncqa (To + (C; — Co)) Ha 30, a BMecTe ¢ TeM To paBeH OCTaTKy OT JleJleHUs
uuena (T, + (Co — Cy)) na 30. Ecan kaxkaoe U3 BblpaxKeHUH B CKOOKaX 3ame-
HUTb COOTBETCTBYIOLIUM OCTATKOM OT HejieHust Ha 30, TO yroMsiHyTas CBsI3b He
HapyLIUTCS.

[IpencraBum B Bujle HaGopa MOPSIKOBLIX HOMEPOB H3BECTHbIE H(POBaAH-
Hble cooOlIeHUsT (0603HAUUM MX COOTBETCTBEHHO MI.C. 1 W 1I.C. 2) U CJOBO
KOPABJIX:

cnoBo | K| O | P | A | B | I
T |10|14(16| 1 | 2 |11]| 9

m.c.1|0|TI|T|U|A|P|T|H|A|[J|X|X|E|B|O|L|H|P|B|V|Y
C, |29|15|18]22| 1 (16| 4 |24| 1 |11 7|7 |6 | 3 |22|25|27|16| 3 |19]19

m.c.2|0|0|(g|T|B|H|L|M|c|H|T|n|x|T|o|c|T|Xx|c|u|L
Co |29[15| 0 [18| 2 {13|25|12(17| 5 [18|11| 7 | 4 |15|17| 4 |21[17|22|22

Boamoxkubl 15 BapraHToB (HOMep BapHaHTa 0003HaUNM OYyKBOH R) pacro-
Joxenust cjoBa KOPABJIM B KaXK[0M M3 JIByX MCXOIHBIX coobuleHu# (d.c. I,
u.c. 2).

Buauase nist Kaxknoro u3 15 BapuaHTOB pacriojio:kenusi cjoa KOPABJIY
B W.C. | HalileM COOTBETCTBYIOLLMI yuacTok H. c. 2. Mmeem:

|C;— Cio]o[12]26]1]27]21]18|16]24]11]4]|1]1]23]22|7]5]14]3]3]

7. l10l1al6] 1] 2]11] 9
To|Tor |Too | Toz | Toa| Tos| Toe | Tor

[TosTomy /151 yuacTka u.c. 2 nosydaem cjefyromine 15 BapuaHToB:

k|l1|2(3|4|5]|6
Toy | 10|10 |22] 6 |11 7
Too|14]26(10]15|11] 5
Tos|28]12|17[13| 7 | 4
Toy | 27| 2 |28]22]19|17(25|12| 5
Tos| 3 |29|23[20|18|26(13| 6 | 3
Tog| 28] 2 |29|27| 5 |22]15|12]12
Tor| 0 |27|25| 3 |20|13[10|10] 2

718|9|10(11/12|13|14|15
1(28(26|4 (21141111} 3
210|8|25|18|15|15| 7 | 6
2110|127 |20 (17|17 9 | 8 |23
8
7

212423 6
25(241 9 16
3 118|16|25|14
1614231212

= oW N
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Tenepnb st kaxnaoro u3 15 BapuaHTOB pacrofioxkeHus caoBa KOPABJIY
B U.C. 2 HaliJleM COOTBETCTBYIOILMI yuacTok H.c. 1. Mmeem:

|C1 — Co]0]o[18]4|29]3]912[14]6]19]26|29]29|7|8|23]25]16]27|27]

Tol10|14 (16| 1 | 2 |11] 9
Ti\Tv|Ti2|Ti3|Tia|Ti5 | Te | Tz

[Tostomy st yuacTka u.c. 1 nosydaem cienyromine 15 BapuaHToB:

k|l1|23|a|5|6|7|8|9]|10[11|12(13]14]|15
Ti|10]10|28]14] 9 |13]19]22(|24|16]29| 6 | 9 | 9 |17
Tio|14] 2 [18]13]17]23]26|28]20] 3 [10]13]13]21]22
Tis| 4 20|15[19(25/28| 0 [22] 5 [12]15|15|23 (24 9
Tu|5]0]4/l10[13][15] 7 [20]27| 0] 0|8 9]24]26
Tis| 1|5 |11]14|16|8 |[21]28| 1| 1|9 |10[25|27]|18
Tig|14]20]23[25(17] 0 | 7 [10]10|18]19]| 4 | 6 |27
Ti7118|21|23]15(28| 5|8 |8 |16[17| 2| 4 |25] 6

3aMeHUM TOpPSIIKOBble HOMepa B HailJIeHHbIX BapHaHTaX ydyacTKOB H.cC. |
1 u.c. 2 Ha 6yKBBI pycckoro ajndasura. [losyuaem ciemyionye TabuLp:

k 1(2(3|4|5|6|7|8|9[10[11|12|13[14|15
K|K|IO|E|n|X[A|D|b|T|X|0|N|T|B
O|b|K|OD|N|A|B|d|3|0|T|0|0|X|E

yeacTok|D |M|C|H|X|T|B|K|H|®|C|C|U|3|Y

u.c.2 |H|B |5 |0|vy|c|m|M|O|B|B|L|Y|3|E
B|W|Y|®|T|b|H|E|B|B|O|WI|X|X|P
5|B|w|H|g|u|n|M|M|T|B|T|P|I|O
A|H|0|B|®|H|K|K|B|A|P|O|Y|[M|M

k 1(2(3|4|5|6|7|8|9[10[11|12|13[14[15
K|K|[9|0|u|H|Y|UQ|Wm|P|W|E|U|U|C
O|B|T|H|C|Y|b|D|®|B|K|H|H|X|L

yuacTox|T | & |O |V | |2 | |0 |A|M|O|0|Y|m|HK

u.c.l1 |O|9|T|K|H|O|X|o|H|d|d|3|U|ID|b
AlD|n|o|P|3|X|D|A|[A|H|XK|L|H|T
o|e|49|m|Cc|d|X|K|K|T|V|T|E|H|3
T|X|u|n|5|Lg|3|3|P|C|B|T|L|E|E
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W3 TabJInLL BUIHO, YTO OCMbICJICHHBIMU SIBJISIIOTCS BAPHUAHTDHI:

n.c.1=KOTOJAOT.......KOPABITUH
KOPABIN.......BEYEPOM

u.c.2

EcTecTBEHHO MpearnosoKuTh, 4TO B MEPBOM HCXOJHOM COOOLIEHHH peub
uaet o6 OTMJbITHH KopabJei. [1peanoJsoKus, 4To HEM3BECTHLIM YUaCTKOM Nep-
BOTO HCXOJHOTO COOOILEHHS ABJAETCA MOAXOAALIAA 10 CMBIC/TY YacTb CJIOBA
OTIUIHBANT, HaX0/MM HEH3BECTHYIO YaCTh BTOPOT0 HCXOAHOTO COOOUIEHHST: CJI0-
Bo OTXOZAT.

2.6. Kaxnyio 6ykBy 11M(poBaHHOrO cO0O0LLEHUs pacluudpyeM B Tpex Ba-
puaHTax, mpejrnosaras rMocje0BaTeNbHO, YTO COOTBETCTBYIOLIast OyKBa LIH-
pyloLIel NnocJ/e10BaTebHOCTH ecTh OykBa A, B usn Oyksa B:

m?%’gg;gﬁigePBBHHTCMTCPPEBOX
BapuaHT A OyiA|gG|M|o|C|P|3|C|P|O|ODI|O|X|H|®
BapuaHT b o|da|m|aJ|/H|P|O0I|X|P|IT|O|O|T|E|M|Y
BapmarT B |[H|W|Y|XK|M|O|O|E|O|O|H|H|B|O|N|T

Bri6upast 13 Kaxk/10i KOJIOHKH MOJTydeHHOH TabJ/nLbl POBHO MO OHOH OyKBe,
HaXOJMM OcMbicyieHHoe coobiieHre HAIIKOPPECIIOHIEHT, KoTopoe U siBJsIeTCS
MCKOMBIM.

3ameuanue. VI3 nosnyuenHoil TabuLpbl MOKHO ObIIO HAUTH TAKOE UCXOJHOE
cooOlIeHHe Kak

HAIl MOPO3 IIOTIOB EMY

KOTOpO€ TIPE/ICTABJISIETCSI HE MeHee OCMbICJEHHBIM, YeM MPUBEIEHHOE BHILIIE.
A ecJin NPENOJIOKHUTD OJIHO UCKAXKEHHE B LIH(PPOBAHHOM COOOLIEHHH (CKAXKEM,
B KauecTBe |1-i1 6ykBbl 6bl1a Obl MpuHsiTa He 6ykBa P, a 6yksa II), To, HapsiLy
C MPaBUJIbHBIM BAPUAHTOM, MOXKHO TOJIyUUTh U TAKOH:

HAIl MOPO3 TIOMOT" EMY

Uucs10 Bcex pas/MuHbIX BAPHAHTOB UCXOJHBIX COOOILIEHUH 6e3 orpaHHueHHi Ha
ocmbicsienHocTh pasHo 3'6 i 43046721, 1. e. Gonee 40 MULIHOHOB!

3.1. Ecumn kaxkaplil u3 993 abonenros cBsizan ¢ 99 aboHeHTamMu, TO MJIsI
storo notpedyercs 993 - 99/2 muHui CBSA3H, KOTOPOE HE MOXKET GbITh LENbIM
UHCJIOM.

Omesem: Hemb3sl.

3.2. HecnoXHO 3aMeTHTb, UTO paccMaTpuBaemblil wHpp obaagaer Tem
CBOHCTBOM, UTO MpH 3aliupoBaHWK pasHble GYKBbI 3aMEHSIOTCST PA3HbIMHU.
CJieioBaTe IbHO, TIPU 3allM(POBAHUH PA3HBIX CJIOB TOJMYyYAIOTCS pasHbIe CJIOBA.
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C pyroil CTOpPOHBI, OJIMHAKOBbIE OYKBbI 3aMEHSIIOTCS HA OJMHAKOBbIE HE3aBH-
CUMO OT LMKJA LIHGPOBAHUS, TaK KAK HCIOJb3YeTCsl OJIMH M TOT Ke KJIou.
CuaieoBaresibHO, MPH 3alM(DPOBAHUN OJIMHAKOBBIX CJIOB MOJIyUatOTCsl OJIMHAKO-
Bble cyioBa. TakuM 06pa3om, UMC/I0 PA3IUUHbBIX CJIOB, KOTOPblE MOXKHO MOJYYHTD
B YKa3aHHOM [poliecce NG PoBaHUs ¢ HaYadbHbIM cjloBoM CPOYHO, coBnaaaer
C HaMMEeHbIIHM HOMEPOM LIMKJA H(POBAHUS, AIOLIEM 3TO HauaJbHOE CJIOBO.

Tak kak GykBa C MOBTOpSIeTCS] B KaXKJIOM LMKJIe LIUPPOBAHUSI, HOMEP KO-
TOporo KpaTeH 5, a OykBbl P, 0, 4, H — B KaxKJI0M LIMKJE, HOMEpPa KOTOPBIX
KpaTHbl 13, 7, 2 u 3 cooTBercTBeHHO, TO cjoBO CPOYHO MOSIBUTCSI BIEepBble
B LIMKJIE C HOMepOM, paBHbM (2, 3, 5, 7, 13)=2-3-5-7-13 =2730.

Omesem: 2730.

3.3. Ecaiu CcUMBOJIBI OJIHOTO OTpe3Ka 3aHyMepoBaTb T0CJEI0BATENbHO
ypcaamMd oT 1 g0 12, To mocie nepenaun ero u3 A B b cuMmBoJIbI pacro-
Jgoxarcsi B nopsiake (2,4,6,8,10,12,1,3,5,7,9,11), a nocJsie nepenaun 3TOro
oTpe3ka (3aMeHa CHMBOJIOB He MeHsieT nopsiika) u3 b B B — B mopsike
(4,8,12,3,7,11,2,6,10,1,5,9). TlepecTaBUM CHMBOJIbI MepeXBaueHHbIX OTPE3KOB
B COOTBETCTBHH C MX HOMepaMu 10 nepenaud u3 nyHkra A. [Tosyunm oTpesku
BHJA:

IJOTCXHXO0O0BT -
ECKPYINDJODCBXKT
HYyIOD-0B®EB -1 -
TXECXVYOIOITNIYVYK -
OHKXCIOTBMHBHODI
TJTKIVYXH-JITTMHWK

[Tockosibky B myHkTax A u b ofvHakoBble GYKBbI 3aMeHSIIMCh OJMHAKOBBI-
MH, a pasHble — pPa3HbIMH, TO HalJleHHble OTPEe3KH MOXKHO paccMaTpHUBaTh Kak
3aMeHy OJIMHAKOBBIX CHMBOJIOB MCXOJIHOTO TEKCTa OAMHAKOBBLIMH, 8 pPa3HbIX —
pasHbiMH. CpaBHHMBasi MecTa OJMHAKOBBIX OYyKB cJjioBa KPUITOTPA®UA u me-
CTa OJIMHAKOBBLIX CHMBOJIOB B OTpPe3Kax, HaXOAUM, 4To cjoBo KPUIITOTPA®UA
3alKpoBaHO BO BTOPOM OTpPe3Ke. DTO JIaeT BO3MOXKHOCTb HAHTH HCXOAHOE
c000l11leHHe, UCIOJb3YS TUIOTe3bl O YacThiX OYKBaxX PyCCKOro s13bIKa M CMbICJIe
MCXOJIHOTO COOOIIIEHUS.

Omsem: COBPEMEHHAG4T-
KPUIOTOTPAO®UN A
9 TO-HAYKA-DO0-
CEKPETHOCTUNU -
InNe®POBAIDHHEX
CUCTEMS-CBAd31H
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3.4. loxaxxeMm, uto 20 siBJIsIeTCSI MEPHOIOM pacCMaTpUBaEMOl MOCae10Ba-
TEJILHOCTH. 3aMETHM, UTO y JBYX HATYpaJbHbIX UuMces U b coBManaioT uupbl
e[IMHUI TOrJa M TOJBKO TOTAA, KOrJa WX pasHocTb nenutcst Ha 10. Takum
06pa3oM, Mbl JIOCTHTHEM L&/, €C/TH JIOKaXKeM, uto pasHocTh (n + 20)"+20 — pn
nenutcst Ha 10 71 Bcex HaTypasibHbIX 3HaueHuW# n. Mcexonst w3 Toro, uro
p* — g* nemurcs wa (p — q), noayuaem, uro (n + 20)*20 — n"*+20 jpenurces
na (n + 20) — n = 20. Kpome toro, n"t20 — n" = n"(n?® — 1) = n"((n*)® — 1)
nenurcest na n(n* — 1) ans Beex n > 1. Bmecte ¢ Tewm,

nn* = =nmn—-Dn+)r*+)=nn—-1)((n+2)(n—2)+5)=
=n—-2)(n—Hnn+DH(n+2)+50n - Hnr+ 1),

Tl KaXk[0e M3 CJlaraeMbiX JIeJUTCsl Ha 2 (TaK Kak COJEPKHT MPOU3BeeHHE
n(n 4+ 1)) u penurcsi Ha 5 (MOCKOJILKY MEPBOE CJlaraeMoe eCTh MPOU3BeJIeHHE
MATH MOCJEI0BATENbHBIX UMCEJ, 8 BTOPOE COEPKUT MHOXKHUTENDb D). CuienoBa-
tenbHo, 1720 — " nemwrest va 10. Yucso

(n+ 20)n+20 = ((l’l + 20)n+20 _ n”+20) + (nn+20 _ nn)

neautest Ha 10, Tak Kak Kaxkaoe U3 cjaraeMbix jaeautces Ha 10.
[Tposepum, uto 20 sIBJISIETCST HAUMEHBILMM MEPUOAOM. BHIMUCHIBasT epBbie
20 snauenuit nocaenoBatenbiocti Cy, Co, . . .

1476536901636567490

JIETKO yOeIUThLCS, YTO OHA He HMeeT TMepHoJa MeHbIlel AJIHHBI.

3.5. Ilnst Toro uto6bl HAUTH MCXO/IHOE COOOGIEHHe, HAleM CHava a 1ud-
poBoe coofllieHue, NoJydeHHOe M3 Hero ¢ MoMollblo TabJuibl 3ametbl. Co-
rJIaCHO 3TOH TabJdlle HAa HeUeTHbIX MecTaX LM¢poBoro ofpasa HCXOAHOIO
cooblieHust MoryT 6bITh TosibkKo Hdpel 0, 1, 2 u 3. [TocnenoBarenbHo pac-
CMaTpuBasi 3TH 3HAUEHHs JUIsT KaXKJIOro HeueTHOro Mecra 1H(poBoro cooblile-
HHUSI C HCITOJIb30BAHUEM COOTBETCTBYIONLIEH U(PBI THPPOBAHHOTO COOBIIEHHS],
HallIeM COOTBETCTBYIOLME BapUAHTbl 3HAUEHUH LU(P LIMPYIOLIEro oTpeskKa.
Jl71s1 3TOro BBIUMCJMM OCTAaTKM OT JeJeHHs pasHocTeld UM(p UIMPPOBAHHOTO
¥ BapHaHTa UH(PPOBOTo COOOLIEHHH:

HOpsSnKOBHEEI HoMep MecTa k| 1|3 |5|7 |9 (11/13|15(17(19|21|23|25|27
mudpoBaHHOe coobmenue Sp|2|3|8|7|1|4(8(6[6|0|1|3|5|8
BapuanT 0 gma [y 213|8|7|11|4|8|6|6|0[|1]|3|5|8
BapuaHT 1 gua I, 112|7|6|0|3|7|5]5|9]0|2(4|7
BapuaHT 2 gna [ 0|1/6(5(9|2|6|4|4|8|9|1|3|6
BapuaHT 3 gmusa I, 9/0(5(4(8|1|5|3|3|7|8|0|2|5
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[To samaue 3.4 nocsenoBaTesbHOCTb, M3 KOTOPOH BbIOpPAH MIN(PYIOLIHH
OTpe30K, siBJsieTcst nepuoanueckoit ¢ nepuogom 20. M3 tabumupl BapuaHTos
3HaueHU Lup WHDPYIOLIEro 0Tpe3Ka BUIUM, UTO 5-51 €ro [Udpa MOXKeT ObITh
paBHa 5, 6, 7 uu 8, a ero 25-s1 undpa — 2, 3, 4 uau 5. OTcroa nosyuaem,
uyto I's = I'es = 5. Ha nepuone mnocsenoBaTe/bHOCTH, W3 KOTOPOH BbIGpaH
wdpyonmnii otpe3ok, ectb aBe uudpol 5: Cs u Cs. [TosTomy pacemoTpum
nea cayuad. Ecau I's = Cs, o I'; = C7 = 3. dro npoTuBopeunt Tabjuie
BapUaHTOB 3HaueHuil Udp Wudpyolero oTpe3ka, B KOTopoil I'; MoxkeT GbiTh
paBHa 4, 5, 6 wiu 7. Ecau ke I's = C|5, TO COOTBETCTBYIOUIMH 1L PYIOLIHI
otpesok: 1636567490147656369016365674 xopoio coryacyercss ¢ TabJn-
1iefl BAPMAHTOB 3HAueHWi ero 1Ugp. Boiuntas uudpbl HaiileHHOTO OTpe3Ka U3
COOTBETCTBYIOUIMX LMD MHGPPOBAHHOTO COOOIEHUS U 3aMeHsAsl Pa3HOCTH X
ocTaTkaMu ot aejenust Ha 10, nosiyunm ro tabJuiie 3aMeHbl ap UUgp Ha OYKBbI
HCXOJIHOE COOGIIEHHE:

mrppoBarHoe coobmerue |23(39(86|72|16|45|81|60|67|06|17|31|55|88
mubpyomuil 0Tpe3oK 16(36(56|74|90|14|76|56|36|90|16|36|56|74
nudppoBoe coobmenne 17103|30(08|26|31|15(14|31|{16(01|05|09|14
HCXOIHOE CcoobmeHme C|B|d|3|b|-|O0|0|-|P|A|A|N|O

3.6. O6o3HaueHust MOHSITHBI U3 pHC. 12,
1) MK;PB ueurpanbto cummerpuien MKPA otHocuTenbHo M.
2) NL| QB uenrpasbio cummerpuued NLQC otHocutesnbHo N.
) P1Ko@) = PKQ (napasiesibHbli 1epeHoc).
) LK Kol — xBanpar.
)

3
4
5) MT LAC, NS L AC.
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PMT = QNS (MT =NS, PM =QN, LT =245 =90°).
Bes orpanuuenust obnoctu AB=BC=CA=1.

8 PT:QS:x,APzixx, PQ:%, QC=1L1x

6
7

9) PMK=NQL (PM=QN, AIM=/Q, /K=/L=90°) = MK=QL.
10
11) ITnomans ABC = ? pasHa niowam LK Kol = 4%, y = ?

MT = ? (nosioBuna Bbicothl ABC).

13) QT =PQ — PT = % T x
14) MQ? = MT? + QT? (reopema ITucparopa), T.e.

(87 - (F) (o) 2 Tl

)
)
)
)
) MQ=ML+LQ =ML+ MK=ML+KM=KL=y.
)
12)
)
)

2 4

1 1

15) AP:PQ:QC=(VAVE-3—1):5: 1(3- (V4V3-3)) =
=(V4vV3-3-1):2:(3-V4V/3-3).

3ameuanue. Toukn P 1 @ MOXKHO MOCTPOUTb C MOMOLUBIO LIUPKYJIS H JIH-
Heiiku. [TomymaiiTe, Kak 3T0 MOXKHO ClleNaTh.

Omsem: AP:PQ:QC = ( 44/3 -3 — 1):2:(3— 4\/5—3).

4.1. Vcxonublil TeKCT cocTouT U3 48 GyKB, cJefoBaTebHO, MPH 3alltg-
pOBaHUH ObIO HCIOJL30BAHO TPH I0JIOXKEHHs! PELUETKH MOJHOCTBIO W elle
Tpy OYKBBI BIHCAHBl B UYETBEPTOM TMOJOXKEHWH. 3HAUHT, He3anoJHeHHble 12
KJIETOK COBMAJAIOT C BbIpe3aMH peELIeTKH B UeTBEPTOM MoJOXKeHHH. Tak Kak
TEKCT BIHUChIBAETCS M10C/Ie10BATENbHO, TO HEM3BECTHbIE HAM TPH Bblpe3a MOTyT
pacroJiaratbCsl TOJbKO B MEPBOH CTpoKe TabJMLbl M MEpPBbIX MATH KJETKax
BTOPOH CTPOKM (0 MepBOro M3BeCTHOro Bbipe3a). Cuurtaem, uTo Tpadaper
JIEKUT B U€TBEPTOM IOJIOXKEHHH. YUUTbIBAsl, UTO B OJHY KJETKY JIHCTA HeJ/b3sl
BIHCATb JiBe OYKBBHI, MOJYUaeM, UTO BbIPE3bl MOTYT ObITb TOJBKO B OTMEUEHHbIX
3HAKOM «P» MecTax Tpadapera («*» — MecTa H3BECTHBIX BbIPE3OB):

? ?
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OdeBnyHO, YTO U3 OTMEUEHHBIX B MEPBOH CTPOKE ABYX KJIETOK BbIpe3aeTcs
TOJIBKO OJlHA (TaK KakK OHH coBMelllatoTcsi noBoporoM). [losyuaem aBa Bo3-
MOXKHBIX BapuaHTa pelieTk (Ju60 MepBbli «?», JU60 BTOPOH «?» B TepBOH
cTpoke). Untaemblil TEKCT MOJydaeTcst NP BTOPOM BapHaHTe.

Omeem: TI0JIb3YSCHUNOPOMPENETKAHENB3A0CTABIIATHIYCTHEMECTA

4.2, OnmvH 13 BapHaHTOB PEILIeHHs] COCTOUT U3 CJIEYIOLINX STaroB.

1. 19 =1 u3 BTOpPO# CTPOKH («19,2 19,5).

2. 29 = o u3 tpetbeit ctpoku («29,H,10»), u 10=a uau 10=u.

3. 14 = u1 u3 «Ho,14,H0».

4. 8=1,2=¢e, 10 =1 U3 «JICHHO U HOULIHO».

[Tosmyuunu Tekcrt:

12245321 60 28e201820215u2717ellelb—
He 275 10123122¢16, nenb 1701060 16:
JleHHO H HolHO oHK e24ellelb

nuL 1821 17e¢20e28016 2102860 16.

5=a ¥ 27 = 3 U3 BTOPOI CTPOKH.
6. 17=8, 6=m, 16 =il — mocseaHee CJOBO BTOPOH CTPOKH — BOJOMOTI.

ot

12e24a321 no 28e¢2018 2021 au 3B elleit—
Hesanol23122ed,He Ha BoJOMON:

JEeHHO W HomlHO oHM e24ellei

nu 1821 Be20e280i 21028 moii.

7. 21 =1, 18 =y, 28 =, 20 = ¢ U3 nocJe[HeN CTPOKH «HILYT BecesoN
TOJITION».
8. 11 =p us «3Bellef» nepsoil cTpoKH.

12e24a3T1 no secy cTau 3Bepeld—
He3a10123122¢eii, He Ha BoaoOMOM:
JEHHO M HOULHO OHHU e24epei
UILYT BE€CEJNOH TOJMOHM.

9. 24 =r u3 «erepeii».
10. 12=06, 3 =10 U3 «6eraT».
11. 31 = &I, 22 =4 U3 «AOOLIYEH>.

Omeem: DBeraior no Jiecy crau 3pepeil —
He 3a noGblueii, He HA BOJOMNON:
JIeHHO W HOIIHO OHHU erepeit
WMuiyt Becesolt Tosmo.

4.3. Omsem: cos 36° = (1 ++/5)/4~0.8.
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4.4. 3anymepyem OyKBbl JATHHCKOTO aJipaBUTa MOCJEN0BATENBHO UHCIAMH
ot 1 1o 24. Ilycrb x — HekoTopoe uucio ot | jo 24, a f(x) — uucJio, B KOTO-
poe mepexouT x Ha BTopoM 3Tare. Toraa nepecTaHOBOYHOCTb 3TANOB MOXKHO
3amucarthb B CJEIyIOLIeM BHJIE:

e+ ) =f0) +1, te [fix+1)—fx)=1.

DTo 03HAUAET, UTO COCENHHE UuC/ia X U X + | Ha BTOPOM 3Tare MepexoisiT
B cocesiHue e uncsa f(x) u f(x + 1), T.e. Bropo# atan — toxe capur. [Tocse-
JI0BaTeJIbHOE TIPUMeHEHHe JIBYX CABHIOB — OUEBMIHO TOXKE CABHI U OCTAETCsl
paccMoTpeTh 24 BapHaHTa pa3JIMuHbIX CABUIOB. YHTaeMblil TEKCT OrpejiesisieTcs
ofHo3HauHO. OCJI0XKHEHUs!, CBA3aHHble C TepexoaoM Z B A, ycTpaHsiioTes
Ju6O MepexoyioM K OCTaTKaM IMpH JeJieHnH Ha 24, 1160 BbINHCHIBAHHEM T10CJ/Ie
6ykBbl Z BTOpOI pa3 andasuta AB...Z.

Omeem: INTER ARMA SILENT MUSAE
(MHTep apMa CHJIEHT MY33 —

KOIJla 'PEMHUT OpY»KHe, My3bl MOJUAT).

4.5. CocTaBHUM BO3MOXKHbIE BAPHAHTBI MepeIaHHbIX GYKB!

T'bil | ASE | BIIPK | EXIJ0 | HMBY | CH3J | WY | LXOT | I8BU
BII3 | AHB | AHOM | TEYD | JIK'DX | MUEH | [IBC | ®YMP | DTAX
BIM | BbE | BOMiA | J3IID | MIHL] | PHXK | UT'T | XGHC | YB3
T'bil | BOI | BIIPK | EXIN0 | HMBY | CB3I | WY | LXOT | I6BU
IBK | 10X | TPCJN | 13bs1 | OHOI | TBYM | LE® | YIMY | XT#
EBJ| A3 | CTM |XVUH | TIOKI | VOUH | biX | IUP® | LK

BoiGupast BTOpyIo U nocJe/Hion rpynny 6ykB (re eCTb KOPOTKHE KOJIOHKH
OyKB), orpenessieM CJ0Ba, UM COOTBeTCTBYylolve: BA3, 3TAX. B ucxoanbix
cJoBax 33 6ykBbl, MosToMy 6yKBbI B, 1, 3, 9, T, A, X y)Ke MCM0Jb30BaHBI
U HX MOXKHO BbIUEPKHYTb M3 BCE€X KOJIOHOK:

T'bil | ASE | BIIPK | EXIH | HMBY | CH3J | LY | LIXOT | ®BU
BlI HOM | TEYD | JIKBX | MIEH | I C | ®YMP | STAK
g BOMi | O3l | MIBLL | Pb K | 4T | X@HC
Tbil | B IPK | E I | HMBY | CB JT | LAY | LIXO
TPCN|i b |OH BUM | LE® | YLy
ERI| A3| Cc M| ue |00 |V UH | biX | mupe
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I/I3 HECKOJIbKUX BapI/IaHTOB7 HaanMep, B TpeTbeﬁ I‘pynne:
THOM THOM TPOM

BbIOMpaeM BapUaHTbl TaK, 4TOObI Kakaas OyKBa HMCIOJIb30Bajach OJWH pas.
[Tponosmkasi Takum 00pa3oM, MOJyUUM OTBET.

Omesem: BHK BSI3 THOI On4Yb TN CbiM LEX [MYP® 3STAX

4.6. 3amernm, uto Ay — Ap = (k +1)> — k> +2 115 Beex natypasb-
Hbix 2. CkJajibiBasi MOUJEHHO 3TH paBeHCTBa Npu kR =1, 2, ..., n — 1, noay-
unm A, — Ay = n? — 3 + 2n. To yenosuio Ay = 3. CyienoBatesibHo, cripaBe/i-
JIMBO COOTHOLIeHUe A, = n> + 2n.

$lcHo, uTo Mpu pacuIMdpoBaHUY, TaK XKe KaK W MPH 3alIHPPOBAHHUH, BMECTO
quceJ A]QQ, AlOl’ A]QQ, Alog, A104, A]05, A]06 MO2KHO BOCIIOJIb30BATbCA HUX
ocratkamu ot jiesiennst Ha 30. Tak Kak Jijist KaxKJ10ro 11eJ10ro HeOTPULATENBHOTO i

(100 + i)® + 2(100 + i) = i* + 2i + 30z,

i€ 2 — HEKOTOpOoe LeJioe YACJIO, MmoJiydyaem CAeAYIOLIHe OCTATKH MPH AeJI€HUNU
qyuceJ1 AIOO’ ey A]OG na 30:

Ao | Aror | Aoz | Aoz | Aros | Aros | Aros
0 3 12 3 12 15 18

3akJ/I0UNTEbHBIN 3Tan NMpeicTaB/eH B TabJMLE:

mrppoBaHHOEe coobmeHue K|E|H|3|9 |P
uncinoBoe mubpoBaHHOe coobmernme |9 |5 |12 |7 |27 15| 5
mudpyomui 0Tpe30K 03123121518
YUCJIOBOE HKCXOOHOe coobmenue 912 0 [4|15| 0 | 17
NCXOIOHOEe coobmeHMe K|B O| P | A | T
1 ++v4a?+1
4.7. Omsem: x = % npu 0 < a < 1;
/302 - | VA2 —3—
x1:l+ 24;1+1va: 4a2a3 1 npu a1,

5.1. ¥xazanue. Haiinure nonycTUMble BapHaHThI /sl OCTATKOB OT JeJie-
HUSl HEH3BECTHBIX X W y Ha 7. Takux BapuaHTOB OyJeT BOCEMb. YUMTbIBas
MPUHAJIIEXKHOCTb HEHU3BECTHBIX K 3aJlaHHOMY JAMana3oHy, HaWIUTe JOMYyCTH-
Mble BapuaHTtbl 1ist (x, y) (19 BapuantoB). [as kaxino# napel (x, y) Haii-
qute z. B puanazon 10, ..., 20 nonajator Tosibko Tpu pettenusi: (12,16,11),
(13,17,17), (13,18,12).
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5.2. Tak Kak MpHu 3anuchbiBaHUK COOOIIEHHs B TabJHILy NPOOesbl OMycKa-
JINCb, MOKHO CJIe1aTh BbIBOJ, UTO CTOJIOLbI, cojleprKalliie pobes B noc/enHel
KJIETKE, JI0 IePeCTaHOBKH CTOSLIM B KOHLE Tab.ulbl. Takum 06pa3oM, cTo/OLbI
MOKHO pa30OUTb Ha JiBe IPYIIbl, KaK MokadaHo Ha puc. 13. [1pu sTom st nosty-
YeHHsl UCXOAHOTO TeKCTa MoTpefyercsi MepecTaB/siTh CTOJOLBI TOJIBKO BHYTPH

rpymit.

A4 HJIBPAIOETU OMSB3E K ETZPIU 4

N TAO®HUDIDNUOTETBTP J EVY 0 OO

Y P IYECMOIKUUHTI KO nHIXNWE

HY JTAPET BHEUXOHUH]J E H E 3 H 4

BT X OMIIODTIODTARXIT 3 I E N BH4dC

nWKCHUTUUYHOEIVY ITX - - - - -
Puc. 13

EcTecTBEHHO MPENOJIOKUTD, UTO COOOLIEHHE OKAHUWBAJIOCH TOUKOM. [lo-
TOMY Ha TpPeTbeM C KOHId MeCTe B TepBOH Tpyrre J0JKeH ObiTh CToJsOell,
okaHuuBatoliics Ha T, Ha BTopoM — Ha Y, Ha nocjenHeM — Ha K. [Tosyuaem
nBa Bapuanra (puc. 10), U3 KOTOpPbIX MEePBbIH ABIAETCS BHO «HEUHTAEMbIM>.

PAH||BAH||AIBPIOETOME SBAHATUEKP

SHI||BHA||HTA®UTIUOTEP BHIOYOEIO

ECP|IKCP|[HAYEMOKUHTO KCPEOJUHUX

PEVY||HEY|[HOHIAPBEHEUWOH[ HEYYEHHNES3

MOT{|SOT|(HOOMIOITAUINDTII SNITCBAWMEH

TUYUK||[TYK|[UCUTHOEINVYIIX TY4K - - - - - -
Puc. 14 Puc. 15

Takum o6Gpasom, yaanoch 3ahMKCUPOBATh TOCJEAHUE TPU CTONOA MEPBOi
rpynnbl. [lepecTapdsisi cTo/101bl BTOPOH TPYMIbI, HILEM «UMTaeMble» MPOLOJI-
JKEHHUS 3a(pUKCHPOBAaHHbIX cTOJOLOB (puc. 11). JleficTBYSs najiee aHaJOTHUHbIM
06pa3oM ¢ OCTaBIIMMHUCS CTOJNOLUAMH MEPBOH IPYMIlbl, AOCTATOUYHO JIETKO TMO-
JlydaeM HUCXOJHO€e COOOLLEHHE.

Omsem: m O ITOEBPEMABAHSATUEKDP
UNITOTPASUENBHIOVYIENO
MOZVUHOYEKTUYKCPEJIUHUX
BHIUOJAPEHHHEYYEHHES3
NTIUIONOMATHBNOTCBAMEH
HOCIVXUTENUTUK
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5.4. Bo BTOpoM ciyuae M3BeCTHHI Tapbl LH(P, KOTOPBIMH LIHGPYIOTCS
OYKBbBI «P», «€», «M», «0», «H», «T», a B MIepBOM — Mapbl uH@p JJIST TEX XKe
OYKB, 32 UCKJOUEHHEM OYKBbI «H>».

Omeem: BO BTOPOM CJlyuae Jierue.

5.5. Omesem: 481.

5.6. MO0XKHO 3aMeTUTb, UTO MOCJeN0BaTeIbHOCTh OYKB MOCKBA BXOMHUT KaK
MOJIOCAEI0BATENbHOCTD B KaXK/bIi U3 IIH(PTEKCTOB MEPBOH TPOHKH:

# MeBOT CoaKbrBr Aas
ykManOu Cp Km Bz Ax
m Mpa0ruCitbKdnBreAkk

Ha ocHoBe 3T0r0 HaGJ/I0IEHHST MOXKHO MPENOJI0KHTD, UTO LIH(POBAHHUE 3a-
KJIIoYaeTcs B cyeytolieM. B Kaxblil TpoMeKyToK MexKy OyKBaMH HCXOJHOTO
coo0lLeHUs (HauaJslo ¥ KOHeL| TAKXKe CUMTAIOTCS MPOMEXKYTKAMH) BCTaBJISIIOTCS
oJHa Ju6o nBe OYKBbI B COOTBETCTBMHM C M3BECTHBIM TOJIbKO OTIPAaBUTEJIIO
1 TOJTy4aTe/I0 K/II0UOM.

OueBuaHO, uTo MepBas OykBa COOOLIEHHs JOJKHA MONacTb Ha 2-e¢ WJH
3-e MecTo wmUdpoBaHHoro Tekcrta. CpaBHUBasi OYKBbI, CTOSILME HA yKa3aH-
HbIX MecTax B MOJJIEXKAUIMX PACLIM(PPOBAHUIO KPUIITOTPaMMaX, AeJ1aeM BbIBOJ,
YTO OJIHO U TO K€ UCXOJHOE COOOllleHHe COOTBETCTBYET MEPBOMY M TPETbeMY
IUPTEKCTY U uTO nepBast GyKBa 3TOro coobieHus — II.

Paccyxnas nanee anasornunbiM 06pa3oMm, 3aKJaiouaeM, 4To BTOPOH GyKBOH
noBropsitolerocsi coobuieHus spasercs 0 (comocraBuiu OU u3 1-i Kpunto-
rpammbl 1 M0 W3 3-i1) W Tak jnasnee. B uTore moJsyuum, 4to nepBOH W TpeTbeil
KPHIITOTPaMMe COOTBETCTBYET UCXOJHOE COOOIIEeHHe

[I0BTOPEHMEMATEYYEHUA

Tenepb pacumdpyem BTopyto kpuntorpammy. [lepo#i GykBoil coobuieHHs
MOTyT ObITh TOJIbKO C MM U. Jlanee, noabupasi K KaxK10d M3 HUX BO3MOXKHbIE
BapHaHTbI MOCJEyIOIHUX OYKB U BbIUEPKHUBAs 3aBEJIOMO «HEUHUTAeMble» 1eroy-
K1 OYKB, MOJyUHM:

CE, CM, UM, ur
CET, <ee, CMO, CMP, UMO, MMP, WUIP, mrez
cerp,—cerr, CMOT, CMOK, cMpx,—cupp, UMOT, UMOK,

UMPK, HMPP,—KLPK, KPP
CMOTP, CMOTO, CMOKO, emoxM, WMMOTP, VMMOTO, VMOKO, mMoxM

CMOTPM, CMOTPH,

CMOTPUB, CMOTPHA
CMOTPUBB, CMOTPMBK, CMOTPHAK, CMOTPMAH wu Ttak jnaJiee.
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B wntore nosyunm ucxoanoe coo6uienne CMOTPYBKOPEHE.

Omsem: 1, 3 —TI0BTOPEHVEMATBYYEHNS, 2 — CMOTPVBKOPEHD

5.7. O06paTUB BHUMaHHE HA TO, UTO HEKOTOPbIE CHMBOJIbI B TEKCTE YCIOBHH
3ajau MATOH OoJMMIMabl HaGpaHbl BblIeJEHHbIM LWIPUMTOM, H BBINHCAB 3TH
CHUMBOJIbI B MOPAJKE UX CJIEIOBAHUS, M10Jy4aeM TEKCT:

300a4aCeMbNOACHUMEKAKBbLHAWALMEKCM3a0ayll

6.1. Tak kak kKaxabii U3 1997 aGoHeHToB cBsi3aH poBHO ¢ N Jpyrumu,
To oflllee YUCJO HanpaBjeHHH cBsidH paBHo 1997N. Otciona ofluee uucio
CBsI3aHHBIX Tap aGoHeHTOB paBHO 1997N/2, Tak Kak Kak[asi CBsi3aHHast mapa
MMEeT POBHO 2 HampaBJenus ¢Bsi3n. [Tockosbky uncio 1997N/2 nomkuo GbiTh
HesbiM, a yncao 1997 — neuertnoe, To uucao N 10/KHO ObITh UETHBIM.

Hokaxkem, uto st Kaxporo N = 2T cyulecTByeT cHCTeMa CBSI3H M3
1997 aboneHToB, B KOTOPOH KaXKIplil cBsidaH poBHO ¢ N jnpyrumu. B camom
JleJie, pacriosloXKMB BCeX a0OHEHTOB Ha OKPYKHOCTH M CBSI3aB KaxKAOT0 M3
Hux ¢ T 6JMKadIuMH K HEMY 0 4acOBOW CTpeske W ¢ OJMKaHIIMMU K HeMy
MPOTHUB YAaCOBOH CTPEJIKH, MOJYUMM NPUMEP TaKOH CETH CBSI3H.

6.2. [lokaxkem, UTo Ha AMaroHaJu MPUCYTCTBYIOT Bce yucaa ot 1 no 1997.
[Mycts wucmo a € {1, ..., 1997} ne crour ua auaronasn. Torma, B cHiy
CUMMETpPHH TaOJHLbI, UMCJO @ BCTPeuaercsl YeTHoe KosuuecTBo pa3. C apyroi
CTOPOHBI, TaK Kak UMCJO @ M0 OJHOMY pady BCTpeuaeTcsl B KaxKJIoH CTPOKe,
Bcero B TabJulle unces a HeueTHoe KosindecTBOo (1997). [Mosyunsnu npotuBo-
peune.

Bcero Ha nuaronasnu 1997 kneTok, MO3TOMY KaKa0e UMCJI0 W3 MHOXKECTBA
{1, ..., 1997} BcTperurcst Ha aMAroHa M POBHO MO OAHOMY pasy. Boiuncisis
CyMMy apU(MeTHUEeCKON NPOrpeccHr, HaX0IUM OTBET.

Omesem: 1995003.

6.3. Omsem: WECTASONVMIVAZATIOKPUNITOT PASMUTIOCBALEHACEMUIECATH
IATUIETAHNCTIELMAIBHOACTYXBHPOCCHUY

Yrazanue. TlycTb HekoTOpasi OyKBa o MpH 3alIH(POBAHUH MEPBLIM CIO-
coGom 3amensiiiack Ha GykBy [3. Toria KosnuecTBo NoBTOPOB GyKBbI 3 B MepBoi
Kpuntorpamme OyJIeT paBHO UMCJY TOBTOPOB OYKBbI O BO BTOPOH KpPHITO-
rpamme.

6.4. a) Onpejes MM MOMEHTBI OCTAHOBOK MocJ/e Havasa mudpoBanus. s
3TOro KaxK10H OyKBe pycCKOro ajdaBuTa NPHUIHLLIEM ee MOPSIKOBbIH HOMep:
A—0,B—1, u T 1 Torna 6ykBam u3 mmudpyemoro cjoBa GyayT COOTBETCTBO-
BaTh HoMepa: 0 — 15, 1— 12, U—9, M— 13, 1— 16, A— 0, I— 4. MomeHThI
0CTAaHOBOK OyJIeM yKa3bIBaTb UMCJIOM OJIHOLLIATOBLIX (Ha OJIMH 3y6ell) MTOBOPOTOB
[ xoJieca 10 COOTBETCTBYIOLLEH OCTAHOBKH.
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B ocTaHOBKEH 112 (3|4 |5 |6|7 8|29
Byksa I xomeca o|nT|uw |\ M o0|un|A | Iog|A

Yncno omHOMATOBHX IIOBOPOTOB
OT HAYANA 0 OCTAHOBKH 15|45 | 75|79 | 82 |108|132|136|165

llnppa II xomeca 515|518 |2 |8]4]5
[Iuppa III xomeca 12|52 |56 |3|6|3]|4

Hckomblii mdpreker: 515355128523864354.
6) [lycTb fp — KOJIMUECTBO OJIHOLIATOBLIX MOBOPOTOB [ KoJieca OT HauaJia
JI0 OCTAHOBKH C HOMepoM R, k=1, 2, ...,
a, — undpa, Ha KOTOPYIO YKa3blBaeT cTpesika [/ Kojeca B MOMEHT OCTa-
HOBKH C HOMEPOM £,
b, — undpa Il kosieca, Ha KOTOPYIO yKa3biBaeT ctpesika [I kojieca B MO-
MEHT OCTAaHOBKH C HOMEPOM R.
Torna, yunteiBasi, 4To HauabHOE TOJI0XKEHHE CTPEJIOK COOTBETCTBYET OYKBe
A na nepsom kosece u 0 Ha I n II] Konecax, cripaBe/l/IMBbl PaBEHCTBA
tkzlomkfak, kzl, 2,... (1)
t,=Tn, + by, k=1, 2, ... 2)
JUISt TOJIXOJISAILIIMX HEOTPULATEJIbHBIX LEJIbIX UMCEN M) U M.
3amernm, uto 1 =73 —10-2. OTciona crnpaBeiiBbl paBeHCTBA
ak:7-(3ak)710-(2ak), k:1,2,...
bp=T7-(3by) —10-(2bg), k=1,2, ...

[Toacraasisi 1M 3HaueHus1 B paBeHcTBa (1) W (2), nojyuum

te = 10(my + 2a4) — T(B3ap), k=1, 2, ...
t, = 7(!1/; + 3[7/3) - 10(2[7/3), k=1, 2, ...

CJie0BaTebHO,
lo(mk + 2ale) - 7(3ak) = 7(”/3 + Sbk) - 10(2bk)7 k= L, 27 ce

HpaBaﬂ W JieBasi 4aCTH AeJIsATCsd Ha 70, TO €CTb UMEIOT BUJ 7OSk JUJIs1 IO AXO A1 -
LIero HeOTPUUATEJbHOIO LEJIOro Sk. HoaTomy

mk:7sk—2(ak+bk), k=12, ...
np = 108/3—3(0,;3-1-1)/3), k=1, 2, ...

[Toncrarasisi my, B (1), nosyunm

tk:705k—21ak—20bk, kZI, 2,
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YuntbiBas ycaosue 0 < ¢ < fo <...< {7 ¥ TO, UTO OCTAHOBKA KOJI€C MPOHCXO-
JIUT B MOMEHT MepBOro NosiBjeHus mndpyeMoil 6yKBbI MoJ1, CTpesikoii [ KoJeca,
HMeeM

k 1 2 3 4 5 6 7

ag 2 8 9 8 9 1 1

by 4 0 2 3 1 2 1
—(2lag + 20by) | —122 | —168 | —229 | —228 | —209 | —61 | —41
tr 18 42 51 52 71 79 | 99
Byksn C u C T E M A

6.5. Yxkazanue. PaccMOTPUM HEKOTOPYIO pPacCTAHOBKY HEHYJIEBBIX LIU(P
Ha OKPYXKHOCTH. YTOpsiioueHHyto napy (a, b) cocelHUX UUdp Ha 3TOH OKPYK-
HOCTH Ha30BeM l-cocefHeil, ecid b ABJSIETCS COCE/IHEN € @ MO YaCOBOH CTpesi-
ke. [lapy (a, c) HazoBeM 2-coce/iHeil, ec/n cylecTByeT Luudpa b, 1jst KOTOpou
napsl (a, b) u (b, ¢) asasiorcs 1-cocenHumu.

Kaxyoit pacctaHoBKe HeHYJIEBBIX LU HA OKPYKHOCTH OJHO3HAUHO CO-
OTBETCTBYeT llernoyka 1-cocennux nap suza: (1, ay), (a;, as), (aq, as), ...,
(a7, ag), (as, 1), KoTopoH, B CBOIO Oouepe/ib, OJHO3HAUHO COOTBETCTBYET lle-
nouka 2-coceJHUX Map BUJA:

(1’ aQ)v (an a4)7 (614, aﬁ)v (aﬁv a8)7 (Clg, al)(al’ a3)(a37 CZ5)(CZ5, a7)(a7, 1)’ (*)

rae as, as, ..., ag €4{2, ..., 9 ua; #a; npu i #j.

Ecuau u3 uenouku (*) yaanutb Jo6ylo napy, To Mo OCTAaBLIMMCS N1apaM OHa
BOCCTAHAaBJNBAETCsT OTHO3HAUHO.

Ecsy 13 1eNouKH (%) yaaguTh JBe COCEAHHE Tapbl, TO OHA TaKXKe BOCCTA-
HABJIMBAETCSI OHO3HAUHO.

Ynanenue u3 (x) J0OBIX TpeX Map MPUBOAMT K HEOJHO3HAUHOCTH BOCCTA-
HOBJIEHHS LIeMOouKH (*). B 9TOM MOxKHO y6eauTbCsi, paccMOTpeB CJeylollye
(bparMeHTHl LLEMOYKH BUAA (*):

(a, b)(b, c)(c, d) u (a, c)(c, b)(b, d), (a, b, ¢, d — paznnunble undpbl),
(a,b)_(c,d)(d,e)w (a,d)(d,b)_(c,e), (a,b,c,d, e— pazniuHble LHUPPDI),
(a,b)_(c,d) _(e,f)u (a,d)(e, b)_(c,f), (a,b,c,d,e, [— pazmuunble LUdpbHI.

Takum o6pasom, MpH HAMMUKK JIBYX YKA3aHHBIX B YCJOBHMH 3aJaud LUPPOBBIX
TEKCTOB HaM OYJIyT U3BECTHbI HEKOTOPbIE 2-COCEIHUE MapPbl, B KOTOPbIX MepBast
uucpa Gepercsi U3 MEPBOM KPUIITOTPAMMbI, a BTopasi — u3 BTopoi. [Tostomy
C YUETOM BBIlIECKA3aHHOTO MOJyuaeM yCJOBHE OJJHO3HAUHOTO BOCCTAHOBJIEHHS
nopsiika pacCcTaHOBKH LM(pP HA AAHHOH OKPYKHOCTH.
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Omeem: /s OJTHO3HAUHOTO BOCCTAHOBJIEHHS PACCTAHOBKH LIU(P HA OKPYK-
HOCTH HEOOXOJIMMO U JIOCTATOYHO, UTOObI B OJTHOM U3 LIU(POBBLIX TEKCTOB ObLIO
He MeHee 7 HeHyJIeBbIX LMD (3TO COOTBETCTBYET yJaJEHUIO U3 LIEMOUKH 2-CO-
Ce/IHMX nap Buja (*) He 6ojiee ABYX U3 HHUX).

6.6. IlocsenoBaTesbHOCTL OCTATKOB OT JAEJEHHST UHCea ay, Ao, ...Ha 24 —
nepuoJIMueckas ¢ nepuojoM 2, Tak Kak jjisi JtoG0ro HaTypaJsibHOTO 1 CIipaBel-
JIUBO:

24 . 9n—1 npu p = 2,

n—+4 n+2 __

Anyo —Qn=p ~—p ==

p"(p* —p) npup>3.

Kpowme Toro, p? —p = (p — 1)p(p + 1) KpaTHO 24, TO €CTb OCTATKH Y A, 19 H Gy
paBHbI.

6.7. Omsem: a = 1996; Bce pelenusi umetoT Buj +3992k + 1996, £ =0,
I, ..., 998.

Yxasanue. Tlpu a <0 paccMaTpuBaemMoe ypaBHeHHe PaBHOCHIIBHO |x — a| —
— 1995a = 1996, kotopoe umeeT He GoJiee JBYX pPellIEHHH.

[Ipu a > 0 u3 rpachrka GyHKIMK B JIEBOH UACTH ypaBHEHHUS BUJIHO, UTO €CJIH
1996 € (0, a), uncsio peuleHni OyeT YeTHBIM, TOITOMY He MOXKET ObITb PABHO
1997. Ecan 1996 € (a, +00), To ypaBHEeHHE UMeeT POBHO 2 pellieHust. Ecin xe
a = 1996, To ypaBHeHue umeer poHo 1997 peuieHui.

7.1. Has toro utoObl COXpaHUJACh CBSI3b TPH BBIXOJAE M3 CTPOS JIIOOBIX
JIBYX Y3JI0B, HEOOX0IMMO, UTOObI B KaXK/IblH y3€J1 BXOJIUJIO HE MeHee TPeX JIMHUIH
cBsiau. Cutyaumsi

B

C

HejlonmycTMa, WOO MPH BbIXoJe W3 cTpost y3noB B u C ysen A craHoButes
=15.

Bor nBa mpumepa, yaoBJeTBopsiolMe YCJOBUSAM 3anaud ¢ 15 JuHUSAMH

e &

[TpuBenem 10KazaTesnbCTBO JUIsl epBoro npumepa. Eciu BbILLIK U3 CTPOs 1Ba
y3J1a Ha OJIHOM TISITHYTOJIbHUKE, TO CBSI3b COXPAHUTCS Uepe3 JIpyrue MnsTHyrosb-

HEJIOCTYIHBIM. 3]—[3111/1"1‘, BCEro JIMHUH JOJIXKHO ObITb He MeHee
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HUKH. Ec/ii BB H3 CTPOSI TI0 OJHOMY Y3JIy Ha PA3HbIX MATHYTOMbHHKAX, TO
CBSI3b COXPAHMTCS MO JIMHUAM, COEMHSIOLIMM 3TH MATHYrOJbHHKH.

Omeem: 15.

7.2. Tlpouenypa 3ammcppoBaHst MOXKET ObITb MOJHOCTbIO ONKMCAHA KBaJ-
parHoit Tabauuer 10 x 10. Ha nepeceueHun cTpoku ¢ HOMepoM i U cToJbua
C HOMEpOM | 3amHuchiBaeM LUQPY, B KOTOPYIO MPH 3alIM(POBAHUH MEPEXOAUT
uudpa j, ecau oHa CTOMT B rapoJie nocje uudpsl i. M3 oaHo3HauHOCTH pac-
LIH(POBAHUS CJIEJIYET, UTO B KaXK/I0# CTPOKE Kax/1ast Ldpa BCTpeyaeTcsi POBHO
OJIMH pas.

O6o3nauum uepe3 1y, Ilg, ..., Ly U 0], O9 3alIUPpPOBaHHbIE MAPOJH
M JIBa H3BECTHBIX TapoJisi B TMOPSIAKE, ONpefeJqsieMOM YCJOBHEM 3ajauH.
[Tpouenypa sammdpoBaHusi cOXpaHsieT JIHHY, TOSTOMY I3 H 14 HE MOTYT
COOTBETCTBOBATb HHU 0], HM Og9. [Ipennosio:kus, uTo 1} COOTBETCTBYET Of,
TMOJIyUMM YacTb TabJIHLbI, B KOTOPOH B OJIHON CTPOKE JIBE OJMHAKOBbIE LIU(PDI.
DTo o3HAyaeT, UTO TpeJrnoJoKeHne HeBepHo. CocTaBisst TabJuIbl, yoeKaa-
eMcsl, UTo 09 He LIU(pyeTCss HU B 1, HU B 17, HU B 1l5. B peaysbraTe Taknx
pacCyKAeHUIl OCTaeTcsl TOJMBbKO OAMH BapHaHT Mepexoja Oj — Illp, Og — M.
3anonHenue TabuLbl OyLET CJAELYIOLHM:

012 34567289 012 3 4567289
0 5 0 6 5
1 3 1 3

214|137 8 2(4|3|7|0(6|2|5|8]|9
3 7 3(13|7

4 2 4 2

5 3 5 3|7
6 6

7 4 7 4

8 119 8 119

9 9 1

OueBUHO, UTO B CTPOKE C HOMEPOM 2 B MOCJE/IHEN KJleTKe CTOUT 1. 3HaHue
9TOH TabJIHLbI T03BOJISIET OJTHO3HAUHO paclindpoBaTh 1i3: nojayuutcs 5830829.
[TaposH, COOTBETCTBYIOIIME 111}, Ill4, 1llg, 17, BOCCTAHABJIHMBAIOTCS HE MOJHO-
CThIO.

Omeem: TMOJHOCTbIO MOXKHO paclindpoBath ToJbko 5393511, nosyuures
5830829.

7.3. CooGuienne coctout u3 3 x 17 =51 6Gyksbl. [lostomy r = 3 uau
r=17 (npu r=1 u r =51 — noJiyuaercss Heuuraemblii Tekct). [Ipu r =3
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He MOJTyuaeTcsi OCMbICJIEHHOTO TEKCTA TIPU BCEX LIECTH BO3MOXKHbBIX BapHaHTaX
nepectaHoBku OYkB (a =1, 2, b =0, 1, 2). PaccmoTpum cayuai r = 17:

1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17
BETUWIODYDPINTO A4 IHDITOTTIYV
HTHOHU 3IXAUYOOD  O0OTVY HIH
Yy X HnnnodaxTODB YO EITOTITIC

CoceiHue OyKBbI TPH MEPECTAHOBKE MEPEXOAAT B OYKBbI, OTCTOSIILIME JIPYT
OT JIpyra Ha OJIMHaKOBO€e paccTosiHue: OyKBa Ha -M MeCTe MepexopuT Ha MeCTo,
onpeJiesisieMoe 0CTaTKOM OT JieJieHust ax + b Ha 17, a 6yksa Ha (+ 1)-M me-
CTe — Ha MeCTO, OTIpefiesisieMoe OCTaTKOM OT jenenust (ax + b) + a na 17. 1o
BepHO s Jitoboro . [Tostomy ectb Bcero 16 BapHaHTOB Mepexol0B COCEIHHUX
OYKB (MCXOJHBIH TEKCT HEUHTAEM), KOTOPbIE ONPENESIOT OJHO3HAUHO MEPEXO bl
BCeX ocTasibHbIX OYKB. [lepebupas ux, nojyuyaem HeuuTaeMble TEKCTbl BO BCEX
cJydasix, KpOMe OJIHOTO, KOTOPbIH JIaeT TeKCT:

YATHBIOATBHYTOBHIONY
YHOS3HATBHRHYXHOOTIHU
PHEIMIOXOIONDYYHUIOC

M3 Tpex BapraHTOB HauaJia TeKCTa JIerkKo OMpee/sieTcsl HCTHHHbIFA BapHaHT.
Omeem: YTOBHIOIYYATBIATHYXHOOTIMYHO3HATHIIONYYATIOCHHEIIOX0
7.4. TlocnenoBaresbHOCTb 06x0Ja AOCKH MOKa3aHa Ha PUCYHKe:

37(62143(56|35|60(41|50
44(55]36(61|42|49(34|59
63 (38563 (46|57|40(51|48
54(45)64(39|52|47(58|33
1 126(15]20]| 7 [32]13(22
16|19 8 |25]14|21| 6 |31
27 2 (17(10129] 4 23|12
1819 (28] 3 |24|11|30]| &

Omsem: KaBaseprapioB Bek HeI0JIOT,
M noTomy Tak caanok oH.
Tpy6a TpyOuUT, OTKHHYT MOJIOT...
7.5. VI3 0HOPOJHOCTH BCEX UJIEHOB CJIEyeT, UTO HEPaBEHCTBO KBHUBA-

JIEHTHO HepaBeHcTBy a° + b® + ¢ + 6abc > 1/4 npu yenosun a +b +c = 1,
a>0,6>0,¢>0.
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[Tycts — munnMasbHoe U3 uncen a, b, ¢ (0 <c < 1/3) n a =x. Torna

A=a®+b®+ ¢ + 6abe —

| —

=+ (1—c—x)> 4+ +6x(1 —c—x)c—iz
2 3, 3 1
=3(1-3c)x" =3(1 =) (1 =3c)x+ (1 —¢)° +¢° — T

Haxomum MUHUMYM KBAIpATHOTO TPEXUJieHa C MapaMeTPOM U MOJIOKHUTEIb-
HBIM KO3 uLmentoM npu 2. MuHHMYM focThraetcs B Touke x = (1 — ¢) /2, npu
5TOM 3HaueHHe A GyJIeT MOJIOKUTENbHBIM.

7.6. Ecan MesioM ¢ KBaJpaTHBIM CeueHHeM HapHCOBaTh Ha JIOCKE OTPE30K
NpsIMOH TaK, UTOObl CTOPOHBI CeueHUsi OblLIM MapaJsulesibHbl KpasiM JIOCKH, TO
MJIOLI@/Ib TOJIyYeHHON JIMHUK OyleT paBHa MJOLIAX CTYeHUaTOolN JUHHK C Ta-
KHUMH Ke KOoHllaMu (cM. puc. 16).

Ecsu Ha 10CKe HapHCOBaThb HEKOTOPBIH (BBIMYKJbIH) MHOTOYTOJbHHK, TO
HallyTCsl TaKHe TPaHUUHbIE «TOUKH» 9TOT0 MHOTOYrOJIbHHKA, KOTOPbIE SIBJISIOT-
csl 6JIMKaNUILIMMU K OJIHOMY W3 KpaeB ocKH. [lnoliaab rpaHuibl TPSIMOYTOJbHH -
Ka, coliepKalllell BCe TaKhe «TOUKH», paBHA MJIOLIA/H TPAHHUIbI HAPUCOBAHHOTO
BBIMYKJIONO MHOTOYroJIbHUKaA (cM. puc. 17).

~ /] =2
S~o /|B| T=-~<L
\\ =
s < = -—_C 0
N / / -<_
SS ~ / ~ H—
~ S~ /
< < , / I
~o ~o , ) I
S ~o S ~ ;\( b 1
SN ~ JL |7~ 1
~o NS — > //E /
\\ \\ \\\ 7
S S~ N X<
N S< o /]
SI~~ -~ H|/,
Puc. 16 Puc. 17

Takoil npsiIMOYroJibHUK Ha3oBeM OKaWMJSIIONMM. $ICHO, dTO TJIOLIAb
OKaHMJISIIONIIETO TPSIMOYrOJIbHHKA He MeHbllle TJIOLIAJH COOTBETCTBYIOLIErO
MHOTOYTOJIbHUKA. 3HAUMT, JUIs JIIOGOTO MHOTOYroJIbHHKa JIAHHOH TMJIONIaH
HallleTcsl MPSIMOYTOJIbHUK TaKOW »Ke MJOUIaJH, HO ¢ TUIONIAJIbI0 TPAHULIbI He
GoJibliel, YeM MJI0LIa/lb IPAHULbI HCXOJHOTO MHOTOYTOJIbHUKA.

Ec/ii MHOTOYro/IbHUK €O cTopoHamu a ¥ b umeet miowaas 10000 cm?, To
TJIOLIA/b €ro TPaHHULBI PaBHA

2a+2b+4:2a+m+4=2(\/@@)2+404.
a Va
MuHuMyM JocTHraeTcst B cjyuae, KOrja BO3BOAMMOE B KBaJpaT BbIpaKeHHe
paBuo 0. B stom cayuae a = 100, uto Bneuer b = 100. Takum o6Gpasom,
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HAaUMeHbIIYIO MJIOMIAb Tpanuibl, pasuylo 404 cm?, WMeeT KBaapaT cO CTO-
poHOH 1 M.

Omeem: xBajpat co cTopoHoii | M; miotaas ero rpanuib — 404 cm?.

7.7. Econ rpynna uudp, M3 KOTOpPoH 00OpasyloTcst uucia, COCTOMT M3
k 1mudp, TO CyLIeCTBYeT POBHO k! pasjMUHBIX YHCes, A/ 3alHCH KOTOPBIX
MCTOJb3YIOTCST BCE LU(PBI TPYMITBI POBHO MO OfHOMY pagy. Ipynmy us k undp
6ynem o6o3Hauatb Gy.

[TockosibKy B COOOLLEHUH OTCYTCTBYIOT LMPbI 2 U 9, 3TH Lrdpbl 06pasytoT
Jn6o JIBe rpyMiibl Mo ojiHOH 1M pe, 160 ofHy Tpynny U3 AByX 1uudp. B oboux
cayyasix 3TH UMQPBl MOTYT OBITH HCMOJB30BAaHBI JJIsT 3alIM(poOBaHHsT POBHO
JByX GYKB ajihaBuTa.

Tak kak 31 = 1!+ 3!+ 4!, 10 {1, 3, 4, 5, 6, 7, 8, 0} =G, UG3 U Gy.

Ecmun Gy # {1}, To u3 cooOlienust HaX0AUM:

a) Gy ={I1, 3, 7, 8}, G3={0, b, 6}, G, = {4} qm6o

6) Gy ={1, 3, 7, 8}, Gs={4, 5, 6}, G, ={0}.

Cnygai#t a Cmywait 6 Cnyvait a Cmywait 6 Cnyuait a Cmywait 6
A 2 (4 0 K 1738 1738 X 7183 7183
BE 4 (29) 2 (29) 1 1783 1783 I 7318 7318
B 9 (56) 9 (92) M 1837 1837 g 7381 7381
I 56 (65) 456 H 1873 1873 il 7813 7813
I 65 (92) 465 0 3178 3178 il 7831 7831
E 506 546 Il 3187 3187 b 8137 8137
i 605 564 P 3718 3718 bl 8173 8173
X 650 645 C 3781 3781 b 8317 8317
3 650 654 T 3817 3817 9 8371 8371
/i 1378 1378 y 3871 3871 10 8713 8713
i 1387 1387 o) 7138 7138 1 8731 8731

Coo0liieHne nocsie paciingpoBaHus uMeeT BUL: a) SIA3Y wiu 6) SIAY, T.e.

He yuTaeTcs.
Ecaun Gy ={1}, 1o u3 cooGuienus naxonum Gs = {3, 7, 8}, G4 ={0, 4, 5, 6}.
B sTOM ciayuae Tabauua 3aMeHbl OYKB UHCJIAMH MMEET BUIL

A 1|1 465 |1 783 |C 4560 |4 5460 |3 6450
B 2(29) |X 546 |M 837 |T 4605 |1 5604 |0 6504
B 9(92) |3 564 |H 873 |V 4650 |1l 5640 | 1 6540
T 378 |1 645 |0 4056 |$® 5046 | b 6045
a 387 | 654 |11 4065 |X 5064 |H 6054
E 456 | K 738 |P 4506 |1 5406 | b 6405

Coo6liieHue Jierko npountath: HAYKA.
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8.1. TlpoBenem mpsiMble, TPOXOJSIIME Uepe3 TOUKH MepecedeHHs rpaHull
CJIOXKEHHOH JIEHTBI NapaJsuiesbHo ee KpasiM. OueBHHO, UTO TOT/A JIeHTa pas3o-
ObeTcsl Ha paBHble PaBHOCTOPOHHHE Tpe-
A B yroabnuku. Otmerum uudpoii 0 Bee npo-
9%\ /\/\/\/\/\ 2%\ CBeTbl, a LM(pPOH 2 Bce TPeyrosbHHUKH,
WA, VAVAVAV. AV Vi KOTOpBIE MOJYYHJIUCh HAJTOKEHHEM JIPYT
\WAVAY, VAV Y. \VAV Ha Jpyra JBYX TPEYroJbHUKOB B CJIO-
\ NN NAN/N/ JKeHHOH JieHTe. [TocTpouM ponosHUTE N b-
\VAVAV. VAVAV/ HO pSiL TPEYroJbHUKOB BHe 3MOJIEMB,
VAVAVAVAV Kak MokaszaHo Ha pucyHke 18. B mo-
\N\a/\/ JIydeHHOH (PUType UHCJIO TPEYrONbHHKOB,
AN/ OTMeUeHHBIX 1LM(pPOH 2, paBHO HUHCITY
TPEYroJbHUKOB, OTMeUeHHbIX Ludpoit 0.
D C [TosTomy mJiowanb Bcel JeHTbl paBHa
Puc. 18 nutotiaad tpaneurd ABCD. KoJsnuectsa
TPEYroJbHUKOB B TOPU30HTAJILHBIX psijlax
ABCD sBasitores 9 nocsieloBaTe/IbHbIMH UJleHaMU apU(METHUECKOH nporpec-
CHH C MEpBbIM UJEHOM, PaBHbIM 3 (HHXKHME psia), U pasHocTbio 2. CienoBa-
TeJIbHO, 06lee YHCO0 TPEYroJbHUKOB PaBHO

2.34+(9—1)-2

5 -9=99.

N =
Ecsu i — wiprna JIeHTbl, TO TJIOLIAb OJAHOTO PABHOCTOPOHHErO TPEYTOIbHUKA
C BbICOTOH /1 paBHa

So = h® ctg 60° = h?/V/3.

C pyroél CTOPOHBI, €CJIM JIIHHA TPSIMOYrOJIbHHKA, MOJYYEHHOTO MOCje pas-
pe3anust JieHTbl, paBHa [, To S = [h. OTCl0/la HAXOJUM HCKOMYIO BEJUUHHY:
I/h =33/3.

Omesem: 33v/3.

8.2. TlocnenoBaresibHocTh M3 k HyJedl wid k eauHul, 0603HaYUM COOT-
BetcTBeHHO uepes 0F uan 1%, Torna wmdpoBaHHe Kaxioro 3Haka cooOIIeHUs
COCTOMT B 3aMeHe

0 — 0k [k I — 1k

| ok quist [ crnoco6a, 0 — 0t quist 11 cnoco6a. (1)
— O™ —

B 3awundpoBaHHOM cOOOLLEHHH BCe CEPHUH H3 €IAMHULL UMEIOT JUIMHY ko s
nepBoro crnoco6a u AJHHY k4 /15 BTOPOro crnoco6a, MosToMy Jyisi COBMAeHHU
pe3y/IbTaToB 3al(poBanusl HeoOX0AUMO, YTOOkI

ko =ky. 2)
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Tenepn Jierko MoJyuuTh, UTO B COOOIIEHUH JIOJIKHO ObITh OJIUHAKOBOE UHCJIO
HyJICH U €JIMHMUILL
[Tycth 11— umcsio Hysed B coobiiiennu. Torya uncsio Hysel B 3auinpoBaH-
HoM | croco6om coobliieHnu paBHO nk| + nks, a Il cnocobom — nks + nkg.
Takum o6pazom,
nky + nks = nks + nke. 3)

N3 (1) BumHO, 4TO COOOIIIEHHE OPKHO HAUMHATHCS C HYJISI H OKAHUMBATbCS
enunuedt. ITyctb nepen nepsoit eauHuLell cOOOLIEHUST PACTIONOXKEHO @ HyJlel.
Torna nepBble + 1 3HAKOB COOOIIEHUS TIPEACTABJSAIOTCS TPU HIMPPOBAHUH
B BHJE:

0k 1%20%  nasi [ cnocoba,
npr =1 ki 1 ki (Ve
0% 1%40%  npas Il cnocoba, @
4
QF1 1R20k [R2 Ok 1R20%  paist T crocoGa,
npu > |

(07ks | k1 (ks st 11 croco6a.

[Tpu a = | monyuaem HeoO6XOAMMOCTb paBeHCTBA R = kg, a 3HAUUT, C yue-
ToM (3), — paBeHCTBA R3 = k5.
[Ipu > 1| nosnyuaem ycJjoBust:

k1 = akg, a — HaTtypaJbHoe,
k| = ks + bkg, b—mnarypasibHoe WIH HYJIb.

[Toncraass ky = ks + bke B (3), nosyuaem paBeHcTBO Rz = (1 — b)kg,
KOTOpOe TIpU HaTypasibHbIX k3, kg U b > 0 Bo3MoxKHO JHIIb B caydae b = 0.
CuieioBaresibo, kg = kg, a 3HauuT, ¢ yuetom (3), & = ks.

Takum obGpasom, mpu > | HeoOXOAUMBbI YCJOBUS ko = ky, ks = k| =
= ake = aks, rie a — HaTypasbHoe. M3 (4) caenyert, uto cooOlleHHe JOKHO
umerb BUA 0 ...01 ... 1, rae uuc/o HyJed | UMC/I0 eIMHUL PaBHO d.

Omeem: Tlpu kg = ky, k| = kg, k3 = ks coobuienusi Buga 0101 ...01
M PYIOTCST OIMHAKOBO.

[pu kg = ky, ks = k| = akg = aks, rie a — HaTypasibHOE, COOOIIIEHHS BHJIA
(0...00...1)...(0...0L...1) (rpynmnbl U3 a HyJel ¥ @ eMHULL) LIHPPYIOTCS
OJIMHAKOBO.

ITpumeuarue. T1epBblil OTBET He SIBJSIETCS] YACTHBIM CJIyUaeM BTOPOTO MPH
a=1.

8.3. EcTecTBEeHHO MPENOJNOXKHUTh, UTO BCE UJIeHbl OPIKOMUTETA POJAUIIUCH
B XX Beke. Otciojia cpady 3ameuaem, uto Ha 3-M, 7-M, ll-m, 15-m, 19-m
1 23-M MecTax MoCJe0BATENLHOCTH MPOCTHIX YHCEJ pacroioxKeHbl ukcaa 11,
17, 47, 53, 83 u 89 cooTBeTCTBEHHO.
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BrisicnuM, Kakue uncsa siBJsIioTCsl COCETHUMHU € YKa3aHHbBIMH 1IECThIO UHC-
aamu. Jas 3Toro coctaBuM TaGJHMIy WX BO3MOXKHBIX «cocelei». B cooTBer-
CTBHM C YCJIOBHEM HUMeEEM:

YHCJI0 cocenu
11 13,19,43,7,3
17 13,19
47 79, 43, 31
53 61, 37
83 79,67,19
89 97,73

YuutbiBasi, uTo mnepBas lM(pa B HOMepe Mecslla TNPUHAMAET 3HAUEHUS
To/bko O WK 1, mocTpoum cJeytollyio TabJuLy:

15 02 20 45 42 13 26 67 44 30 56 82 53 33 62 32 73 63 92 49 75 70 98 49

19 19 19 19 19 19
11 17 31 47 37 53 61 67 83 73 89 97
03 03 13 13 43 19
07 07 19 19 79 79
13
19
43

rjie B TepBOH CTPOKE PAaCIoJioKeHO MHdpoBaHHOE cooOllleHHe, BO BTOPOU
CTPOKE — M3BECTHbIE YUACTKM HMCXOIHOTO COOOLIEHHS, B TpeTbel CTpoKe —
CTaBLIHE M3BECTHBIMH YYaCTKH KJIOUEBOH MOCJENOBATENbHOCTH, B OCTAJbHbIX
CTPOKAX — BO3MOXKHbIE€ BAPHAHTBI KJIOUEBOH MOCJE10BATENLHOCTH B COOTBET-
CTBYIOLIMX Mo3uuusix. [1pu cocraBieHnu TabJMIbl YUUTHIBAIOCH, UTO KaXKI0€
UMCJI0 JIO/PKHO BCTPETHTHCS POBHO oAuH pas. [Tosuumn uucen 31, 37, 67, 73
onpenesitoTcs oJHo3HauHo. VX pacnoJioxeHre 0HO3HAUHO OMpejiesisieT MecTa
JUIst IpoCThIX uucen 61 u 97.

CHOBa BbITHIIIEM H3BECTHbIE UHCJA MOCJEN0BATEBHOCTH MPOCTHIX UYHCEJI
¥ BapuaHThl JIIs UX cocelledl (MepBble Be CTPOKU TabJHIlbl HA 3TOM LlIare He
NMOHAN005TCS):

11 17 31 47 37 53 61 67 83 73 89 97
03 03 13 13 43 19
07 07 19 19 79 79
13
19
43

Bosmoxuble cocean anst yncaa 61 — aumb 59 u 29, a aaa 67 — auiib
59 u 3. Ilostomy Mmexay 61 u 67 MOXKET HAXOJMUThCS TOJBLKO 4HCJ0 9.
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BosmoxkubiMu coceasiMu st urcaa 73 ssastiores 89, 71 u 41. Hu omgno us
3THX YHMCes He MOXKeT ObITh cocenom aast 19, a anst 79 moxkeTr ObITh TOJNBKO 71.
Takum o6pas3om, 0JJHO3HAUHO OMpejiesieTcst pacroJioXkende uucesa 71 u 79.
Jlns uncna 47 ocrajicsi TOJbKO OJMH KaHIWAAT B COCEM cripaBa — uucJio 43.
O6wum cocenom st 43 1 37 MoxkeT ObITb ToJIbKO 41. CKoppekTHpyeM TabJuLLy
C y4eTOM CJeJJaHHbIX BbIBOJOB:

11 17 31 47 43 41 37 53 61 59 67 83 79 71 73 89 97
03 03 13 13 29
07 07 19 19 23
13
19

Yyactok nocsenoBatesbHOCTH 17 % % 31 MMeeT TOJIbKO JIBa BapHaHTa J0-
onpenenenus: a) 17—19—23-31 u 6) 17—13—-29-31. Paccmotpum oba ciy-
yasi.

a) Boinuuiem dpparmeHT TaGauLbl 4151 IEPBOTO CayUast:

11 13 17 19 23 31
03 03
07 07

OueBuaHO, UTO UHCIA 3 U 7 I0/KHBI 00513aTe/IbHO ObITh COCEIHUMH € uucaoM 11.
Yucso 29 ele He BeTpeyasoch, 3HaUMT OHO JOJDKHO pacroJiaratbest Ju6o Ha
nepBoM MecTe, Ju60 Ha naToM. M To U 1pyroe HeBO3MOXKHO, Tak Kak B 06eHX
MO3ULHUSAX OHO SIBJISIETCST COCENOM JIMOO AJIst uncaa 3, au6o s 4ucaa 7, 4To
He COOTBETCTBYET YCJOBHIO (OTJIMUME COCEIHHX UMCe] Ha CTereHb JBOHKH).
CualenioBaTe/IbHO, pacCMaTPUBAEMBbIil CJyuai HEBO3MOKEH.

6) Boinuiem ¢parmenT TabJiuiibl JIJIsi BTOPOTO CJyvast:

05 11 23 19 17 13 29 31
03 03
07 07

OueBupHo, uto uMcga 3 U 7 JOKHBI 06s13aTelbHO ObITh COCEASIMH JIJIsl
upcsa 11. Hueso 5 MOXKeT nomnactb TOJMbKO Ha MEPBYH MO3HIHIO (T.K. OHO
He MOXKET HaXOAUThCA psjoM ¢ 19). 3HauuT, B MATOH MO3HIMH JIOPKHO ObITh
uneio 23. SlcHo, uTo ukcsaa 3 U 7 Tenepb paccTaBJsiOTCS OJHO3HAUHO.

Takum 0Gpasom, NPUXOIMM K BbIBOJY, UTO BO3MOXKEH BCEro OJIMH BapHaHT
KJII0YeBOH mocJieioBatesibHOCTH. [TolydnmM oKoHUaTesNbHbIH BapHaHT TabJHLbI
1 HalieM OTBeT:

15 02 20 45 42 13 26 67 44 30 56 82 53 33 62 32 73 63 92 49 75 70 98 49
10 09 1948 29 04 1954 2509 1949 12 06 19 71 24 06 19 70 04 07 19 52
0503 11 07 23 19 17 13 29 31 47 43 41 37 53 61 59 67 83 79 71 73 89 97



250 [n. 7. Omumnuaziel no Kpunrorpaduu st IKOJbHUKOB

Omesem: 10.09.1948; 29.04.1954; 25.09.1949; 12.06.1971; 24.06.1970;
04.07.1952.

8.4. 3aHymepyeM ropusoHTa/d U BePTHKAJ/M KBajpaTa HaTypaJsbHbIMH UMC-
gamu ot | 10 13 cBepxXy BHM3 M CJIeBa HAMpPaBoO COOTBETCTBEeHHO. Torna Kaxias
KJIETKa KBajipaTa OJIHO3HAUYHO OTpeJiesisieTcst napoi uuced (i; j), rae i — HoOMep
FOPHU30HTAJH, a j — HOMep BEPTHKAJIM, B KOTOPBIX HAXOJUTCS KJETKA.

Paccrosiniie Mex1y eHTPOM KJIeTKU (a; b) W LIeHTPOM KJeTKH (¢; d) paBHO

Vi(a—c)?2+ (b—d)2 3amernm, uto |a —c| € {0, 1, ..., 12} u |[b—d| €
e{0, 1, ..., 12}. O6osnaunm x =|a —¢|, y=|b — d|, z=+/x2 + y2. Torna

2 — uMCJI0 HATypasIbHOE, ecsin X2 = (2 + y)(z — y). OTciona nosyuaem, uto

z=1,

1=@+w@—m¢é{ e
y=0;

[N}

Zz =

2%42+w@—y%;${ N
y=0

32—(z+) B z =3, z =25,
= Y)(z —y) = 0 HJTH O HTL

y= y=4
9 z=12, z=15, z =20,
122 =(z+y)(z—y) = WJIH WJIH HJTH
y=0 y=9; y=16;
z2=237, z=13,
HJTH
y = 35; y=>5.
B o6uiem ciyuae: ecau x% = mn, 10
_m+n
z2=—5—,
m—n
Y=173 ‘

$lcHO, uTO M ¥ 1 MOJ/KHBI OBITH OJIMHAKOBOH YeTHOCTH. [lo yesoBuio y < 12,
MO3TOMY UCKOMBIMH pelleHUsIMH OY/yT TOJbKO Maphbl

(x; y) € A={(3; 4), (4; 3), (6; 8), (8; 6), (9; 12), (12; 9), (5; 12), (12; 5)} U
u{(@0; a), (a; 0), a=1, ..., 12}.

Knetky (a; b) HazoBeM CYLIECTBEHHO! Jisl KJIETKH (¢; d), €CJIH BBIMOJHEHO
yeqosue (la —c¢|; |6 — d|) € A. Slcho, uTo BT AAHHON KJAETKH MEHSIICS JIUIIb
Torma, Korna Kpuntoiia Haxoauscsi B KaKOH-JUOO CYLIECTBEHHOH MJis Hee
KJIeTKe. A Tak Kak B Kaxno# KjeTke Kpumroma mno6biBan poBHo 1999 pas
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(HeueTHOE UYHCJIO), TO 1BET JAHHOH KJETKH HM3MEHWJICS, ecau ofllee UYHCIO0
CYLLECTBEHHBIX U151 Hee KJETOK HEUeTHO.

st onpeiesieHnst YeTHOCTH YHC/Ia BCEX CYLLeCTBEHHBIX KJIETOK JUlsl JaHHOM
KJIETKH BOCTOJIb3YEMCSI TeM, UTO Y CHMMETPHUUHBIX KJIETOK OTHOCHTEJNBHO TOH
WM WHOH JIMaroHa/iM KBajipaTa WJH OTHOCHTENbHO LEHTPAJbHOTO BepPTHKAJb-
HOTO WJIM LEHTPaJbHOTO TOPU30HTAIBHOTO PSIIOB 3TH YKCaa OyayT OJMHAKOBHI.
IT0, B YACTHOCTH, O3HAUAET, YTO JIOCTATOUHO ONPEEJUTh YKA3aHHYIO UETHOCTh
TOJILKO JJisl Kjetok (a; b), tne a=1, ..., 5, b=a+1, ..., 6 (3Tux KIe-
Tok 15, 3aHymepyeM uX, Kak nokasaHo Ha puc. 19). Kpome Toro, ormeTnm, uro

1 1513]10] 6 L1
2 14|11] 7 [ 2
3 12|83
4 94
5 5
6
7
8
9
10
11
12
13

1 2345678 910111213

Puc. 19. Jlns kjaeTkn 1 UPHBIMM JIMHUSAMH BbljiesieHa 30Ha acuMMeTprd. CepbiM

LIBETOM OTMeueHbl KJIETKH BePXHEro JieBoro yria 6 x 6, MeHsiiolile CBOil LBeT

y KaXJ0H M3 KJeTOK Ha AMaroHassIX KBajapaTa, a TakxKe Yy KaxKIOH M3 KJIETOK
LIeHTPAJIbHOrO0 BEPTHKAJBHOIO W FOPH30OHTAJILHOTO PSIIOB 00si3aTebHO OyJeT
YeTHOE YHCJIO CYIIECTBEHHBIX JUIsl Hee KJIETOK.

30HOH acCUMMETPHH JUIsl TOH MJIH MHOMN KJIE€TKH Mbl Ha30BeM MHOXKECTBO TeX
KJIETOK, KOTOpbIe B TpejieiaX UCXOHOT0 KBajipara He
VMEIOT KJIETOK, CHMMETPHUHBIX OTHOCHTENBHO BEPTH-
KaJIbHOTO, TOPHU30HTAJILHOrO M MPaBOro JAHaroHajb-
HBIX PSIIOB, COJIeprKallUX JIAHHYIO KJIETKY. SIcHo, uTo
JUIS TAHHOM KJIETKH YHCJIO CYIIECTBEHHbBIX KJIETOK, He
JieXKallluX B ee 30He aCUMMETPHH, YETHO.

Ha puc. 19 nokazana soHa acuMMeTpHU /IS KJIeT-
KM 1, a TakxkKe BCe KJIETKM BEPXHEro JIeBOro yrja
6 X 6, MeHsIIOLLHEe CBOH LBET.

Omsem na puc. 20. Puic. 20
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8.5. Tlpu pelennu 3TOro ypaBHeHH sl Ha0 YUUTHIBATb BO3MOXKHbBIE OTPaHH-
uennsi: a #0, b #0,a —b#0, a+ b #0. [Tostomy 1ie/1eC006pa3HO BLIAETUTD
HX Cpasy.

1. I[Tyetb =0, b=0. YpaBHeHHe UMeeT BUJL 0 _ L, TO eCTb X —
1 -0x 1-0x
J000€ UUCO. 0
2. Ilyctb a =0, b #0. YpaBHeHue umeer BUI br — T—0r 0=0,

TO €CTb HE HMEET pElleHHH.

3. Ananoruuno npu b =0, a # 0 HeT pelieHHH.

4. Tlpu a # 0, b # 0 yno6HO paccMOTpeTh TPH cJyuas: a) a = b, 6) a = —b,
B) a # +b.

a a 1 1
a)a=b: Tl x;«éa, x — moboe, Kpome o
a —a I 1 1 .
6) a = —b: T T ar #*+—, E+X—*E+x, = =0, pelenui
HeT.
a b 1 1 1 b 1 a
BaFh T TTTa T YTy i a T
<E_é)_l_l _ (a=0byab 1
b a) b a ab(a® —b%)  a+b

Omeem: Tlpu a =b =0 x — mo6oe uucJo.
I’Ipna:b;«éOxe(—oo; é)UG; OO)-

a
[Mpua=0, b#0um a#0, b=0, umu a = —b # 0 peluenusi Her.
a# —b,
a#0, 1
[Ipu b0, x_a+b'
a#+b

8.6. Uucsio 2% + | npencrasaser co6oii cymmy Ky60B, CyMMy MSTHIX CTe-
reHeH, a TaKXKe W3 Hero MOXKHO BbIIEJHTH MOJHbIN KBaapatr. Kaxkioe uaz stux
MpeJICTaBJIEHHH T103BOJISIET HAUTH HEKOTOPbIE JIEJUTEJNH UCXOJHOTO UHCIa:

204 1=2" 4 P=204 N@* -2+ 1)=1025- 270 - 2" + 1) =
=41-25.(220 -2 1),
930 4 | — 965 1 15:(26+ 1) — 218 4212 96 4 1) =
=65 (2% -2 4 212 _96 4L |)=13.5. (22 — 218 4 212 _ 96 1 ),
20 L1 =28 +1)2—-2.25 =25 4 28 4 )25 41 - 28 =
=33025 - 32513 = 25 - 1321 - 32513.
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Takum 06pa3oM, yCTaHOBJIEHO, UTO CPEIH TIPOCTLIX AesuTesned uncaa 230 + |
cozepxates 41, 13, 5. HenocpencTBeHHOH NPOBEPKOH TMoJiydyaeM PaBEHCTBO
32513 =41-793=41-13-61.

Ocranock npoBeputh, uto 1321 — npocroe uncyo. st 3T0ro pocrtaTouto
nokasarb, uto 1321 He JeJqMTCSl HM Ha OJHO IPOCTOE YHCJO, MeHblliee 37
(37% = 1369, 1369 > 1321).

Omsem: 2% +1=5-5-13-41-61-1321.

9.1. a) lns noxaszaresbCTBa JOCTATOYHO YKa3aTh XOTsS Obl OJHY MOCJEN0-
BaTEJbHOCTb M3 33 pas/HuHbIX OYKB, CyMMa KOTOPOH C PyCCKHM asihaBUTOM
13 33 OyKB He COLEpPKUT OJMHAKOBLIX OYKB. B KauecTBe HCKOMO# nocJjienoBa-
TEJILHOCTH BO3bMeM caM ajdaBut. JlokaxkeM, uto cymMma ajidaBuTa ¢ CaMHM
co00H He COJIePXKUT OJNHAKOBbIX OYKB. IlycTh m n n — nopsiikoBble HOMepa
pas/inuHbIX OYKB ajdasuta. Torna no onpeaeaeHnio caoKeHust 6yKB 10CTaTOU-
HO M0Ka3aTb, UTO YHCJA 2m W 21 UMEIOT pasHble OCTATKH OT JeseHust Ha 33.
B camom nene, ecan 6bl OHM ObIIM OAMHAKOBBI, TO UKCJO0 2Mm — 21 JIENUIO0CH
6bl Ha 33 6e3 ocratka. B cusy Toro uro (2, 33) = |, pa3Hoctb m — n TaKxe
nenuaach 6bl Ha 33 6e3 ocTaTKa, UTO HEBO3MOXKHO. YTBep:KIEHHE TYHKTa a)
JI0Ka3aHo.

3ameuanue. YTBepKieHHe MMyHKTa a) OCTaeTcsl B CUJle Juisl Jito6oro asda-
BUTA U3 HEUETHOTo uucja OyKB.

6) [1pu caoxKeHun IByX MocJieloBaTeIbHOCTEH CyMMa MOPsIIKOBBIX HOMEPOB
Bcex OyKB MOJydaeMoi MPH 3TOM MOCJEI0BATENbHOCTH U CyMMa MOPSIIKOBBIX
HOMEpOB Bcex OYKB 000MX CJlaraeMblX HMEET OJIMH U TOT 2Ke OCTATOK OT JleJIeHUs
Ha 26. 3HAuWT, Pa3HOCTb YMOMSHYTbIX CYMM JOJDKHA JIeNUThCsl Ha 26 6e3
octatka. Jlokaxem yTBep:KieHHe MyHKTa 6) METOOM OT NMPOTHUBHOrO. B camom
JleJie, ecJii Takasi MocJjieloBaTeNbHOCTh U3 26 pasyiMuyHbIX OYKB CYILECTBYET,
TO yNOMSIHYTasi pa3HOCTb paBHAa CyMMe TOPSIIKOBbIX HOMEPOB GYKB ajihaBuTa.
Onnako cymma 1 +2+4 ... 4+26=13-27=26-13 + 13 npu nejeHun Ha 26
MMeeT ocTaTok 13. DTo oKa3biBaeT yTBep:KAeHHe NMyHKTa 6).

3ameuanue. YTBepKieHHe MyHKTa 6) ocTaercsl B cuiie s Jito6oro asda-
BUTA M3 YETHOTO YncJsaa OYKB.

[Ipencrapsisier nHTEpeC 0Ka3aTeNbCTBO MyHKTa 6), MpeayIoyKeHHOe yuacT-
HAKaMH OJIMMITHAJIBI.

[Ipu nenenvn Ha J06Oe UYETHOE UMCJO CYMMbl JBYX UETHBIX WJIM JIBYX
HEUETHBIX UMCes MOJYUaeTCsl UETHbIH OCTATOK, a MPH JIeJeHUH CyMMbl UYETHOTO
¥ HEUETHOTrO UMces — HEUETHBIH OCTaTOK.

CooTBeTcTBYyIOIIME OYKBbBI CKJIA/ILIBAEMbBIX MOCJIEI0BATENLHOCTER MOTYT GbIThH
KaK OJIMHAKOBOM, TaK W Pa3jiMuHOl ueTHOCTH. (/1711 KpaTKOCTH Mbl Ha3blBaeM
OyKBY YETHOMH, eC/ii ee HOMEp ueTeH, U HEUETHOW — €CJIH HOMep HeueTeH.)
Bynem pewiath 3apauy ot nporusHoro. [Ipeanonoxum, uto Tpebyemas nocjue-
JI0BaTeJbHOCTb CyLlecTBYeT. Bcero B cjokeHuu yuacTByioT 52 Oyksbl. [lap
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OyKB OJMHAKOBOH M PA3/IMUHON UYETHOCTH HOJKHO ObITb OAMHAKOBOE KOJIH-
YeCcTBO, a UMEHHO 13 (Tak Kak B pesyJ/bTare CJI0XKEHHS JNOJMKHO TOJYUHTbCS
13 yeTHbIX W 13 HeuerHbX OYKB). [Tapbl OyKB pas3jiMuHOli YETHOCTH BKJIOUAIOT
B cebs1 26 GykB. OcraBluuecsi 26 OyKB BXOAAT B 13 nap OykB 0JMHAKOBOH
yeTHocTH. OnHako 13 nap OykB OJMHAKOBOH UETHOCTH HE MOTYT COJEpKaThb
OJIMHAKOBOE KOJIMUECTBO UETHHIX M HEUeTHBIX OyKB (Tak Kak 13 — HeueTHOe
uncgo). [TosyueHHoe npoTHBOpeUre I0Ka3bIBAET yTBEPKIEHHE MyHKTa 6).

9.2. B sroii 3ajaue ycioBUMCs nucaTh @ = b, ecyiu uucsaa a U b umeror
OJIMHAKOBble OCTATKU MpH JejeHud Ha 33. Ilyctb n — HoMep nepBoil OYKBbI
MCKOMOH MOCJ/Ie0BaTeNLHOCTH. DTy OYyKBY YKa3aHHOE UMCJO pa3 NpHOABHJIH
K OykBe K, B pesysbrate mnosyuuan OykBy A. 3aruiineM COOTBETCTBYIOLLEE
ypaBHeHHe:

12 + 194919 . = 1 (1)

HMmeeM ciieytoliyto LenouKy COOTHOLLIEHHH:
19491990 = 95399+4 — ()39 |5 = _|5=17.
YpaBHenue (1) npunumaer Bu: 12+ 17 -n=1, uiu
17-n=22. (2)

[Tonb3ysich aprMeTHKOH 0CTaTKOB, HEC/IOXKHO COCTABHTh CJICIYIOLIYIO TabJHLLy:

o

A/B|/B|T|O|E|I1|X|3|0N|U|K|I|M|H|O|TI|P|C|T|V|®
17111812 [19]31(20|4 |21|5|22|6|23| 7 |24| 8 |25|9 |26|10|27 |11

X/ O|49|0|0|Bb|{H|B|D|H0|4d
28112(29|13|30|14|31|15|32|16| 0

31ech noj Kaxo# 6yKBOH MOANMHUCAH OCTATOK OT JieJieHusT Ha 33 pe3yJbTaTa
yMHOXKeHUs1 ee HoMepa Ha 17. Kak BuIHO M3 TaG/ulpbl, ypaBHeHHEe 2 HUMeeT
eduncmeenroe peulende n =11, T. e. nepBas 6yKBa HCKOMOH MoC/e10BaTe N b-
HOCTH — M. AHasloruuHo MOTyT GbITh HaiileHbl H ocTajbHble OYKBbI. Mlckomast
MOCJe0BATENLHOCTh UMEET BHJL

MIHYIKAD 3)

Ecsn nocaenoBatesibHoCTb (3) npubaBuTh 17 pas K caoBy KPUIITOIA, To nosy-
uurcst ¢10Bo AHAJIUTHK. SIcHO, UTO €C/IM TOC/e0BATENbHOCTD (3) NpUOaBUTh
K cjioBy KPUIITOWA 33 pasa, To BHOBb noJyuntcss KPUIITOWA. 3nauut, ecau (3)
npubaBuTh 16 pa3 k cuoBy AHAJIUTHK, to nosyuutcsi KPUITOWA. [Tosyuutsb
cJioBo KPUIITOWA meHbliie ueM 3a 16 npubassieHuit He ynactes. JledCTBUTENLHO,
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paccMOTpUM TpefrnocsenHie OyKBbl B 3THX CJIOBaX M B TOCJEI0BATENbHO-
cTu (3): I, ¥, A. OueBuaHO, uTO U151 MOJyUeHUs1 OyKBbI Il U3 GyKBbI X HEOGXOIUMO
6ykBy A npubaBuTh K U 1o kpaiinei mepe 16 paa.

Omesem: WIHYIKA®; 16 pas.

9.3. B sroii 3ajaue ycioBumesi nucath a = b, ecsiu uncsaa a U b uMeror
OJIMHAKOBble ocTaTKW npu aefeHun Ha 1000. [as HaxoxaeHusi mocJjenHei
GYKBbI MCXOJIHOTO COOOIIEHHST HEOOXOMMMO PELIUTh ypaBHEHHe

77 - n = 355. (1)

31ech 1 — MoKa Heu3BecTHoe Tpex3HauHoe uuco. [lyetb n=100-a 4+ 10- b +
+ ¢ (a, b, c— wudpni). Torna

(100-a+10-b+c) - 77 = 355 <=
==7000-a+700-b+70-c+700-a+70-b+7 c=355=
=700 (@+b)+70-(b+c)+7-c=355.

3Hauurt, ¢ = 5. aJee,
700-(a+b)+70-6+30=0.

Orcioga b = 1. Torna
700 - a 4+ 800 =0.

3HauuTt, @ = 6, u noatomy n = 615.

YpaBHeHue (1) Morsio ObITh pellleHO MHAue. YMHOXKHB 06e uact (1) Ha
13, noayuum 1001 - n = 13 - 355. SlcHo, uTo mocJenHue TpU UMbl UKCIA,
CTOSILLIEr0 B JIEBOH UACTH PAaBEHCTBA, COBMAJAIOT C TPeMs MOCJEIHUMH LUp-
paMu camoro uucha rn. Bouncaus 13 - 355 = 4615, naiinem n = 615. Tenepb
aHaJIOTHYHO pelllaeM ypaBHeHHe (1), B MpaBoH YacTH KOTOPOTO CTOSIT APYrHe
Tpex3HauHble UUQPOBLIe rpymmsl mudpcoodienus (850, 547, 550 u T. 1.).

Hckomast undpoBasi mocje10BaTe/IbHOCTE HMEeT BHJL

121332252610221801150111050615.

Omesem: KINUIASPAHANIEH
9.4. Cnauana BOCCTaHOBMM Maruueckuil ksaapar. CymMMma uuces BO BCeX

KJeTKax KBajaparta paBHa | +2+...4 16 = — = 136, 3HauuT, B Kax-

JIOM cToJiOlle (a Takxke B CTPOKe, Ha JHArOHA/H) CyMMa UYHMCEJ COCTaBJIsIeT
136 : 4 = 34. [lonbiTaemcsi MOCTPOUTh Maruueckue KBajpaTbl ¢ CyMMOH Ha
JIMHUHK, PaBHOW 34, W elMHHULIEH B NPaBOM HIKHEM yriy. KMeeTcsi HECKOJIbKO
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Taknx KBajapaToB. Hanpumep,

4(10] 7|13 10} 5|11] 8 121 2| 5|15 16| 3| 2|13
5|15 2|12 6] 9| 7(12 7(13{10| 4 510|111 8
9| 3|14| 8 3| 4(14(13 9| 3| 8|14 9 6| 7|12
16| 6[11] 1 15/16] 2| 1 6/16(11| 1 4115/14| 1

Paccrapass 6yKBbI B COOTBETCTBHHU C YCJIOBUEM, TOJILKO B OJHOM cCJlyuae,
OTBeYalolleM YeTBEPTOMY KBaJpary, rnojgydyaem YUTAEMbIH TEKCT:

B|{P|E]|Y N|E|P|E
C|T|E|B C|T|A|B
b|T|A|B B|T|E|B
E|B|K|I Y|K|B|H
16] 3| 2|13
Omeem: o|10}11 8, [NIEPECTABbTEEYKBHI.
9| 6| 7|12
4115|14| 1

9.5. Tlycts ZAOB =a, ZCOD =3, ZAOE =y, r — pamuyc OKpy»KHOCTH
(cm. puc. 21). YeqoBue (4) 3aaud 9KBUBAJIEHTHO PABEHCTBY

Sape + Scep = Sacep-

C yuetom Toro, uto Sa0p +Sa0r —Spor=Sape u Srop+Socp —Scor=Skecp,
9TO paBeHCTBO MOXXHO 3aliucaTb B BUE:

A (sin o + sin y) — r? sin(a + y) + r*(sin B + sin y) — 2 sin(180° — vy + P) =
=2r% sin y <= sin & + sin B =sin(at + v) + sin(y — B) <=
<= (I —cosy)-sino+ (I +cosy)-sinfB=siny-(cosa+cosf). (1)

Be3 orpannuenusi o6UIHOCTH MOXKHO cuuTaTh, uyto Yy < 90°. asee, no-
CKOJIbKY KOOPJIMHATBI TOUKH £ — 11e/ible uKcJ/ia, MeHblHe 5, MOTYT HMETh MECTO
TPH CJtyyast.

Cayuaii 1. siny = 1. Pasencrso (1) npumer Bua: sin o + sin B = cos o +
+ cos . D10 naer aBa Bapuanta pacrnosioxkenust touek: 1) B(—3; 4), C(4; 3),
E0; —5); 2) B(—4; 3), C(3; 4), E(0; —5).

Cayuail 2. siny = g, cosyY = % M3 (1) nomyuaem: sinot + 9 - sinf3 =
=3-cosa+ 3 - cosf. Tlocieanee paBeHCTBO HEBO3MOXKHO, TaK Kak Mpasast
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E

Puc. 21

4acTb PaBEHCTBA CTPOro MeHbllle 6, a JieBasi 4acTb paBeHCTBA He MeHbllle, UeM
S19-2=6

Cayuari 3. siny = %, cosy = % PaBencrBo (1) samuiiercs B BHJE:
sinot+4-sinB=2-cosa+ 2-cosf. D10 paBeHCTBO HEBO3MOXKHO, TaK Kak
Sina+4~sinﬁ>%—l—4-% u 2-cosot+2-cosﬁ§2-%.

Omsem: 1) B(—3; 4), C(4; 3), E(0; —5); 2) B(—4; 3), C(3; 4), E(0; —5).

9.6. Bobiesum noj sHakaMu pajuKalja MoJiHbli KBajapart:

2 / 1\?
—(x+§) +ac>1+ 7<xf§> +4.
1

B pesysbrate 3ameHsl x + 5= { HepaBeHCTBO MPUMET BHUJL:

Va2 — 2> 1+ /4 —(t—1)2.

J171s1 pelienust moceIHEro HepaBeHCTBA U3YUHM B3aHMHOE PACIOJIOXKeHHe
Ha MJIOCKOCTH (f, y) MOJyOKPY:KHOCTEH

yi(t)=+a®>— 2 (uentp (0; 0), pamuyc |al)

yo(ty=14++/4—(t—1)2 (uentp (1; 1), pamuyc 2).

Touku nepeceueHusi NOJYOKPYKHOCTEH (€CJIH STHX TOUEK JIBE) PACHOJIOKE-
Hbl CUMMETPHUYHO OTHOCHTEJIbHO MPSIMOH, COeAMHSIOULIeH UX LIeHTpbl. B n1aHHOM
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ciyyae 3To mpsiMast y = f. PaccMoTpHM BHauaje KauecTBEHHO BO3MOXKHBIE
B3aHMHbIE PACTIONOKEHHST MOMYyOKpYKHOCTel. Ecau Besmunna |a| mana, To mo-
JIYOKPY2KHOCTH He nepecekatorest (puc. 22). C poctoM |a| y nosyokpyxKHOCTel
nosipsisiercst ob61uiast Touka B (¢ abcuuccoit fg) (puc. 23). Ilpu nanbhefiniem
YBEJIHUEHHH |a| TOUKa repeceuenust B «JIBHXKETCS» M0 OKPYKHOCTH yo(f) 1o
4acoBOH CTpesike. 3HaueHHe |a|, mMpu KOTOpOM TouKa B coBmamaer ¢ Tou-
kot C(1; 3), ABasieTcs KPUTHUECKUM, TaK KakK MpH JAajbHellieM yBeJHueHHH
|a| moslyoKpy»KHOCTH MMEIOT NIBe TOUKH mepeceuenusi (puc. 24). U, Hakowel,
Npu |a|, npeBoCXoJsiieM HEKOTOPOe 3HAUEHHE, MOJYOKPYKHOCTH BHOBb He
nepecekatorcsi (puc. 25). PaccMoTpuM yKazaHHbIe cJiyuau rnojpoGHO.

Yy Yy
ya(t) cdis)
B | ya(t)
A . y=1 yit) /4 i i
A 1
0] ¢ to 10 t
Puc. 22 Puc. 23
Yy _ Yy
y=1 yi(t)
1 y2(1)

Puc. 24 Puc. 25

Cayuaii 1. Tlpu |a| < OA = /2 MOJIyOKPYKHOCTH He MepeceKaioTes i Hepa-
BEHCTBO pelleHHi He uMeeT (puc. 22).

Cayuaii 2. T1osyoKpyKHOCTH MMEIOT €IHHCTBEHHYIO TOUKY MepeceueHust
¢ aGeumccoit 1o < 1 (puc. 23). Tlpu stom V2 < |a| < OC = /10. Pemenne
HepaBeHCTBaA UMeeT BUA ¢ € [—1; {y].

Cayuaii 3. [TosryoKpy>KHOCTH UMEIOT JIB€ TOUKH NepeceueHust (puc. 24). Ipu
stom V10 < |a| < 2+ V2. Pettenne nepasencrsa umeer i £ € [—1; 1] U
U [£2; 3]. TIpu |a| = 2 + /2 umeeT MecTo Kacauue noJyoKpyKHOCTel (MOXKHO
CUMTATb, UTO TOUYEK MepeceueHus Mo-MpeKHeMy J(Be, HO MPOCTO OHM COBIA-
Ja10T).
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Cayuaii 4. Tlpu |a| > 2 + V/2 MOMYOKPY’KHOCTH BHOBb HE HMEIOT OGLIHX
Touek u t € [—1; 3].

Hrak, peueHne HepaBeHCTBA MMeeT BUJL

1. |a] < V2 = pelenwii uer.

2. V2<a| < V10 = te[—1; 4].

3. V10K |a| <2+ V2 = te|—1; ] U [t 3].

4. la|=2+V2 =tec|-1; 3]

Haiinem Ternepb TouHble BbIpakeHus Ajst abeuuce £y, fo ToUeK nepeceyeHus
OKPY?KHOCTEH. DTH BeJIMUMHbBI YIOBJIETBOPSIOT CUCTEME

4 (y-1)?=4 2

24 2
24 y?=a? 2+ y? =a? ) 229 9 ,
(—1) <~ 2:>f+< ) =a".

Peiast KBaJlpaTHOE ypaBHEHHE, HaXOJIUM

a?—2FV12-a>—a'— 4
T .

tio=

[Tepexonsi K MepeMeHHOH X M WCIOJIb3Ysl SIBHblE BbIpaXKeHusi Juisi f1, fo,
rnoJiyuaeM OKOHUATEJbHbIA OTBET.

Omsem: 1. |a| < /2 = pelennii ner.

2412 a2—a*—4
2.\/§<|a|<\/lO:>x6[—g;a 4a a }
2 4—V12-a2—a*—4

3. V10 < |a] € 2+\/—=>xe[—§;a 4a a }U

U [a —44+V12-a?—a*—4 g}
4 T 2]

4. la| > 2+\/—:>x€[

[\
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2 2]
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OtpbiBok U3 ctaTbu K. llleHHOHa

((TeO])l/lﬂ CBAAI3U B CEKPETHBIX CUCTEMAX»

Martepuals, H3NOXKEHHbI B JAHHON CTaTbe, MEPBOHAUAJIBHO COCTABJISLI
cojieprKaHue CEKPeTHOro JiokJaata «MaremaTHuecKast TCOpPHsT KPHIITOrpa-
dun», natuposanHoro | centsops 1945 r., KOTopwlil B HacToslIee BpeMs >
paccekpeueH.

1. BBegeHue U KpaTkoe cojaepKaHue

Bonpochbl kpunrorpaduu M CeKpeTHbIX CHCTEM OTKPBIBAIOT BO3MOXKHOCTB
JUISl MHTEpPECHbIX NPUMEHEHUH Teopuu CBsI3H. B Hacrosillel ctaTbe pa3BHBa-
eTCsl TEOPHUSl CeKPeTHbIX cucTeM. K3ioxeHue BefeTCst B TEOPETHUECKOM IlJ1aHe
1 HMeeT CBOeH 11e/bI0 IOMOJHUTB MOJI0XKEeH s, IPUBOANMBIE B 0ObIUHbIX paboTax
no kpunrorpacuu. B atux paboTax AeTanbHO H3yyaloTCsl MHOTHE CTAaHJAPTHbIE
THIbI KOJIOB U LIMGPOB, a TakxKe crnocobbl Ux paciindposku. Mel Oyiem umeTb
Jieqio ¢ oOLIell MaTeMaTHYeCKOH CTPYKTYPOH H CBOHCTBAMH CEKPETHBIX CHCTEM.

Haue ussnoxenue 6y1eT orpaHMYeHO B HECKOJIbKUX OTHOLIeHHsIX. Bo-nep-
BbIX, HMEIOTCSl TPU OOLLUMX TUIA CEKPeTHLIX CUcTeM: 1) cucTeMbl MACKHPOBKH,
KOTOpble BKJIOUAIOT NPUMEHEHHe TAKUX METOJO0B, KAK HeBHIMMble UEPHUIA,
npeicTaBjeHHe cooOlleHnst B (opme 6e300MIHOrO TEKCTa WM MacKMPOBKH
KPHUIITOrPaMMbl, ¥ pyrue METO/bl, PH MOMOLLM KOTOPBIX (DaKT HaJHuUs cO00-
ILIEHHS] CKPBIBAETCS OT MPOTHBHUKA; 2) TaliHble CHCTEMBI (HanpuMep, HHBEPTH-
poBaHHe peur), B KOTOPLIX 1JIs1 PACKPbITHsI COO0LLEeHHs TpeOyeTcs crelidabHoe
obopynoBanue; 3) «COOCTBEHHO» CEKPETHble CHCTEMBI, [JIe CMbICJ COOOLIEHHUS
CKpbIBaeTcsl MpH MOMOLIM Kdpa, KOJAA W T. ., HO CaMO CYLIECTBOBaHHE CO-
OOLLEeHHs] He CKPbIBAETCS W NpeJrioJaraercs, YTo NPOTHBHUK o06JaaaeT JoObiM
crieluaJsbHbIM 000pyl0BaHHeM, HeoOXOAUMBbIM JUlsl MepexBaTa W 3arucH re-
peaHHBIX CHTHAJIOB. 371eCh OyAeT PacCMOTPEH TOJBKO TPETHH THI CHCTEM,
TaK KaK CHCTeMbl MAacKMPOBKH TPEACTABJSIIOT B OCHOBHOM TCHXOJIOTHUECKYIO
npo6Jiemy, a TaliHble CHCTEMbl — TeXHHUECKYO NpobJemy.

Teuaraercs no usnanmo: K. lllernon. Pabotsl 1o Teopun uudopMauun 1 KuGepHernke. M.:
NJ1, 1963, c. 333—369 (nepesox B. . I1ncapetko).
21949 rox. — Mpun. peo.
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Bo-BTophix, Hallle HanoxKeHue GyaeT orpaHuueHo caydaeM THCKPETHOH MH-
topmauuu, rae cooblleHne, KOTOpoe A0JKHO ObITh 3alIMPPOBAHO, COCTOUT U3
nocJ/e/IoBaTe/IbHbIX JTMCKPETHBIX CHMBOJIOB, KaK/bli M3 KOTOPbIX BbIOpaH M3
HEKOTOPOTo KOHEYHOTO MHOKECTBA. DTH CHUMBOJIbI MOTYT ObITh GYKBaMH HJIH
CJIOBAMM HEKOTOPOTO $13blKa, aMIJIUTYIHBIMH YPOBHSIMH «KBAHTOBAHHON» peuu
WJIM BUAEOCUTHAJA U T. I, HO IVIaBHOe yapeHHe OyleT c/le/laHo Ha ciydae OyKB.

CraTbsl JeJUTCA Ha TPU yacTH. PesiomupyeM Termepb KpaTKO OCHOBHbIE
pe3ysibTaThl HccJefoBaHusl. B nepBol yacTu M3saraercsl oCHOBHasi MaTtema-
THUECKAsl CTPYKTypa CEKPETHbIX CUCTeM. B Teopuu CBSI3M CUMTAETCS, UTO $I3bIK
MOXKET PacCMaTPUBATHCSl KAaK HEKOTOPbIH BEpPOSTHOCTHBIH MPOLECC, KOTOPBIN
co3jaeT JUCKPETHYIO 110CJIe10BaTe/bHOCTb CUMBOJIOB B COOTBETCTBHH C HEKO-
TOpO# cucTeMOil BeposiTHOCTeH. C KaxK/bIM f3bIKOM CBSI3aH HEKOTOPBIH napa-
meTp D, KOTOpbI MOXKHO Ha3BaTb M3OBITOUHOCTbIO 3TOro si3blKa. M36bITOU-
HOCTb M3MepsIeT B HEKOTOPOM CMbICJE, HACKOJBbKO MOXKET ObITb yMeHblleHa
JUIMHA HEKOTOPOTO TeKCTa B JIAHHOM si3blke 6e3 MoTepd KakoH-sn6o dacTH
uHdopmatmu. [IpocToii npuMep: Tak Kak B CJIOBaX aHIVIMHCKOTrO si3blka 3a
OyKBOH ¢ Bcerja cJefyeT TOJbKO OyKBa &, TO # MOXKeT ObITb 6e3 yuiepOa
onyleHa. 3HauuTe/NbHble COKPALLEHHS B AHIVIMICKOM $I3bIKE MOXKHO OCyllle-
CTBUTb, HCIOJIb3Ysl €ro CTATHCTHUECKYIO CTPYKTYpPY, YacTylo MOBTOPSIEMOCTb
onpeeneHHbIX OYKB HJIH CJI0B, U T. 1. I30bITOUHOCTD HIpaeT LieHTPaIbHYIO POJib
B M3yUeHHH CEKPETHBIX CHCTEM.

CexperHast cucrema ornpefensieTcsi aGCTPAKTHO KaK HEKOTOpPOe MHOXKe-
CTBO OTOOpaXKEHWH OJHOTO MPOCTPAHCTBA (MHOXKECTBA BO3MOXKHBIX COOOIILe-
HHUIT) B IPyroe NMpOCTPAHCTBO (MHOXKECTBO BO3MOXKHBIX KpuUnTorpamm). Kaxknoe
KOHKpPeTHOe 0TOOpaxKeHHe U3 3TOr0 MHOXKECTBAa COOTBETCTBYET Crocoly LIndg-
pOBaHMSI TIPH TIOMOIIIM KOHKPETHOTO KJI0Ya.

[Ipennonaraercsi, uTo oTOOpayKeHHsl SIBJASIOTCS B3aWMHO OJHO3HAYHBIMH,
TaK 4TO €CJIM M3BECTEeH KJIOY, TO B pe3yJ/bpTaTe Tpolecca paciin@poBKH BO3-
MOZKEH JIHIIb €IMHCTBEHHbIH OTBET.

[Ipennonaraercs pajee, yTo KaxkA0My KJIoUy (M, CJI€0BATENbHO, KaXKAOMY
0T06pPaKeHHI0) COOTBETCTBYET HEKOTOpAsl alpHOPHAs BEPOSITHOCTb — BEPOSIT-
HOCTb BbIOPATh 3TOT KJOU. AHAJOTMUHO KaXKJIOMy BO3MOXKHOMY COOOLIEHHIO
COOTBETCTBYET allpHOpHast BEPOSITHOCTD, OllpejesseMas 3aa0LiM coobLleHne
BEPOSITHOCTHBIM MPOLECCOM. DTH BEPOSITHOCTH PA3JIHUHBIX KJlloUeH U cooblile-
HUH ABJSIIOTCS (haKTHUECKH alTPHOPHBIMU BEPOSITHOCTSIMHU /151 LUK POBaJIbLIMKA
MPOTHBHUKA U XapaKTEPU3YIOT €ro anpHopHble 3HAHHS OTHOCHTEJIbHO MHTEpe-
cytolLel ero npoo6Jemsl.

Uro6bl HCIO/b30BaTh TAKYI0 CEKPETHYI0 CHCTeMy, CHauasla BbIGHpaeTcst
HEKOTOPBIH KJIOU M MOChlIaeTcsl B TOUKY Mpuema. BuiGop Kiioua onpenessier
KOHKpeTHOe 0ToOparkeHHe U3 MHOXKeCTBa 0ToOpaKeHHH, 06pa3ylolinX CHCTEMY.
3arem BbiOHMpaeTcsi coOOLIEHHE U C MOMOLLbLIO OTOOPaXKEeHHS, COOTBETCTBYIO-
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1[ero BeIOPAHHOMY KJIOUY, M3 3TOTO COOOLIEHHS] (POPMHPYETCsT KPUMTOTpaM-
Ma. JTa Kpunrorpamma repeiaeTcs B TOUKY MpHEMa MO HEKOTOPOMY KaHaJy
¥ MoxKeT ObITb MepexBaueHa NPOTHBHUKOM. Ha npuemMHOM KoHLE ¢ MOMOLLbIO
oTobpaxkeHHsl, 06paTHOr0 BbIOPAHHOMY, M3 KPHITOrpaMMbl BOCCTAHABJIHBAIOT
repBoHauabHoe COOOLIEHHE.

Ec/iu NpOTHBHUK NepexBaTUT KPUNTOIPaMMy, OH MOXKET C €e [1OMOLIbIO
COCUMTATh ArMOCTEPUOPHbIE BEPOSTHOCTH PA3JMUHBIX BO3MOXKHBIX COOOLLIEHHI
1 KJIIOU€H, KOTOPble MOTJIM ObITb HCIOJIb30BAHbI JIJIS COCTABJIEHHS TAKOH KPHII-
TOrpaMMbl. DTO MHOXKECTBO alOCTEPHOPHBIX BEPOSITHOCTEH 06pasyeT ero cpe-
JIEHHS1 0 KJouax W cooOLleHUsIX rnocJjie nepexsara. « CBefeHHUs», TakuM obpa-
30M, NPEICTaBJAIOT CO00f HEKOTOPOe MHOXKECTBO MPEANOJIOKEHHH, KOTOPbLIM
[IPUIIUCAHbl BEPOATHOCTH. BbluKc/ieHHe anocTepHOpHbIX BEPOSITHOCTEH sIBJISeT-
cs1 o0l1ielt 3ajauelt paciiu@pPoBKH.

[IpousumocTpupyeM 3TH TOHSITUSI MPOCTBIM MpUMepoM. B 1mdpe npocroit
MOJICTAHOBKH CO CJIy4allHbIM KJIoUOM HMeeTcsl 26! 0ToOpaKeHHH, COOTBETCTBY-
tolux 26! crioco6am, KOTOPbIMH Mbl MOXKEM 3aMeHUTb 26 pas/inuHbiX OyKB. Bee
3TH c110coObl PABHOBO3MOKHDI, H [103TOMY KarK/blii UMEET allpUOPHYI0 BeposiT-
Hocth 1/26! Ecain Takoi mugp npuMeHsietcst K «<HOPMATHBHOMY aHMJIHHCKOMY
I3bIKY» W TpeJroJiaraercs, 4To WHpoBasbLIMK NPOTUBHHKA He 3HAET HHUEro
00 MCTOUHUKE COOOLIEHHH, KpoMe TOro, YTo OH CO3JaeT aHMVIMHCKHMI TeKCT,
TO allPUOPHBIMH BEPOATHOCTSIMH Pa3J/MUHbIX CO0OLIeHUH U3 N OyKB SIBJSIOTCS
[POCTO UX OTHOCHUTEJbHbIE YACTOTbl B HOPMATUBHOM aHIVIMICKOM TEKCTe.

Ecau npoTHBHUK MepexBaTU/ Takylo Kpunrorpammy U3 N GykB, ero amo-
CTEPUOPHbIE BEPOATHOCTH H3MeHsTCes. Ecain N 10ocTaTouHO BesMKO (CKaXem,
50 6ykB), HMeeTcsl OOLIUHO €UHCTBEHHOE COOOLIeHHE C allOCTEPHOPHOH Bepo-
SITHOCTb1O, OJIM3KOH K €IMHHLE, B TO BPeMs KaK BCe JIpyrue COOOLIEHHS] UMEIOT
CyMMapHYI0 BEpOSITHOCTb, OJIM3Kyl0 K Hyso. Takum o6pasom, HMeeTcs, MO
CYLLECTBY, €JMHCTBEHHOE «pellleHHe» Takoi Kpunrorpammbl. Jljasi Menbiinx N
(ckaxkeM, N = 15) 0ObIUHO HaAHETCA MHOTO COOOLIEHUH U KJIOU€el, BEPOATHOCTH
KOTOPbIX CPaBHUMbI, W He HAHAETCS HU OJHOrO COOOLUEHHS W KJjoua C Be-
POSITHOCTBIO, OJIM3KOH K elMHHLe. B 3TOM ciyuyae «pelleHHe» KPUNTOrpaMMbl
HEOIHO3HAUHO.

B pesysbraTe paccMOTpeHMsl CEKPETHBIX CHCTEM, KOTOpble MOIYT ObITb
npeacTaB/eHbl KaK COBOKYMHOCTb OTOOPaXKEHHH OJIHOTO MHOXKECTBA 3JIEMEHTOB
B JIpyroe, BO3HHUKAIOT JIBE€ €CTECTBEHHbIE ONepalH KOMOUHMPOBAHHUS, POU3-
BOJSILIME U3 JBYX JAaHHbIX cHCTeM TpeTblo. [lepBast onepatinss KOMOMHHPOBAHUS
Ha3bIBAETCs orepalnei «yMHOXKeHUs» (TPOU3Be/IeHHeM) U COOTBETCTBYET 3a-
1M(hpoBKe COOOIIEHHST ¢ MOMOIIBIO CHCTEMBI R ¢ Moceyolell 3angppoBKoi
MOJyUeHHOH KPUMTOTPAMMbl C MOMOILbIO CHCTEMbl S, mpuueM Kjoun R u S
BbIOUpAIOTCA He3aBUCUMO. [TosiHBIN pe3ynbTaT 3TOH onepauuu MpPeACTaBJsieT
co00l CEKPEeTHYIO CHCTEMY, OTOOpaKeHHsi KOTOPOH COCTOSIT W3 BCEX MPOM3-
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BeJeHHH (B OOBIYHOM CMBICJIE TIPOM3BEIEHHH OTOOpaXKeHHi) OTOOpaAKEHHIT

13 S Ha oToOpaxkeHusi U3 R. BeposTHOCTH pe3yJbTHPYIOLIMX OTOOPaXKEeHHit

SIBJISIIOTCS] [IPOU3BEICHUSIMH BEPOSITHOCTeH IBYX MCXOAHBIX OTOOpaKeHUH.
Bropas onepauusi KOMOGHHUPOBAHHUS SIBJISIETCS] «B3BELLIEHHBIM CJIOKEHHEM»:

T=pR+4S, p+tg=1

Ona npeacrasJssier co6oi caenyroliee. CHavasa AenaeTcst npeaBapuTelIbHbIN
BBIGOP, Kakast U3 cucreM R unn S GyzieT HCMOJb30BaThCs, TPUUEM cHCTeMa R
BBIOHPAETCST ¢ BEPOSITHOCTBIO p, a cucteMa S ¢ BeposiTHOCTbIO g. [Tocsie sTOTO
BbIOpaHHast CHCTEMA HCMOJb3YeTCsl OTIMCAHHBIM BhIlIe CIIOCOO0M.

Bynet nokasaHo, 4To ceKpeTHble CHCTEMbI C STUMHU JIBYMs OMepalUsiMU KOM-
6uHHpOoBaHKsT 00Pa3yIoT, MO CYILIECTBY, «JUHEHHYIO aCCOUMATHBHYIO ajarebpy»
C €IMHHLEH, — aJreOpanyecKhil 00bEKT, MOAPOOHO H3yUaBLIMHACS MaTeMAaTHKAMH.

Cpeld MHOTHX BO3MOXKHBIX CEKPETHBIX CHCTEM HMEETCS OJMH THIT C MHO-
FOUMCJIEHHBIMH 0COOLIMH CBOHCTBAMH. DTOT THIT HA30BEM «YHCTOH» CHCTEMOH.
Cucrema sIBJISIETCS YHCTOM, €CJIM BCe KJIOUM PABHOBEPOSITHBI H €CJIH JL/151 JIIOObIX
Tpex otoOpaxkeHuit T;, Tj, T, U3 MHOKecTBa OTOOpaKEeHUH JAHHOU CHCTEMbI
Npou3BeleHHe

T Ty
TaKxkKe sBJseTcsl oToOpaxKeHHeM H3 3TOro MHoXKecTBa. To ecTh 3alIM(POBKA,
pacundpoBKa U cHOBaA 3allH(poBKa C JIOOLIMH TPEeMs! KJIOUaMH J10J2KHA ObITh
9KBHMBaJIEHTHA 3alIH(POBKE C HEKOTOPBIM KJIOUOM.

MoxxHO MoKasaTb, UTO JJIsT YHUCTOTO HIK(pa BCe KIIOUH MO CYIIECTBY KBH-
BaJIEHTHbl — BCE OHU MPUBOJISIT K TOMY K€ CaMOMy MHOKeCTBY aloCTepHOPHbBIX
BeposiTHocTel. BoJibllie Toro, Kaxuoil KpunTorpaMMe COOTBETCTBYET HEKOTO-
poe MHOXKECTBO COOOIIEHHH («OCTATOUHBIH KJIACC»), U3 KOTOPBIX MOrJja Obl
MOJIyUMTbCSl 3Ta KPUITOrpamMma, a arnoCTepHOpHble BEPOSITHOCTH COOOLLEHHH
B 3TOM KJacce MPOMOPLHOHA/bHBI allPHOPHBIM BeposiTHOCTsIM. Best nadopma-
K51, KOTOPYIO MPOTHBHHUK MOJYuHs Obl B pe3yJ/ibTaTe fepexsaTa KpUITOrpamMMbl,
3aKJI0UYaeTCs B yCTaHOBJEHHH OCTATOUHOTO Kaacca. MHorue u3 oObIUHBIX LIH(-
pOB SIBJISIIOTCST YMCTBIMH CHCTEMaMH, B TOM UMCJIe MPOCTasl MOJACTAaHOBKA CO
CJIyuyaliHbIM KJouoM. B 3TOM cJjlyuae ocTaTOUHbIH K/acc COCTOMT H3 BCEX CO-
OOILIEHNH C TaKUM K€ HaOOpoM OYKBEHHBIX ITOBTOPEHHH, KaK B NepeXBaueHHOM
KPHUIITOTPaMMe.

[To onpenesienuto, aBe cuctemMbl R W S SIBJSIIOTCS «NOJAOOHBIMH», €CJIH
cylecTByeT hHKcHpoBaHHoe oToOpaxkenne A (meroliiee o6patHoe A=) Takoe,
4TO

R=AS.

Ecan R u S nopoGHbl, TO MeXy MOJNyyaloUIMMHCS B pe3yJbTare MpUMeHe-
HUSI 9TMX CHCTEM MHOXKECTBAMHM KPHUITOTPAMM MOXKHO YCTAHOBHTb B3aHMHO
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OJIH03HAUHOE COOTBETCTBHE, MPUBOJSIIEE K TEM e CaMbIM arnocTepHOPHBIM
BeposITHOCTSIM. Takue Be CHCTeMbl aHAJUTHUECKH 3aMHUChIBAIOTCS OJMHAKOBO.

Bo BTopoii uactu ctaTbi paccMaTpuBaeTcs 1pobJemMa «TeopeTHUeCKOol ceK-
peTHOCTH». HackosbKo Jierko HeKoTopasi CUcTeMa MOAAAETCS] PACKPBITHIO TIPH
YCJIOBHH, UTO JUIsl aHAJIM3a MepexBaueHHOH KPUIITOrpaMMbl POTHBHHUK pacro-
JlaraeT HeOorpaHHUeHHBbIM KOJHYECTBOM BpPeMeHH H CHeLUaNHCTOB? DTa Npob-
JleMa TeCHO CBsI3aHa C BOMNPOCAMM CBSI3W TPH HAJIHUMM LIYMOB, M TMOHSTHS
IHTPONHUU U HEOMNpeJeJeHHOCTH, BBEleHHbIE B TEOPHH CBSI3H, HAXOJSAT MpsIMOe
NpUMeHeHHe B 9TOM pasjiesie KpUnTorpaguu.

«CoBeplleHHasi CEKPETHOCTb» OMNpeJe/saeTcs CACAYIOLHMH TpeOOBaHUAMH
K cucreme. Tpebyercsi, 4To6bl aroCTepPHOPHbIE BEPOSITHOCTH Pa3NHUHBIX CO00-
ILIeHHH, MoJyueHHble MOocJe MepexBaTa MPOTHBHUKOM JAHHOH KPUMTOrPaMMB,
6b1711 Obl B TOUHOCTH PaBHBI ATIPHOPHBIM BEPOSITHOCTSIM TeX Ke COOOLIeHH J10
nepexsara. [TokaxkeM, UTo «CoBeplleHHasl CEKPETHOCTb» BO3MOXKHA, HO Tpeby-
eT B CJlyyae KOHEYHOTO Yhc/a COOOIIEHHI TOT0 ¥Ke CaMOoro Ynucja BO3MOXKHBIX
kmoyveidl. Ecn cuntarth, uTo cooblileHne co3aeTcs ¢ JaHHOH «CKOPOCTbio» R
(moHsiTHe CKOPOCTH GyJeT ONpesiesieHO M03¥Ke), TO KJIOU J0J/DKEH CO3/1aBaThCs
C TOH Ke caMol UJu ¢ GOoJblIeH CKOPOCThIO.

Ecau ucnosbayercst cekpeTHasi cHCTeMa C KOHEUHbIM KJIOUOM U repe-
xBaueHbl N OyKB KPHITOrpaMMbl, TO JJIsl MPOTHUBHHMKA OYyIeT CYLIECTBOBAaTb
OmpesieNieHHOe MHOXKECTBO COOGIIIEHHH C OTpe/ieJieHHbIMH BEPOSITHOCTSIMH, KO-
TOpBle MOTJIH OBl CcO3faTh 3Ty Kpunrorpammy. C yBennuenneM N 3T0 MHO-
JKECTBO OOBIUHO CY:KaeTcsl JI0 TeX MOop, MOKa B KOHLE KOHLOB He MOJydHTCsl
€IMHCTBEHHOTO «PeLleHUsT» KPUIITOTPaMMbl: OJIHO COOOILIEHHE C BEPOSITHOCTbIO,
6JIM3KOH K eJMHMLE, a BCe OCTa/bHble C BEPOSITHOCTSIMH, MPAKTHUECKH paB-
HbIMH HyJ10. B pabote onpenensiercst Benuunna H(N), nasBanHasi nenadeoic-
HOCMb!0. DTa BeNMUHHA H3MepsieT (B CTAaTHCTHUECKOM CMBICJIE), HACKOJBKO
6JM3Ka cpeHsisi KpunrtorpamMma u3 N OyKB K €IMHCTBEHHOMY peLIeHHIO, T.e.
HACKOJIbKO HETOUHO H3BECTHO MPOTHBHUKY HCTHHHOE COOOLeHHe rocJje Te-
pexpata kpunrorpammbl U3 N Oyks. [lasee BbIBOAATCS pas/iMuHble CBOHCTBA
HeHa/IeKHOCTH, HaMpUMep: HeHaleKHOCThb KJloua He BO3pacTaeT ¢ pocToM N.
DTa HeHaNeKHOCTb SIBJISIETCS] TEOPETHUECKHM T10Ka3aTesleM CEeKPETHOCTH —
TEOPETHUECKHM, TIOCKOJIbKY OHA MO3BOJISIET POTHBHUKY AelIH(PHPOBATL KPHUII-
TOrpamMMy JIMIIb B TOM CJyuae, ecjid OH 06/1aJaeT HeorpaHHUeHHbIM 3aracoM
BpEMeHH.

B s1oil »xe uacTu onpenensiercst dyHkuust H(N) 1151 HEKOTOPbIX HJeasd-
3UPOBAHHBIX THIOB LIH(POB, Ha3bIBAEMBIX CAyUaiiHbimi wugpamnu. C HeKo-
TOPBIMH BHJOM3MEHEHHSIMH 3Ta (DYHKLHST MOXKeT OBITh NMPHMeHeHA KO MHOTHM
calydasiM, MpeJCTaBJSIOUIUM MPAKTHUECKUH HHTepec. DTO jAaeT crnocob Mpu-
6JIN2KEHHOTO BBIUMCJICHHST KOJIMUeCTBa MaTepHaJia, KOTophlil Tpebyercst nepe-
XBATHTb, UTOObI MOJYUHTh PelleHHe CEKPETHOH CHUCTEMBI.
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M3 nopo6HOro aHamu3a cJeayer, 4To JJIsi OOBIUHBIX SI3BIKOB M OOBIUHBIX
TUIOB LIMGPPOB (HO HE KOJIOB) 3TO «PACCTOSIHUE €IUHCTBEHHOCTH» PABHO MPH-
6amsurenvio H(K)/D. 3necy H(K) — uucnio, usmepsiioniee «o6beM» Tpo-
cTpaHCTBa KJtouel. Eciiu Bce KoUK anpuopu paBHOBeposiTHLI, To H(K) paBHO
JlorapudMy uucsa BO3MOXKHBIX Kitouell. BBonumoe uncio D — 310 u36bITou-
HOCTb f3blKa. OHO H3MepSeT KOJMUECTBO «CTATHCTHUECKUX OTPAHUUEHHH», Ha-
JlaraeMbIX 3bIKOM. [l MPOCTOM MOJCTAHOBKM CO CJYYaHHBIM KJIIOUOM Hallle
H(K) paBno log,o 26! nnu npudausurenbo 20, a D (B 1eCATHUHBIX €IMHULIAX HA
O6yKBY) JUisl aHTJIMHCKOTO si3blka paBHO npubsausutensbio 0,7. Takum o6paszom,
€IMHCTBEHHOCTb pellleHns A0CTUraeTcst npubansureasHo npu 30 GykBax.

JIJ1s1 HEKOTOPbIX «SI3bIKOB» MOYKHO MOCTPOUTb TaKHe CEKPeTHble CHCTEeMbl
C KOHEUHBIM KJII0YOM, B KOTOPBIX HEOTIPE/IeJIeHHOCTb HE CTPEMHTCS K HYJIIO TIpH
N — o0. B 3T1OM cityuae pOTHBHHUK He MOJYUYHT €IMHCTBEHHOTO pellleHH s TAKOTro
wdpa, ckoJbKo Obl MaTepHassa OH He TIepexBaThJl, U y Hero OyJleT ocTaBaThCs
MHOTO aJIbTEPHATHB C JIOBOJBHO OOJBIIMMH BEPOSTHOCTSIMH. TakHe CHCTeMBI
HazoBeM udeasvHoimu cucmemanu. B o6oM si3blke MOXKHO anmpoKCUMHPO-
BaTh TAaKyl0 CHTYyalMio, T.€. OTCPOUMUTh npubankenne f(N) K Hysi0 10 CKOJb
yroaHo 6osbinx N. OJHAKO TaKhe CUCTEMbl HMEIOT MHOTO HEI0CTATKOB, TaKHX
KaK CJI0’KHOCTb M UyBCTBUTEJILHOCTD K OLLIMOKAM NpH nepeaaye KpUITOrpaMMmbl.

TpeTbst yacTb cTaThbM MOCBSILIEHA «MPAKTHUECKOH CEKpeTHOCTH». [IBe cu-
CTEMBI C OJUHAKOBBIM 00BEMOM KJioYa MOTYT GbITh 00e paspelnMbl eIdH-
CTBEHHBIM 006pa3oM, Korjaa rnepexsaueHo N OyKB, HO OHH MOTYT 3HAUHTEJbHO
OTJIMYATBLCS MO KOJMUECTBY BPEMEHHM W YCWJIMH, 3aTpauuBaeMblX IJIsl MOJyue-
HUs pelieHusi. Ha ocHOBe aHasiM3a OCHOBHBIX HEIOCTATKOB CEKPETHBIX CHCTEM
NpeiaraloTcsl METO/Ibl MOCTPOEHHUST CUCTEM, /IS PelleHHs] KOTOPbIX TpebytoT-
csl 6oJiblIKe 3aTpaTbl BpeMeHH W cuJjl. Hakonel, paccmaTpuBaetcs npo6Jema
HECOBMECTHMOCTH Pa3HUHbIX JKeJATeNbHBIX KaUeCTB CEKPETHBIX CHCTEM.

Yactp |

MATEMATHYECKAS CTPYKTYPA CEKPETHbIX
CUCTEM

2. CekpeTHble CHCTEMBI

YroObl MPUCTYNUTb K MaTeMaTHUECKOMY aHaJiMdy Kpunrorpaduu, Heo6Xo-
JIUMO BBECTH Y/IOBJIETBOPUTEJbHYIO MeaM3alMio U ONpee/UuTh MaTeMaTHue-
CKH TIpUEMJIEMBbIM CITOCOOOM, UTO OyIET MOHUMATLCA MO TEPMHUHOM CEeKpeTHas
cuctema. CxemaTHueckasi CTPyKTypa CEKpPETHOH CHCTeMbl MOKa3aHa Ha puc. 1.

Ha nepenaroliieM KoHile UMEIOTCS BA HCTOYHMKA HH(OPMALMK — UCTOUHHK
cOOOlIIeHUH U UCTOUHHK Kitouel. McTouHuK Kjwouell oTOHpaeT KOHKPETHbIH
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Puc. 1. Cxema 0o011eii CEKPETHOH CHCTEMbI

KJII0U CPEM BCeX BO3MOXKHBIX KJ/I0Uell JaHHOH CHCTeMbl. DTOT KJIIOU Nepeiaercst
HEKOTOPBIM CMOCOOOM Ha TIPHEMHBIH KOHell, TIPHYEM IMPeNoJaraeTcsl, Uto ero
Hesb3sl MepexBaTUTh (HaTpUMep, KJIOU Tepeaercsi MOChUIbHBIM). KceTouHuk
coobl1eHHil popMHUpyeT HeKOTOpoe coollleHHe (He3alndpoBaHHOE), KOTOpOe
3aTeM 3alM(POBLIBAETCS], U TOTOBASI KPUNTOrpaMMa repeaaeTcst Ha MpHeMHbIH
KOHElL, MPHYeM KPUITOrpaMMa MOXKET ObITh MepexBaueHa (Hanpumep, rnepechi-
Jiaetcst 1o paaro). Ha npruemHom KoHlie mH(POBAJIBIIMK C MOMOLIBIO KJ0Ua
10 KPUIITOrPaMMe BOCCTAHABJIMBAET HCXO/IHOE COOOIIEHHE.

OueBnnHO, WH(POBAJBIIMK Ha MepPeaalolleM KOHIE BBIMOIHSIET HEKOTOPYIO
(yHKUHOHAMBHYIO onepaityio. Ecim M — coobiienne, K — ko u £ — 3a-
1M poBaHHOE cooO0lleHHe (KPUMTOTpaMMa), TO UMeeM

E=[M, K),

T.e. E saBasiercad ¢yHkuuein ot M u K. ¥YnoOGHee, onHako, nmoHuMaTth E He
Kak (hYHKIHMIO JIBYX MepeMeHHbIX, a Kak (0JHOMapaMeTpuueckoe) CeMeHcTBO
ornepauuil WM oTo6paKeHuH, W 3aNuchiBaTh €ro B BUJIE:

E=TM.

Oro6paxkenue T;, npuMeHeHHoe K coobilienuto M, naet kpunrorpammy £. M-
JIEKC [ COOTBETCTBYET KOHKPETHOMY MCIOJIb3YEeMOMY KJIOUy.

Boobiie mMbl Gyzem mpeanoJiaraTb, 4TO MMEETCsl JHIIb KOHEUHOe YHCJO
BO3MOXKHBIX KJIIOU€eH, KaXKAOMY H3 KOTOPBIX COOTBETCTBYET BEpPOSITHOCTH p;.
Takum 06pa3om, HCTOUHUK KJIOUEH SBJSETCS CTATHCTHUECKHM MPOLECCOM, UJIH
yCTPOHCTBOM, KOTOpOoe BbIOHpaeT OJHO M3 MHOXKecTBa oToOpaykeHud T, ...
...y Ty C BEPOSATHOCTSIMHU P, ..., Pm COOTBETCTBEHHO. Bynem TakKe npearno-
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Jlarath, YTO YMCJIO BO3MOXKHBIX COOOIIEHHI KOHEYHO W 3TH coobuienus My, ...
..., My, umetoT anpuopHble BEpOSITHOCTH G|, . .., Gn. Hanpumep, BO3MOKHbI-
MH COOOLLEHHSIMH MOTJIM Obl ObITb BCEBO3MOXKHbIE MOCJ/E10BATENbHOCTH aH-
ranicKuX OYKB, BKJuatolumx no N GykKB Kakiasi, a COOTBETCTBYIOUIUMH Be-
POSITHOCTSIMU Tor/Jia 6blIM Gbl OTHOCHTE/bHBIE YACTOTHI TOSIBJEHUST TAKUX M0-
CJIeI0BAaTeIbHOCTEN B HOPMATHBHOM AHTJIHHCKOM TEKCTE.

Jo/KHA HMETbCS BO3MOXKHOCTb BOCCTAHABJMBATb M Ha MPUEMHOM KOHLIE,
korna usBecTHbl £ n K. Ilostomy oroGpakenue 7; W3 Hallero cemeicTsa
JIOJIKHO UMETh eIMHCTBeHHOe oOpaTHOe 0ToOparkeHue Tfl, Tak uto 7; Tfl =1,
rie / — ToXKaecTBeHHoe oToGpaxkeHue. Takum o6pasom:

M=T'E.

Bo BcsikoM catyuae, 310 0oO6paTHoe O0TOOpaKeHHe Tfl JIOJZKHO CYLLECTBOBATh
1 ObIThb €IMHCTBEHHBIM /ISl Ka)KJA0ro [, KOTOpoe MOXKeT ObITh MOJIyueHO W3
M ¢ nomouipio Kioua i. [Ipuxonnm, Taknum o6pas3oM, K cJeyloleMy onpe-
JIeJIEHHIO: CeKPeTHAsl CUCTeMa eCTb CeMeHCTBO OJHO3HAUHO 06paTUMbIX OTOO-
paxkeHuil T; MHOXKECTBA BO3MOXKHbBIX COOOIIEHUH BO MHOXKECTBO KPUIITOIPAMM,
NpH 3TOM oToOpakeHue T; UMeeT BeposiTHOCTb p;. O6paTHo, t060€e MHOKECTBO
06'bEKTOB TAKOTO THMA OyJleT HAa3bIBAThCST «CEKPETHON CHCTEMON». MHOXKeCTBO
BO3MOKHBIX COOOLLEHUH sl y100CcTBa OyeT Ha3blBaThCsl «IPOCTPAHCTBOM CO-
0611IeHNH», @ MHOYKECTBO BO3MOKHBIX KPUIITOTPAMM — «ITPOCTPAHCTBOM KPHII-
TOrpamMm».

JIBe ceKkpeTHble CHCTEeMbl COBMAJAIOT, €CJH OHH 00pa3oBaHbl OJHUM H TeM
JK€ MHOKEeCTBOM OTOOpakeHHi T; U OJIMHAKOBBIMH MPOCTPAHCTBAMH COOOLIe-
HAU W KPUNTOTPAMM, MPHUUEM BEPOSITHOCTH KJIOUEH B 3THX CHCTeMax TaKxKe
COBNAJAIOT.

CeKpeTHYI0 CHCTEMY MOXKHO MPEJCTaBJATh cefe KaK HEKOTOPYI0 MalluHY
C OJIHMM HJM GoJiee nepekJioualolMMu yctpoictBamu. [locienoBarenbHoCTb
OykB (cooOllueHHe) MOCTyrnaeT Ha BXOJA MalIMHbL, @ Ha BbIXOJE ee ToJyya-
ercsl Jpyrasi nocJjenoBaresbHocTb. KOHKpeTHOE MoJsoKeHHe MepeKoUaloLinX
YCTPOHCTB COOTBETCTBYET KOHKPETHOMY HCIOJb3yeMomy KJjiouy. lisi BeiGopa
KJII0Ya M3 MHOXKECTBA BO3MOXKHBIX KJIOUel J0JKHbBI ObITh 3a/laHbl HEKOTOPbIE
CTaTHCTHUECKHE METO/IbI.

Jaist Toro yTo6bI Hallly Mpo6JsieMy MOXKHO ObLIO pacCMOTPETh MaTeMaTHue-
CKH, MPEANOJIOKUM, UYTO MPOTUBHUKY H3BECTHA HCIOJb3yeMasi cucTeMa. MHbIMu
CJIOBAMM, OH 3HaeT CeMeHCTBO oToOpaykeHWH T; ¥ BepOSITHOCTH BbiGopa pas-
JUYHBIX Katoueld. MoxkHO Obl10 Obl, BO-MEPBBIX, BO3Pa3HuTh, UTO TaKoe Mpei-
MOJIOXKEHHE HepeasMCTHUHO, TaK KaK IM(POBa/bIIMK NPOTHBHHKA YACTO He
3HAET, KaKasl CHCTeMa HCIoJb30BaJjach WM 4eMy paBHbl paccMaTpUBaeMble
BeposiTHOCTH. Ha 3To Bo3pakeHne umeeTcs JBa OTBETa.
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1. Hanoxennoe orpanuueHue csabee, yeM KaxKeTcsl ¢ I1e€pBOro B3IVISAA,
M3-3a WHPOTHI HAlero ornpejeseHust ceKpeTHol cuctembl. [Ipennosnoxum, uto
11dpoBabLIMK MepexBaThiBaeT cOOOLIEHHe U He 3HAET, MCIOJb30Bajach JH
3/1eCh MOJCTAHOBKA, WJIH TPAHCMO3HULIMSA, WK WHdp THna Buxenepa. OH Mo-
YKET CUHTaTh, UTO COOOIIEHHE 3alIHPPOBAHO C TTOMOLIBIO CHCTEMbBI, B KOTOPO#
YyacTh KJIoua SIBJsIETCSl yKasaHWeM TOTo, KakoH M3 TPeX THIOB HMEIOIINXCS
KJtouel OblJ1 MCIMOJb30BaH, a CJeaylollasl 4acTb — KOHKPETHBIH KJ/II04 3TOro
THMA. YKAa3aHHbIM TPEeM Pas/HUHbIM BO3MOXKHOCTSM LIH(POBAJbIIMK MPHUITH-
CbIBA€T BEPOSITHOCTH, YUUTBIBAsl MPH 3TOM BCe MMEOUIHeCs] y Hero CBeJeHHs
00 anpUHOpPHBIX BEPOSITHOCTAX HCIMOJb30BAHUS IH(PPOBAJLIIMKOM NPOTHBHHKA
COOTBETCTBYIOLIUX THIOB IH(POB.

2. Haiue orpannueHue o6bluHO B KpUITOrpaHuecKux uccaenoBanusax. OHo
SIBJISIETCS] MECCUMHCTHYHBIM, HO 6e30MacHo, U B KOHEYHOM CUeTe PeasHCTHUHO,
TaK KaK MOXKHO 0XKMJaTbh, UTO MPOTHUBHUK PAHO WJIM MO3JHO pacKpoer Jiooyio
cekpeTHyto cucremy. [Tostomy naxke B ToMm ciayuae, Korja paspaboraHa coBep-
IIEHHO HOBasi CUCTEMA, TaK UTO MPOTUBHHUK HE MOXKET TPHUIHUCATh el HUKAKHX
anpHOPHBIX BEPOSITHOCTEH, €CJIM TOJLKO OH €€ y)Ke He PacKpbLI, HYy>KHO HMETb
B BH/ly €ro BO3MOXKHYIO OCBEIOMJIEHHOCTb.

Ota cuTyalusl aHaAJOrMUHA CHUTyalMH, BO3HMKAIOLLEH B TEOPUH MIp, Tle
npeanoJaraercsi, YTo napTHep «oOHAPYKUBAET» HUCIOJb3YEMYIO CTPaTeruio Ur-
pbl. B o6oux ciyyasx 370 npeanosioxKeHue cayKUT A5 6osiee 4eTKOro onuca-
HHUS1 CBE/IEHHH, KOTOPBIMHU pacriosiaraet MpoTHBHAsl CTOPOHA.

Bropoe Bo3MoxKHOe BO3parkeHHe NMPOTHB HALIEro orpejieseHns CeKpeTHOH
CHCTEMbl COCTOUT B TOM, UTO B HEM He MPUHHUMAIOTCS] B pacueT UCMoJb3yeMble
0OBbIUHO Ha MPAKTHKE BCTaBKH B COOOIIEHHE MOCTOPOHHHX HYJIEBBIX 3HAKOB
1 MCI0JIb30BaHHE MHOTOKPATHBIX MOJICTAHOBOK. B Takux ciyuasix ajisi JaHHOTO
COOOILIEHUS U KJI0Ua HMEETCS He eJIMHCTBEHHAs KPUIITOrpamMMa M LU POoBasb-
MK MOKeT BBIOPATh MO CBOEMY JK€JAaHWIO OJHY M3 HECKOJbKHX PasJHUHbIX
KpPUMTOrpaMM. DTy CHUTYalMIO MOXKHO Obl10 Obl PACCMOTPETb, HO 3TO TOJIBKO
BHeCJI0 Obl JIOMOJIHUTEJbHbIE YCJI0KHEHHS] Ha JAHHOM 3Tare paccyxIeHui 6e3
CYIIECTBEHHOTO M3MeHeHHs] KaKUX-JH60 U3 OCHOBHBIX BbIBOJIOB.

Ecau cooblieHnsi co3naloTesi MapKOBCKHM [POLIECCOM, TO BEPOSITHOCTH
PasHbIX COOOLIEHHH ONPeNeNsoTCs CTPYKTYPOH 3TOr0 MapKOBCKOIO TpoLecca.
OnHako nojoiieM K Borpocy ¢ GoJiee oOLIeH TOUKH 3peHHs1 U OyleM Tpak-
TOBaTh COOOIIEHHSI MPOCTO KaK aOCTPAKTHOE MHOXKECTBO 0OBEKTOB, KOTOPBIM
MPUITHUCAHbl BEPOSITHOCTH, MpPHUEM 3TH 0ObeKTbl He 00513aTebHO COCTOSIT M3
nocJsie/loBaTe/IbHOCTe OYKB M He 00513aTesIbHO CO3Jal0TCsl MApKOBCKHM TMpO-
LIECCOM.

CJlenyer moauepKHyTb, UTO Jlajiee BO BCEX CJyuasix CEKpeTHas cucTeMma
03Hayaer He 0JIHO, a LieJoe MHOXKeCcTBO oTobpaxkeHui. [Tocse Toro Kak BeiGpaH
KJIIOY, HCMOJIb3YeTCsl TOJBKO OJHO M3 3THX O0TOOpakeHWi W OTCrojla MOXKHO
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ObLI0 Obl MPUATH K OTPEIEEHUI0 CEKPETHOH CHCTEMBbl KaK €IMHCTBEHHOTO
npeobpasoBanus si3bika. OJHAKO MPOTHUBHMK HE 3HAET, KaKOH KJou BbIGpaH,
U OCTaJibHble BO3MOXKHbIE KJIIOUH CTOJIb K€ BaXKHbl JJIs1 HEro, Kak W MCTHH-
Hblil. MIMeHHO cylllecTBOBaHHWE 3THX JIPYTHX BO3MOXKHBIX KJIOUeH M Mpuaaer
cucreMe cekpeTHOCTb. Tak Kak Mbl WHTepecyeMcsi B MepPBYIO Ouepellb CeK-
PETHOCTBIO, TO BBIHY>K/ICHbI NTPEANOUeCTb JaHHOE HAMH OIpejlesieHHe MOHATHS
cekpeTHol cucTeMbl. THN CUTyalMH, KOTjla OCTasibHble BO3MOXKHOCTH TaK »Ke
BaKHbI, KaK W OCYLILECTBHBLIASICS], YACTO BCTPEUAETCS] B CTPATErHUECKUX Hrpax.
XoJ1 11axMaTHOH UTpbl B O0JILIION CTEEHH KOHTPOJIUPYETCS yTpo3aMH, KOTOpbIe
He ocyulectsasitorcst. Heuto nono6Hoe npencrabisieT U3 cebst «akTHuecKoe
CYLLeCTBOBAHHE» HEPEAJNM30BAHHBIX BO3MOXKHOCTEH B TEOPHH UTP.

CJlelyeT OTMETHTb, UTO CHCTEMa, COCTOSIIAs H3 €JIMHCTBEHHOH Onepailu
HaJl s13bIKOM, MpeACTaB/sieT coOO0H MpH HalleM OrpeJeseHUH BbIPOXKIAEHHbIN
THUI CEKPETHOH CHCTEMbl. DTO — CHUCTEMA C €IMHCTBEHHBIM KJIIOUOM, KOTOPbIH
MMeeT BepOSITHOCTb, PaBHYIO elvHUlle. B Takoil cucreMe HET CEeKPeTHOCTH —
1K POBAJIbUIMK MTPOTHBHUKA HAXOJUT COOOIIEHHE, TIPUMEHSIS K TTepeXBaueHHOM
KpUNTOorpaMme o6patHoe 0ToOpaKeHHe, TaKKe eIMHCTBEHHOE B TAKOU CHCTEME.
B sTOM ciyuae mngpoBanbUIMK MPOTHBHHKA M LIM(PPOBAJbILKK NOJyUaTe/s
MH(pOPMALMK pacriosiaratloT oJMHaKoBOH MH(opmalMeld. B obuiem ke cayuae
e/IMHCTBEHHOE Pas/iMuhe MX CBEJeHUH COCTOMT B TOM, YTO MOCJeJIHEMY H3Be-
CTeH KOHKPETHO MCIO0Jb30BABILIUIACS KJOU, B TO BpeMs KaK MepBOMY H3BECTHBI
JIMILIb alPUOPHbIE BEPOSITHOCTH PAa3J/IMUHBIX KJIOUEH M3 JAaHHOTO MHOXKECTBA.
[Tpouecc pacudpoBKH Jyis noJydatess HHPOPMALIMH COCTOUT B MPUMEHEHHUH
K KpHUnTorpamMme otoOpakeHHsi, 0OpaTHOro MO OTHOLIEHHIO K KOHKPETHOMY
0TOOPaKEeHHIO, UCI0Jb30BAHHOMY I COCTaBJeHUs1 Kpunrorpammsl. [Ipouecc
pacu@poBKY [JIs1 TPOTHBHUKA MPEACTaBJsiET cO60H MOMNBITKY ONPENENUTh CO-
oOlleHue (MM KOHKPETHBIN KJII0U), UMest B pacropsizKeHHH TONbKO KPUTITOrpaM-
My H allpHOpHbIE BEPOATHOCTH PA3/IMUHBIX KJIIOUEH M COOOLIIEHHH.

Cyl1ecTByeT MHOTO TPYAHBIX 3THCTEMOJIOTMUECKHUX BOMPOCOB, CBA3aHHBIX
C TeopHell CeKPeTHOCTH, HJIH BepHee ¢ JItoOOoH TeopHel, CBA3aHHON C peasibHbIM
NpUMeHeHHEeM BOITPOCOB TEOPHH BEPOSITHOCTEN (Tak 06CTOMT JIesI0, B YaCTHOCTH,
C anpHOpHBIMU BeposITHOCTSIMH, Teopemoil Daiteca u T.1.). Tpakryemas: a6-
CTPAKTHO TEOPHs BEPOATHOCTH MOXKET ObITh H3JI0XKEHA Ha CTPOTHX JIOTHUECKHX
OCHOBAX C UCT0JIb30BAHHEM COBPEMEHHOMN TeopHu Mepbl. OIHAKO B MPUMEHEHH -
X K (PU3HUECKUM CHTYaLMsIM, 0COOEHHO KOT/1a J1eJI0 KacaeTcsl «CyObeKTHBHBIX»
BEPOSITHOCTEH M HEMOBTOPUMBIX 3KCMEPUMEHTOB, BO3HUKAIOT MHOTOUHCJIEHHbIE
BOTPOCKI, CBSI3aHHbIE C JIOTMYeCKUM o6ocHoBaHWeM. Hampumep, npu Hauiem
NOAXOJE K MpobJseMe CEeKPeTHOCTH J0MYCKaeTCs, UTO alpHOPHbIE BEPOSTHOCTH
pasJIMUHbIX KJIIOUed U cOOOLIEHUI U3BECTHbI IH(GPOBAJILIIMKY POTUBHUKA, HO
KaK OH MOXET ONnpeesuTb UX 3(PEeKTUBHBIM CIOCOOOM JaXKe MPH HCMOJb30-
BaHWM BCEX CBOMX CBeJeHHH O JaHHOH 0OCTaHOBKe?
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MOoHO cO3/1aTh UCKYCCTBEHHbIE KPUMTOTPaDUUECKHE CUTYalMH THIA «Yp-
Hbl U HUTPajibHON KOCTH», B KOTOPbIX aripHOpHble BEPOSITHOCTH MMEIOT BIOJIHE
onpe/e/ieHHbIH CMBICJ W MJeaJn3als, HC0Jb30BaHHasl 3/leCh, fIBJsETCS Ha-
BepHsika noaxonsinied. Ho B npyrux ciyuasix, KoTopble MOxKHO cebe Mpes-
CTaBUThb, HANPUMeED, TIPH MepexBaTe COOOIIEHHH, MepefaBaeMblX MexX1y coO0H
MapcHaHaMH, BbICAJMBLUIMMUCS HA 3€MJII0, allpHOPHbIE BEPOSITHOCTH OblIH Obl
HACTOJIbKO Heorpejie/leHHbIMH, UTO He UMesn Obl HUKaKOro 3HaueHHsl.

HauGoJsiee uacto BcTpeuarolecs Ha NpakTHKe KpUnTorpacuiyeckue aaauu
JIeXKAT Te-TO MEXKJY STHMH KpaiHuMH npenenamu. LndposanbuiMk npoTus-
HHKa MOYKET UMETh KeJIaHHe Pasfle/UTh BO3MOXKHbIE COOOIIIEHHST HAa KATEroOpun
«TIPUEMJIEMBIX>», «BO3MOXKHbBIX, HO MaJIONPaBAONOJ00OHBIX» U «HEMTPUEMJIEMBIX»,
HO UyBCTBYeTCsl, uTo GoJiee oApoOHOe NojapasjeseHue He UMeso Obl CMblcJa.

K cuacTbio, Ha MpaKTHKe TOMBKO OueHb OOJblINe OIIMOKH B allPHOPHbIX Be-
POSITHOCTSIX KJItoUell W COOOIIIEHHI MOTYT BbI3BaTh 3aMeTHbIe OLUMOKH B BaXKHBIX
napamerpax. DTO MPOUCXOJIHUT H3-3a TOTO, UTO UHCJO COOOILIEHUH W KPHUIMTO-
rpaMM BeJleT ceOsi KaK KCIOHEHIMabHAsT (DYHKIHS, a U3MepsieTCst Jiorapudg-
MHYECKOH MepoH.

3. CnocoObl M300paKeHUs CUCTEM

CekpeTHasl cucTeMa, B TOM BHJle KaK OHa OMpeJiesieHa Bblllle, MOXKET ObITh
n3o0paxKeHa pasjuuHbIMU crioco6amu. OuH U3 HUX (YIOOHbBIH NS 1leel uil-
JIIOCTPALMK) UCIOJb3YET JIHHEHHbIE CXeMbl, H300paKeHHble Ha pUC. 2 U puC. 4.

3amkHyTast cucremMa Hesamkuyrast cucrema

Puc. 2. Cxembl MpoCTbIX CHCTEM

Bosmoxknble coobiiieHust NpeACTaBJAIOTCSI TOUKaMU CJieBa, a BOSMO2KHbI€ KPHTI-
TOrpaMMbl — TOUKaMH CIIpaBa. Eciu HeKOTOprﬁ KJIIOY, CKa>KeM, KJIro4y l, 0T00O-
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paxkaet coobuienne Mo B Kpunrorpammy Eo, To Mo n E9 coepnnsioTes TUHUEN,
0603HaueHHOH 3HAUKOM | U T. 1. Jly1sl KaxKa0ro Kjmoua U3 KaxKJ0ro cooOLIeHUs]
JIOJ’KHA BBIXOJIMTh POBHO OJIHA JIMHHS. Ec/M 3TO ke BepHO W IS KaxKIoH
KPUIITOTPAMMBI, CKayKeM, UTO CHCTeMa SIBJSIETCS 3AMKHYMOU.

Bosiee o6umit cnoco6 onucaHust CUCTEMbl COCTOMT B 3aJaHUH OlepaLiH,
C MOMOIIBIO KOTOPOH, MPUMeHSIsl K COOOLIEHHIO TIPOU3BOJIbHBIN KJI0U, MOXKHO
MOJIyYUTh KPUOTOrpaMMy. AHAJIOTMUHO HESIBHBIM 00Pa30M MOXKHO OMPEE/HUTh
BEPOSITHOCTH PAa3J/IMUHbIX KJIOYeH WJM C MOMOLIbI0 3ajaHus cnocoba BbiOOpa
KJIIOYeH, MJIM C TIOMOILbIO OMUCAaHUsl CBeJeHHH O TOM, KaK OObIYHO BbIOHpaeT
KJIIOYH MPOTHUBHHUK. BeposiTHOCTH cooOGlIeHNi OMpeesitoTCsl MPOCTO MOCPes-
CTBOM H3JIOJKEHHSI HAUIUX alpUOPHBIX CBEJIEHUH O s13blKe MPOTHBHUKA, TAKTH-
uecKol o6cTaHoBKe (KoTopasi GyJIeT BAUATb HA BO3MOXKHOE CoJlep:KaHue co06-
1ieHni) u Mo6oi crerasbLHOR UHhOpMaLMK, Kacalollehcst KpUMTOrpaMMbl.

4. [pumepsnl CEKPETHBIX CUCTEM

B nanHOoM pasmene paccMaTpUBAIOTCSI HECKOJBKO MPUMEPOB HIK(POB.
B nasbHediieM B LeJSAX HJJIIOCTPAllMM OyJIeM uacTO CChlIaThCs Ha 3TH
NpUMepbL.

L. lllughp npocmoti nodcmarnosku

B TakoMm 1dpe nmpousBoauMTCH 3aMeHa Ka)Kaoi OyKBbl COOOIIEHHS Ha
HEKOTOPBIH OMpesieNleHHbI CUMBOJI (0ObIUHO TaKxkKe Ha GYKBY).
Takum o6pasom, cooblieHue

M=mimomsmy ...,
rae my, My, ...— MOCJAEIOBATENbHbBIE OYKBbI, MEPEXOJHT B
E=e\esesey ... = [(my)f(mo)f(ms)f(my) ...,

npuueM (yHKUMs f(m) uMeeT oGpaTHyl (yHKUMIO. Kitou siBasiercss mpocto
nepecTaHoBKOH asiaButa (ecsv GYKBbI 3aMEHSIIOTCS HA OYKBbI), HAallpuMep,

XGUACDTBFHRSLMQVYZWIEJOKNP.
[lepBasi 6ykBa — X 3amensier 6ykBy A, G 3amensieT B u T. 1.

2. Tpancnosuyus ¢ pukcuposarHoim nepuodom d

B 3tom cayuae coobliieHHe IETUTCS Ha TPYMTbl CHMBOJIOB JUTUHbBI d U K KaXK-
JIOM Tpyrine TpPUMEHsIeTCsl OjlHA U Ta Ke [epecTaHoBKa. JTa repecTaHOBKa
SIBJISIETCST KJIIOUOM; OHa MOXKET ObITh 3aJaHa HEKOTOPOH MepeCcTaHOBKOK MepBbIX
d 11eJIbIX YHCe.
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Takum o6pasom, 1Jisi d = 5 B KauecTBe NMepecTaHOBKH MOXKHO B3Th 23 1 5 4.
I10 Oyner 03HavYaTh, UTO

M MoMsmamMsMe7IMgMgiyg . . .

rnepexoauT B
MoMaIm | Ms4M7mMgMeltt gy . . .

[TocnienoBaTesibHOE TIPUMEHEHHE JIBYX MJIH GoJiee TPAHCIO3UIME OyleT Ha3bl-
BaTbCs COCTABHOU TpaHcnosulmer. Ec/in neprosibl 9THX TpaHcno3uumi dy, . . .
..., ds, TO, OUEBUJIHO, B pe3yJibTaTe MOJYUUTCS TPAHCMO3ULMSA Neproaa d, rie
d — naumenbliiee obliee KpatHoe dy, ..., ds.

3. llugpp Buacerepa u eeo sapuarmol

B mndpe Bukenepa kJjiou 3anaercss HaGopom u3 d 6ykB. Takue HaGopbl
MOJIMTUCHIBAIOTCS € TIOBTOPEHUEM T10J1 COOOLIEHHEM U MOJIyYeHHbIE JBE MOCJeN0-
BaTEJbHOCTH CKJAJBIBAIOTCS MO MOALYJII0 26 (Kaxnasi 6yKBa paccMaTpUBaeMOro
andabuta Hymepyetcst ot A =0 no Z = 25).

Takum o6pasom,

li=m; + k; (mod 26),
rae ki —6yKBa KJ/lto4ya, MnoJiyueHHas COKpalleHueM 4ucJa i To MOLYJIIO d.

Hanpumep, ¢ nomortsio kitoua GAH nosydaem

Coobuienne ([N O W [ S T
[Toropsiembiti kitou |G A H G A H
Kpunrorpamma ‘ T O D O S A

Z|Q =
|~ o

[Ingpp Buxenepa ¢ nepuomom 1 naseBaercst mudpom Llesapsi. On npen-
cTaBJisieT co60i MPOCTYIO MOJCTAHOBKY, B KOTOPOH Kaxkaasi OyKBa COOOLIEHHUS
M cpBuraercs Briepesl Ha UKCHPOBAHHOE UUCJIO MECT 110 a/1haBUTy. DTO UUCJIO
U sIBJISIETCSl KJIHOUOM; OHO MOXKeT ObITb Jt0ObIM OT 0 10 25. Tak HasbiBaeMblil
umepp bodopa (Beaufort) u Bunonsmenennsiii mudp bodopa nogodus! mmdpy
Buxkenepa. B uux coofrienust 3ami@poBbIBaIOTCST ¢ MOMOLIBIO PABEHCTB

l,’ = k,‘ — m; (mod 26)

li =m; — kl‘ (HlOd 26)

cootBercTBeHHo. [Iudp Bodopa ¢ nepuojgom 1 HaswiBaeTcsi 06paTHbIM 1IU]-
pom Llesaps.
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[ToBTOpHOE MpUMeHeHHe IBYX WM GoJiee HppoB BuxkeHepa Oyner Hasbi-
BaTbCsl COCTaBHbIM 1Mpom Biuixkenepa. OH nMeeT ypaBHeHHe

li:mi+ki+li+...+si (m0d26),

rie k;, l;, ..., s; BooOlile TOBOpPs, HMEIOT pasJjiMuHble Tepuojibl. [lepuon ux
CYMMBblI k;+1;+ ...+ s;, KaK U B cOCTaBHOMH TPaHCMO3ULMH, OyJeT HAUMEHbLIUM
OOUIMM KPaTHBIM OTJIe/bHBIX MEPHOJIOB.

Ecau ucnosbsyercs mudp Buxkenepa ¢ HeorpaHUYeHHbIM HEMOBTOPSIIO-
IIUMCsI KJIIOUOM, TO Mbl UMeeM 1Udp BepHama, B KoTopom

li =m; + ki (mod 26)

v k; BbIOHMpalOTCS cJydyailHo W He3aBucuMoO cpeau uncen 0, 1, ..., 25. Ecau
KJIIOUOM CJTIY?KUT TEKCT, UMEIOIIMH CMBICJI, TO HMeeM (P «Oeryiiero Kiaoua».
4. Huepammruas, mpuepamMmuas u n-epammHas nooCcmaHoB8KIL

BmecTo mojcTaHOBKH OJIHOH OYKBbI MOXKHO HCIOJIb30BATh MOJCTAHOBKY
JUrpamMM, Tpurpamm U T.j. Jlisi qMrpaMMHOB TOACTAHOBKH B OOLEM BHIE
TpeGyercst Koy, COCTOsILIMIA U3 nepecTanoBok 262 aurpamm. OH MoKeT ObITh
TPeJICTaBJIEH C TOMOLILIO TaGJHLBI, B KOTOPOH Psijl COOTBETCTBYET MepPBOH OyK-
Be JIMTPaMMbl, a CTOJIGEl— BTOPOil OYKBe, MPHUUEM KJIETKH TaOJIHILbl 3aMOJTHEHbI
3aMEHSIOUMMH CHMBOJIaMH (0OBIUHO TaKXKe TUrpaMMaMi).

5. lllupp Buscenepa ¢ nepemeutamsoimn 00U pas aipasumont
Tako# umdp npencrapiaser co60i NPOCTYIO MOACTAHOBKY C MOCJEAYIONINM
npuMeHeHuem tiMdpa Buxenepa
li = [(m;) + ki,
mi = [~ (li = ko).
«O6paTHbIM» K TaKOMY 1Py siBJsieTcst udp Buxkenepa ¢ nocsenyioniei
MPOCTOH MOACTAHOBKOH
li = g(m; + ki),
mi=g ' (l}) — k.
6. Mampuunas cucmema

Mmeercst oH MeTO/ MOACTAHOBKHU /1-TPAaMM, KOTOPbIH 3aK/I0UaeTCsi B MPH-
MEHEHHH K MOCJIe0BATE/IbHBIM 1-TPAMMAM HEKOTOPOH MATPHULLbl, UMeloLIeH 00—
paruyto. [Ipennonaraercsi, uto 6ykBbl 3aHyMepoBaHbl oT 0 10 25 U paccMaTpu-
BAIOTCS KaK 3J1IEMEHTbl HEKOTOPOTo asrebpanyeckoro KoJsblia. Ecyn Kk n-rpamme
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COO0OILIeHHs MPUMEHUTH MaTpPHULLy Clt'j, TO MOJIYUUTCH r1-TpaMMa KPUIITOTPaAMMbl

n
l[:E Cl[jm/‘, i:1,...,ﬂ.
i=1

Martpuua a;; ABASIETCS KJIOUOM, H PACLIM(PPOBKA BLIMOMHAETCS C TTOMOLLIO
oOpaTHOl MaTpullbl. O6paTHasi MaTpuua OyleT CyLIeCTBOBATb TOrJA H TOJIBKO
TOrJa, KOrJla OINpeJiesuTe/b |d;;| UMeeT 0OpaTHBIH 5/eMEHT B HalleM KOJIbLe.

7. llugp [rsiighep

ITOT WHp ABIAETCH YACTHBIM BHJIOM JIMTPAMMHON MOJACTAHOBKH, KOTOpast
MPOU3BOJMTCS C MOMOLLbIO NlepeMellaHHoro andaBura U3 25 6yKB, 3anHCaHHbIX
B BUJe KBajgpata 5 X 5. (DykBa J yacTo omycKaercsi MpH KpUNTOrpapuuecKoi
paboTe, TaK KaK OHa PeIKO BCTPEUaeTCsl, U B TeX CJyuasix, KOrja oHa BCTpeya-
ercsl, ee MOXKHO 3aMeHUTb OykBoii /). ITpeanosioxkum, uto KJloueBOU KBaapaT
3aMnChIBAETCS CJIeyIolHM 00pa3oM:

L Z Q@ C P
A G N O U
R DM I F
K'Y H V S
X B T E W.

B stom cayuae aurpamma AC, Hanpumep, 3aMeHsieTcsi Ha napy GyKB, pac-
MOJIOKEHHBIX B [POTUBOIMOJIOXKHBIX YIJIaX MPSIMOYrOJbHUKA, OMNPelesisieMoro
o6ykBamu A u C, T.e. Ha LO, npuuem L B3siTa MepBOM, TaK Kak OHa Bhbillie A.
Ecsm 6yKBbI MrpaMMbl pacroJioXKeHbl HAa OJHOH TOPU30HTAJH, TO MCIOJb3Y-
I0TCS1 CTOSILIME CMpaBa OT HUX OYKBbI. TakuM o6pasoMm, R/ 3amensiercst Ha DF,
RF 3amensiercst Ha DR. Ecsn 6ykBbl pacroJioyKeHbl Ha OJHOH BepPTHKAJH, TO
UCIOJIL3YIOTCSl OYKBbBI, CTOSILIME 0] HUMU. Takum obpazom, PS 3amensiercs
Ha UW. Ecan obGe OykBbl auarpamMMbl COBMNAJAIOT, TO MOXKHO HCIOJb30BaTh
JUISl UX pasjieJieHust HyJlb WJIM 2Ke OJIHY U3 OYKB OMyCTHTb U T.TI.

8. [lepemewusanue aipasuma ¢ NOMOULIO MHOROKpaAmMHOL nodcma-
HOBKU

B sTom mmdpe ucnosnb3ytores nocsenoBaTesbHO d TPOCThIX MOJACTAHOBOK.
Tak, ecnin d =4, T0
mymomsmqmsmg . . .

3aMEHAEeTCHd Ha
f1(my)fo(ma)f3(ms)fa(ma)fi(ms)fo(me) . . .

H T. .
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9. llugp ¢ asmoxaiowom

Iugpp tvna Bmkenepa, B KOTOPOM HJM CaMoO COOOLIEHHE HJH pe3yJb-
THPYIOLIAs KPUIITOrpaMMa HCMOMb3YIOTCSl B KauecTBE «KJIOUa», Ha3blBAETCS
uMcppom ¢ aprok/ouoM. [ndposanue HauUHHAETCS ¢ MOMOLLBIO «I1€PBUUYHOTO
KJ0Ua» (KOTOPBIH SIBJSETCS] HACTOSILIMM KJIOUOM B HallleM CMbIC/e) W Npo-
JIOJI2KAETCs ¢ MOMOLLbI0 COOOLLLEHUS MW KPUIITOrPaMMbl, CMELLLEHHON Ha AJIHHY
[IePBHUHOrO KJ/I0Ua, KaK B YKa3aHHOM HHXKe IpUMepe, e NePBUUHbIM KJIOUOM
sisieTcst Hab6op 6ykB COMET. B kauecTBe «K/I0ua» HCMOJb3yeTCs coob1IIe-
HHe:

Coob1enne S ENDSUPPL I ES
Katou c oOMETSENDSUP
Kpunrtorpamma |U S Z H L M T C O A Y H

Ecnn B KauecTBe «KJi04a» MCIOJb30BATh Kpunrorpammy, To ﬂOJ]y'-H/ITCﬂl

Coobuienne S ENDSUPP LI ES
Kattou Cc OMETUS Z HVLOH
Kpunrorpamma ‘ usSsS Z HL OHOSTTS

10. /lpobrote wugpot

B stux mwmpax Kaxiaas OykBa cHayaja 3aliugpoBbiBaeTcsi B jBe (HJH
6oJiee) OyKBbl WJHM B JiBa (MJIM GoJiee) YWcCJsa, 3aTeM MOJIydeHHble CUMBOJIbI
KaKHM-JH60 CrnocoO60oM TepeMelinBaloTest (HarmpuMep, ¢ MOMOLIbI0 TPaHCIO-
3HIIMM), TIOCJIE YEr0 X MOXKHO CHOBA MepPeBeCTH B MepBOHaYaJbHbIN ajadaBuT.
Takum o6pasoM, HCMOJb3ysi B KauecTBe KJoua repeMeliaHHbiil 25-6yKBeHHbIH
ajihaBUT, MOXKHO TepeBecTH OYKBbI B JBYX3HauHbIE MsITEPUUHBIE YHC/IA C MO-
MOLLbIO TAOJULIbL:

-~ w N = O
~ X XD > I~ o
T < 0O O N -
N I X =ZO W
m <~ 0O O w
v M S T e

W

ISTQ CHUCTEMA ABJACTCSH TpHBI/IaJ'IbHOﬁ C TOUKH 3PEHHS CEKPETHOCTH, TaK Kak, 3a UCKJ/JIIOYEHHEM
epBbIX d 6yKB, B pacriopsizkeHWH NMPOTHUBHUKA UMEETCs1 BECb «KKJIHOU».
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Hanpumep, 6ykBe B cootBetcTByeT «umcqo» 41. [Tocae Toro kak modgy-
UEHHBIH PsIL UMCe] MOJABEPrHYT HEKOTOPOH MepPecTaHOBKE, €ro MOXKHO CHOBA
pa3buTb Ha Mapbl Ukces W nepeidTn K OyKBaM.

11. Kodul

B kopax cJjioBa (MM MHOTAA CJIOTH) 3aMeHsiioTcsl rpynnamu 6ykB. MHorna
3ateM MpUMeHsieTCsl LIKGP TOrO UJIH HHOTO BHJA.

5. OueHKa CeKpPEeTHBbIX CUCTEM

HMmeetcsi HeCKOJIbKO Pa3JUYHBLIX KPHUTEPHUEB, KOTOPbIE MO2KHO ObL10 Obl
HCITOJIb3OBATL /I OLIEHKHW KaueCTBa npe;maraemoﬁ CereTHOﬁ cucrembl. Pac-
CMOTPUM HanboJiee BaXKHbIE U3 TUX KPUTEPUEB.

1. Koauuwecmso cekpemHocmu

HekoTopble ceKpeTHble CHCTEMbI SIBJISIIOTCS COBEPLUEHHBIMU B TOM CMbICJIE,
4TO MOJIOXKEeHHEe MPOTHBHUKA He ofJieryaeTcsl B pesyJibTaTe nepexsata JioOoro
KoJIMuecTBa coollieHnH. Jlpyrue cucTeMbl, XOTs U 1aI0T MPOTUBHUKY HEKOTOPYIO
MH(pOPMALIMIO MPH TepexBaTe OuepesHOl KPUMTOrpaMMbl, HO He JIOMyCKaloT
€IMHCTBEHHOTO «pelieHtst». CHCTeMBI, I0MyCKaloIIHe eMHCTBEHHOE pelleHHe,
oYeHb pPa3HooOpPasHbl KaK Mo 3aTpaTe BPeMEHH U CHJI, HEOOXOAUMBIX IS MOJTy-
YeHHsl 3TOr0 pelleHHsl, TaK U Mo KOJHUeCTBY MaTepHasa, KoTopblii He0OX0MMO
nepexBaTUTb I MOJyYeHUs] €IMHCTBEHHOIO pelleHusl.

2. Ob6vem Kawoua

Ksiou posmxken ObITh Nepenan U3 nepesaloliero NyHKTa B MPUEMHbBIH MyHKT
TaKWM Crnoco6oM, 4ToObl ero Hesb3sl OblIO MepexBaTHTb. MHorna ero Hy»KHO
3anoMHHTb. [To3TOMy »KesatesbHO UMeTh KJI0U HACTOJIbKO MaJiblil, HACKOJIbKO
3TO BO3MOZKHO.

3. CarooxcHocmo onepayuu wugposanus u dewudhpuposanus

Onepauun mudpoBanus 1 AeUM(pPHPOBAHHS JO/LKHBI ObITh, KOHEUHO, 10
BO3MOKHOCTH NPOCTbIMU. Ec/iM 9TH onepauuy IPOU3BOASATCS BPYUHYIO, TO UX
CJIO’KHOCTb MPUBOJMT K IOTepe BpeMeHH, MosiBJeHHI0 ownboK M T.A. Ecun
OHH NPOU3BOJATCS] MEXaHMUECKH, TO CJIOKHOCTb MPUBOAHMT K MCIOJb30BAHHIO
6OJIBILIKX U JIOPOTHX YCTPOHCTB.

4. Paspacmarnite uucaa omubok

B HekoTopbix THMax wudpoB owMOKa B OJHONH OyKBe, JOMylleHHAsl MpH
1KPOBAHUU WM Tepejiaue, MPUBOAUT K OOJBLIOMY UMC/y OLIMOOK B pac-
wndpoBaHHom Tekcte. Takue olIMOKKM paspacTaloTcst B pesyJbTaTe ornepaiuu
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JIeIHPUPOBAHHUS, BbI3bIBAS 3HAUMTENLHYIO MOTEPI0 MHPOPMALIMK 1 UACTO Tpe-
6ys1 TOBTOPHOH Mepeaaud KpUnTorpaMmbl. EcTecTBeHHO, KeJlaTe/bHO MUHUMH-
3MpOBaTh 3TO BO3pacTaHHe YHUCJ/A OLIMOOK.

5. Yeeauuverue obvema coobujerus

B HeKkoTOpbIX TUMAX CEKPETHBIX CUCTEM 00beM COOOILEHHS YBEJHUMBACTCS
B pe3yJsibTaTe onepauuu WHGPoBaHUS. DTOT HeKeNaTeNbHbIH 3(HEKT MOKHO
Ha0Jl0/1aTh B CUCTEMAX, B KOTOPBIX J€JaeTcs TOMbITKA TMOTONHTb CTATHCTHKY
co0o0lLeHUs B Macce 100aBJsieMbIX HYJIeBbIX CHMBOJIOB, HJIH TJle HCIOJb3YIOTCS
MHOTOKpaTHble 3aMeHbl. OH MMeeT MeCTO TaKxkKe BO MHOTHX CHCTeMax THMa
«MACKHPOBKH» (KOTOpble He SIBJISIOTCS OObIUHBIMH CEKPETHBIMH CHCTEMaMH B
CMbICJI€ HALIETO OTpeJe/eHHUs).

6. Anire6pa CeKpeTHbIX CUCTEM

Ecau umetoTes e cekpeTHble cucTeMbl T U R, HX 4aCTO MOXKHO KOMOWHH -
poBaTb Pa3JIMUHBIMU COCOOAMH ISl MOJIydeHHs] HOBOH CEKPETHOH cHCTeMbl S.
Ecan T v R umeloT oHy M Ty ke o6JiacTb (MPOCTPAHCTBO COOOLIEHHH), TO
MOKHO 00pa3oBaTh CBOEro Poja «B3BELIECHHYIO CYMMYy»

S=pT+4qR,

rie p+ g = 1. Dra onepauulsi COCTOUT, BO-MEPBbIX, M3 TMPEABAPUTEJNLHOTO
BbiGopa cucTeM T UK R ¢ BEPOSITHOCTSIMHU P U ¢. DTOT BbIOOP SBJSETCS UACThIO
k/atoua S. [Tocsie Toro kak 3ToT BHIOOP cliesat, cucTeMbl T Wil R NpUMeHsItoTCs
B COOTBETCTBHHM C UX onpejiesieHnsiMu. [TosHbli Kiou S 10/KeH yKa3biBaTh, Ka-
Kast u3 cucreM T uau R BbIGpaHa U ¢ KAKUM KJIIOUOM HCMOJb3yeTcst BbiOpaHHast
cHucTeMa.

Ecau T coctout us orobpaxenun 7y, ..., T, C BEpOATHOCTAMH pi, ...

.y Pmy, @ R—mu3 Ry, ..., R, c BeposiTHOCTSIMH (|, ..., r, TO CUCTeMa

S = pT + gR cocrout u3z orobpaxenuit Ty, ..., Ty, Ry, ..., Ry c Beposr-
HOCTSIMH PP1, ..., PPm, Gq1, - .., GGpr COOTBETCTBEHHO.

O606111as najiee, MOXKHO 06pa30BaTh CyMMY HECKOJIbKHX CHCTEM

S=piT+pR+...+puU, Y pi=1

3amerum, uto J0b6as cucreMa I MoxKeT ObITb 3amucaHa Kak cymMMa (GUKCHPO-
BAaHHbIX Onepaul/lﬁ
T=P1T1 +p2T2 + ... +memy

rae T; — onpenesieHHas onepauus WKMPpPoBaHUus B cucteMe T, COOTBETCTBYIO-
1ias BbIGOPY KJtoua i, pHueM BepOsITHOCTb TAKOro BbiOOpa paBHa p;.
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Bropo#i crnoco6 KOMOMHHPOBAHMS JBYX CEKPETHBIX CHCTEM 3aKJIIuaeTcs
B 00pa30BaHWM «MPOU3BENCHUS», KaK TOKA3aHO CXeMaTHUeCKH Ha pHuc. 3.

Ky

Puc. 3. Ilpoussenenne nyx cucrem S = RT

[Ipeanosoxum, uto 7 v R — Takue ABe CHCTeMbl, YTO 00/1aCTb OINpe/eseHHs]
(MpocTpaHCTBO sA3blKa) cUCTeMbl R MOXKeT ObITb OTOXKJECTBJeHa ¢ 00J/1aCTbio
ornpesenenust (MPOCTPAHCTBOM KpHrnTorpamm) cuctembl 7. Torna MoxkHO npu-
MEHUTb CHauasa cucteMy 7 K HallleMy fI3bIKY, & 3aTeM CHCTeMy R K pe3yJ/ibTaty
9TOH ornepalyy, UTo JAeT Pe3yJbTHPYIOLLYI0 Ofepauuio S, KOTOpYIo 3aruileM
B BHJIe NIPOU3BEJIEHUS

S=RT.

Kniou cuctembl S COCTOWT Kak M3 KJII0ua CHCTEMBI T, TaK U U3 KJII0Ha CHUCTE-
Mbl R, npuueM mnpeanoJiaraetcs, UYTo 3TH KJIIOUH Bbl6l/lpa}OTCH COOTBETCTBEHHO
UX MepBOHavaJJbHBIM BEPOSTHOCTSM W HE3aBUCHMO. Takum O6p830M, eCcJIn m
KJoyel cucrembl T BbIGHpaeTCﬂ C BEPOSATHOCTAMH

p17 p27 LB ] pl?’h

a 1 KJouyel cucTeMbl R UMEIOT BEpOSITHOCTH

/ / /
Pis P2y -y Pny

To chetema S umeeT camoe Godibliee mn KJoued ¢ BeposiTHoCTMH p;pt. Bo
MHOTHX CJlyuasix HeKOTopble U3 oTo6paxenuit R;T; 6y1yT OAMHAKOBBLIMH U MOTYT
ObITb CTPYNIUPOBAHBI BMECTE, & UX BEPOSTHOCTH MPH ITOM CJIOKATCS.

[Tponssenenne mudpoB HUCMOIbL3YeTCsT YACTO; HAMPUMeEp, MOCJe TOoACTa-
HOBKH MPUMEHSIIOT TPAHCIIO3UIMIO UJIK M0CJIe TPAHCIO3ULMN — KoJI Brzkenepa;
WK Ke TIPUMEHSIIOT KOJL K TEKCTY W 3alIM(POBLIBAIOT Pe3yJbTaT C MOMOIIIbIO
MOJICTAHOBKH, TPAHCTO3ULIMH, TPOGHBIM LIUPPOM U T. 1.

MOXKHO 3aMeTHTb, UTO TAKOE YMHOKeHHE, BOOOILE FTOBOPST, HEKOMMYTAaTHBHO
(1. €. He Bcerna RS = SR), XOTsl B UaCTHBIX cJydyasx (TaKuWX, Kak MOJICTaHOBKA
¥ TPAHCIO3MIMS) KOMMYTaTHBHOCTb HMeeT MecTo. Tak Kak Hallle yMHOXeHHe
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NpeicTaB/sieT co60il HEKOTOPYIO OTepalHio, OHO MO OTpeJeseHHI0 acColHa-
TUBHO, T. €. R(ST) = (RS)T = RST. Kpome Toro, BepHbl 3aKOHbI

p(+4'R) +qS="+pg'R+4S
(BSBemeHHbIﬁ aCCOLLHaTI/IBHblﬁ 3dKOH IJ14 CJTO)KQHI/IF[);

T(pR + qS) = pTR + qTS
(PR + ¢S)T = pRT + ¢qST

(npaBo- U JIEBOCTOPOHHHE AMCTPHUOYTHBHbIE 3aKOHbI), a TaKKe CIPaBeLJIHBO
paBeHCTBO

p1T + poT + p3R = (p1 + p2)T + p3R.

CJlelyeT MOMUEpPKHYTb, UTO 3TH OMepallid KOMOWHHPOBAHHS CJIOXKEHHS
M YMHOKEHHsI TTPUMEHSIIOTCS K CEKPETHbIM cHcTeMaM B uesoM. [Ipoussenenne
JByX cuctem TR He cJjelyeT CMelIMBAaThb C TPOM3BEIEHHEM OTOOpPaXKeHHH
B cucTeMax T;R;, KOTOpOE TaKXKe 4acTO HCIOJb3yeTCsl B HacTosulel pabore.
[TepBoe siBJIsieTCS] CEKPETHOW CHCTEMOH, T.e. MHOXECTBOM OTOOpaKeHWH
C COOTBETCTBYIOIIMMH BEPOSITHOCTSMHU; BTOpPOE — siBJIsieTCsl (PMKCHPOBAHHBIM
oto6pakenuem. Jlanee, B To BpeMsi Kak cymMma ABYX cucteM pR + gT siBasietcs
CHCTEMOH, CymMMa JIByX oToOpakeHu# He ornpeseseHa. Cuctembl 7 U R MOTyT
KOMMYTHPOBAaTh, B TO BpeMsl KaK KOHKpeTHble R; W T; He KOMMYTHDYIOT.
Hanpumep, ecsin R — cucrema Bodopa nannoro neprosa, Bce KIoUH KOTOPOH
pPaBHOBEPOSITHBI, TO, BOOOIIE TOBOPSI,

RiR; # RiR;,

HO, KOHEUHO, MPOou3BeAcHHE RR HE 3aBHUCHUT OT MOpsjaKa COMHO)KI/ITGJIeﬁ; [Leljl—
CTBHUTEJIbLHO

RR=V

SBJISIETCS CUCTEMOH BiudkeHepa TOro »e caMoro rnepuojia co CJayuyaiHbIM KJH0-
yom. C 1pyroit CTOpoHbI, ec/ii OTAe/bHble oToOpaykeHus T; u R; 1ByX cuctem
T n R KOMMYTHPYIOT, TO H CUCTEMbl KOMMYTHPYIOT.

CucreMbl, y KOTOpbIX NpocTpaHcTBa M U £ MOXKHO OTOXKIECTBHUTH (3TOT
cJlyuail sIBJISIETCS OUeHb UACThIM, €CJIH TTOC/eI0BATEbHOCTH OYKB rnpeobpasy-
I0TCSI B MOCJIEJIOBATEILHOCTH OYKB), MOTYT ObITh Ha3BaHbl 3HAOMOPHHOLMLL.
AunomopdHas cucrema T MoxKeT ObITb BO3BeJleHa B cTeneHb 7.

CekperHas cuctema T, mpou3Be/ieHHe KOTOPOil Ha camy cebs paBHo T, T.e.
TaKasl, 4to

TT=T,
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6yzner HasbBaThesl udemnomenmroi. Hanpumep, mpocrasi MoJCTaHOBKA,
TPaHCMO3ULMSA C TEepHoJIoM p, cucTemMa BuxkeHepa ¢ nepuogom p (Bce
C PaBHOBEPOSITHLIMHU KJIOUAMH) SIBJSIIOTCS UAEMITOTEHTHBIMH.

MH02kecTBO Bcex 3HJ0MOP(HBIX CEKPETHBIX CUCTEM, ONpeJiesIeHHbIX B (hHK-
CHUPOBAHHOM MPOCTPAHCTBE COOOIIEHHH, 06pasyeT «anrebpanuecKyro CHCTEMY»,
T. €. HEKOTOPbIH BUJ ajrebpbl, HCTOJb3YIOLIEH OMepalyu CJAOKEHHS U YMHO-
)KeHust. [1eficTBUTEbHO, PACCMOTPEHHbIE CBOHCTBA CJIOXKEHHUS W YMHOXKEHHS
MOKHO PE3IOMHUPOBATh CJAEMYIOLUIUM 06pPa30oM.

MHroocecmso aHOOMOPGHOLX WUdPO8 ¢ OOHUM U MeM e NPOCMPaH-
cmeom coobujerull . 08YMI ONePayuUAMu KOMOUHUPOBAHUL — onepayuell
838EULEHHOCO CAOJCCHUS U onepayuell YymHoNceHUs — 00pasyiom AuHell-
HYI0 accoyuamugHhyio aieebpy c¢ edunuyeil, ¢ moi auulb 0C06eHHOCHbIO,
YUMo KO @uyUeHmol 80 838EULEHHOM CAONCEHUU OOANCHbL OblMb HEeom-
PULAMEALHOIMIU, O UX CYMMA DOMICHA PABHAMBCA eOuUrUye.

AU onepauyd KOMOHHUPOBAHHUS 1AI0T CroCcOObl KOHCTPYMPOBAHHS MHOTHX
HOBBIX THIIOB CEKPETHbIX CHCTEM M3 OMNpeje/eHHbIX JAaHHbIX CHCTEM, KaK 3TO
ObIIO MOKA3aHO B MPHUBEJIEHHbIX MpuMepax. MX MOKHO Takyke HMCMOJb30BaTh
JUIsl OTTUCAHHUSI CUTyallH, C KOTOPOH CTaJKWBaeTcsl H@POBaNbUIMK TPOTHB-
HHKA, KOTJIa OH MbITaeTcsl pacii@poBaTh KPUIITOrPAMMY HEH3BECTHOTO THIIA.
dakTHUeCKH OH paclin(pPOBbIBAET CEKPETHYIO CHCTEMY THIIA

T=pA+psB+...+pS+p'X, Zpizl,

rie A, B, ..., S B JaHHOM cJlyuae — H3BECTHBIE THIBI LIH(POB C UX aATpHU-
OPHBIMH BEPOSITHOCTSIMU p;, 8 p’ COOTBETCTBYET BO3MOMKHOCTH HCIOJIb30BAHHSI
COBEPLIEHHO HOBOTO HEM3BECTHOTO LIHpa.

7. Yuctble U cMelaHHblie WHQPbI

Hexotopbie Tunbl 1MpoB, TaKKHe KaK MpocTas MoJACTaHOBKA, TPAHCMO3HLIUS
C JIaHHBIM TMEPUOJIOM, cHcTeMa BiuxkeHepa ¢ JlaHHBIM TepHOIOM, cucTeMa Bu-
JKeHepa Co CMellaHHbIM aihaBUTOM U T. 1. (Bce C paBHOBEPOSITHBIMH KJIOUaMH),
06J1a/1a10T HEKOTOPOH OJIHOPOAHOCTHIO MO OTHOLIEHHIO K Kitouy. KakoB 6bl HH
OblJ1 KJIEOY, MPOLLECCHl LN POBaHUS, IelIH(PUPOBAHHS alpecaToM U JiellnpH-
POBaHUS MPOTUBHUKOM SIBJISIIOTCS M0 CYLIECTBY TEMH K€ CAMbIMH. DTH CUCTEMBbI
MOKHO MPOTHBOMOCTABUTb CUCTEME C LIH(PPOM

pS +4qT,

rie S — npoctasi MOJACTaHOBKA, a T — TPAHCMO3ULMS C JIAHHBIM MEPHOIOM.
B Ttakom ciyuae npouecchl 1MpoBaHUs U AelMPUPOBAHHUS alpecaToM HJH
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OcraToyHble 7 Ocrarounblie
KJ1aCChI KJIACChI
COOOLIeHHH KpPUNITOrpaMM
/
C1 C1
!
Cy Cy
!
Cs 3

Ymucrast cucrema

Puc. 4

MPOTHBHUKOM MOJHOCTBIO MEHSIIOTCSI B 3aBHCHMOCTH OT TOTO, MCIOJIb3YeTcs
MOJCTAHOBKA WJIM TPAHCIO3ULHUSI.

[TpuunHa 0AHOPOAHOCTH TAKHUX CHCTEM JIEXKHT B IPYNMOBOM CBOHCTBE: 3aMe-
THM, UYTO B NPHUBEJEHHBIX BbILIE TIPUMEPaxX OJHOPOHBIX HIN(POB NPOU3BEIEHHE
T;T; moGbIx 1ByX OTOOpaXKeHHI U3 MHOXKECTBA PABHO TPeTheMy OTOOpaXKeHHIO
T}, u3 s1oro e mHoxkecTsa. C jpyroii ctopoHsl, 7;S; He paBHO KakoMy-HUOY/b
oToGpakeHHto Jist 1Mdpa

pS +qT,

KOTOPbIH COJEPKHUT TOJIBKO MOJACTAHOBKH M TPAHCIO3ULIMH, HO HE UX MPOU3Be-
JIeHHUS].

B0 6bl MOXKHO, TAKHM 06pa30oM, ONpPeNeUTb «UUCTHIN» 1HdpP Kak WHP,
B KotopoM 7; o6pasyior rpynmy. OnHako 3T0 ObuIO Obl CJAHLIKOM CHJIBHBIM
orpaHHueHHeM, Tak KaK Torza mnoTrpeboBasoch Obl, UuTOObI MPOCTPAHCTBO £
coBMajaJjo ¢ mpocrpaHcTBoM M, T.e. uToObl cucTeMa Oblla SHAOMOPGHOM.
JlpoGHas TpaHCMO3ULIUS TAK K€ OJHOPOJHA, KAK U 0OblUHAs TPAHCTO3ULMS, HO
oHa He snaomMopdHa. [Toaxonsdium sBiseTcs chaeylollee onpeaeaeHue: wudp
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T siBnsieTcst yMCTBIM, ecaiu 151 Kaxkaplx T;, Tj, T, umeercs takoe T, 4to
—1
T; Tj T, =T,

1 BCe KJIIOUM PaBHOBEPOSITHbI. B npoTHBHOM cilyuae wugp siBJISETCS CMeLlaH-
HbiM. Lndpbl Ha pUC. 2 ABJSIOTCS CMELIaHHBIMM, a HA PUC. 4 — UHCTBIMH, €CJIH
TOJIbKO BC€ KJIKOUH PABHOBEPOSITHbI.
—1

Teopema 1. B uucmom wugppe onepayuu T, 'T;, omobpadcaioujue
npocmpancmeo coobujeruii 8 cebs, obpasyrom epynny, nopadoK Komo-
poll paBeH M — YUCAY pPaSALUHbLY KAIOUel.

Tak kak

—lp =l
I Tely, Ty =1,

TO KaK/Ibll 3JIeMEHT HMeeT 0OpaTHbId. ACCOLMATUBHBIN 3aKOH BEpeH, TakK Kak
3TO orepalyH, a rpyrnrnoBoe CBOMCTBO CJeyeT U3 TOro, YTo

T LT T =T T, T =TT,

rie npeanoaranock, uto 7, ' T; = Ty ' T, anist nekotoporo s.

Onepauust TflTj 03Hauaet 1UQpoBaHHe cOOOIIEHUsT C MOMOIIbIO KJioua |
C TIOCJIEyIONMM JelliM(poBaHHEM C TIOMOIIBIO KJI0Ya {, YTO MPHUBOAMT Hac
Ha3aJq K MpocTpaHCTBy coobuiennit. Ecan cucrema T supomopdua, T.e. T;
oToGpaxaloT mpocTpaHcTBO {1y B camo cebsi (UTO MMeeT MecTo sl 6O0Jb-
IIMHCTBA WH(POB, B KOTOPbIX M MPOCTPAHCTBO COOOIIEHHH, U MPOCTPAHCTBO
KPUITOrpaMM COCTOMT M3 TocjiefloBaTebHOCTeH OyKB), M ecau T; o6pasyioT

rpynny W paBHOBEPOSITHbI, TO 7 — UHUCTHIA WKPP, TaK Kak
LT Ty =TT, =T,

Teopema 2. [Ipoussederue 08yx 4uUCMblX KOMMYMUPYIOUWUX WULPPOB
ABASLMC HUCTIOIM WUPDPOM.

Ecin T u R kommytupyior, o T;R; = R;T,, nnst moGwIX i, j IPH COOTBET-
crBytounx [, m. Torna

TiR{(TeR) ' TRy = TiRiR ' T, ' TRy = RuRy ' R T, Ty Ty = Ry T

YcioBre KOMMYTHPOBAHHUS He SIBJISIETCS, OJIHAKO, HEOOXOIMMBIM /ISl TOTO, UTO-
Obl TIpou3BeieHHe ObIIO YHCTHIM LLIM(POM.

Cucrema, cocTosilliasi M3 OJHOTO KJIOYa, T.e. M3 eIUHCTBEHHOH orpese-
JIeHHOH ornepauun Ty, SIBJSETCS UMCTBIM IIHGPOM, T.€. NPHU €IMHCTBEHHOM
BO3MOXKHOM BbIOOpE MHJEKCOB UMEeM

NI\ T =T,
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Takum o6pasoM, pasnoxkeHue WHppa B CyMMy TaKHX MPOCTHIX OTOOPaXKEHHI
npeJicTaB/sieT co60l Pas/ioXKeHHe B ero CyMMy UUCThIX LIHM(POB.

HcenenoBanue npumepa, NpuBeeHHOTO Ha PUC. 4, BCKPLIBAET HEKOTOPbIE
cpoiictBa uncToro wmudpa. CoobllleHHsT pacnalaloTesi Ha ornpejieJieHHbIe 1101~
MHOXKECTBA, KOTOpble Mbl GyJIeEM Ha3bIBaTh OCMAMOUHIMU KAACCAMU, U BO3-
MOJKHbIE KPHIITOTPAMMbI TaKXKe pacrajaloTcst Ha COOTBETCTBYIOLINE UM OCma-
mounosle Kiaccol. OT KaXI0ro cooOlleHust B JIOOOM Kjacce K Ka)Ka10H KpuI-
TOrpaMMe B COOTBETCTBYIOIIEM KJlacCe UMEETCsl He MeHee OJIHOH JIMHUU W HeT
JIMHUH MeXKJly HeCOOTBETCTBYIOLIMMHU KjaccaMu. Hucso cooblieHuil B KJaacce
SIBJIIETCS JIEJIUTEJIEM TTOJIHOTO UhcJia Kitouel. UHCso «rnapaJiiesbHbIX» JIHHUMI
OT cooOleHuss M K KpUNTOrpaMMe B COOTBETCTBYIOIIEM KJacce PaBHO UHCIY
KJIIOUEH, JIeICHHOMY Ha YHMCJIO COOOLIEHUH B KJlacce, COEprKalleM 3TO co00-
lieHre (U KpUNTorpaMmy).

B npuioxkenun ! mokasbisaercsi, 4To 310 BEPHO /I UUCTBIX IHHDPOB H B 06-
1eM cayuae. PestomMupyst ckazaHHOe, Mbl HMeeM

Teopema 3. B uucmoi cucmeme cooOweHus MOMCHO pazdeiums Ha
MHOMecmBo <ocmamounolx kiaccos» Cy, ..., Cs, a Kpunmoepammor —
Ha coomsemcemsyiouee MHoxecmso ocmamouroix kaaccos Ci, ..., CL.
Imu kaaccel 6ydym umemo caedyioujue c80UCMBA:

1. Ocmamounoie kaaccol coOOueHUil 83aUMHO UCKAIOYAIOM Opye OpY-
ea u codepacam 8ce 803MONCHbLE cOOOUeHUsS. AHar0cuUHOE YymBepacoe-
Hue 8epHO 1 04 OCMAMOUHbLX KAACCO8 KPUNIMO2PAMM.

2. Ecau 3awugposamo aoboe coodbuernue uz kiacca C; ¢ nOMOUb10
2106020 Karo4a, mo noayuumes kpunmoepamma us kaacca Ch. dewugpu-
posarue n1obol kpunmoepammvl u3 kaacca Ch ¢ nomoujpio 1106020 Kao4a
npusodum k coobujeruto us kaacca Ci.

3. Hucao coobwenuil 6 kaacce C;, cKascem, §;, PABHO HUCAY KPUNMO-
epanm 8 kaacce Cl u asasemes deaumerem k — wucaa kawouel.

4. Kaocdoe coobujenue u3 kaacca C; moxcem Ovimo 3auiuposaro 8
kaxcdyio Kpunmoepanmy u3 kaacca C! npu nomouju mourHo k/@; pasauu-
Holx Karouetl. To oce camoe sepHo u 04 dewuhpuposarus.

CMBIC/T MOHSATHST YNCTBIN WH(P (M MPUUMHA AJST BEIOOpPA TAaKOro TEPMHHA)
JIEXKUT B TOM, UTO B UHCTOM LIM(pe BCE KJIOUM ABJSIOTCS MO CYLIECTBY OJU-
HaKOBbIMU. Kakoil 6bl KJI0U HH MCMOJNb30BAJCS /sl 3aJaHHOrO COOOILEHHS,
arnocTepuopHbie BEPOSITHOCTH BCeX cOOOIIEHHH GyIyT TeMHU Ke caMbiMU. UToObI
MoKasaTh 3TO, 3aMETHM, UTO JIBA PA3JIHUHBIX KJIIOUa, IPUMEHEHHBIX K OJHOMY
COOOILEHUIO, IAJT B pe3yJbTare JIBe KPHITOTPAMMbI U3 OJIHOTO OCTATOUHOTO
kiaacca, ckaxeMm C!. [Tostomy 9TH /1B KPHIITOrPaMMbl MOTYT ObITh paciIndpo-
BaHbl C MOMOIUIbIO k/cpi KJI0Yed B KaXkJ0e U3 coobienui B kaacce C; U 60Jblie

"Mmeetcst B Bty npusioskeHue K mosiHoMmy Tekery paGotsl K. IllenHona. — npus. ped.
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HH B KaKHe BO3MOKHbIe cooOlleHHs. Tak KaK BCe KJIOUM PaBHOBEPOSITHBI, TO
anocTepuopHble BEPOSITHOCTH Pa3/IMUHbIX COOOIIEHHH PaBHbI
PM) - Pu(E) _ P(M) - Pu(E) _ P(M)

PI:(M) = P(E) - EMP(M)PM(E) - P(Cl),

rie M — cooGuenue u3 knacca C;, £ — kpunrorpamma 13 kiacca C! n cymma
6epetcst 1o BceM M u3 kaacca C;. Ecau £ u M He npuHamiexKaT COOTBETCTBY-
IOLMM OCTAaTOYHBIM KJaaccam, To Pr(M) = 0.

AHAJIOTMYHO MOXKHO M0KA3aTb, UTO HAGOP arnoCTEPUOPHBIX BEPOSITHOCTEH
pas3JIMUHBIX KJOUell Bceraa oJMHAKOB, HO 3TH BEPOSITHOCTH CTaBSITCSl B COOT-
BETCTBHE KJIIOUAM JIMILb M0CJIe TOTO, KaK y»Ke HCMO0Jb30BaH HEKOTOPBIH KJIOU.
[1pu M3MeHeHHH YaCTHOTO KJjioua 3T0 MHOKecTBO uncesn Pp(K) nmoasepraercs
nepectaHoBKe. MIHBIMH CJI0BAMH, UMeeM:

Teopema 4. B uyucmotil cucmeme anocmepuopHole 8epOAMHOCHL pa3-
AuunbLx coobujenull Pp(M) ne 3asucam om gvlbopa kaoua. Anocmepii-
opHele seposmnocmu kamouetl Pp(K) obpasyiom odun u mom e Habop
8eAUUUH, HO NO0Bepearomcs Nepecmano8Ke 8 pe3yromame PAadAuydHoLX
8blOOPOB Kaloua.

[py6o roBOpst, MOXKHO CUHTaTb, UTO JIOOOH BBIGOP KJIOUa B UMCTOM LIH(-
pe MPUBOJAMT K OJMHAKOBBIM TPYIHOCTSIM TIpU JelindpupoBanuu. [Tockoabky
pasJ/IMUHblE KJIOUM BCE MPHUBOJAT K (POPMHPOBAHUIO KPUITOPAMM M3 OJHOTO
¥ TOTO 2Ke 0CTaTOYHOro KJjacca, TO Bce KPUMTOrpaMMbl H3 OJIHOTO OCTaTOUYHOTO
KJacca KBUBAJIEHTHBI C TOUKH 3PEHHs CJOXMHOCTH JIelH(PUPOBaHHS — OHH
MPUBOJAT K TEM K€ CAMbIM aroCTEPHOPHBIM BEPOSITHOCTSM COOOLIEHHH H, €CJIH
YUUTBIBATb T€PECTAHOBKH, K TEM K€ CaMbIM BEPOSITHOCTAM KJltOUEH.

B xauecTBe npumepa uucToro lvdpa MoXKeT CJayKHTb MpocTasi Mojcra-
HOBKA C PaBHOBEPOSTHBIMH KJjtouaMu. OCTaTOUHbIHA K/acc, COOTBETCTBYIOLLMN
JIAHHOM Kpunrorpamme F, IBJSIETCS MHOXKECTBOM BCEX KPUNTOTPaMM, KOTOPbIe
MOTYT ObITb TIOJTyUeHbl U3 £ ¢ MOMOLIbIO onepaini T/-Tk_lE. B paccmarpuBae-
MOM cJlyyae oreparus Tka_l cama sIBJIsIeTCsI TIOJICTAHOBKOH U MO3TOMY Jiio6ast
MOJCTAHOBKA MEPEeBOANT KPUNTOrpaMMy £ B Jpyroil ujeH TOro Ke CaMoro
OCTaTOUHOTO KJlacca; TAKUM 06pa3oM, ecsii KPUIITOrpaMMa MpecTaBisieT co6oi

E = XCPPGCFQ,

TO

E\=RDHHGDSN,
Ey =ABCCDBEF U T. L

NpUHAJIEKAT K TOMY K€ OCTaTOUHOMY KJaccy. B 3Tom cjyyae oueBHMIHO, UTO
KPHITOTPAMMBI 110 CYILECTBY 3KBHBAJIEHTHbl. Bce cyllecTBeHHOe B MPOCTOH
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OJICTAHOBKE CO CJIydailHbIM KJ/IOUOM 3aKJ/IOUEHO B XapaKTepe MOBTOPEHUS
O6yKB, B TO BpeMsl KaK caMu OYyKBbl SIBJISIIOTCSl HECYLECTBEHHOH MacCKHpPOB-
KoH. B 1eHCTBUTEIbHOCTH MOXKHO Obl MOJIHOCTbIO 0OOHTHUCH 6e3 HUX, yKa3aB
Xapakrep noBTopeHuii OykB B £ cJjeayroluM o6pa3om:

D10 0603HAUEHHE OMKCHIBAET OCTATOYHBLIH KJacc, HO yCTpaHsieT BCIO HHGOP-
MalHIo0 OTHOCHTEJbHO KOHKPETHBIX UIEHOB 3TOTO KJacca; TaKuM 06pa3oM, OHO
MpejcTaBJsieT Kak pa3 Ty HH(OPMALio, KOTopasi UMeeT 3HaueHue s nd-
poBaJIbIIMKa MPOTHBHHUKA. DTO CBSI3aHO C OJHHUM H3 METOJIOB TOAX0Ja K pac-
KPBITHIO LIK(POB THIIA MPOCTOH MOJACTAHOBKH METOIOM XapaKTepPHbIX CJIOB.

B mmdpe tuna Llesapsi nMeloT 3HaueHHe TOJLKO TepBble Pa3HOCTH KPHII-
TOTpaMMbI 110 MOJyJI0 26. J[Be KpUNITOTpaMMbl C TEMH K€ CaMbIMH Pa3HOCTSI-
M (Ae;) TpuHaAIeXaT K OJHOMY OCTaTOYHOMY KJjaccy. DTOT MIH(P MOKHO
pacKpbITh MyTeM MPOCTOrO Mpoliecca BbIMHCHIBAHHS JBAJLIATH 1ECTH CO06-
IIEHHUI U3 TOr0 OCTATOUHOrO KJjacca W BbIOOPA TOTO M3 HHUX, KOTOPOE HMEET
CMbICJL.

lugpp Bukenepa ¢ nepuonoM d co c/yuyadiHbIM KJIOUOM TPeICTaBJIsIET
co6oi pyroil mpumep 4ucToro iudpa. 3aech OCTATOUHBIH KJacc coobiie-
HHUIl COCTOWT M3 BCEX MOCJEN0BATE/NBHOCTEN C TEMH XKe MePBbIMH Pa3HOCTSIMH,
UTO W Y KPHUIITOTPaMMbl JJisi OyKB, OTCTOSIMX Ha paccTosiiue d. Jlns d = 3
OCTATOUHbIH KJIACC OMpPENesisieTesi ¢ MOMOLIIbI0 PABEHCTB

mp—nmy=e — ey
My — My = €9 — €5
my — Mg = €3 — €6
my — M7 =e4 — €7

rae £ =ejeqs ... — KpUNTOrpamma, a mmy . . . ABJAseTcs J10ObIM COOOLIEHHEM
M B COOTBETCTBYIOIIEM OCTATOUHOM KJjlacce.

B tpancnosuuuu ¢ nepuoom d co caydaiHbIM KJIIOUOM OCTATOUHbBIH KJacc
COCTOUT M3 BCEX CMOCOOGOB PaCCTAHOBOK CHMBOJIOB KPHIITOTPaMMbl, B KOTO-
pbIX HUKaKOe e; He BbIIBUraeTcsi U3 CBoero 6Joka AJWHBI d U JioOble JBa e;
C paccrosiiieM d OCTalOTCsl Ha TAKOM K€ PACCTOSIHUU. DTO UCIOJIb3YeTCsl JiJist
pacKpbITHst WKdpa cyelytoluM 06pa3oM: KPUIITOrpaMMa 3ariChbiBaeTcst B BUJIE
NoCJe0BaTeNbHBIX GJIOKOB JUIMHBLI d OJIMH TOJ| JPYTHM, KaK MOKA3aHO HUXKe



K. LlenHon. Teopusi cBsI3u B CEKPETHBIX CHCTEMAX 287

(n1st d = 5)

ey ey e3 ey e

3areM cTOJIOLbBI MEPECTABAAIOTCS 10 TEX MOP, MOKa He MOJYUUTCS OCMBIC-
JeHHbI TekceT. [locsie Toro Kak Kpunrorpamma pas6uta Ha CTOJOLBI, OCTAB-
lieficsi CylIeCTBEHHOH HH(OpPMAaLMed SIBJSIETCS TOJbKO OCTATOUHbIH KJacc
KPUITOTPAMMBI.

Teopema 5. Ecau wuchp T — uucmorti, mo TiTj_lT: T, ede T;, T} —
at0bbte 0sa omobpancenus ud T. Obpamno, ecauw ImMo BblNOAHACMC 045
amoboix npunadaesncaujux wugpy T;, T;, mo wugpp T asasemes wucmoim.

[TepBasi yacTb 3TOH TeOpeMbl CJIelyeT, OUYEBWJHO, W3 ONpeJeseHUs] Ud-
croro mudpa. Urobbl n0Ka3aTh BTOPYIO uyacTb, 3aMeTHM CHayaJia, u4To ecJi
T[TflT =T, to T,-Tj*ITS siBsisieTcsi otoOpakeHuem u3 T. Ocraercst oKas3aTh,
uTO BCe KJIOuH paBHoBeposTHL. Mmeem T'=>" p,Ts u

Z psTiTjilTs = Zpsrs-
s s

Cuoiaraemoe B crosilllefi c/eBa cymme ¢ § =/ naeT p;l;. EnuncTBeHHbIM
cnaraembiM ¢ T; B mpaBo# yactH siasietcst p;7;. Tak Kak Bce K03 (HUIHMEHTHI
HEOTPHLLATE/IbHbI, TO OTCIO/A CJIELYET, UTO

pi < pi.

To xe camoe paccyxKaeHue oCTaeTcCs CripaBe//IMBbIM, €CJIA iu ] [TOMEHSATDb
MeCTaMHu. CJ'IGILOB&TGJ'[I)HO,

Pi=pj

v T — uuctbiii miudp. Takum o6pazom, ycaoBue T[TflT = T M0xHO OblIO Obl
MCIOJIb30BaTh B KAUeCTBe JIPYroro ornpejiesieH|si YHCTOoro 1udpa.

8. [1ogo06HbIE CHCTEMDI

JBe cexkpertble cucTeMbl R U S 6yieM HasblBaTb MOJOOHBIMHU, €CJH Cyllle-
cTByeT oToGpaskenue A, umeroliee o6patHoe A~!, Takoe, uto

R=AS.

IT0 03Hauaer, uTo WKQPOBAHUE C MOMOILbI0 R 1acT TO XKe, UTO H(POBAHHE
C MOMOILbI0 S ¢ MOC/eYIOLIUM TpuMeHeHneM otobpaxenust A. Ecin ucnosb-
30Bath 3anuch R~ S st 0603HaUeHHsI TOro, 4To R 1Mogo6HO S, TO, OUEBHIIHO,
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3 R~ S cnenyer S ~ R. Kpowme toro, u3 R~ S u S~ T caenyer, uto R~ T u,
HakoHell, R ~ R. PesiomMupys BbillIen3/102KEHHOE, MOXKHO CKa3aTb, UTO Moao0ue
CHCTEM $IBJISIETCSI COOTHOLIEHHEM SKBHBAJEHTHOCTH.

Kpunrorpaduueckuii cMbIc/ Mo 06Hsi COCTOUT B TOM, UTO ecid R~ S, 10 R
1 S — 3KBUBAJIEHTHBI C TOUKH 3peHHst JellindprpoBanusi. JledCTBUTENIbHO, eCJd
1 POBAJbIIMK NPOTUBHHKA MEPEXBATHIBAET KPUNITOTPAMMY M3 CHCTEMbI S, OH
MOZKET MEePEeBECTH ee B KPUNTOrpaMMy M3 CHCTEMbI R MPOCTbIM MPUMEHEHHEM
K Hell oToGpaxenusi A. O6GpaTHO, KPUIITOIPAMMA U3 CHCTEMbl R MepeBOUTCS
B KpHNTOrpaMmy u3 cuctembl S ¢ nomotbio A~!. Ecau R u S npumensiior-
Csl K OJIHOMY W TOMY K€ MPOCTPAHCTBY COOOIIEHHIH WJIH $3bIKY, TO HUMeeTcs
B3aHMOOJIHO3HAYHOE COOTBETCTBHE MEXK]LY MOJNYUAIOUIUMHUCH KPUTITOrpaMMaMH.
CoOTBEeTCTBYIOLIHE PYT APYTY KPHUIITOTPAMMbI JAIOT OJMHAKOBOE aroCTEPUOP-
HOe pacrpesiesieHHe BepOsiTHOCTEN 1/is1 BCeX COOOIIEHHUH.

Ecsin umeeTcst HeKOTOPBIH crocol pacKpbiTHsl cucTeMbl R, TO Jobast cu-
creMa S, mojnoGHasi R, MOXeT ObITh pacKpbiTa MocJje MpUBEIeHHsT ee K R
C TIOMOIIIbIO orepaliu A. DTOT €roco6 YacTo UCMOJb3yeTcs Ha MPaKTHKE.

B KkauecTBe TPUBHANLHOTO TpUMepa PACCMOTPUM MPOCTYIO MOJICTAHOBKY,
B KOTOpPOH OYKBbl COOOLIEHHSI 3aMEHSI0TCS He OyKBaMH, a MPOU3BOJIbLHBIMH
cumBoJsiamd. OHa nojo6Ha 0ObIUHON NPOCTOH MOACTAHOBKE ¢ 3aMeHOH Ha OyK-
Bbl. BropbiM npumepom MoryT cayxuth wndp Llesaps n obGparthbiil wMdp
Llesaps. [locsemnuii wMHOTIA pacKpbIBAIOT, MEPEeBOIs €ro cHavajga B LIHGP
Llesapst. DTo MOXKHO cliesiaTh, 00paTuB andasut B Kpunrorpamme. Llndper
Buxxenepa, bodopa u Bapuant bBodopa Bce nojgobHbI, ecau KJoU sIBJSIETCS
cayuaitibiM. [udp ¢ «aBTOKMOUOM» (T. €. COOOLIEHHEM, HCTIOMb3YEMbIM B Ka-
YecTBE «KJIOua») ¢ UCMOoJb3yeMbIMH BHauaje kiaouamu KK ... Ky nopoGen
wdpy BuxkeHepa ¢ KjouoM, MoouepeiHO CKJIaAbIBAEMbIM W BbIUMTAEMbIM 10
moayJato 26. Otobpaxenue A B 3ToM ciyuae npeacrapisieT co6oi «1etndpos-
Ky» aBTOKJIIOUA C TIOMOIIBIO MOCIE0BATENBHOCTH U3 d TAKUX OTOOPaXKeHHH AJ1sT
KaKJI0r0 M3 HauasbHbIX KJIOUei.

Yacrto 11

TEOPETUYECKASI CEKPETHOCTb

9. Benenue

PaccmoTpum Bompockl, CBsi3aHHblE C «T€OPETHUECKOH CEKPETHOCTbIO» CH-
cteM. HackosibKo ycToiluMBa HeKOTOpasi CHCTEMA, €CJH 1IM(POBAJbIIHK MPO-
THUBHHKA He OrpaHHueH BpeMeHeM M 00J1afiaeT BCeMH HEOOXOIAMMBIMHU Cpefl-
CTBAMM JUIl aHAJW3a KPUNTOrpaMMm? lMeer JiM KpUNTOrpamMMa €IMHCTBEHHOE
pellleHre (1axKe ecsd Il HAXOXKAEHHUs ITOTO pelleHHsl MOXKET NoTpeGoBaThCs
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Tako# o6beM paboT, UTO ero MpakTHUeCKH HeJb3si OyAeT BBIMOJHHUTh), a €CJH
HET, TO CKOJIbKO OHa HMMeeT npuemJieMbix pelieHuil? Kakoil o6bem Tekcra,
3alH(POBAHHOTO B IAHHOH CHCTEMe, HY»KHO MepexBaTHTb ISl TOTO, UTOObI pe-
11IeHHe cTaso eMMHCTBeHHbIM? CyIIeCTBYIOT JIH CEKPETHbIE CUCTEMBI, B KOTOPBIX
BOOOIIle Heslb3sl HaWTH €IMHCTBEHHOrO pelleHUs HEe3aBUCHMO OT TOrO, KaKOB
06beM MepexBaueHHOro 3alngpoBaHHOro Tekcra? CyILIecTBYIOT JIM CEKPETHBIE
CHCTEMbI, B KOTOPbIX MPOTHUBHUK HE MOJyuyaeT HUKAKOH HH(OPMALHH, CKOJIBKO
Obl OH HH TIepexBaTbiBaJl 3alllM(POBAHHOIO TeKcTa? B aHasmu3e 3THX BOMPOCOB
HaWIyT LIMPOKOE MPUMEHEHHe MOHATHS SHTPOMNHH, M3OBITOUHOCTH, a TaKxkKe

1 JIpyrue 1noHsiThsi, BBEACHHbIE B paGOTe «MaremaTtnueckast TEOpUs CBsA3U» ! .

10. CoBepluieHHasi CEKPETHOCTD

l—IpeJmonomnM, 4YTO HUMeeTCd KOHeUHO€ YHCJIO BO3MO2KHBIX COOGLLLQHI/[ﬁ

My, ..., M, c anpuopHbiMU BepositHocTssmu P(My), ..., P(M,) u uto 3Tu
cooOblleHHs peoOpasyloTcsl B BO3MOXKHbIE Kpunrorpammbl £y, ..., E,, Tak
4TO

E=T;M.

[Tocsie TOro Kak HIM(POBaJbIIMK MNPOTHBHHKA TIEPEXBATH HEKOTOPYIO
KpUnrorpamMmy £, OH MOXET BBbIUMCJWTb, MO KpailHeH Mepe B MNPHUHLHUIE,
arnocTepUOpPHblE BEPOSITHOCTH Pa3iuuHbiX cooOleHuit Pp(M). EcrectBeHHO
ONPENIENIUTD COBEPULEHHYIO CEKPEemMHOCb C TIOMOLLBIO CJIEyIOLLEro YCAOBHUS:
JUist Bcex £ amocreprHopHble BEPOSITHOCTH PABHbI AMPHOPHBIM BEPOSITHOCTSIM
He3aBUCHMO OT BeJIMUMHBI 3THX MOCJeIHUX. B 3TOoM ciyuae mepexmaT coo6-
LIeHUA He aeT MHpPOBAIbIINKY TPOTHBHHKA HHKaKoil HH(popMaumn?, Tenepb
OH He MOXKET KOPPEKTHPOBATb HHKAKHe CBOM JEHCTBHUS B 3aBUCHMOCTH OT
MH(pOPMALMK, cojepxKalllelicsl B KPUNTOrpaMMe, TaK Kak BCe BEpPOSITHOCTH,
OTHOCSILLMECS] K COJEpPXKAHUIO KPUMTOTpaMMbl, He H3MeHsiiotcest. C  apyroit
CTOPOHBI, €CJIM 3TO YCJOBHE DPABEHCTBA BEPOSITHOCTEH He BBIMOJHEHO, TO
MMEIOTCS TaKKe CJIyuau, B KOTOPBIX /ST OTIPEeJIEHHOTO KJTo4a U OrpeaeseHHbIX
BLIGOPOB COOOGIIEHHH arnoCTepHOPHbIE BEPOSTHOCTH MPOTUBHUKA OTJIHUAIOTCS
OT anpUOPHBIX. A 3TO B CBOIO 0U€pPe/lb MOXKET MOBJIHSTH HA BLIGOP MPOTHBHUKOM
CBOMX JIEHCTBHH H, TAKHUM 06pa3oM, COBEPLIEHHOH CEKPETHOCTH He MOJYUUTCS.

Mepeson 370l paGotsi cM. B Kuure: K. [llenrnon «PaGoThi M0 TeopuH HHGOPMALH H KHGEp-
netuke», M., MJI, 1963, c. 243—332. — [Ipum. peo.

2[TypucT MOr Gbl BO3PA3HTh, UTO MPOTHBHUK MOJIYUHJ HEKOTOPYIO HH(OPMALIIO, 4 HMEHHO OH
3HAET, UTO MOCJaHO KaKoe-To cooblueHne. Ha 9To MOKHO OTBETUTH ciienytoliuM oopazom. ITycTsb
cpefi coOOIIEHHI HMEeTCsT «UMCTbIN 6J1aHK», COOTBETCTBYIOLINH «OTCYTCTBHIO coobLIeHs ». Ecau
He CO3/laeTcst HUKAKOro COOOLLEHHs], TO UHCTbII OJ1aHK 3aln(POBLIBAETCS U [OCHIIAETCS B KAUECTBE
KpunrorpamMmmbl. Torna ycTpaHsieTcsi ga)ke 3Ta KpyrnuHKa HHPOPMALMH.
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CJienoBaTesIbHO, MPUBEJEHHOE OTIpeie/ieHHe HeH36eXKHBIM 06pa3oM CJIefyeT U3

Hallero HHTYMTHBHOIO MPeCTaBJEHHs] O COBEPLIEHHON CEKPETHOCTH.
Heobxoaumoe M jnocraTouHoe ycJoBHe JJisi TOro, yToObl chcTeMa Oblia

COBEPLIEHHO CEKPEeTHOH, MOXKHO 3anucaTb B cjenytoulem Buae. [lo Teopeme

bBaiieca
PM) - Pu(E)

Pe(M) = PE
rie

P(M) — anpuopHasi BeposiTHOCTb cooblieHust M;

Py (E) — ycsioBHAsi BEpOSITHOCTb KPUNTOrpaMMbl £ MPU YCJOBHH, UTO Bbl-
6paHo coobiieHne M, T.e. cyMMa BepOSITHOCTEH BCeX TeX KJloueH, KOTopble
nepeBoaaT coobueHue M B Kpunrorpammy £;

P(E) — BepOSITHOCTD I10JIydeHHs] KPUIITOrpaMMbl £

Pr(M) — anoctepuopHasi BepOSITHOCTb cooblieHust M npu ycJiOBHH, UTO
nepexsaueHa kpunrorpamma £.

JLJ1s1 coBepLIEHHON CeKPEeTHOCTH CHcTeMbl BesIUuHbl Pr(M) u P(M) nosix-
Hbl OBITH paBHbl 17151 Bcex £ n M. CrenoBatesibHO, TOJKHO OBITH BBINOJHEHO
0JIHO U3 paBeHCTB: uan P(M) = 0 (3T0 pellieHHe NOMKHO ObITh OTOPOILIEHO,
TaK Kak TpebyeTcsl, UToObl PaBEHCTBO OCYLLECTBJISIIOCH TIPH JIOObIX 3HAUEHHSIX
P(M)), nan xe

Pu(E) = P(E)

st mobbix M u E.
Hao6opor, ecin Py (E) = P(E), To

¥ CHCTeMa COBeplLIeHHO ceKpeTHa. Takum o6pa3oM, MOXKHO CcHOPMYJHPOBAThH
caetylolee:

Teopema 6. Heobxodumoe u docmamouroe ycaosue OAs cosepuier-
HOLl CeKpemHocnu coCoum 8 mMom, 4imo

Pu(E) = P(E)

o0as scex M u E, m.e. Py(E) ne doaoxcHo 3asucems om M.

Jlpyrumu cjioBaMu, MoJiHasi BEPOSITHOCTb BCEX KJIIOUEH, MMepeBOJISIIUX CO-
o6lulende M; B JaHHYIO Kpuntorpammy £, paBHA MOJHOH BEPOSITHOCTH BCEX
KJII0ueil, nepeBolslMX coobuieHHe M; B Ty XKe camylo Kpuntorpammy £ ans
Bcex M;, M;u E.

Hasee, NODKHO CYIIECTBOBATh MO KpalHEH Mepe CTOJbKO Ke KPUMTO-
rpamMm E, cKoJIbKO U coobuieHuil M, Tak Kak jjisi (GMKCUpOBaHHOTO i oToGpa-
eHue T; JaeT B3aUMHO OJIHO3HAUHOE COOTBETCTBHE MeXJy BceMH M W HeKo-
TopbiMH U3 E. JlJisi COBepIIIEHHO CEKPETHBIX CHUCTEM ISl KaX<JIoTo W3 3THX E
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u mo6oro M Boinosinsierest Py (E) = P(E) # 0. CaenoBaTe/ibHO, HaljaeTcst 110
KpaiiHell Mepe O1uH KJio4, oTobpakatouuil fanHoe M B Jio6oe u3 £. Ho Bce
KJII0UH, oToOpakatolide ¢uxkcupoBaHHoe M B pasyivuHble £, JOJ/LKHBI ObITh
Pa3/IMUHBIMH, M NOIMOMY HUCAO PASAUHHbLX KAIOUEl He MeHbule HUCAQ
coobujenuti M. Kaxk nokasbiBaer c/eaylolni MpumMep, MOXKHO TOJYUYHTh CO-
BEPIIEHHYIO CEKPETHOCTb, KOT/Ia YHCJI0 COOOIIEHHH TOYHO PABHO UMCJTY KJTIOUEel.
[Iycts M; 3anymepoBaHbl uucaamMud oT | 10 n, Tak xKe Kak W £E;, U MmycThb
UCTOJb3YIOTCS 1 Kitouer. Toraa

T:M; = E,,

rae s =i+ j (mod n). B 3T0M ciyuae okasblBaeTcs ClpaBe/MBbIM PABEHCTBO
1 .

Pp(M) = o= P(E) n cucrema sIBJisieTcst COBepILIeHHO ceKpeTHoH. OanH mprmep

TaKOH CHCTEeMBI T10Ka3aH Ha puc. 5, rje

s=j+i—1 (mod 5).

Puc. 5. CoBepuiennasi cucrema

CoBeplleHHO CEKPETHbIE CUCTEMbI, B KOTOPbIX UHCJIO KPUIITOIPAMM PaBHO
YhCJTy COOOLIEHUH, a TaKKe UYHC/Yy KJueH, XapaKTepu3yroTcsl CJielyloluMi
IByMs1 cBokicTBaMu: 1) kaxkaoe M CBsA3bIBAeTCsl C KaxKIAbIM £ TOJbKO OAHOH
JIMHHeH; 2) Bce KJII0UM paBHOBEPOSITHLI. TakuM o6pa3om, MaTpUuHoe NpeacTaB-
JIeHHe TaKOH CHCTEMbI SIBJSIETCS] «JAaTHHCKHUM KBAApPaTOM>.

B «MarteMaTuueckol TeOpUH CBsI3W» M0KA3aHO, UTO KOJUUECTBEHHO WH-
(hopmaluio yno6HO H3MEPSTH C MOMOLLbIO SHTPONUU. Ecsin uMeercs HeKoTopast
COBOKYMHOCTb BO3MOXKHOCTEH C BEPOSITHOCTSIMU P, ..., Py, TO SHTPOMUS Ja-
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€TCs1 BbIpaxK€HUEM

H==>"pilogpi.

CekpeTHasi cucTeMa BKJIOYaeT B ce0sl JBa CTATUCTUUYECKUX BblOopa: BbIOOD
coo0llleHus 1 BbIGOP Kioua. MOXKHO U3MepSATh KOJHUECTBO HH(OPMALMH, CO-
3/aBaeMoi npu BeiGope cooblienust, uepe3 H(M)

H(M) = =" P(M) log P(M),

rae CyMMHUpOBaHHWE BbITTOJHAECTCS MO0 BCEM BO3MO2KHBIM COOOULIEHUSIM. Anauo-
I'MYHO, HEOINpPeaeJI€HHOCTD, CBsA3aHHast ¢ Bb]60pOM KJIto4a, NaeTcCs BbIpaKeHHuem

H(K) = =" P(K) log P(K).

B coBeplieHHO CeKPeTHBIX CHCTeMax OMHUCAHHOTO Bhillle THMA KOJHUECTBO
MH(OpMalMK B COOOIIEHHN paBHO camoe GoJbliee log n (3Ta BeqMuUMHA JI0-
CTUraercsl /sl PABHOBEPOSATHBIX COOOLIEHHH). DTa HHOPMALHSA MOXKET ObITh
CKpbITa MOJIHOCTbIO JIHILbL TOTJA, KOrJa HEONpeae/eHHOCTb Ktoya He MeHblle
log n. 910 siBAsETCS MEPBBIM MPUMEPOM OOLIEro MPUHLMNA, KOTOPBIH Oynaer
YacTo BCTpeyaThbCsl HUXKe: CYIIECTBYET Tpeses, KOTOPOro HeJjib3sl MPeB30HTH
NpH 3aaHHOH HeONpeae/eHHOCTH KJI0Ua — KOJIHUECTBO HeOollpele/eHHOCTH,
KOTOPOE MOXKET ObIThb BBEJICHO B PellieHHe, He MOXKET ObITh G0JIblile UeM Heomnpe-
JIeJIEHHOCTb KJIoUa.

[ToJsioxKeHre HECKOJIBKO YCJI0KHSETCS, €C/IH YHCJI0 COOOLLEHHH GeCKOHEUHO.
[Tpennogoxxum, Harpumep, UTO COOBIIEHHS TTOPOXKIAIOTCS COOTBETCTBYIOIIMM
MapKOBCKHM IIPOLIECCOM B BHJe OeCKOHEUHOH noceoBaTesbHOCTH OYKB. SIcHO,
YTO HUKAKOH KOHEUHbIH KJI0U He JacT coBeplieHHoN cekpeTHocTH. [Ipennoo-
JKUM TOTJIA, YTO MCTOUHHK KJIoua TOPOXKAAET KJIOU aHaJOTHUHBIM 00Pa3oM,
T. €. KaK OeCKOHEUHyI0 Moc/e/IoBaTe/IbHOCTL CHMBOJIOB. [Ipennonoxum nasee,
yToO JIS WIH(POBAHUS W JelIUPPUPOBaHUS COOOILEHUsT JUIHHBI Ly Tpebyer-
csl TOJIbKO ornpejesieHHast AiMHa Kioua Lg. Ilyerb Jorapudm umcia Oyks
B ajdaBute cooOlIeHHI OyaeT Ry, a Takoil xe jorapucdm s Kimoua — R.
Torna u3 paccyueHuil 1y KOHEUHOTO CJlyuyasi, OUEBHIIHO, CJENlyeT, UTo s
COBEPLIEHHOH CeKPeTHOCTH Tpedyercsl, UTOObl BbIMOJIHAJIOCH HEPABEHCTBO

RyLy < RyLg.

Takofi BUA coBepllUEHHONH CEKPETHOCTH peas3oBaH B cucteMe BepHama.

ITU BBIBOJBI JIEJAIOTCS B MPEANONOKEHHH, UTO allPpUOPHbIE BEPOSITHOCTH
c00011leHUH HEU3BECTHbI UMK MPOU3BOJIbHBEL. B 3TOM cjyuae kJjiod, TpeGyembli
JUIs1 TOTO, YTOObI UMeJ1a MECTO COBEpLLIEHHAsl CEKPETHOCTb, 3aBUCHT OT MOJHOT0
YUCJIa BO3MOXKHBIX COOOLIEHHH.
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MoxkHo OblL10 Obl 0XKHAATb, UTO €CJIH B MPOCTPAHCTBE COOOLIEHHH HMe-
I0TCs (DUKCHPOBAHHblE M3BECTHbIE CTAaTHCTHUECKHE CBSI3H, TaK UTO HMeeTcs
onpejesieHHast CKOpocTb co3JaHust coobuleHuil R B cMblcJie, PUHsATOM B «Ma-
TeMaTHUYeCKOH TeOPUH CBA3H», TO HEOOXOAUMBIH 00bEM KJtoua MOXKHO ObLI0 Obl
CHH3WThL B cpelreM B R/Ry pas, u 3T0 JIEACTBUTENLHO BepHO. B camoMm jee,
coO00LLeHIe MOXKHO MPOIYCTUTbL uepe3 Npeo0pa3oBaTesib, KOTOPLIA yCTpaHsieT
M30bITOUHOCTb U YMEHbLIAeT CPEeIHIOn AJIMHY COOOLLEeHHs KaK Pa3 BO CTOJILKO
pas. 3aTeM K pesyJ/bTaTy MOXKHO NMpuUMeHUThb 1dp Bepuama. OueBnano, uto
00beM KJlo4a, UCI0Jb3yeMOro Ha OyKBY COOOLLEHHs!, CTATHCTHYECKH yMeHb-
11aeTCst Ha MHOXKUTEJb R/Ry, W B 9TOM cJlyyae HCTOUHHMK KJIOYA H HCTOUHHK
COOOLLEHUH B TOUHOCTH COIVIACOBAH — OJMH OUT KJIIOUA IOJIHOCTbIO CKPbIBAET
ofvH 6uT uHopmalmu coobiienust. C MOMOIIBI0 METOOB, HCMOMb30BAHHBIX
B «MaremaTHueckoil TEOPHUH CBSI3U», JIETKO TAKXKe [10Ka3aTh, UTO 3TO Jyulllee,
4ero MOXKHO JOCTHUTHYTD.

CoBeplUEeHHO CEeKPeTHble CHCTEMbl MOTYT NPUMEHSTLCS W Ha NpaKTHKe, HX
MOZKHO HCI10J1b30BaTh MJIM B TOM CJlydae, KOIia MoJIHOH CeKPEeTHOCTH NpHaaeTcs
upe3BbluaiiHO OOJIbLLOE 3HAUEHHe, HalpUMmep, AJIsl KOAUPOBAHMS AOKYMEHTOB
BBICLLIMX BOEHHDBIX MHCTAHLMHA yIIpaBJeHUsl WM Ke B CJlyyasiX, e YUCJI0 BO3-
MO2KHBIX coobulenuii Maso. Tak, 6epst KpaltHMil IpUMep, KOT1a UMeIOTCsl B BULY
TOJIBKO /1B COOOLIEHUSI — «1a» HJIM «HET», — MOKHO, KOHEUHO, HCI0JIb30BaTh
COBEpILIEHHO CEKPETHYIO CHCTEMY CO CJeaytollel TabJauLed oToOpaKeHuH:

M K | A B
Ja 0 1
HeT 1 0

HenoctaTkoM coBepilieHHO CEKPETHBIX CHCTEM /IS Cyuast KOPPECTIOH IeH -
uu 60Jb1IOr0 06'beMa SABJSETCs, KOHEUHO, TO, UTO TPeOyeTcs MoChlIaTh IKBU-
BaJIeHTHBIH 06beM KJioua. B caenyromux paszaenax 6yaeT paccMOTPeH BOMPOC
0 TOM, U€ro MOXKHO JIOCTUTHYTb MPH MOMOLIH MeHbIIMX 06'bEMOB KJloua, B 4acT-
HOCTH, C TIOMOLLbIO KOHEUHOTo KJtoua.

11. HenagexxHocTb

[Ipeanosio:kuM Tenepb, 4To JJIs AHTJIMACKOTO TEKCTa MCMOJb3YeTcs P
MPOCTOH MOJCTAHOBKM M UTO MepexBaueHo OINpejeseHHOe UUcJo, cKaxkeMm N,
6ykB 3alMdpoBaHHoro Tekcta. Ecan N goctaTouHo BesMKo, ckaxeM 6odiee 50,
TO MOYTH BCETJIA CYIIECTBYET €IMHCTBEHHOE pellleHHe 1udpa, T. €. eIMHCTBEH-
Hasi MOCJIeI0BATENbHOCTh, MMEIOIIasi CMbIC/ HA aHTJIMHCKOM $13bIKE, B KOTOPYIO
NepeBOJUTCS TepeXBaueHHbIl MaTepual ¢ MOMOLIbIO MPOCTOH MOJACTAHOBKH.
st MeHblMX N 1LIaHCHI HA HEEIMHCTBEHHOCTh pelleHHsl YBEeJUUUBAIOTCS; NS
N =15, BooO11e roBopsi, OyJeT CyLIeCTBOBATb HEKOTOPOE UMCJIO MOAXOISALLMX
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OTPBLIBKOB OCMBICJIEHHOTO aHTJIMACKOTO TEKCTa, B TO BpeMs Kak aas N = 8
OKAXKETCST MOJXOJIsIIel 3HAUNTeIbHAsT YacTh (Mopsiika 1/8) Bcex BO3MOXKHbIX
3HAYaLIMX aHIVIMACKUX MOCJe10BaTebHOCTEN TaKOH JIIHHBI, TaK KaK U3 BOCbMH
6yKB pelKo MoBTOpHUTCS GoJblie yeM ofHa. [Ipu N = |, oueBuaHO, BO3MOXKHA
Jobast OykBa M arnocTepuopHas BEpPOSTHOCTb J0OOH OyKBbI OyJeT paBHa ee
anpuopHoil BeposTHOCTH. [lis1 ofHOH OyKBBI CHCTeMa $SIBJISIETCS] COBEPIIEHHO
CEKPETHOH.

ITO TPOUCXOAUT, BOOOLIE TOBOPS, CO BCEMH pPa3peliMMbIMH LIH(PPaMH.
[Ipexxnie ueM nepexBaueHa KpPHNTOTpaMMa, MOXKHO TMpPeACTaBUTh cebe anpH-
OpHble BEpPOSITHOCTH, CBSI3aHHbIE C PA3JIMUHBIMH BO3MOXKHBIMH COOOIIEHHSIMH,
a TakKe C pasquyHbIMH Kiatouamu. [locsie Toro kak maTtepuas rnepexBaved,
1 POBAJBIUIMK MTPOTHBHUKA BLIUMCJ/ISET HX allOCTEPUOPHbIE BeposTHOCTH. [1pu
yBeJsiMueHHH yncaa N BeposiTHOCTH HEKOTOPbIX COOOLIEHUH BO3pacTatoT, HO sl
60JIbLIMHCTBA COOOLLEHHH OHH yOBIBAIOT J10 T€X MOP, MOKA HE OCTaHeTCs TOJbKO
OJIHO CcOOO0l1IeHHE, UMEeIOlIlee BEPOSTHOCTD, OJIM3KYIO K €MHHIIE, B TO BPeMSs Kak
MoJiHasl BEPOSITHOCTb BCEX APYTHX GJIM3Ka K HYJIIO.

JIasi caMbIX MPOCTBIX CHCTEM 3TH BBIUHCJEHHS MOXHO 3(PQPEKTHBHO Bbi-
nonuuTh. Tabauua [ naer anoctepuopHble BeposTHOCTH st wndpa Llesaps,
MPUMEHEHHOTO K aHMVIMHCKOMY TEKCTY, MPHUEM KJIFOY BbIOMpAJICS CJydyailHo
13 26 BO3MOXKHBIX KJitouei. 115 Toro yToObl MOXKHO ObIJIO HCIOJIB30BATh 00bIU-
Hble Ta6JHIbl UaCTOT OYKB, AUTPAMM M TPUTPAMM, TEKCT OblJ HAUAT B CJydalHOM
MecTe (Ha CTPaHMIY OTKPBITOH Hayraj KHUMM Obl1 CJydaillHO OMylleH KapaH-
nai). CooOleHue, BbIOpaHHOE TaKMM Croco00M, HauuHaeTesi ¢ «creases tox»
(kapaHaaul omylleH Ha TPeTblo OYKBY cJjoBa increases). Ecju u3BecTHO, uTO
cooOlleHHe HauUMHAaeTCsl He C CEPEIMHBI, @ C HauaJla HEKOTOPOTro MPe/IoKeH s,
TO HY>KHO MOJIb30BaTbC MHOU TabJiMlled, COOTBETCTBYIOLLEH yacToTaM OYKB,
JMTpamMM W TPUTPAMM, CTOSIUIMX B HauaJse MpeiozKeHus.

udp Llesapsi co cayuadiHbIM KJIOUOM SBJSETCS UUCTbIM, U BbIGOP UHaCT-
HOTO KJl0ua He BJIMSIET Ha arnocTepHOpHble BeposITHOCTH. UToObl onpenenTsb
9TH BEPOSITHOCTH, HAJl0 MPOCTO BbINHUCATh BO3MOXKHbIE pacliMpOBKH C MOMO-
1bIO BCEX KJIIOUEH M BBIUHCJIUThL UX alipUOPHbIE BEPOSTHOCTH. AMOCTEPHOPHbIE
BEPOSITHOCTH TIOJIy4aTcsl U3 THX TMOCJEIHUX B pe3ysbTaTe JejeHus] UX Ha HX
CyMMy. DTH BO3MOXKHbIE paclii)poBKH, 00pa3ytolllke OCTaTOUHbIH KJACC ITOTO
cooOblIeH s, HalleHbl C TOMOLLbIO CTAHIapPTHOTO MpoLecca MocJ/e10BaTe/IbHOr0
«rpoberanus ajsdasura», B Tabuvile | onu panbl ciesa. [lisi ojHo# nepexBa-
YeHHOH OYKBbI allOCTEPUOPHbIE BEPOSITHOCTH PaBHbI allpHOPHBIM BEPOSITHOCTSM
Juist Beex OykB! (onn npuBesenbl B TaGauile noi pyopukoi N = 1).

'BeposiTHOCTH B NPUBOAMMO# TaGuiHLLe GBLIH B3SIThI U3 TAGJIUILL UACTOT, AAHHEIX B KHure Pratt F.,
Secret and Urgent, Blue Ribbon Books, New York, 1939. Xorsi 3Ti Tabuuipl 1 He sBASIOTCS
TOJIHBIMH, HO JUISl HACTOSILIMX LeJIeH UX J0CTaTOYHO.
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Ta6aunua 1. Anocmepuoproie BeposiTHOCTH juist KpunTorpammbl Tira Llesapst

PacuindpoBku N=1| N=2 | N=3 | N=4 | N=5
CREAS 0.028 | 0.0377 | 0.1111 | 0.3673 |
DSFBT 0.038 | 0.0314
ETGCU 0.131 | 0.0881
FUNDV 0.029 | 0.0189
GVIEW 0.020
HWIFX 0.053 | 0.0063
IXKGY 0.063 | 0.0126
JYLHZ 0.001
KZMIA 0.004
LANJB 0.034 | 0.1321 | 0.2500
MBOKC 0.025 0.0222
NCPLD 0.071 | 0.1195
ODEME 0.080 | 0.0377
PERNF 0.020 | 0.0818 | 0.4389 | 0.6327
QFSOG 0.001
RGTPH 0.068 | 0.0126
SHUQI 0.061 | 0.0881 | 0.0056
TIVRJ 0.105 | 0.2830 | 0.1667
UIWSK 0.025
VKXTL 0.009
WLYUM 0.015 0.0056
XMZVN 0.002
YNAWO 0.020
ZOBXP 0.001
APCYQ 0.082 | 0.0503
BQDZR 0.014

H(necatnunbix equnun) | 1.2425 | 0.9686 | 0.6034 | 0.285 0

295

Jlnsi nByx nepexBaueHHbIX OyKB 3TH BEPOSITHOCTH PaBHbI AMPHOPHBIM
BEPOATHOCTSM JUTPaMM, MPOHOPMHPOBAHHBIM Ha MX CYyMMY (OHH MpHBEIEHbI
B ctosibue N = 2). TpurpamMmHubie UaCTOTbI M0JIyUeHbl aHAJOTUUHO W TPUBE/IEHbI
B crtosibiie N = 3. lnsi deTbipex- W MATUOYKBEHHBIX MOCJEI0BATENLHOCTEN
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BEPOATHOCTH HAXOJAMJIHMCH M3 TPUTPAMMHBIX UACTOT C MOMOLLBIO YMHOXKEHHUS,
TaK KaK ¢ HEKOTOPbIM MPUOJIHKEHHEM

p(ijkl) = p(ijR)pje(l).

3ameTuM, uTo A5l Tpex OYKB UHCJIO BO3MOXKHBIX COOOIIEHMH CHUKAETCs 710
yeTblpeX COOOLIEHUH 10CTATOUHO BLICOKOH BEPOSITHOCTH, NMPUUEM BEPOSTHOCTH
BCEX JIPYrUX COOOLIEHUH MaJibl 0 CPaBHEHHIO C BEPOSITHOCTSIMH 3THX UeTbIpex
coobuleHnil. [Inst yetbipex OYKB HMEIOTCSl /1IBA BO3MOKHBIX COOOLIEHHUST U /151
MATH — TOJILKO OJIHO, @ HMEHHO MpaBHJbHAs AelIM(POBKA.

B npuHimne 3To MoxkeT GbITh NPOBEEHO JI7Is OO0 CUCTEMBI, OIHAKO B TOM
cJIydae, Korna oO0beM KJ/I04a He OUeHb MaJl, YHCJI0 BO3MOXKHBIX COOOLLEHHH Ha-
CTOJIbKO BEJIHKO, UTO BBIYUCJICHHS CTAHOBATCS MPAKTHUECKH HEBBITOJHUMBIMHU.

[Tonyuaemoe Takum 00pa3oM MHOXKECTBO aNoCTePHOPHBIX BepPOSITHOCTEN
OMMCBIBAET, KAK IOCTENEHHO, N0 Mepe MoJyueHHs 3alHppoBaHHOro MaTepuada,
CTaHOBSATCS GoJiee TOUHbIMH CBEJIEHHS H(POBAJIbIIMKA TPOTHBHHKA OTHOCH-
TeJIbHO COOOLIEHHS U KJItoYa.

ITO onMcaHue, OJIHAKO, SIBJISETCS CJAMIIKOM HCUEPMbIBAIOLIAM U CJHIIKOM
CJI0XKHBIM /151 HaluX 1iesied. Xoresoch Obl UMETh YNpPOLIEHHOE ONHCcaHue Ta-
KOTO MPUOJHKEHHUS K €IMHCTBEHHOCTH BO3MOKHOTO pelleHHs.

AHanornuHasi CUTyalllsi BO3HHKAeT B TEOPUH CBsI3H, KOTJA MepelaBaeMblil
CUrHaJl MCKaXKaeTcsi HIyMOM. 3Jiech HeoOXOJMMO BBECTH MOAXOJSIILYI0 Mepy
HEONPEeEJNEHHOCTH TOTO, UTO JAEHCTBUTENLHO OBbWIO MEepPelaHo, MPHU YCJIOBHH,
UTO W3BECTEH TOJBbKO HCKaKEHHBIH LIYyMOM BapHaHT — MPUHSATHIA CHUTHAJI.

B «MartemaTtnuecKkoil TeOpUH CBSI3U» MOKA3aHO, UTO €CTECTBEHHOH Ma-
TeMaTHYeCKOH Mepodl 3TOH HeonpeaeJeHHOCTH SIBJSeTCS YCJIOBHAs SHTPOIMHUS
nepe/laBaeMoro CHrHaJia rpu yCJIOBHH, UTO TMPUHSITBIH CHTHAJ M3BECTeH. JTa
YCJIOBHAS1 SHTPOMUS /151 y1oOCTBa OYAeT Ha3blBATbCS HEHAEKHOCTBIO.

C kpunrorpacuueckoil TOUKH 3peHHs] CEKpeTHasi CHCTeMa TMOUTH TOXKIe-
CTBEHHa CHCTeMe CBSI3H MpH HaJWuuK lwyma. Ha cooblienune (nepeaaBaeMblil
CHUrHaJl) JIeHCTBYeT HEKOTOPbIH CTATHCTUUYECKHH 3J1eMEHT (CeKpeTHasi cucTema
C ee CTAaTUCTHUECKH BHIGpPAaHHBIM KJiouoM). B pesysnbraTte mosyuaercss Kpun-
TorpaMma (aHaJlor UCKa:KEeHHOro CHrHaJja), rnojjiexkallasi AelnpprUpoBaHHIo.
OcHoBHOe pas/inune 3aKII0UAETCS B CJIEAYIONEM: BO-MEPBBIX, B TOM, UTO Mpe-
oOpa3oBaHWe MpH MOMOLIM LIK(pa HMeeT 0ObIUHO GoJiee CJA0MKHYI0 MPUPOLY,
yeM BO3HHKallllee 3a cueT lIyMa B KaHaJle; H, BO-BTOPHIX, KJIOU B CEKPETHOH
chcTemMe 0ObIYHO BBIOMpPAETCsl U3 KOHEUHOrO MHOXKECTBA, B TO BpPeMsl KaK LIyM
B KaHaJle yalle sIBJIsieTCsl HelpepblBHbIM, BLIOPAHHBIM MO CYLIECTBY U3 OeCKO-
HEYHOTO MHOXKECTBA.

YuuTbiBasi 3TH COOOpParKeHHsl, €CTECTBEHHO HCIO0Jb30BaTh HEHAJEeKHOCTb
B KauecTBe TEOPETHUECKOH Mepbl ceKpeTHocTH. CJielyeT OTMETUTb, UTO HMe-
IOTCS1 JIB€ OCHOBHbI€ HEHAJe’KHOCTH: HEHAJeXKHOCTb KJoYa M HEeHaJeKHOCTb
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cooOtenus. Ouu Oynyt o603Hauatbes ueped He(K) u Heg(M) cooTBETCTBEHHO.
VX BeJIMUHHBI OTMPE/EJISIIOTCS] COOTHOLIEHHSIMHU

He(K) == P(E, K)log Pr(K),
EK

He(M) == _ P(E. M)log Pr(M),
EM
rae £, M u K — kpunrorpamMmma, cooblleH’e U KU,

P(E, ) — BeposiTHOCTb KJtoua K W Kpunrorpammsl £;

Pr(K) — anocrepropHasi BeposiTHOCTb KJioua K, ecyi nepexBaueHa KpHIl-
Torpamma £;

P(E, M) u Pg(M) — aHasiorHuHble BEPOSITHOCTH, HO He JUIA KJIoua, a Jijis
COOOLLIEHHS.

CymmupoBanue B Hg(K) npoBoauTcst o BCeM BO3MOXKHBIM KPUIITOrpaMMaM
ornpesiesieHHON JIMHBI (cKaxkeM, N) M Mo BceM BO3MOXKHBIM KJjiouam. Jlss
Hg(M) cymmupoBaHde NPOBOAMTCS 110 BCEM COOOLLEHHSIM M KPUIITOrpaMmam
quiHbl N. Takum ob6pasom, He(K) u Hg(M) aBasitorcs dyHKumsmMu o1 N —
yucsa nepexBaueHHbIX OyKB. DTo OyjleT HHOTAA yKasblBaTbCsi B 0003HAUEHHUH
rak: Hg(K, N), He(M, N). 3ameTum, UTO 3TH HEHAJIEXKHOCTH SIBJISIIOTCS T10JI-
HBIMH», T. €. He feqsitest Ha N ¢ TeM, YToObl MOJyUHTb CKOPOCTb HEHALEXKHOCTH,
KOTOpasi paccMaTpuBajiach B pabote «MaremaTuueckasi TEOPHs CBSI3H».

Te ke camble paccyXjieHusl, KOTOpble ObUIM UCMOJb30BaHbl B « MaTemaT-
UECKOH TeOpHM CBA3U» JUIs 0GOCHOBAHUS BBEJEHHS HEHANEKHOCTH B KauecTBe
Mepbl HEOMNpeleNeHHOCTH B TEOPUH CBSA3H, MPUMEHUMBI H 3/lech. Tak, U3 TOro,
UTO HEHAAEXKHOCTb paBHA HYyJIO, CJEIyeT, UTO OJHO COOoOlleHHe (HJH KJtoY)
MMeeT eIMHHUHYIO BepOsITHOCTb, a BCe JPyrue — HyJIeByl0. DTOT CJyyall cooT-
BETCTBYET MOJHOH OCBEIOMJIEHHOCTH LIH(poBablinka. [TocreneHHoe yObiBa-
HHE HEHAJIEXKHOCTH ¢ pocToM N COOTBETCTBYET yBEJIHUEHHIO CBEIEHHH 00 HC-
XOJIHOM KJIloue WM cooOieHnd. KpuBble HeHaIeXKHOCTH COOOUIEHHS U KJIloUa,
HaHeceHHble HAa rpauk Kak GyHKUMH OT N, Mbl OyjeM Ha3blBaTb XapaKTepH-
CTHKAMH HEHaJIe}KHOCTH PacCMaTpPUBAEMON CEKPETHOH CHCTEMBI.

Beanunnbl Hg(K, N) v Hg(M, N) nna xpuntorpammbl mudpa Llesaps,
pPacCMOTPEHHON BbIllle, COCUUTAHBI W TPHUBEIEHbI B HUKHeH cTpoke Tabj. .
Uucna Hg(K, N) u Hg(M, N) B 3TOM cJjiyuae paBHbl M JIaHbl B JI€CSTHUUHBIX
eMHULIax (T.e. NpPHM BBIYHCJEHUSIX B KauecTBe OCHOBaHMs Jiorapucma OGpa-
Jgock 10). CiiesyeT OTMETHTB, UTO HEHAJEKHOCTb 3/1eCh COCUHTAHA ISl YACTHOH
KPHIITOrPaMMbl, TaK Kak CyMMHpOBaHHe BeaeTcst ToabKo o M (nin K), HO He
no E. B oflem ciyuae CyMMHPOBaHHUE JOJ2KHO Obl10 Obl IPOBOAUTLCS 10 BCEM
nepexBaueHHbIM KpUMTOrpaMMaM JUIMHbL N, B pe3dysbTaTe 4ero mnoJjyuusiach
Obl Cpe/iHsAs HEeoNpeae/SeHHOCTb. BbhluMc/uTebHbIE TPYAHOCTH HE MO3BOJSIOT
c/leNlaTh 9TO MPAKTHUECKH.
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AHHOTHPOBAHHbIN CMUCOK PEKOMEHA0BaHHOM

JUTEpPaTypbl

Yuraresb, NO3HAKOMUBLIHHCS ¢ KpHunTorpaduel no Hallell KHUre U xKeJato-
IIMHA 3TO 3HAKOMCTBO NPOJOJIKUTh, HAUET 3/1eCh CIIUCOK KHHUT U CTaTeHd, Ha KO-
TOpble Mbl cOBeTyeM 0OpaTuTb BHUMaHHe. [IpeayiaraeMble KpaTKue aHHOTALUU
MOMOTYT OPUEHTHPOBATLCS B MHOrOOOPAa3HH KPUMTOrpathuuecKoi JUTEpaTyphbl.
[Ipu cocTaB/ieHUH crMcKa Mbl He CTaBHJIM 33/1aUy PeLeH3HPOBAHHS BKJIIOYaeMOH
B HEro JINTEpaTyphl.

1. Jloeaués O.A., Carvnurkos A.A., Suenxo B.B. ByneBbl (yHKINH
B TEOPHH KOMMPOBaHUs W Kpunrojorud. M.: MIIHMO, 2004.

B KkHure cucremMaTHueckd Hu3Jjaraercsi Teopust OyJeBbiX (DYHKUHMH ¢ Tou-
KU 3pEHHUs ee TMPUJIOKEHHH B KpUNTOrpauu W TeopuH KoaupoBaHus. Kuura
COCTOMT M3 CJEAYIIIMX IJaB: apu(pMeTHKa KOHEUHbIX MOJied W MOJHHOMOB,;
6yJieBbl (DYHKLMH; KAacCHPUKALMU OyJeBbIX (DYHKIMH; THHERHbIE KOJIbI HaJl TTO-
qem Fo; konpl Puna—Mansepa; HeMHERHOCTh; KOPPeNALMOHHAS HMMYHHOCTh
U YCTOHUMBOCTD; KOJIbl, OyJieBbl 0TOOpaXKeHusi U Kpunrorpaduueckue CBOHCTRA,;
3J1eMeHTbl Kpunrorpaguueckoro anannsza. OTMeTHM, 4To nepBasi rjaBa cojep-
YKUT HCTIOJIb3yeMble B KHUI'€ CBEJIEHHS U3 aJIreOpbl, UTO JIeJIaeT KHUTY JIOCTYMHOM
CTyJIEHTaM-MaTeMaTHKaM MJIaJILIX KYpCOB.

2. Bacuaenko O.H. TeopeTHKO-UHC/IOBbIE aJrOPUTMbl B KpUNTOrpaduH.
M.: MIIHMO, 2003 (1-e uzn.); 2006 (2-e u3n.).

Knura nocpsiiiieHa aropuTMHuecKoil Teopuu uncesi. OHa COJEpKUT onuca-
HUs GOJIBLIOTO YHCJIA TEOPETHKO-YHMCJIOBLIX aJirOPUTMOB BMeCTe ¢ 000CHOBA-
HHEM UX KOPPEKTHOCTH WU OLEHKAMH TPYJ0EMKOCTH 3THX aJrOpUTMOB. BTopoe
M3/laHHe KHUIH COCTOMT M3 CJIEAYIOLIMX TJIaB: TeCTHPOBAaHHE UMCEes Ha Mpo-
CTOTYy W TOCTPOeHHe GOJIbLIUX MPOCTbIX UHCeN; (PAKTOPU3ALMS LEeJbIX UMCe
C 9KCIMOHEHIHANbHON CJI0XKHOCTBIO; (PaKTOPU3ALHUs LEeJIbIX UHCeJ ¢ CyGIKCIo-
HEHLMAJbHON CJI0KHOCTbBIO; IPUMEHEHHE JTMITHIECKUX KPUBBIX JI/IS TPOBEPKH
MPOCTOTHI U (hAKTOPU3ALMH 1IE/IbIX YHCEJT; AJITOPUTMbI TUCKPETHOTO JIOTapH(MHU-
poBaHusi; haKTOpU3aLysi MHOIOUIEHOB HaJl KOHEUHBIMH TOJISIMH; [PUBEIEHHbIE
6a3uchl PelIeTOK W MX MPUJIOKeHHs; (PaKTOPU3aLHsl MHOTOUIEHOB HaJl TMOJeM
palMOHAJBLHBIX YHCEJ C MOJMHOMHAILHOH CJI0XKHOCTDIO; IUCKPETHOE TIpeodpa-
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30BaHHeE q)ypbe U ero NpuJIoKeHUs; HeJoUrucCJeHHan apI/IC]I)MeTI/IKa MHOTOKparT-
HOH TOYHOCTH; pelieHrne CUCTEM JIMHEHHBIX ypaBHeHl/lﬁ HaJ KOHEUYHbIMH ITOJIIMH.

3. Ulnaiiep b. Tlpuknannast Kpunrorpadusi. [1poToKoJbl, aaropuT™bl, He-
XOJHbIe TeKCThl Ha si3bike Cu. M.: Manareasctso TPUYMO®, 2002.

Kuura anpecoBana nporpamMmucTaM U MH:keHepaM. OHa colep:KUT Noapo6-
HbIHl CMPAaBOYHMK MO KPUNTOrpacMyecKUM MpoTokosam (yactb 1), mMeronam
Kpuntorpaduu (4acthb 2) ¥ Kpunrorpapuueckum ajaropurmMam (dacteb 3). Hasee,
B yacTi 4 paccMaTpHBAIOTCS BOMPOCHI MPaKTHUECKOH peasit3alid KPUITO-
rpaUueckuX MPOTOKOJIOB W AJrOPUTMOB, a TaKXKe MOJHTHUECKHE BOMPOCHI.
Kpowme Toro, Kak ykazaHo B 3aroJIoBKe, TPUBOJATCS UCXOJHbIE TEKCThI (Ha A3bl-
ke C) HEKOTOPBIX HCTOJIb3YyeMbIX Ha MPAKTHKE KPUMITOrPaUUECKHX aJTOPUTMOB
(uactb 5). Manoxenue Benetcs Ha HehopMasibHOM ypoBHe. [Ipencrapisier LeH-
HOCTb GOJIBILION CITUCOK JIMTEPATYPhI, coiep:Kalmi 1653 Hazpanus.

4. Ban Tuabope X.K.A. OcuoBbl kpunrojoruu. [Ipodeccronanbioe py-
KOBOJICTBO M MHTepaKTHBHbIH yueGHUK. M.: Mup, 2006.

Kak u xnura Illnaiiepa «IlpuknanHas kpunrorpadusi», stTa KHUra ajape-
CoBaHa MporpaMMHCTaM H HHXeHepaM, HO HamucaHa Kak ydyeOHoe TocoOue
M TI03TOMY COJEPKHT GOJIbIIOE UMCJIO TPUMEPOB M ympaxkHeHHH. OCHOBHBIE
TeMbl KHHTH: KJIaCCHUECKHE KPHUNTOCHCTEMbI, MOCJEL0BATENbHOCTH, MOPOXK-
JlaeMble perucTpamu ciBura, 06J0KoBble WHGPbl, Teopusi LllenHona, TexHuka
CoKaTHUsl JaHHBIX, KpUITOrpadusl ¢ OTKPBITHIM KJIOUOM, CXeMbl, OCHOBAHHbIE Ha
pa3JIMUHBIX TEOPETHKO-YHCJ/IOBBIX H TEOPETHKO-KOMOBBIX 3ajauax, TeOPeTHKO-
YHCJIOBbIE AJTOPUTMBI, Xell-(hYHKIIMH, ayTeHTH(HUKALHS COOOIIEeHNH, TPOTOKO-
Jibl C HyJIEBBIM pasrjallleHHeM, CXeMbl pasjleieHusi ceKpeTa. B mpu/oxeHusx
MPUBOJSATCS OCHOBHbIE CBEJIEHHS U3 TEOPHH UHCEJ U aareGpbl, a TaKkKe KpaTKue
6uorpaduu psila 3HaMEHUTBIX MaTeMaTHKOB.

Oco6eHHOCTbIO paccMaTpUBAaeMON KHUIU SIBJISIETCST CHCTEMaTHUECKOe HC-
noJib30BaHUe B MpUMepax rnceBpokoaa cucrembl Mathematica. K kuure npu-
qaraercst CD-ROM c ee asiekTpoHHO# BepcHeit. [Toc/ienHon MOXHO HCNOJb-
30BaTh B KauecTBe MHTEPAKTHBHOTO yueOHHMKA, MO3BOJSIOLIETO BbINOJHUTL B
cucteme Mathematica npumepbl KHUMH ¢ pa3jiMUHBIMK NapaMeTpaMH.

5. Kobauy H. Kypc Teopun uucen u kpunrorpaduu. M.: HayuHoe usna-
tesaberso TBIT, 2001.

Kuura npennasnaueHa 1jisi epBOHAYaIbHOTO 3HAKOMCTBA C KPUIITOCHCTE-
MaMH, OCHOBAHHBIMH Ha TEOPETHKO-YHCJOBBIX 3ajlauaX, U C TEOPETUKO-YHCIIO-
BBbIMH a/JrOpUTMaMu. V13J10KeHbl TaKkyKe OCHOBBI 3JIeMEHTaPHOH TEOPHH UHMCE
(17151 CTYIEHTOB MJIALINX KypcoB). KHHra cOCTOUT U3 CJIEAYIONIHMX [JIaB: HEKO-
TOpbIE BOIPOCHI 2JIEMEHTAPHON TEOPUH UMCEJT; KOHEUHBIE M0JIs1 ¥ KBaJpaTHUHble
BbIUETbI; KPUITOrPahust; OTKPBITHIN KJIOU; MPOCTOTA U (PAKTOPUIALIUSI; SJIIUIT-
THYECKHE KPHBBIE.
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6. Kysomunos T.B. Kpuntorpacpuueckue MeTo/bl 3allUThl HHGOPMALKH.
Hosocu6upck: Hayka, Cubupckoe otnesnenne PAH, 1998.

PaccmoTpeHbl cienyioliie OCHOBHbIE TeMbl: OCHOBHBIE TTOHSITHST MaTeMaTH-
yeckoil Kpunrorpaduu (0JHOCTOPOHHSIST (DYHKIHS, MCeBAOCTyUalHbIll reHepa-
TOp, WH(POBaHHE, JIEKTPOHHAS MOANKCEH), KOHKPETHbIE KPUNITOCHCTEMBI (KaK
C CEKpPEeTHBIM, TaK H C OTKPBITBIM KJIOUOM), HEKOTOPBIE BHBI KpPUMTOrpacdhu-
UECKUX TPOTOKOJIOB (B TOM UHCJIe TPYIIOBbIX), A0KA3aTeNbCTBA C HYJEBbIM
pasruiatiennem. Majoxenue BeaeTcsi He oueHb (OPMasbHO, HO MaTEMAaTHUECKH
rpamotHo. KpoMe Toro, aBTOp MCIOJIb3YeT CBOIO COOCTBEHHYIO TEPMHUHOJIOTHIO,
OTJIMYHYIO OT TIPUHSITON B HacTosilell kHure. Hampumep, nokaszaresbcTBa
HYJIEBBIM pasrJiallieHneM (CM. pasfies b TIaBbl 2 HACTOSIIIEH KHUTH) HAa3bIBAIOTCS
JI0Ka3aTebCTBAMHU C HYJIEBBIM PACKPBITHEM.

7. Bapnosckuii H.[l. Maremaruueckast Kpunrorpadusi. Heckosbko 3Tio-
10B // MOCKOBCKUI yHUBEpCHTET U pasBuTHe Kpunrtorpaduu B Pocenn. (Ma-
TepuaJibl KoHdepenuuu B MY 17—18 okrsiops 2002 ) M.: MITHMO, 2003.
C.98—121.

CraTbsl pacckasblBaeT O CJEIyILMX MaJOH3BECTHBIX TeMax MaTeMaTHue-
CKOH KpUMTOTpauu: METO/Ibl FeHepallii BXOAHbBIX JaHHbIX C H3BECTHBIM pellle-
HHEM /ISl BBIUMCJMTEJNbHO TPYAHbIX 3a]ay, HHKpeMeHTaJsbHasi Kpunrorpadus,
OJIHOCTOPOHHOCTb KOHEUHBIX (DYHKLMH, HernoaaT/iuBasi Kpunrorpadus, BblUHC-
JIMTEJIbHAs! CI0XKHOCTb B cpefiHeM. M3noxKeHne HOCHT 0630pHbBIH XapaKTep.

8. Baprosckuii H.11., Toaybes E. A., Jloeaués O.A. CoBpeMeHHble Ha-
npaBJieHnst creranorpadun / MaremaTika u 6€30MacHOCTh HHPOPMAIIHOHHBIX
TexHosoruil. (MarepuaJbl koHgepenunn B MI'Y 28—29 oxrabps 2004 r.) M.
MIIHMO, 2005. C. 32—64.

O630pHast cTaThsl, NOCBSILIEHHAs] MATEMaTHUECKUM HCCJIEIOBAHUSIM B CTe-
ranorpauu (TepMHH «creraHorpadusi» pasbsicHsieTrcst B pasjesie | riasbl |
Hactosiell Kuurk). CJjenyeT OTMETHTb, UTO MaTeMaTHueckasi creraHorpadus,
B OTJIHUHE OT MaTeMaTHUeCKOH KPUMTOrpaduu, Bce ellle HaXOANTCSI Ha CTaaHH
CTAHOBJIEHHSI.

9. Baproscxuii H.11., 3axapos B. A., Kyzropurn H. H. MatemaTtuueckue
npoGJsiembl o6dyckauui // Marematnka u 6€30MaCHOCTb HH(POPMALIMOHHbIX
texHosioruit. (Matepuasibl kKongepenunn B MI'Y 28—29 okrabpsi 2004 r.) M.:
MIIHMO, 2005. C.65-90.

O630pHast cTaTbsl, TOCBsllEHHAash MaTeMaTHUeCKOH TeopuH 00GhyCKalUH.
ToBopst HepopmasibHO, MO O0OQycKallel 3/iech MOHUMaeTCs TpeoOpa3oBaHUe
NpoOrpaMMbl B JIPYrylo MporpamMmmy, KOTopasi BBIUMC/ISIET Ty e (DYHKIIHMIO, UTO H
MCXOJIHAS (BOBMOXKHO, ¢ HE3HAUUTE/LHBIM yBeJIHUEHHEM MOTPebIsieMbIX pecyp-
COB), HO B HEKOTOPOM CMbICJIe SIBJSIETCS TPYAHOH Il MOHUMAHHUS.
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10. Bepbiyokuti O.B. Betyn no kpuntosorii. JIbBiB: BUaaBHHITBO HayKo-
BO-TexHiuHoi siteparypu, 1998 (Ha ykp. g3.).

KHura HamucaHa Ha OCHOBe Kypca JIEKLHMiH, KOTOpbI aBTOp uHTaj Ha
MeXaHHKO-MaTeMaTHuyeckoM (hakysbrere JIbBOBCKOr0O HAllMOHAJIBLHOTO YHHBEP-
cutera um. M. ®panko. B Hell Ha H0OCTATOYHO BBICOKOM MaTeMaTHUECKOM
YPOBHE H3JI0XKEHbI HEKOTOPbIE Pa3iesibl MaTeMaTHueCKOH Kpunrtorpaduu. Mei
PEKOMEHJIyEM 3Ty KHHUTY YKDPAHHOSI3bIUHBIM UHTATEJSIM JUIs U3yueHHs] OCHOB
MATEeMaTHYECKOl KPUTITOrpadHH.

11. Baprosckui H.II. Kypc Jiekumii no mateMaTHueckoi Kpunrorpagu.
JlocTyrHOo B 3J1eKTpoHHON (opme Mo ajapecy http://thecrypto.ru/wiki/
index.php/Kypc_H._II. _BapHOBCKOrO; NPHUBOAMMAsT AHHOTALHUSI OTHOCHUTCS
K BepCcHH, HaXoJuBLIeHCs Mo 3ToMy ajapecy B siHBape 2010 r.

KoHcnekT, npyMepHO COOTBETCTBYIOIIMHA Kypcy JIeKUHH, KOTOpble aBTOp
UUTaeT CTYAEHTaM UYETBEPTOro Kypca oTiaeseHust HH(opMaLuHoHHOH Gesonac-
HOCTH Kacenpbl MaTeMaTHuecKol KubepHeTnku ¢akysaprera BMuK MIY n
YeTBEpPTOro Kypca (hakysbTeTa yrnpasJeHHsl U MPHKAaAHON MaTeMaTHKH M®-
TH. ManoxeHue BeneTcsi Ha MaTeMaTHUeCKOM ypoBHe ctporoctd. OT uuta-
Tesisl He TpeOyeTcs BJaJeHUs] TeOPUEH CJIOXKHOCTH BbIUMCJEHUH; HEOOXOAUMbIE
MOHATHS U (PAKTbl TOH TEOPHUH TPUBOAATCS B camoM Kypce. PaccmarpuBa-
I0TCS CJIE/lyIOLIHE TeMbl: OCHOBHbIE MOHATHS TEOPHH CJIOKHOCTH BbIUHCJIEHHH,
CHJIbHBIE U cJjlabble OHOCTOPOHHHE (DYHKLMH, TPYAHbIE MPEAUKaThl (DYHKIHUH,
fceBoC/ydaiHble FeHepaTopbl, CXeMbl IPUBA3KH K OUTaM, FeHepaTopbl [ICeB10-
CJydaiiHbIX PYHKUMH U TICEBOCYyUYailHbIX MEePEeCTaHOBOK, CXeMbl 3JIEKTPOHHOM
MOJITHCH, YHUBEPCaJbHble CEMEHCTBA OJHOCTOPOHHUX Xell-(DYHKLMH, J0Ka3a-
TeJIbCTBA C HYJIEBbIM pasIvlalleHHeM, KPUINTOCHCTEMbl C OTKPBITBIM KJIOUOM,
CHCTEMbI 3JIEKTPOHHBIX mJatexked. CJjefyeT 3aMeTHTb, UTO HAa MOMEHT HarHu-
CaHWsl aHHOTALMH KOHCIIEKT siBJIsieTcsi pabouMM MaTepuasioM, MepHOAHUYEeCKH
nojiBepraeMbiM MpaBsKe.

12. Tupw 3. A. Kypc nekumii «CiioxHocTHas Kpunrtorpadusi». JlocTynHo
B 3JIeKTPOHHOH hopMe mo azapecy http://logic.pdmi.ras.ru/~infclub/
?g=courses/cryptography; NpHBOAMMAsl aHHOTALMsl OTHOCHTCSl K BEPCHH,
HaxoJuBIIeHcs 110 3TOMy ajapecy B sHBape 2010 r.

[Ipe3seHTauyu U BU€03aMUCH Kypca JIEKUUH, MPOUUTaHHbIX aBTopoM B PD-
MI Computer Science Club (kay6e no matematuuecko# knoepuernke [IOMU
PAH) Becho#t 2008 r. [To ykazaHHOMY 3JIEKTPOHHOMY ajIpecy MMEETCsl TaKxKe
CChIJIKA HA KOHCMEKTHI JIEKIUH 110 TOH K€ TeMe, KOTOpble aBTOpP UWTaJs paHee
Ha matmexe CII6I'Y. TepmuHoJsIOTHST aBTOpa HECKOJBKO OTJHUAETCS OT Tep-
muHoJsiornn Kypca H. 1. BapHoBckoro; Tak, Hanpumep, B JaHHOM Kypce sl
CTOMKOCTH KPHUMTOCHCTEM OLIMOOUHO HCIMOJIb3YETCs TEPMHUH «HAJEKHOCTD.
[To temaTuke maHHbli Kypc 6430k K kypey H. 1. BapHoBckoro, HO Bce ke
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oTanuaercst oT Hero. CyieflyeT TakxKe OTMETHTb, UTO Kypc Jekiui 3. A. [upuia
COJEP2KUT MHOTO YIIpaXKHEeHHH.

13. Jlugpwuy 10. Kypc nexuniit «CoBpeMeHHble 3aaud KpUNTorpapuus.
DJekTpoHHast Bepcust: http://yury.name/cryptography/; mpuBoanMas aH-
HOTalM$sl OTHOCHUTCS K BEPCHM, HAaXOIMBLIelcs 1o 3ToMy azapecy B siuBape 2010 1.

[IpeseHTauii U KOHCIEKTbI Kypca JeKUMH, NPouMTaHHbIX aBTOPOM Ha Ha
matmexe CII6TY ocenbio 2005 r. Oco6eHHOCTbIO JAHHOTO Kypca siBJsieTCs
paccMOoTpeHHe TeM, PeIKO BCTPeYaloluXesi B MaTepruasnax no MaTreMaTHuecKoi
KpHUNITOrpapuy Ha pyccKoM sidbike. K TakuM TemMaM OTHOCSITCSI BH3aHTHHCKOE
corJatieHue, nokep 1o TejedoHy, 3JeKTPOHHbIE BbIGOPbI, 9J€KTPOHHbIE 1EHbIH,
3abbIBUMBasi nepejiaua janubix (oblivious transfer, B npyroi repMunosioruu —
HeBeOMasl fepejaua), NpoBepsieMoe pasjiesieHHe CeKpeTa, MHOTOCTOPOHHHE
cekpeTHble BbluMcienust (multi-party secure computation, B npyroii Tepmu-
HOJIOTHH — KOH(HeHIHa/bHbIe BbiUHCAeHHs). Kpome Toro, paccmMaTpuBatoTes
MPOTOKOJIBI pasfiesieHtsl CeKpeTa, MPUBSI3KH K OHTY, MoaOpachiBaHHsI MOHETHI,
JI0Ka3aTesbCTBA C HyJIEBbIM pasrJlallieHheM, a TakxKe MCeBAOCyuaiHble reHe-
paTopbl U MCeBIOCyUaliHble (hyHKLHH.

14. Goldreich O. Foundations of cryptography. Vol. 1 (Basic tools); Vol. 2
(Basic applications). Cambridge, United Kingdom: Cambridge University
Press, 2001 (v. 1), 2004 (v.2).

O6crositesibHasi MoHOrpadust Mo MaTteMaTHyeckol Kpunrorpaguu. OcHOB-
HbI€ TEeMbI: BBIUHCJIUTENbHAS CJI0XKHOCTD, MICEBI0CAyUaliHble FeHepaTopbl, 10Ka-
3aTesbCTBA C HYJIEBbIM pasrjallleHueM, U(POBaHUe, JEKTPOHHbIE TOJHCH,
ayTeHTH(HUKALUA co0OLIeHNH, 00111ast TEOPUS KPUNTOrpaUUeCKUX MPOTOKOJIOB.
Oco60e BHUMaHHE yJeeHO PAa3/IHUHBIM PA3HOBHHOCTAM JI0KAa3aTeJbCTB C Hy-
JIeBbIM pasrjalleHdeM (CM. pasziest  IJ1aBbl 2 HACTOSILLEH KHUMH J/1s1 TIepBOHA-
YaJIbHOTO 03HAKOMJIEHHUS ¢ 3TOH TeMO#). Bo MHOTHX OTHOILIEHHSIX paccMaTpyBa-
eMast KHUra siBisieTcst KHUro# Ne 1 B MHPOBO# JiHTepaTtype 1Mo MaTeMaTHUeCKOM
Kpunrorpaduu. FIMEHHO 3Ty KHUTY Mbl PEKOMEHJIyeM UHTATe/I0-MaTeMaTHKY
JUISl CUCTEMATHUYECKOr0 M3yueHHsl MaTeMaTHueckol Kpunrtorpaduu. OTMeTHM,
UTO Ha JUUHOH WWW-CTpaHulle apropa (http://www.wisdom.weizmann.ac.
i1/~ oded/) nocTynHbl NMpeaBapUTesbHble BEPCHH (parMeHTOB paccMaTpUBae-
MOH KHHTH.

15. Luby M. Pseudorandomness and cryptographic applications. Prince-
ton, New Jersey: Princeton University Press, 1996.

Kuura nanucana Ha ocHOBe Kypca JIEKIMH NI aclUPaHTOB, MPOYHTAHHO-
ro aBropoM B Kanudopuuiickom yuusepcurere (Bepkin) B oceHHeM cemecT-
pe 1990 r. PaccMoTpeHbl cieytolye TeMbl: 0JHOCTOPOHHUE (DYHKLIMH, MCEeB-
Jloc/lyuatiHble reHepaTopbl, WH(GPOBAHHE, CTATUCTHUECKAS W BbIUMC/HTE/bHAS
HEOTJIMYUMOCTb, IHTPOIUS, TeHEePaTOPbl MCEBIOCYUalHbIX (PYHKUMHA U nepe-
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CTAHOBOK, (DYHKLHH C CEKpPeToM, YHHBepCasbHble CeMEeHCTBA OJHOCTOPOHHUX
Xel-(QyHKLUH, JeKTPOHHbIE TOAMHCH, HHTEPAKTUBHBIE 10KA3aTelbCTBA (B TOM
uyc/e ¢ HyJIeBbIM pasrjalleHleM), NpUBsi3Ka K OUTy. DTa KHUra MeHblle KHHIH
Tosbppaiixa no o6bemy W OTJIMUAeTCsl OT MocJjeaHedl TemaTHKoi. Manoxe-
HHE CTPOMUTCSl BOKPYT MCEBAOCJAYUaHHOCTH (UTO OTPaKEHO B HA3BAHHM KHHTH),
a UHTEPAKTUBHbLIM JI0Ka3aTe/bCTBAM MOCBsILLEeHA TOJbKO 0JHa Jekuus. Muorue
pe3yJIbTaThl U3JI0MKEHbI <13 MEPBBIX PYK»: aBTOP KHUIH MPHHHUMAJ YUaCTHE B HX
JokasaTenbcTBe. Hackonbko HaMm M3BecTHO, KHUra JIyOu — enuMHCTBeHHas,
rjie NPUBOAUTCS KOHCTPYKLIMS MCEBAOCYUailHOro reHepaTtopa Ha OCHOBE Mpo-
M3BOJILHOH OJHOCTOPOHHEH (DYHKIMH (B HEOJHOPOMHOH MOJENH BBIYHCJEHHH)
C MOJIHbIM 060CHOBAHHEM.

16. Goldwasser S., Bellare M. Lecture notes on cryptography. loctynHo
B 3JIEKTPOHHO#H (hopMe Ha JIMUHOH Www-cTpaHulle besnapa (http://cseweb.
ucsd.edu/users/mihir/papers/gb.pdf); npuBoaMMasi aHHOTALIUS] OTHOCHT-
csl K BEpPCHH, AaTHpoBaHHO# Hiojiem 2008 r.

OCHOBHbIE TEMbI: OJJHOCTOPOHHHE (PYHKLHH, (PYHKLHH C CEKPETOM, TCEB-
Jloc/lyuatiHble reHepatopbl, OJOKOBble LIM(PLI, MCEBAOCAyUaldHbIE (QYHKLHH,
iMdpoBaHue (Kak C CEKPETHbIM, TAK M C OTKPBITHIM KJIOUOM), Xell-(yHK-
UMM, ayTeHTHU(UKaUMsl COOOLIEHHH, 3JIeKTPOHHbIE MOANUCH, pacrpeeseHne
KJIoUyel, Kpunrorpaguueckue MpoToKosbl. OCHOBHOe BHUMaHHe YJeJsieTcs
MaTeMaTHUeCKHM TpoGJeMaM, BO3HUKAIOUIUM TPH H3YUeHHH MPaKTHUECKHX
KpUnTorpaduueckux KOHCTPYKIMHA. B 3TOM cocTOUT ryiaBHOE OT/IHUKME TaHHOTO
marepuana ot kHur losbapaiixa u Jly6u. Kpome Toro, usnoxeHue BejpeTcs
ropaszio MeHee (popmasibHO, UeM B yKa3aHHbIX KHUTaxX. B npuioxkeHHsx KpaTko
M3JI0’KEHbI OCHOBHbIE OMpe/lesieHUst U (PaKThl TEOPHH CJIOXKHOCTH BBIUHCJICHUH
M TeOpuUH uHcesn (BKJIOYasi TEOPETHKO-UHCJOBBIE aTOPUTMBI). ITO JejaeT
MaTepuas 6oJsiee TOCTYITHBIM ISl CTYAEHTOB.



[Mpunoxenue B

CaoBapb Kpunrorpauueckux TEpMUHOB

Kpunrorpadus kak HayuHasi AMCUMIIJIHHA BO3HUKJ/IA CPABHUTEIbHO HEIABHO.
[TosToMy ecTecTBEHHO, UTO CO3/IaHHE HAYUHO 0OOCHOBAHHON TEPMHUHOJIOTHH JL/151
Kpunrorpaduu npeiacrapisieT co60i 0JiHy U3 OCHOBHbBIX HepelleHHbIX TPoGJIeM.
3nech cieanyeT MoaYepKHyTh, UTO aJe€KBATHOH TEPMHUHOJIOTHH HA JAHHBIH MO-
MEHT He CYIIECTBYeT He TOJIbKO Ha PYCCKOM, HO M Ha aHTJIMHCKOM SI3bIKe.

[Ipenniaraemblii uMTaTENIO TOJKOBbBIH CJIOBAPb KPUNTOIPADHUECKUX TEPMHU-
HOB TMpeacTaBJsieT coO0i pe3ysibTaT MHOTOJIETHHX YCHIHH COTPYAHUKOB MHCTH-
TyTa npobJem HH(opMalMoHHoH Ge3zonacHoctd MIY no paspabGoTke HayyHO
0060CHOBaHHOH KpUNTOrpacuyecKoil TePMHUHOJIOIHH.

[1pu mepBOM 3HAKOMCTBE C TMpejjiaraeMbIiM CJIOBAPEM CJIe/lyeT UMETh B BULY,
uTO Jito6ble aPIryMeHTbl, OCHOBAHHbIE HA MOMYJSIPHOCTH TOTO HJIK HHOTO TePMHHA
B JIUTEpAType, C HAy4YHOW TOUYKHM 3PEHHsT HUKAKOTO 3HAYEeHHs] HE UMEIOT.

CraTbu cJjioBapsi yrnopsiloueHbl, HaCKOJbKO 3TO BO3MOXKHO, Hepapxuue-
CKM 10 B3aUMOCB$I3H U MOJAYHHEHHOCTH TepMHHOB. Hanpumep, nocie TepMuHa
«KPUNTOCHCTEMA» WAYT BCe CrelurIecKHe TEPMHUHbI, OTHOCSIIMECS K KPHII-
TOCHCTEMAM.

Jlnist yno6¢TBa unTaTess K CJ0Bapio MpUaraioTes Ba HHAeKca TEPMUHOB —
Ha PYCCKOM M aHIVIMHCKOM $i3blKaX, yMOpsiloueHHble Mo ajdaButy. B uHnekcax
nocsie KaxJ0ro U3 TEPMMHOB YKa3aHO UMCJO, KOTOpPOe MpeacTaBJsieT coGoi
MOPSIAKOBbIA HOMEP COOTBETCTBYIOLLEH CTaTbH B CJOBape.

B craThsix cioBapsi cCbIKK Ha Jpyrve TEPMHHBI, BKJIOUEHHbIE B CJOBaph,
BbIIeJIeHbl TIPSIMbIM KypcuBOM. [locjie HEKOTOPBIX CChIJIOK HA TEPMHH B KBaJ-
paTHBIX CKOOKaX MPHUBOASITCS CHHOHUMBI 3TOTO TEPMHHA.

1. Kpunrorpadus

Cryptography

[Ipukaannas nHKeHepHO-TeXHUUYeCKas MMCLMIIMHA, KOTOpasi 3aHUMaeTcsl
pa3paboTKOH, aHAJIH30M W 0OOCHOBAHHEM CMOIKOCMU KPHUNTOTpahHUeCcKNX
CPeJICTB 3alMTHl HH(MOPMALMH OT YTPO3 CO CTOPOHBI MPOTHBHHUKA, Pellast TeM
camblM TpH 3ajauu Kpunrorpacpun — obecrieueHus: KoHduoeHyuarbHocMU,
ueaocmHocmu, Heomeaedxcugaemocmu. B orinune ot GU3MUECKUX U OpraHu-
3aLMOHHBIX METOJIOB 3aLIUThl MHPOPMALIMH, K KATErOPUH KPUNTOrpauueCcKuX
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OTHOCATCS CPEACTBA, OCHOBAHHbIE HA MAaTEeMAaTHUECKHUX METOAX npeobpasoBa-
HHUs1 3auiMiaemMolt nudopmatuu. Kpunrorpadusi, ¢ HeKOTOpo# 10J1€eil yCJ0BHO-
CTH, JI€JIUTCS Ha JIB€ YaCTH: KPUNMOCUHME3 U KPUNMOAHAAUS.

Kommenrapunri. CylilecTByeT ajbTepHaTHBHASI TOUKA 3PEHHS], COMJIACHO KO-
TOPOH TEePMHH «KpHUMTOTpacusi» siBisieTcsl Hanbosee 0OLIMM U BKJIIOUAeT B ce-
051 KaK YKa3aHHYI0 MPUKJIAJHYI0 HHXKEHEePHO-TEXHHUECKYI0 JUCLHMILIMHY, Tak
1 meopemuueckyio kpunmoepaduio. [IpuHarue 3Toil TOUKH 3peHusi NoTpedy-
eT yHU(UKALWKU TEPMUHOJIOTHH, T. €. TePeXojla B MPAKTHUECKON KpunTorpapuu
Ha TEPMHUHOJIOTHIO KPUNTOrpauu MaTeMaTHUeCKOH, I/le 3a KaXK/bIM TePMHHOM
CTOAT MaTeMaTHUYeCKH CTPOrHe ONpefie/ieHHs] U pe3ysbTaThbl, He J0MycKatollue
NPOM3BOJIa B U3MEHEHHUH TPAKTOBOK.

CaM TepMHH «KpUNTOrpadusi» JUHTBUCTHUECKH HeyaueH, U B Oy/1yllieM, Be-
posiTHO, Oy/leT BOCTIPUHUMATBCS KaK HCTOpHUecKui Kasyc. [To-rpeueckn Kpun-
Torpadusi o3Hauaer TafiHonuch. Ho ¢ TeueHuem BpeMeHH B HAayyHOH IUCLH-
TJIMHE, H3yuatolllell MaTeMaTHUeCKHe METO/Ibl 3allUThl HHPOpPMaLHH, Bce GOJIb-
e W GoJibllie 3ajJa4 U MOJeJeH, He HMEIIIHMX K TaWHOMMCH HU MaJieHllero
OTHOLLIEHHS.

2. KpunrtoJgorus

CHHOHHMMBI. MaTeMaTHUeCKast KpUNTorpadus, TeopeTHuecKasi KpHIITorpa-
tus

Cryptology, mathematical cryptography, theoretical cryptography

OTpacJib TMCKPETHON MaTeMaTHKH WJIM MaTeMaTHUeCKOH KHOePHETHKH, KO-
Topasi u3ydaeT MareMaTHUecKHe MOJeNH kpunmoepaduueckux cxem. Takke
Kak M Kpunmoepadus, YCJOBHO JIEJNHTCS Ha JBE YacTH: Kpunmocunmes
1 KPUNMOOHAAUS.

Kommenrapuii. AnbTepHaTiBHASI TOUKA 3PEHUsI COCTOUT B pasjiesieHuH 0-
HSTHH «TeopeTHueckasi Kpunrorpadusi» U «MareMaTHueckasi KpHnrTorpagusi».
B rakom ciyuyae TeopetnHueckasi Kpunrorpagus BKJaouaeT B cebsl Bce 06sacTH
Y HarpapJieHUsi HAyuHbIX MCCJIEJ0BAHHI, CBS3aHHBIX ¢ KpUNTorpacguei, B TOM
ypcsie ¥ MaTeMaTHUECKYI0 KPUTITOrpaduio.

3. Kpuntocunres

YcioBHO BhIesIsieMast 4acTh Kpunmoepaduu (Kpunmoanoauu), 3aHUMa-
forasicsi pa3paboTkoil U 06OCHOBaHHEM CMOILKOCMU KPUITOTpahHUeCcKnX
CPEJCTB 3allUThbl HMH(pOpMalMH. B NPOTHBOMOMOXKHOCTD KPUNMOQHAAUIY
3a7a4a KPUITOCHHTE3a COCTOHUT B 3alLUTe HH(POPMALHH.

4. KpuntoaHanus

Cryptanalysis

Yca0BHO BhIEIeMasi yacTb kpunmoepaduu (Kpunmoaoauu), npero-
CTaBJSIOWAT NPOMUBHUKY MOAXO/bl, CPEICTBA U METOJbI JJIs1 83A0MA KPHII-
TorpaduuecKux CpeicTB 3alUThl HH(OPMaLKH.
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5. Kpunrorpaduueckuit npoTokod

Cryptographic protocol

OcHoBHOe TOHATHE Meopemuueckoil kKpunmozpaduu (kpunmoaoauu).
[To MPOTOKOJIOM MOHUMAETCs pacrpe/ieleHHbIH aJrOpUTM ¢ JBYMs HJIH 6O-
Jiee yuacTHHKamu. [IpoToKoJ siBJisieTcss Kpunrorpauueckum, ecjii OH peliaer
no KpaiHell Mepe OJHY M3 Tpex 3ajau Kpunrorpaduu — odecreueHHe KOH-
dudenyuaspHocmu, uerocmuocmu, Heomceaedxcusaemocmu. Onpenesnenue
KpUITOrpauuecKoro npoToKoJa BKJIOUAEeT B ce0sl pa3iuuHble KOMIOHEHTbI, U3
KOTOPbIX BaXKHEHILIMMU SIBJISIIOTCS CJeylolIMe: YUaCTHUKH NPOTOKOJIA, KaHaJlbl
CBSI3U MEXKJIy YUACTHUKAMHM, a TakxKe JIMGO aJrOPUTMbI, HCIOJb3yeMble yuacT-
HUKaMH, 00 MOCTAHOBKA TOH 3ajlau, KOTOPYIO MPOTOKOJ MPU3BAH pellaTh.
B nepBom BapuaHTe peub HIET O KOHKPETHOM KPHUIITOrpaUueCKOM MPOTOKOJIE,
BO BTOPOM — TIPOTOKOJ OMPENE/sieTCs ¢ TOUHOCTbIO 0 THIA.

TeoperuueckoMy MOHSITHIO KpUNTOrpaduuecKoro npoToKoJa B MpakTHye-
CKOH KpHnTorpaun COOTBETCTBYET MOHATHE Kpunmoepaduueckoil cxemol.

6. Kpuntorpaduueckaa cxema

Cryptographic scheme

CrneunduKauys KpUNTorpapuueckoro CpeicTBa 3alllUThl HHQOPMALIMH HA
YPOBHE TOCJIEI0BATELHOCTH Kpunmozpaduueckux npeodpasosaruil, uc-
MOJIb3yeMbIX [IPH 9TOM JIAHHBIX, MepechbliaeMbiX cooblleHui U T. 1. Kpunrorpa-
(puueckasi cxeMa B COBOKYIHOCTH C Kpunmozpaduueckumu aieopummam
JUISl BCEX MCMOJIb3YEeMbIX Kpunmoezpaduueckux npeodbpasosanuil npeacras-
JisieT co6oil Kpunmozpaduueckuil npomoroA.

7. Kpuntorpaduueckoe npeo6pasoBanue

Cryptographic transform

Matematuueckoe npeoOpa3oBaHue, HCMoJb3yeMoe B Kpunmozpaduue-
CKUX CXeMAX U CyLLeCTBEHHOE /15l MX cmoiikocmu. Kyace kpunrorpapuueckux
npeo6pa3oBaHUil He TMoIaeTcsl CKoJb-HUOYAb TOuHOMy onucanuio. Kak
npaBusio, Kpunrorpaguieckoe npeo6pazoBaHne MPUMEHSIETCS K 3allUIIaeMOi
VH(pOpMALMK U KAatowy (Hanpumep, wudposanue) Jubo K pe3ysbTaTy paHee
NpUMeHeHHOro npeobpas3oBaHus W KJjiouy (dewudposarue). CyllecTByIOT
TaKKe Kpunrorpaduueckue npeobpasoBatusi, He Tpedyrollue Kiatouek (Hanpu-
Mep, B cxemax pasdeserus cekpema).

KommenTapuii. Bo3MOXKHO, CJiellyeT BBECTH ellle CIelHaJbHbI TepMHH
«KpHUnTorpaduueckasi npoueaypa» s HEKOTOPbIX KOMIOHEHTOB KPUITOrpa-
¢uueckux cxem. Hanpumep: npoueaypa npoBepKU 3JIEKTPOHHOMH MOMUCH.

8. Kpuntorpaduueckuit anroputm
Cryptographic algorithm
AsiropuTM, peasusyroluil Kpunmoepaduueckoe npeodpasosaHue.
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Kommerrapnri. lcnonb3oBanue TepMHHA «KPUNTOTPaHUeCKUH aaroOpuTM»
KaK CMHOHHMA TepMHHA Kpunmozpaduueckas cxema ¢ HayuHoi TOUKH 3peHus
HEKOPPEKTHO.

9. Payun

Round

B kpunmoaoeuu — rnoHsiTHe, XapaKTepUsylollee OlHY M3 MepP CJI0KHOCTH
Kpunmozpaduueckux npomorkonos. B nporokosax ¢ AByMsl yuaCTHHKaMH
payHjL — BpeMeHHOH WHTepBaJ, B KOTOPOM aKTHBEH TOJIbKO OJIMH M3 YUaCTHH-
KoB. Ec/in B 1aHHOM payHjie akTHBHA AAuCa, TO payH/L 3aBeplIAETCs OTChIIKON
coobuienusi Boby, nepexoaom AJUCHI B COCTOSTHHE OXKUAAHUS U AKTHBU3ALMeEH
Bo6a. B nportokosax ¢ Tpems U 6oJiee yuacTHUKAMU B CHHXPOHHOM CJyuae
payH]— NepUHoJL BDEMEHH MeXJly ByMs TOUKaMH cuHXpoHu3almnu. K ouepentoit
TOYKE CHHXPOHH3ALMHM KaXK/Iblil yUaCTHHK JOJKEH OTOCJAaTh BCe COOOIIeHHS,
KOTOpble eMy MpeArnucaHo mnepenaTb APYTHM y4acTHHKAM B TeKyllleM payHje.
B acunxponHom ciyuae moHsiTHe payHaa yCJOBHO.

B kpunmoepaduu TepMHH IPUMEHSIETCS B OTHOLIEHHH Kpunmozpaduue-
CK020 npeodpa308aHUS, €CJIH OHO ONPeeIsieTCsl KAK MHOTOKpaTHast UTepaLus
OJIHOTO U Toro ke 6a3oBoro rnpeobpazoBanusi. PayHjioM HasbiBaeTcsl ojiHa UTe-
pauusi (oHO NpuMeHeHHe 6a30BOro nMpeoGpa3oBaHusl). TepMHH HCMOJb3YyeTCs
MPeHMYILIECTBEHHO B OMMCAHUSAX 0A0K0B8bLX WU PO8 H Kpunmoapaduueckux
xau-pynryul.

Kommentapui. B HekoTopblX paGoTax 1Mo MaTeMaTHUeCKOH KpUnTorpaduu
payHJIOM TIPOTOKOJA C ABYMSl YUaCTHUKAMH CUMTAETCS OJMH MOJHbIH LMK aK-
THUBHOCTH 060MX YUaCTHHKOB. B TakoMm ciiyuae uncsio cooOIIeHHH, MOCTaHHbIX
B OIHOM payHJie, PaBHO JIBYyM H BO3MOKHbI TPOTOKOJIbI C HElIEbIM KOJMIECTBOM
payHJIOB.

10. TpaHckpunuus npoToKosaa

CHHOHHMM: TPAHCKPUIILUS Auajora

View

[TocsienoBaTeIbHOCTD Beex COOOIIEHHH, MepechllaeMblX YUaCTHUKAMU NPO-
TOKOJIa Py JAPYry B Tpolecce BbIMOJHEHHS MPOTOKOJA, 3alicaHHasi B Xpo-
HOJIOTHUECKOM TIopsiiKe. B OTHOIIeHMH 4acTHOTO cjydasi MPOTOKoJa C JIBYMs
y4acTHUKAMH TIPUMEHSIETCS] TAKXKe CrelldabHbId TEPMUH «TPaHCKPUITIHS Aua-
Jiorax.

11. 3awnmeHHbId KaHaa

Private channel

Kanan cBsisu, oGecrieunBaolinii KOHPUOLHUUAALHOCMb TepechliaeMoi
no HeMy HH(OPMALIMH, T. €. ee HeLOCTYIMHOCTL naccugrHomy npomustury. Co-
3/laHKe 3allUIIEeHHOr0 KaHala — 3ajada kpunmocucmem (B 6oJiee o6l1iiel mo-
CTaHOBKE — NPOMOK0A08 KOH(PUOeHUUANHONI nepedauu coodbwenuit). s
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JIPYTHX THIOB Kpunmozpaduueckux npomoKoA08 3allHIIeHHbIH KaHal MO-
KET CJIYNKUTb Kpunmoezpaduueckum npumumusom.

12. AyreHTMHUUHPOBaAHHbIA KaHaJ

Authenticated channel

Kanan cBsizu, oGecneunBalonilil UeAOCMHOCMb TMepechbliaeMoil 1o HeMy
vHpopmatnu. CosnaHue ayTeHTHHUIMPOBAHHOTO KaHa/la — 3ajaua npomoKo-
A08 aymermudukauuu. st pyrux THIOB Kpunmoezpaduueckux npomo-
KOO8 ayTeHTH(ULMPOBAHHBIH KaHAJ MOXKET CJYKHThb Kpunmoepaduueckum
NPUMUMUBOM.

13. YuactHuk (npoTokoJa)

Party

CyObeKT, yuacTBYIOLIMH B TOH WK UHOH (DOpMe B BHIMOJHEHHH MTPOTOKOJIA.
YYacTHHKH JeJIITCSl Ha 3aKOHHBIX YUAaCTHUKOB M BHELIHUX NPOMusHukos. Bo
MHOTHX CJlydasix MpH MOJACUYETe UMCJ/a YyYaCTHUKOB MPOTOKOJA MPOTUBHUK, UJIH
MPOTHBHUKH, He YUUTBIBAIOTCS. Tak, MPOTOKOJ KOH(DUIeHUUAHOI nepedauu
cooOWeHUll cuuTaeTcst MPOTOKOJNOM C JBYMsl y4aCTHMKAMH, XOTSl Ha CaMOM
JleJie yUaCTHUKOB TPO€: OTIPaBUTE/b COOOLIEHHH, UX TOJyYaTesb U TTPOTHBHHUK.

14. YecTHbIA yyacTHUK

Honest party

YuyacTHHK Kpunmozpaduuecko2o NpomoKkoad, Biafeloluil Bcell Heo6-
XOZMMOH HH(pOpMaLMeH, B TOM YHCJIe, ecyii TpeOyeTcsl, CeKpermmolmu KAaoua-
MU (3aKOHHBII YUACTHHUK) M BBIMOJHSIOUMH TOJLKO JNEUCTBHS, MpPeANUcaHHble
NPOTOKOJIOM. HeuecTHbI# yuacTHUK — 3TO JIMOO BHELLHHUH POTUBHHUK, MO0 3a-
KOHHBIIl y4aCTHUK, OTKJIOHSIIOLMACA OT JeHCTBUMH, PEeANUCAHHBIX IPOTOKOJIOM.

15. LlenTp noBepus

Authority, trusted authority

Oco0blil yuacTHUK Kpunmozpaduuecko2o npomoKoAd, KOTOPOMY JOJIK-
Hbl JI0BEPSITh BCE OCTaJ/bHbIE yuacTHUKH. [IpOTOKOJ ¢ LEHTPOM JI0BEPHST MOKET
ObITb CTOHKMM TOJIbKO B TOM CJlyuae, €CJIM LEHTP J0BEpHsl He OTKJOHseTCs
OT JeHCTBHH, NpearnucaHHblX NpoTokosoM. B oTiuumne ot boavwoeo bpama,
LIEHTp JIOBEPHUS He SABJISETCH HEKOHTPOJUPYEMBIM: BCAKHI yUaCTHHK MTPOTOKOJA,
KOTOpOMy Obl1 HaHeceH yulepO NeHCTBUSMHU LIEHTPa JOBEpHsi, MOXKET oOHapy-
JKUTb 3TOT (DaKT W J0Ka3aThb €ro TPeTbUM Julam (apbumpy).

16. Boabwoii Bpar

Big Brother

[IpunsiToe B JnTepaType HaUMeHOBaHHE 0COOOT0 yUaCTHHKA KPUNMmMo2pa-
(huuecko20 NPOMOKOAQ, JAEHCTBUS KOTOPOTO HE MOJAITCS KOHTPOJIO CO
CTOPOHBI IPYTHX YUACTHHKOB MpoTokoJsa. Jlaxe ecsu HeuecTHOCTb Bosblioro
Bpara moxeT 6bITh 06HapyKeHa, OHA HeloKasyema.
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17. Anuca

Alice

Anvca U Bo6 — THHUHBbIE HMeHA YYACTHWKOB, MPHHSTHIE JIJIsI OMUCAHHMSI
Kpunmoepaduueckiux npomoKkoaos B paboTax Mo mamemamuueckoil Kpun-
moepaduu (Kpunmoaoauu). B cayuae kpunmocucmem MPOTHBHUK OOBbIUHO
BbICTynaer noj umeHeM EBa (0T aHrauiickoro eavesdropper — mnoJIC/ylIMBao-
1K), pexe — MoJL KAKUM-JIHO0 IPYTHM HMeHeM (HO MpaKTHUECKH BCEraa moj
JKEHCKHM, TaK YTO MECTOHMEHHE «OHa» KaK MPABHJIO OTHOCHTCS K IPOTHBHHKY).

18. bo6
Bob
Cwm. Aauca.

19. EBa
Eve
Cwm. Aauca.

20. IMpoTuBHUK

Adversary

YuacTHHK, BBIMOJIHSIIOUIME JEHCTBHS, He MperucaHHble Kpunmoapadu-
UeckuM NPOMOKOAOM, C LEeJbI0 HapylleHus ero KorndudeHuuarbhocmu, ue-
aocmuocmu, Heomeaeocusaemocmu (B 060 KOMOWHAIMH, B 3aBUCHMOCTH
OT TUMa npoTokoJa). [ [poTUBHUK MOKeT ObITh BHELIHUM, KaK Harpumep, B CJIy-
yae Kpunmocucmem. Bo MHOTHX THMax kpunmoepaduueckux npomokoios
3aKOHHbIe YUACTHUKU He JIOBEPSIIOT JPYr JPYry W KaKibld M3 HHUX paccMart-
pUBaeTCsl Kak MOTeHLMaNbHbIH MPOTHBHUK. B Kpuntorpaduueckux mnpoToKo-
Jax ¢ Tpemsi U GoJiee YUaCTHHKAMH TIPOTMBHUKOM MOXKET ObIThb KOAJMLMS U3
HECKOJIbKUX YUaCTHHKOB.

21. IMaccuBHBIA NPOTUBHUK

Passive adversary

[TpomusHuKk, KOTOPbIA MOMXKET MOJyYyaTh HEKOTOPYIO HH(OPMALIHIO O MPO-
1iecce BBITIOJIHEHHST Kpunmozpaduuecko20 NpomoKoAd, HO He MOXKET B HEro
BMelIuBaThes. [loJIHBIA aHalUW3 pe3y/bTaTOB HEOJHOKDPATHOTO BbIMOJHEHHS
KPUMITOrpapuueckoro MPOTOKOJA He T03BOJsieT OGHAPYKHUTb TPUCYTCTBHE
MacCUBHOrO MPOTHUBHHUKA.

22. AKTMBHbBIN NMPOTHBHUK

Active adversary

[TpOTHBHUK, KOTOPbIH MOXET BMELIUBATHCS B XOJ BBIMOJHEHUS KPUunmo-
epaduueckoeo npomokoaa. Kak npasBuso, mosHbId aHaJH3 Pe3yJbTaTOB OJl-
HOKPATHOTO BBIMOJIHEHHST KPHITOrPaHIeCKOro MPOTOKOJa MO3BOJsIET 06HaAPY-
YKUTb MPUCYTCTBHE aKTHBHOIO MPOTHBHUKA.
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23. luHamMu4YeCcKUil MPOTUBHUK

Dynamic adversary

JI71s1 HEeKOTOpBIX THIOB Kpunmozpaduueckux npomoKoA08 paccMaTpu-
BAIOTCA NPOMUBHUKU, TTPEICTABMASAIOLINE COOOH KOAJNHUILNH, COCTOSIIME U3 He
6oJiee ueM ¢ yuacTHUKOB. Takoil MPOTHBHUK Ha3bIBAETCS IMHAMMUECKUM, €CJIH
COCTaB KOAJIMLMH MOXKET MEHATLCS B XOJI€ BBIMOJHEHUS TIPOTOKOJA, HO TaKUM
00pa3oM, uTo B Jit060H MOMEHT BPEMEHH B Hee BXOJIUT He GoJiee { yUaCTHUKOB.

24. Araka

Attack

COBOKYIHOCTD TPEINOJI0KEHHE 0 NPOMUBHUKE, B KOTOPbIX aHAJU3UPYyeTCs
CMoilKoCMy KpUNTorpadUueckoro npoTokosa. Britouaer B cebst HHpopMaluio,
KOTOPYIO POTUBHUK MOXKET T0JIyYUTh B XOJI€ BLIIOJHEHHsI IPOTOKOJIA, U AKTHB-
Hble JI€ACTBHS [0 BMELIATEIbCTBY B IIPOLECC BLIMOJHEHHUSI POTOKOJA, KOTOPbIE
MPOTHBHUK MOKET OCYIIECTBHTD.

KommenTapuii. B kpunrorpaguueckoi JiuTepatype TEPMUH AMAKA HIHPOKO
HCMOJb3YeTCsT KAK CHHOHUM Memood KPUNMmMoaHaAU3a, 4To ¢ HayYHOH TOUKH
3peHHs1 HEKOPPEKTHO.

25. ¥rpo3sa

Threat

3ajaua Mo HapyuieHdo KOHGMUOCHUUAMHOCMU, UeAOCMHOCMU, Heom-
caedcugaemocmu (B Jo60H KOMOMHALIMM, B 3aBUCHMOCTH OT THMA Kpunmo-
epaduuecko2o NPOMOKOAL), CTOSIIAS ePesl NPOMUBHUKOM.

26. KonduaeHumanbHoCcTh

CHHOHHM: CEKPETHOCTb

Confidentiality, privacy, secrecy

O6ecneueHne Takol OpraHU3alMi XpaHeHHst UH(POPMALMK U ee MCMOJb30-
BaHHsI B Kpunmozpaduueckom npomokoae, Mpu KOTOPHIX 3Ta HHPOpPMALIHs
0CTaeTcsl HEOCTYITHON NPOMUBHUKY.

27. lleaocTHoCTb

Integrity

[enoctHocTh B KpunTOrpacuu ONpeNesieTcss OTAENbHO JJIsi KaXKoro
U3 YYaCTHUKOB JIAHHOTO KOHKPETHOro Kpunmoezpaduueckoeo npomokoia
M 03HAuaeT rapaHTHIO, UYTO B TMPOLIECCE BHIMOJHEHHSI MPOTOKOJNA He OblIO
BMellaTeNbCTBA AKMUBHO20 NPOMUBHUKA, TMOBJEKIIEro 3a coboi Hexesa-
TeJibHbIe JUIsl JAHHOTO YUACTHHUKA TTOCJIE/ICTBHS.

28. LlesocTHOCTb COOOUIEHUS

Message integrity

[apanTupyemas noJydyatesio BO3MOKHOCTb YAOCTOBEPUTLCS, UTO COOOILLe-
HUE MOCTYIHJIO OT JAAHHOrO OTIPABUTEJIS1 U B HEMCKAXKEHHOM BHJIE.
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29. HeorcanexxnBaemocTtb

Untraceability

OnpenensieTcst AJst CA0XKHBIX KPUNTOrPAPHUECKUX CHCTEM C GOJIBIIHM KO-
JIMUECTBOM YUACTHUKOB, TAKHX KaK CUCMeMbl INeKMPOHHLLX naamedtcell, cu-
CTEMbI [LOCTyﬂa K S.HQKTPOHHBIM I/]HCbOpMaLlI/IOHHbIM CbOH[LaM U T.II. OsHaqa—
€T, UTO NPOMUBHUK HE MOXKET CO3/1aBaTh JIOChE, COJEpKalllhe CYILIEeCTBEH-
Hyl0 UacThb AEHCTBUH YyUaCTHUKOB. POACTBEHHble MOHATHUS — AHOHUMHOCMb
M HecBsa3bl80emMocms.

30. HecBs3biBaemocCTb

Unlinkability

[TonstHe, poacreenHoe Heomcaexcugaemocmu. O3Hauaer, 4To npomus-
HUK He TOJIbKO HE MOXKET YCTAHOBHUTb, KTO HMEHHO BBIMTOJIHUJI IAHHOE KOHKPET-
HOE JEHCTBHE, HO JlaXKe BbISICHUTL, ObLIH JIM JaHHble JBa WU OoJiee NeHCTBUU
BBIMTOJIHEHBI OJTHUM U TEM K€ YUaCTHUKOM.

31. AHOHUMHOCTb

Anonymity

[Tonstue, poacTBeHHoe Heomceaedxcusaemocmu. O3Hayaer, 4To yyacTHH-
KaM TpPeJOCTaBSeTCs BO3MOXKHOCTD BBIMOJIHATL KaKOe-JMO00 JIEHCTBHE aHO-
HUMHO, T.€. He uaeHTHdUUMPYs cebsi. [Ipu 3ToM, oaHAKO, yuacTHHK 0O6si3aH
JI0Ka3aTb CBOE MPABO HA BBINOJHEHHE ITOr0 AeHCTBUsI. AHOHHUMHOCTb ObIBAaeT
abCcoJIOTHON M 0T3bIBaeMO. B nocsiennem ciyuae B cucTeMe ecThb Bble/eHHbINH
YUaCTHUK, apOdump, KOTOPbIH MpH ONpeesieHHbIX YCAOBHSIX MOXKET HapyllaTb
AHOHUMHOCTb W WJIEHTH(UIMPOBATh YYaCTHHKA, BBITIOJIHUBILETO JaHHOE KOH-
KpeTHOe NEHCTBHE.

32. CtoiiKocTb

Security

CrofikocTb Kpunmoepaduueckozo npomokoaa (Kpunmozpaduueckoil
CXeMmbl) — CrOCOOGHOCTb TPOTOKOJIA (CXeMbI) MPOTHBOCTOSITH BO3NEHCTBHIO
npomusruka. [ToHsITHE CTOMKOCTH MHIMBUIYaJbHO JIJIST KAXKJI0TO THIA KPHII-
TOrpaduueckoro MpoTokoJa (M, Kak TpaBujo, s PasHOBUAHOCTEH BHYTpPH
JIAHHOTO THIA) U MOXET ObITh OMpPeeJeHO TOJMbKO OTHOCHTEJbHO KOHKPETHOH
napbl (amaka, yeposa). OnpeneneHue CTORKOCTH KPUNITOrpauuecKoro npo-
TOKOJIa JIOJKHO COJepKaTh Orpe/ieJieHHe MOJeNH MPOTHBHHUKA, BKJIOYAlOllee
B ce0s1, TOMUMO aTaKH U Yrpo3bl, PENoJoKeHHe O BBIUMCIUTENbHBIX pecypcax,
KOTOPBIMU pacrioJiaraeT MpOTHBHHUK.

B kpunmoaoauu cTOHKOCTb 060CHOBBIBAETCS MyTEM J0Ka3aTeNbCTBA, KAK
NPaBUJIO MPU KAKOM-JHO0 Kpunmozpaduueckom npednonodiceHuu, yreep-
JKJIeHHUSI, UTO JAHHbLIN KPUNTOrpahHueCKUui MPOTOKOJ YAOBJIETBOPSIET TaHHOMY
MaTeMaTHUeCKH CTPOrOMY OTIpe/lesIeHHI0 CTOMKOCTH.
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B kpunmoepacuu Mepo CTOHKOCTH JaHHON KpUNTOrpacHuecKol CXeMbl
SIBJISIETCS] TPYJOEMKOCTb caMoro 3(h(heKTUBHOTO U3 M3BECTHBIX AJrOPUTMOB ee
g3A0Md.

[Tox crofikocTbio Kpunmoepaduueckoeo NPUMUMUBH TIOHUMAETCS BbI-
TOJIHEHHE OCHOBHOTO KPHITOrpapuuecKoro CBOHCTBA, OMPee/IsIIoNIero 1aHHbIH
npumutHB. Hanpumep, cTofikocTb 00HOCMOPOHHEl PYHKUUWL O3HAUAET OT-
cyTcTBHE 3((EKTUBHBIX aJrOPUTMOB ee MHBepTHPOBaHUs. OrnpesesieHne cToi-
KOCTH KPHUMTOrpapuuecKoro mpUMUTHBA He TPeOyeT MO MPOTHBHHUKA.

B meopemuueckoil kpunmoepaduu (Kpunmonoaul) UMEIOTCs IBa 0C-
HOBHBIX MOJXOJa K ONpeeNeHHI0 CTOHKOCTH: Meopemuko-utdopmMayuoH-
HbLIL © MeopemuKo-CcAO0MHOCMHOIL.

Kommentapuii. CrnielpruecKuil it KpUntorpadud TePMHH CMOILKocmo
He $IBJIsIeTCs] CHHOHUMOM 0oJiee YHUBEpPCAbHOr0 TepMHHA «0e30MacHOCTbY.
Hcnosib3oBanue aTpubyTa «CTOUKOCTb» M0 OTHOLIEHHIO K KPUIITOrpaduyecKuM
aJITOPUTMaM C HayuyHOH TOUKH 3peHHsT HEKOPPEKTHO.

33. MeToa KpuntoaHajausa

Cryptanalytic technique

MatemaTHueCcKHi MeTO/ pelleHHsl KaKoiH-u60 U3 3a1ady KPUnmooaHaiu-
3a. CocTaBJisieT TEOPETHUECKYIO OCHOBY aJITOPUTMOB, pa3pabaTbiBaeMblX Npo-
MUBHUKOM /ISl OCYLLECTBJIEHHSI Y2pO3bl CTOHKOCTH Kpunmozpaduueckozo
npomokoaa (Kpunmozpaduueckoll cxemol).

Kommentapui. CM. KOMMEHTapUH K TEPMUHY AMAKA.

34. CToiiKocTb TEOPETUKO-HH(OpMaLIMOHHAS

CHHOHHMBI: CTOHKOCTD GQSYCJTOBHBH, CTOUKOCTDH 1LLIeHHOHOBCKAasl

Information-theoretic security, unconditional security, Shannon security

CriocobHOCTh Kpunmoepaduueckoeo npomokoaa (Kpunmoepaduue-
CKO{L cXembl) TPOTHBOCTOSITH BO3AEHCTBHUIO NPOMUBHUKA, KOTOPBIH 51
JIOCTHXKEHHSI CBOMX Llesiell (OCYLIECTBJIEHHS] Y2pPO3bl) MOMKET HCIMOJb30BaTh
NPOU3BOJIbHBIN aJropuT™ (6€3 orpaHUueHHi Ha BBIUHCJUTE/bHbBIE PECYPCHI).

35. CTOMKOCTb TEOPETUKO-CJI0KHOCTHAS

Complexity-theoretic security, complexity-based security

Crioco6HocTh Kpunmoezpaduuecko2o npomokoaa (Kpunmoepaduue-
CKOIlL Cxembl) TPOTHBOCTOSITb BO3JIEHCTBHIO NPOMUBHUKC, KOTOPBIA sl
JIOCTHXKEHHSI CBOMX Llesiell (OCYLIECTBJIEHHS] Y2PO3bl) MOXKET HCIOJb30BaTh
TOJIbKO TaKHe aJiTOPUTMbI, KOTOPbIE YIOBJETBOPSIOT 3aJlaHHBIM OTpaHUUEHUSIM
Ha BBbIUMCJIUTEJbHbIE pecypcbl. Kak mnpaBujio, TpeGyeTcsi, uToObl aJropuTM
3aBepliiaj CBOI paboTy 3a BpeMsi, OrpaHHUEHHOE MMOJHHOMOM OT napamempa
cmotikocmu.
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36. MoaeJib co clyyailHbIM OpaKyJaoMm

Random oracle model

PacuivperHasi MmateMaTHuecKasi MOJIe/Ib Kpunmoepaduueckoeo npomo-
KOAQ, B KOTOPOH BCE YYACTHHKH HMEIOT JIOCTYN K OPaKyJy, BBIUHCJSIOLIEMY
cayuaiinyto dyHkuudio. [Ipy KaxkJIoM HOBOM 3arpoce 3HaueHWe (DYHKLHMH Ha
JIAHHOM aprymMeHTe BblOHpaeTcsi cayuaiiHbiM o6pa3oMm. [1pu 3Tom opakyn 3a-
NoMHHAeT Napy (aprymeHT, 3HaueHWe) W MPU TMOBTOPHOM 3arpoce Jyisi 3TOro
ApryMeHTa, He3aBUCHMO OT TOT0, KTO U3 yY4aCTHUKOB €ro BbliaJ, OyJeT BO3Bpa-
ILIEHO BCE TO K€ 3alOMHEHHOE 3HaueHHe.

Mojiesib €O cayuaiiHbIM OpakyJioM Obljia BBeJeHa JJIi NPOMOKOAOB IAeK-
MpPOHHOIL nodnucu, Tae ciaydyailHas GyHKLIMS 3aMeHHIa X31i-(QyHKuuio. Brio-
CJIEJICTBHU MOJIeJb Obljia 0000leHa Ha Kpunmozpaduueckue npomoKro ol
pa3/JUYHBLIX THIIOB U B HACTOSILIEE BPEMS B Kpunmoanocuu 3HadyuTeJSbHas 4aCTb
pe3yJIbTaToOB 0 CMOUKOCMU JIOKA3bIBAETCSI HUMEHHO B 3TOH MOJIEJH.

37. lapameTp cToiiKOCTH

Security parameter

B meopemuueckoil kpunmozpacuu — OCHOBHOH LieJIOUHCeHHbIH napa-
MeTp Kpunmozpaduuecko2o NpomoKoAd WIH Kpunmozpaduueckozo npu-
mumusa. Kak npaBujio, NpMHUMaeTCs PaBHbIM JUIMHE CEKPEeMmH020 KAIOUW, pe-
e — jyiHe 6J10Ka coob1enust U T. M. CJ02KHOCTb BCSIKOTO aaroputma (6y/b TO
KPHUIITOAJITOPUTM MPOTOKOJA HJIM aJTOPHTM, HCMOJb3yeMblil NPOMUBHUKOM),
a TaK)Ke BEPOSITHOCTb ycrexa NPOTHBHUKA PacCMaTpUBAIOTCS KAK (YHKLHUH OT
napamerpa CTOHKOCTH.

KommenTtapuii. B oTeuecTBEHHOH JMTEpaType MCMOJb3YeTCsl TePMHH «Ma-
pamerp 6e3omacHocTH». CM. KOMMEHTapHil K TEPMHHY CMOILKOCMb.

38. Kaiou

CHHonuM: Kpunrorpaguueckuil KJiou

Key

CrenpanbHbll mapamMeTp Kpunmozpaduuecko2o npomokoad (Kpunmo-
epaduueckoll cxemol). BoiGupaercst He3aBUCHMO OT 3allMllaeMol HHpOpMa-
LMK W NapaMeTpuayeT kpunmozpaduueckue npeodbpasosanus. CyllecTByloT
JIBa THNA KPUNTOrpaduUuecKuX KJIoUel — cexpemuole KAOUU H OMKpolmole
KAtOUU.

39. CekpeTHbIH K104

Private key

CrenpanbHblfl MapamMeTp Kpunmoepaduuecko2o npomokoad (Kpunmo-
epaduueckoll cxemol), U3BECTHBIH OJHOMY HJIM HECKOJILKUM YUAaCTHUKAM H He
U3BeCTHBIH npomusHurky. OTCYTCTBHE Y MPOTHBHUKA MH(POPMALMKU O 3HAue-
HHUH CEKPETHOro KJ/ioua — HeoOXOAMMOe yCJoBHe cmoilkocmu GoJIbLIKHCTBA
Kpunmoezpaduueckux npomokoaos (Kpunmozpaduueckux cxem).
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40. OTKpbITHIH K04

Public key

CreluanbHblll MapamMeTp Kpunmoepaduuecko2o npomokoad (Kpunmo-
epauueckoil cxemol), U3BECTHBIN BCeM YUaCTHHKAM, BKJIOUAst POMUBHUKAL.
Haxonutest B omnpenesieHHOM COOTBETCTBHHM C CEKpPEMHbIM KAIOUOM H TI03-
BOJISIET YUACTHHKAM, He 3HAIOLIMM CEKPETHBIH KJIOU, BBIMOJHATH HEKOTOPbIE
Kpunmozpaduueckue npeodpa3osaHus.

41. lMpene6pexumo mManas GpyHKUUS

Negligible function

DyHKIMSA M3 MHOXKECTBA HaTypaJsbHbIX udcesa B orpe3ok [0, 1], Koropas
yObIBaeT Mpu 11 — 0o Obictpee yeM 1/p(n) mist mo6Goro nojunoma p. B kpun-
moAao2uu NoHsATHE nperedpencumo mMaroil geposmuocmu GopmMasusyer HH-
TYUTHBHOE MpeJCTaBJeHHe O TeX LIaHCaX 83A0Md, KOTOPble eCTb y Npomus-
HUKO B MOJABJSIONIEM OOJbIIMHCTBE CJIyuaeB (Hampumep, IIAHC CJydyalHO
yrajaTb CeKpemtolil KAIOW) ¥ KOTOPBIMH MOXKHO TpeHeGpeub MpH aHalu3e
cmotlkocmu.

42. llpeHedopekMmMo MaJsasi BepOSATHOCTb

Negligible probability

Cum. npenebpedcumo maras GyHKuUs.

43. Baaom

CHHOHHM: PacKpbITHE

Cracking, breaking

OcylecTB/IeHHE MPOTUBHUKOM Y2p03bl CTOHKOCTH Kpunmozpaduueckozo
npomokoaa (Kpunmoepaduueckoll cxemol), T. €. pelleHde TOH 3aaauu, Ko-
TOpasi ONpeJiesisieT JJaHHYIO yrposy.

44. TloaHoe packpbiTUE

Total breaking, total cracking

Yeposa CTOMKOCTH HEKOTOPBIX THIOB Kpunmoezpaduueckux cxem. Cocro-
UT B OMpeJieJieHHH TIPOTHBHUKOM CeKpemmio20 KAoua CXeMBI.

45. lMpukaagHo# KpuntorpaduuecKuil MPOTOKOJ

[IpoTtokos, KoTOpbIil cam Mo ceGe UCMOJb3YETCs], WK TOTEHIIMAJIbHO MO-
YKET UCTOJIb30BaThCs, /IS pellieHnst TpakTHieckux 3ajaau. [Ipumepnl: npomo-
KOA KOHPUIeHUUAAMHOT nepedaut coobuerull, NPOMoKoA 3AeKMPOHHONI
noonucu, cucmema 3NeKMpoHHbLX niamedceil, NPOMOKOA 20A0COBAHUSL.

46. MpumMUTHBHBINA KpUnTorpaduyecKkuil MPOTOKOJ

[IpoTokos, KOTOpBIH HE HMEET CaMOCTOSITEbHOTO TMPHUKJIAAHOTO 3HAUEHHS,
HO MCMOJIb3YETCsl KaK KOMIOHEHT MPH MOCTPOEHHH GoJiee CA0MKHBIX NPUKAAO-
HolX Kpunmoezpaduueckux npomorkonos. [IpuMepb: npomorkoa npusasku
K 6Gumy, NpoTokoJ noadpachiBaHUs MOHETbI, TIPOTOKOJ HEBEJIOMOMH MepeauH.
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47. Kpuntorpaduueckuii npMMUTUB

Cryptographic primitive

Kpunrorpaduueckue npuMHTHBBI — MaTeMaTHUECKHE TOHSITHST H KOHCTPYK-
MM, KOTOPbIE H3YUAIOTCS B Mamemamuueckoil kpunmoezpaduu (Kpunmono-
2UU) M MCMOJIb3YIOTCS B KAauecTBe KOMIIOHEHTOB MPH MOCTPOEHUH Kpunmozapa-
duueckux npomokoaos. [Ipumepbl: 0O0HOCMOPOHHARL DYHKUUL, DYHKUUL
C cekpemom, nces0oCAyUdilHoLlL 2eHepamop, xau-MyHKUuus.

48. Kpuntorpaduueckoe npennoJioxxkeHue

Cryptographic assumption

B meopemuueckoll kpunmozpaduu (Kpunmoaoauu) — rMpernosioKeHne
O BBIUHCJIUTENLHON CJI0KHOCTH KaKOH-1H60 MaTeMaTHUeCKOH 3ajauu, Ha oc-
HOBE KOTOPOIO JIOKA3bIBAETCSl CMOIKOCMb KPUNTOrpauuecKuXx NpoTOKOJIOB.
Jensitest Ha oOliMe: 0 CyLIeCTBOBAHHH OOHOCMOPOHHUX (PYHKUUL, DyHK-
UUiL ¢ CeKpemom H T.IL.; TeOPETHKO-UHCJIOBbIE: O BLIYHCJIUTENLHON TPYIHOCTH
3a/laun JIMCKPETHOTO JIOTAaPU(PMUPOBAHHST HJIH (DAKTOPU3ALMH LIEJbIX UYHCE,
¥ TIpouMe, HarpUMep, O BLIUMCNUTEIbHON TPYJHOCTH 3a/lauk O PIOK3aKe.

49. OpHocTtopoHHsis pyHKUUS

One-way function

1. B kpunmono2uu — 0JIHO M3 OCHOBHbBIX MOHSITHH, BAaXKHEUIIIMH KpUnmo-
epaduueckuilt npumumug. OyHKIMS Ha3bIBAETCS OJHOCTOPOHHEH, €CJIH OHA
3¢ heKTUBHO BbIUUC/IMMA, HO 3ajlaua ee WHBEPTHPOBAHUS SIBJISETCS BbIUMC/IH-
TeJIbHO TpyaHOH. ONHOCTOPOHHSIST (DYHKIIMSI, KaK U BCE ee Pa3HOBUJHOCTH, —
TUTIOTETHUECKUE 0OBEKT.

2. B kpunmoepaduu — Besikasi KOHKpeTHast JIerko BblUHCIUMast (PYHKIUS,
JUIsl KOTOPOH He W3BECTHO 3(PPEKTHBHBIX aJrOPUTMOB MHBEPTHPOBAHMSI.

50. CuiabHO OJHOCTOPOHHSASA YyHKLHUS

CHHOHHMM: CWJIbHAsl OJIHOCTOPOHHSIS (PYHKLHS

Strong one-way function, strongly one-way function

B kpunmoaoeuu — rumnoTeTHyecKuil 06bEKT, SPHEKTUBHO BBLIUHCJIUMAST
(byHKLHS, KOTOPYH BCSAKHH 3(D(EKTUBHBIH aJropUTM MOXKET WHBEPTHPOBATDH
JIUIIb ¢ npenedpedcumo Manoil seposmuocmoto. OOBIUHO CUJIbHBIE OJHO-
CTOpPOHHHE (PYHKLHH HA3bIBAIOT MPOCTO OJHOCTOPOHHHUMH. TepMUH CHJIbHAsT
OJIHOCTOPOHHSIST (DYHKLUST UCTIOMb3YIOT B TeX CJydasix, KOraa HeoOX0IuMO Moji-
YepKHYTh OTJIHUHe OT cAaboll oOHOCMmopoHHell hyHKUUL.

51. Cna6o ogHOCTOPOHHSASI YHKUHUS

CrHonnum: cnabast OJTHOCTOPOHHSISA (PYHKIUS

Weak one-way function, weakly one-way function

B kpunmoaoeuu — runoTeTHueckuil 06beKT, 3PHEKTUBHO BbIYHCIUMAST
(yHKUHSI, KOTOPYIO BCSKHE 3(P(EKTUBHBIH aIrOpUTM MOXKET HHBEPTHPOBATD
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HA BXOJax JJHHBI £ C BEPOSITHOCTBIO He Gosee 1 — 1/p(n) mas HekoToporo
(bMKCHPOBAHHOTO MOJIUHOMA p.

52. OAHOCTOPOHHSASA NepecTaHOBKA

One-way permutation

B3anmHo ojHO3HAuHast 00HOCMOpOoHHASL PyHKuus. Kak npasuso, npe-
noJiaraeTcst, 4To OJIHOCTOPOHHSISI MePeCcTaHOBKA COXPaHsieT JTHHY.

53. NeHepaTop GyHKLHI ¢ cEKPeETOM

Trapdoor function generator

D deKTUBHBIN AJrOPUTM, TEHEPUPYIOLMH Mapbl, COCTOSIIHE U3 OMHCAHHS
(bYHKLIMH U3 HEKOTOPOTO CEMEHCTBA H COOTBETCTBYIOILETO eMy (OMUCAHHIO) CeK-
peta. 3HaHUe ceKpeTa Mo3BoJsieT 3(PPeKTUBHO HHBEPTUPOBATL JaHHYIO (DYHK-
uuto. CeMelCTBO, paccMaTprBaeMoe Kak eirHasi (hyHKIHs, 06/1aaeT CBOHCTBA-
MH 00HOCMOpPOHHeil hyHKUUU.

54. CemeiicTBO (DYHKLMI C CEKpeTOM

Trapdoor function family

CeMellcTBO (DYHKIMI, JJIT KOTOPOTO CYIIECTBYET 2eHepamop hyHKuuil
C CeKkpemom.

55. DyHKLHSA C CEKPETOM

Trapdoor function

Cemeilcmeo hyrKuuil c cekpemom, paccmarprBaemMoe Kak eauHasi (napa-
MeTPH30BaHHAsT) (PYHKIIHUSI.

56. CemMeiicTBO NepPeCTAaHOBOK C CEKPETOM

Trapdoor permutation family

Cemelicmso hynxuyull c cekpemom, B KOTOPOM Kaxkaasi PyHKUHUS sIBJIsIeTCS
NepecTaHOBKOM.

57. llepecraHoBKa ¢ cekpeTom

Trapdoor permutation

Cemeilcmso nepecmaHoBoOK ¢ cekpemom, paccMaTpuBaeMoe Kak eInHasi
(napameTpu3oBaHHas) QyHKLUHS.

58. lceBnocayuaiiHblii reHeparop

Pseudorandom generator

1. B kpunmoepaduu — 3ppexTHBHbIA aJropuT™, reHepupyouui (rces-
JoCJyuaiiHble) BeJMUMHBI, 06Jafalole HEKOTOPbIMH CBOHCTBAMH CJIydaiiHbIX
BEJIMUMH.

2. B kpunmoao2uu — rUMoTeTHUeCKHil 06beKT, 3PMEKTHBHBIN aNTOPHTM,
reHepUPYIOLIMH CYLIHOCTH (MOCJIeIOBATEIbHOCTH, (PYHKIMH), KOTOPblE HEOT/IH-
UMMbI OT AHAJIOTMYHBIX CJIYYaHHBIX CYLIHOCTEH HUKAKUM ajJrOPUTMOM C 3ajaH-
HBIMH OTPaHHYEHUSIMH Ha BBIUUCJHUTEbHbIE PECYPChI.
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3. B kpunmoaoauu — CHHOHUM (COKpallleHHbIHl BapUAHT) TEPMHHA Kpuh-
moezpaduuecku cmoilkull eeHepamop ncesdocayUuaiiiolx Nocied0sameno-
Hocmetl.

59. Kpuntorpaduuecku cToiKHiA reHepaTop MNCEBAOCAYYARHbIX MO-
caeaoBaTeJbHOCTEH

Cryptographically strong pseudorandom bit generator

B mamemamuueckotll kpunmoepaduu (Kpunmono2uu) — 3heKTUBHBINI
AJICOPUTM, TIOJIYYAIOLIMH Ha BXOJ YHCTO CJydailHble CTPOKH JJIMHBI 1 ¥ OPOXK-
JaIoLMHA Ha BBIXOJE CTPOKH JUIMHBI M, THe M > 1, He OTJHYHMble HHUKAKUM
3 hEKTUBHBIM aJIFTOPUTMOM OT YHCTO CJIYUalHBIX CTPOK JUIHHBI /1. OGbIUHO,
€CJIi He OTOBOPEHO MPOTHBHOE, MO/ 3PPEKTUBHBIMU aJTOPUTMAMH TIOHUMAIOTCS
MOJIMHOMUAJIbHBIE.

[Tonsitue kpunTorpaduyecku CTOMKOro reHepaTopa MCeBIOCTyUaRHbIX 10~
cJleloBaTesIbHOCTeH (hOpMasIU3yeT CBOHCTBA, KOTOPBIM JIOJIXKEH YIOBJIETBOPSITH
AJITOPUTM, TIOPOXKIAIOLINH TICeBIOCTyYaiiHble MOCAEI0BATENBHOCTH A/ NOMO-
KOBbLX WU POB (NOMOKOBLLX KpUNMocucme).

60. Tect cnenyouiero 6ura

Next-bit test

[Tcepnocayuaiinast nocjie0BaTebHOCTD MPOXOAHT TECT CJEYIOIIEro GUTa,
ecsii He cyllecTByeT 3((EKTHBHOrO MeTo/la TpeCKa3aHusi Mo HauyaJbHOMY
OTPE3Ky TOCJEeIOBATEJbHOCTH ee cJeylollero 6uta. TecT chemytolnero 6uta
SIBJISIETCS] YHUBEPCAJbHBIM; (hopMajibHOE OMpefeseHHe MOCAe0BATENbHOCTH,
MPOXOJSILIEH TECT CJAEIYIOUIEro OUTa, HCMOMb3YETCsT B KPUNMOAO2UU KAK OC-
HOBa /ISl aJIbTEPHATUBHOTO (KBHBAJIEHTHOIO) OMpeesieHdst Kpunmozpadu-
YeckU Cmoilkoeo 2enepamopa ncesdocayuaiiiolx nociedosamenpbHocmeil.

61. l'enepatop nceBaocayvyaiHbix HyHKUUI

Pseudorandom function generator

[lapa sddeKTHBHBIX aJrOpUTMOB JUlsl cemeilcmsd nceso0oCAyUailHbLX
dbynxuuil. [Tepsbiii U3 HUX cIyyailHbiM 06pa3oM BbIGHpPaET ornucanue QyHKIHH
M3 CeMelcTBa, a BTOPOH M0 3a/JaHHBIM apryMeHTY M OMHCAHMIO BbIUHCJ/SET
3HaueHHe (PYHKIMH, COOTBETCTBYIOLIEH 3TOMY OMHCAHHIO, HA IAHHOM apryMeHTe.

62. CemeiicTBO nceBaOCayYalHbIX (DYHKUUI

Pseudorandom function family

CemelicTBO (hyHKLUMH, o6J1aatolLee CeayoluM CBOHCTBOM. DYHKLMS, Bbl-
6paHHasi Hayaayy U3 ceMeHCTBa, HEOTJHYHMA HUKAKMM 3(PQeKTHBHBIM aJro-
pUTMOM OT ciayuaiiHoil ¢yHkuud. Ilpu sTom o6e (yHKIMM — U BhIGpaHHAS
U3 ceMelCcTBa MCeBJOCayYaliHbIX (PYHKLMH, U cJyuaiiHast (QyHKIMs — 3ajaHbl
aJrOPUTMY B BH/IE UEPHOTO SILIHUKA», T. €. aJITOPUTM MOKET MoJlydaTh 3HaUeHHs]
(byHKLMH Ha BbIOMpaeMbIX WM 3HaueHUsIX aprymeHta. MHTepec npeacrap/sior
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TOJIbKO TaKHe CEMEHNCTBA MCEBAOCTYyUaNHHBIX (PYHKIHMH, 71 KOTOPBIX CYIIECTBY-
0T 2eHepamopubl ncesdocayuaiiiolx GyHKUUil, MOSTOMY MCEBAOCTyUadHbIMH
0ObIYHO HA3bIBAIOT CEMEHCTBA C reHepaTopaMH.

63. IceBnocayuaitHas GpyHKUUS

Pseudorandom function

Cemetlicmso ncegdocayuatlinblx GyHKUUl, paccMaTpuBaeMoe Kak eJlHast
(napameTpu3oBaHHas) QyHKLHSI.

64. CemeiicTBO NceBAOCAYYaHHBIX MEPECTAHOBOK

Pseudorandom permutation family

Cenelicmso ncesdocayuailtnolx GyHKUUll, B KOTOPOM Kaxkjaas (YHKIIHUS
ABJIAETCSA ME€PECTAHOBKOM.

65. NeHepaTop MceBAOCAYyUalHBIX EPECTAHOBOK

Pseudorandom permutation generator

[enepamop ncegdocayuaiinolx yHKUUil 1y ceMeHCcTBa, B KOTOPOM KaxK-
nast QyHKLUHS SBJSETCS TePeCTaHOBKOMH.

66. Xauw-dyHkuus kpuntorpaduyeckas

CHHOHMM: X3U1-(DYHKIIHUS

Cryptographic hash function

OddekTHBHO BblUKMCIUMAsT (YHKIIMS, CHKUMAIOLIAs BXOJHbIE CTPOKH, JIsi
KOTOPO# 3aj1aua MOMCKA KOAMUSUIL SIBJISIETCS BEIUHUCIUTENBHO TPYAHOU. B meo-
pemuueckolt kpunmoezpaduu (Kpunmoaroauu) hopmanauayeres TG0 Kak 00-
HOCMOPOHHASR X3W-PYHKUURL, JUOO KaK X3UW-PYHKUUL ¢ MpyoHo oOHAPY-
JICUMBLMU KOAAUBUSLMUL.

67. Konausus

Collision

[Tapa 3Hauenwil (x, y) aprymeHta X3ui-OyHKUMH A Takas, uTo X # y
u h(x) = h(y). B meopemuueckoil kpunmoepaduu (Kpunmonoauu) onpee-
JisieTcs B JIByX BapHaHTax: cneyuduueckas KoAU3UsS 1 3K3UCMeHUUAAbHAS
KOAAUBUSL.

68. Cneuuduyeckas Koaausus

Specific collision

Jist xaw-yHKUuU £ ¥ 3alaHHOTO 3HAYEHHST X €€ apryMeHTa — 3HAUeHHE I,
Yy # x Takoe, uto h(x) = h(y).

69. Ak3ucreHUMANbHAS KOJNIU3US

Existential collision

OnpesesnsieTcst A5t X3ul-pyHKUUW, paCCMaTPUBAEMON KaK ceMercTBO { A, }
noA(yHKIHMH, T1e /1, TepeBOAUT BXOJHbIE CTPOKH B X3Wl-3HAUeHUS JJIHHDI /1.
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DK3UCTEHIHATBHON KOJIJIH3HEH Uisi TaHHOTO /1 HA3bIBAETCSl Mapa 3HAUEHHH
(x, y) Takux, uTo X # Y ¥ hy(x) = hy(y).

70. X3m-3HaueHue
Hash-code, imprint
3HaueHue x3aw-PyYHKUUU /IS JaHHOTO aprymMeHTa.

71. Xaw-(yHKIUUs OAHOCTOPOHHSS

One-way hash function

Xaw-yHKUUL, A1s1 KOTOPOH BLIUUCJUTEJbHO TPYJIHON $IBJISIeTCs 3ajaua
noucKa cneyuduueckux KoAAUSUl.

72. Xau-(yHKIUMSA ¢ TPYAHO OOHAPYKUMBIMU KOJNJIU3UAMU

Collision-intractable hash function

Xaw-pyrKuus, s KOTOPOH BbIUMCJAHTENbHO TPYAHOH SIBJsSIETCS 3ajaua
MOHUCKA IKIUCMEHUUAALHOLX KOAAUSULL.

KommenTapuii. B nutepatype JUisi TaHHOTO THMA X31I-(QYHKUHHA HIHPOKO
MCMOJIb3YETCs CHHOHUM «X31-(YHKIHMS, cBOOOJHAS OT KOJIM3UI» (collision—
free hash function). C maremaTHuecKko# TOUKH 3peHHsI ITOT TEPMUH aOCypJieH.

73. PyHKUHUSA cKATHUSA

Compression function

OyHkMs, oToOpaXkatollasi BXOJHbIE JaHHbIE, COCTOSIIME M3 TEKYLIEro
X3Ul-3HAUCHUS H OuepeHOTro 6JI0Ka X3IIMPYyeMOTo COOOILEH S, B HOBOE X31lI-
3Hauenne. Mcrnosbayercsi B UTEPATHUBHBIX KOHCTPYKLHMSIX Kpunmozpaduue-
CKUX X3w-(YHKUULL, MO3BOJSIOUIMX XIIUPOBATb COOOLIEHHSs] TPOU3BOJIBLHOM
JUIHHBL.

74. lapa nepecTaHOBOK C TPYJAHO OOHAPYKUMbIMHU 3yOLIAMHU

Claw-free permutation pair

Kpunmoepaduueckull npumumus, napa nepecTaHoBok [ u g, ajst KOTO-
PbIX BBIUMCJUTEIbHO TPYJAHO HaHTH apryMeHTbl X, y Takue, uto [f(x) = g(y).
B kpunmoanozuu opmanudyercsi Kak ceMeHCTBO Map MepecTaHOBOK C TPYIHO
0OHapyKUMbIMH 3y6GliaMu. [UroTe3a o CylleCTBOBAHHH TaKUX CEMEHCTB OTHO-
CHTCSI K KaTeropuu o0LIMX kpunmozpaduueckux npednoioxcerull.

75. Jloka3are/bCTBO HHTEPAKTUBHOE

Interactive proof

[ToHsITHE TEOPUM CJIOXKHOCTH BBIUMCJIEHHH, COCTaBJISIET OCHOBY TOHSTHS
doKkaszamenocmsa ¢ Hyresolm padaaaweruem. MHTepakTHBHOE j0Ka3aTeb-
CTBO — MPOTOKOJI C JIByMSI yUaCTHUKAMH, OOKA3bl8AIOWLUM H NPOBEPRIOULUM,
B KOTOPOM 11eJib JIOKA3bIBAIOILIEr0 COCTOUT B JIEMOHCTPALIUH HCTHHHOCTH HEKO-
TOoporo yrBepxkjeHusi. KoHKpeTHoe yTBepK/ieHHe OMpe/IesisieTcsi BXOJAHBIM CJI0-
BOM, KOTOpO€ OJIMHAKOBO JIJIsi 060UX y4acTHUKOB. [1poToKoJ oJ/KeH yroBJie-
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TBOPSITh JIByM TPeGOBAHHSIM: €CJIM yTBEPKAEHHE MCTHHHO, TO TMPOBEPSIOLUIHH
MPUHUMAET J10Ka3aTebCTBO (MOJHOTA); €CJIU JKEe YTBEPKAEHHE JIOXKHO, TO MPO-
BEPSIIOLLMI MPUHUMAET J10KA3aTeJNbCTBO JIMLIb C MPeHeOpeKUMO MaJlol Bepo-
SITHOCTBIO (KOPPEKTHOCTh).

Kommenrapuri. TepMuH He CJMILIKOM yJaueH, MOCKOJbKY /Uil PHJIOXKEHHH,
B TOM UHCJIe KPUNTOrpaUueCcKUX, HaHGOJbILINI HHTEepeC TIPEeCTaB/IseT Kak pas
HEMHTEPAKTUBHbBIH BapUaHT MPOTOKOJIA.

76. loka3biBaloLLUi
Prover
CM. unmepakmustoe 00KA30MeNbCmso.

77. lpoBepsitounii
Verifier
CM. unmepakmugroe 00Ka3ameibcmaso.

78. Urpa Aptyp—Mepaux

Arthur—Merlin game, public-coin proof system

YacTHblll cyuail uHmepakmusHo20 0oKa3ameabcmsa, B KOTOPOM poJib
NPOBEPSIOLLEr0 OrPAHHUMBAETCSl IeHepalred CJAyYalHbIX BEJHUYHH, OTCHIIKOH
UX JI0Ka3bIBAIOILIEMY, H BBIPAOOTKOH OKOHUATEJILHOTO pellieHus], TPUHUMATh HJH
OTBEPraTth JI0Ka3aTesabCTBO.

79. MyJbTUMHTE PAKTUBHOE J0KA3aTeJbCTBO

Multi-prover interactive proof

O06006111eHHe TIOHATHS UHMEePAKMUBHO20 00KA3AMeAbcmBa Ha cJayuad,
KOrja JBa WJM GoJiee 00KA3blBAIOWUX COBMECTHBIMH YCHUJIHSIMH J10Ka3bIBAIOT
MCTHHHOCTb 3aJaHHOTO YTBEPKAEHUs 0IHOMY nposepsiowemy. [1pu stom no-
Ka3bIBAIOLIHE HCIOJb3YIOT 3apaHee COIVIACOBAHHYIO CTPATETHIO, HO HE MOTYT
001IaTbCsA MeXKILy COOOH B MpoLEcce BBLIMOJHEHHS TIPOTOKOJIA.

80. IMpoTokon n0Ka3aTebCTBA 3HAHUS

Proof of knowledge

MouuKays MOHATHS UHMEePAKMUBH020 00KA3LMeAbCMBa, B KOTOPOH
1eJbI0 00KA36lBAIOWLE20 SIBJISIETCST IEMOHCTPALUS 3HAHHST HEKOTOPOH HH(Op-
Maluu. B TunuuHOM cueHapuu OOLIMM BXOJOM YYACTHHKOB SIBJISIETCS] Om-
Kpolmblil KAIOW U J0KA3bIBAIOLIKME OJI2KEH TPOJEMOHCTPUPOBATL 3HAHHE CO-
OTBETCTBYIOLIETO cekpemnozo kaoud. K kareropuu nokasaTesbCTB 3HAHHUS
OTHOCSITCSI BCE MPOTOKOJMBI UHMePAKMUBHON aymermudukayuu.

81. loka3arebCTBO 3HaHUSI HEMHTEPAKTHUBHOE

Noninteractive proof of knowledge

[Ipomoxoa dokasameabcmsa 3HAHUSL, BHIMONHSEMBIH 32 OAHH PAYHO:
doKa3olBatow(Uil TochIaeT coobllieHHe nposepsioweMy M MOCJAENHHH, Ha
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OCHOBE aHaJii3a 3TOro COO6LU.€HI/IFI7 160 MPpUHUMAET, 6o OTBEpraeT J0Ka-
34aTeJIbCTBO.

82. Jloka3areJbCTBO C HYJeBbIM pa3rJjalieHuem

Zero-knowledge proof

[TpoTokoa uHmepakmueHo20 00KA3UMebCMmad, KOTOPBIH B cyuae, KO-
rja J0KasblBaeMoe YTBeprKIeHHe HCTHHHO, YHOBJETBOPSIET CJEAYIOLIEMY J10-
noJiHUTeIbHOMY TpeboBanHio. [Iposepsatouiuil, naxe HeueCcTHbIH, He MoJyJaer
B pesyJ/ibTaTe BbIMOJHEHHs MPOTOKOJA HUKAKOW MoJie3Ho# ist cebst J1onoJ-
HUTEJIbHOW MH(OPMAlIMK, 3a UCKJIOUEHUEM CaMoTro (akTa, UTo YTBEpKIeHHe
MCTHUHHO (CBOMCTBO HYJIEBOTO pasrjallienus). ITto TpebGoBaHne dpopmainsyercs
CJI/lYIOLLNM YCJIOBHEM: I1IPOBEPSIIOLLHI [0JlydaeT B HEKOTOPOM, MaTeMaTHUeCKH
CTPOrOM, CMbICJIE «TIOUTH HYJ1eBYI0» HH(opmauuio. OTciona Ha3BaHue. B kpun-
moaoz2uu J10Ka3aTe/bCTBa C HYJEBbIM pasrjallleHHeM HCIOJb3YITCS B Ka-
YyecTBe: MaTeMaTHUeCKOH MOJAEM J/Isi HCCJe0BaHHsl BOMPOCOB cmoilkocmu;
npumumugHolx Kpunmoeapaduueckix npomorKoaos; GopmMaandaliy MoHs-
THSl CTOHKOCTH TIPOTOKOJIOB UHMepakmusHoll aymernmudurkauuu. Tepmun
«JI0Ka3aTeJIbCTBO C HYJIEBbIM pasrjallleHHeM» HCIO0Jb3YeTCsl B TpeX passuu-
HBIX CMBICJAX: KaK OOOOLIEHHbIH TEPMHUH ISl BCEX MPOTOKOJOB, 00J1alal0IHX
yKa3aHHBIMH CBOHCTBAMH; B KauyecTBe Ha3BaHHsl MPOTOKOJIOB, obecrneunBaio-
1IMX 6Ee3yCJOBHYIO CTOMKOCTb JI/Is1 POBEPSIIONIEro (CBOHCTBO KOPPEKTHOCTH),
B MPOTHBOMOJIOXKHOCTb AP2YMEHMAM C HYALBLLM PA32AGUEHUEM; KAK CHHO-
HUM TEPMHHA 0OKA3AMEAbCMBO € BbLUUCAUMEALHO HYALBLLM PA32AAUEHUEM.

83. Jloka3areabCTBO C BbIYUCJIUTEJNbHO HYJ€EBbIM pa3rialleHuem

Computational zero-knowledge proof

[Tpotokos1 dokasameabcmsa € HyaesolM pasaaduleruem, B KOTOPOM
CBOHCTBO KOPPEKTHOCTH G€3yCJIOBHO, a CBOHCTBO HYJIEBOTO pasrylalleHust
OCHOBBIBAETCSI Ha KaKOM-JHO0 KpunmozapaduuecKom npednoLodicerHu.

84. loka3areqbCTBO CO CTATUCTUYECKHU HYJEBbIM pa3rialieHuem

Statistical zero-knowledge proof

[Tpotokoa dokazamenobcmsa ¢ HyLesolm pasaicduleduem, B KOTopoM o6a
CBOHCTBA — KOPPEKTHOCTb M HyJIeBOE pasrialieHre — 6e3yCl0BHHI.

85. Jlokasare bCcTBO ¢ aGCOJIOTHO HYJEBbIM pasrialieHuem

Perfect zero-knowledge proof

[TpenenbHblil cayyail 0OKA3AMEALCMBA CO CMaAmMucmuuecki Hyiesolm
pasaaauwieruem, B KOTOPOM KOJIMUECTBO AOMOJHHTENbHON MH(OpPMAlMH, KO-
TOPYIO MOXKET TIOJIyUHThb MPOBEPSIOIINI B Pe3yJ/IbTaTe BHIMOJHEHHS TPOTOKOJA,
B TOUHOCTH HYJIEBOE, a8 HE «TIOUTH HYJIEBOE», KaK B 0OILEM cJyuae.

86. ApryMeHT ¢ BbIYMCJUTENbHO HYJEBbIM pa3rjalieHuemM
Computational zero-knowledge argument



322 [Tpunoxenue B

[Tpotokos dokasameabcmsa € HyaesolM pasaaduleruem, B KOTOPOM
o0a CBOHCTBa — KOPPEKTHOCTb W HyJieBOe pasrjallleHHe — OCHOBBIBAIOTCS
Ha KaKUX-J100 Kpunmozpaduueckux npeonoiodiceHusiX.

87. ApryMeHT €O CTaTUCTHYECKH HYJEBbIM pa3rialieHuem

Statistical zero-knowledge argument

[Tpotokos1 dokasameabcmsa € HyaesolM pasaaculeHuem, B KOTOPOM
CBOHCTBO HYJIEBOTO pasrviallleHnst 6e3yCJOBHO, a CBOHCTBO KOPPEKTHOCTH
OCHOBBIBAETCST Ha KAKOM-JHO0 Kpunmozpaduueckom npednoLodicerull.

88. AprymeHT ¢ a6COMIOTHO HYJEBbIM pa3rialieHuem

Perfect zero-knowledge argument

[TpenenbHblil cayyail apeymerma co cmamucmuuecku Hyiesolm pasaad-
weHuem, B KOTOPOM KOJIMUECTBO JOMOJHUTENBHON HH(OPMALIMH, KOTOPYIO MO-
KeT MOJYUHThb MPOBEPSIOLINH B pe3ysbTaTe BBIMOJIHEHHS MPOTOKOJA, B TOUHO-
CTH HyJIeBO€, a He «IIOUTH HyJIeBOe», KaK B OOIIeM CJyuae.

89. MyJIbTUMHTEPAKTUBHOE 10Ka3aTeJbCTBO C HYJI€BbIM pa3rjalieHueM

Multi-prover zero-knowledge proof

O60011eHHe TOHSATHST 0OKA3MEeAbCMBA ¢ HYLeB8bLM pa32adlleHiem Ha
caydail Mytbmuurmepakmustolx dokasamenocms. B MyJbTHHHTEpAKTHB-
HOM CJlyuae MpeCTaBJsieT HHTepeC TONbKO abCOJIOTHO HyJIeBOe pasrJalleHHe
(ToT dhaxT, uTo abCOJIOTHO HyJeBOe pasryalleHHe Bcerga MoxeT ObITb obec-
MeueHo, J0KAa3bIBAETCSI M He BBbITEKAET W3 ONpelesieHUil HEermoCpeACTBEHHO),
M03TOMY /ISl MYJIbTHHHTEDAKTUBHBIX 0KA3aTEJIbCTB TEPMUH «HyJeBOe» pas-
TJallleHue UCIOJb3yeTcsl KaK CHHOHUM aGCOJIIOTHO HYJIEBOTO pasrilallieHust.

90. loka3areabCTBO 3HAHUS C HYJEBbIM PasrialieHuem

Zero-knowledge proof of knowledge

Mojudukaiys MoHsTHS 00KA3AMEAbCMBA ¢ HYLlesblM pas2aduieruen,
MPUMEHHMAst K NPOMOKOAAM OOKA3AMEeAbCMBa 3HAHUR.

91. HeuHTepakTHBHOE J0Ka3aTEJNbCTBO C HYJEBbIM pa3riaiieHueM

Noninteractive zero-knowledge proof

[IpoTokos1 dokazamenpcmsa ¢ HYAeB8bLM PA32AGUEHUEM, BbITOJHSIEMbIN
32 OJMH payHO: O0oKa3bleatowuil MochlaaeT coolblleHHe nposepsiouiemy
W MOCJIEJIHUI, HA OCHOBE aHaJiM3a 3TOro COOOIIEHHs, JUOO MPUHUMAET, JHOO
OTBepraer JI0Ka3aTebCTBO. 11 HeTPUBHAJBLHOCTH MPOTOKOJOB JAHHOTO THNA
TpebyeTcs paciuupeHne mMoaeau. M3BecTHbl Ba TaKWX paclIMpeHHs: MOOenb
¢ o0Ouwieil cayuailHoil cmpokoil U modeao ¢ npedodpadomkroil.

92. MojaeJb ¢ o6ULel cayyailHOH CTPOKOIA
Common reference string model
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Mogenb 7151 OTIpeieieHtst HeUHMepaKkmueHo20 00KA3AMeAbCmsa ¢ Hy-
AegblM pa32rdulenuem, B KOTOPOH YUaCTHUKAM, TMOMMMO OOLIEro BXOJHOTO
CJIOBa, MPEIOCTABJEH ellle JOCTYN (TOJIbKO Ha uTeHHe) K oOuled c/ydyailHoi
CTpOKe.

93. Moaeab ¢ npeno6paboTKoi

Noninteractive zero-knowledge with preprocessing

Mojienb /15t onpesieseHnst HeUHMepaKmugrho20 00KA3AMeAbCMaa ¢ Hy-
AesblM paseaaieried, B KOTOPOH YYaCTHHKH Ha STane HHULUHAJIH3aLMH Bbl-
IMMOJIHAKOT CﬂeI_U/Ia.Hbe]I;I I/IHTepaKTI/IBHb]I;I MMPOTOKOJI, Ha3bIBaeMbIH npeao6p360T—
Koil. MHdopmanmsi, KoTopo# 06MeHsIMCh YUaCTHUKH B XOJI€ BBIMOJHEHHUST ITOTO
IPOTOKOJIa, BIOCJACACTBHU HUCHOJb3YIOTCs [Jis1 BbIMOJHEHUS (MHOFOKpaTHOFO)
NPOTOKOJIa HEUHTEPAKTUBHOI'O JOKa3aTeJbCTBa C HYJIEBbIM pasrJjalleHrueM.

94. Mepa pasrjalieHus

Complexity knowledge

DyHKIMS, Aaolas KOJUUECTBEHHYI0 OLIEHKY TOH JOTMOJHUTEIbHOH HH(OP-
Malllii, KOTOPYIO MOXKeT MOJYUHTb NPOosepsaioutiil B pe3dyJsbTaTe BbIMOJHE-
HHUSI IPOTOKOJIA UHMepaKkmugrno20 dokazamenocmsa. Jlis dokazameabcma
C HYAeBbLLM pa32aduleriemM Mepa pasrjallieHHst paBHa HYJIHO.

95. Jloka3aTeJqbCTBO C MUHUMAJbHBIM pa3rjalieHuem

Minimum-knowledge proof

Kpunmoepaduueckult npomokoa, peliawoluil 3ajgauy pacrio3HaBaHHs
S13bIKa, U yJIOBJAETBOPSIOUIUN TPeHOBAHUSIM K CMOILKOCMU, KOTOPbIe aHAJIOTHY~
Hbl TpeOOBAHHUSIM K CTOHKOCTH QOKA30MEALCMS C HYles8blM Pa32AAUeHUeM.
B Jl0Ka3aTeJbCTBe ¢ MUHUMAaJIbHbIM pasrjalieHueM st JTaHHOTO d_)l/]KCI/]pOBaH—
HOro si3blka L. OOLIMM BXOJOM OOKO3bl8ALIOULE20 H NPOBEPRIOULL2O MOXKET
ObITb Mpou3BoOJIbHAA CTPOKA X. ﬂOKaSbIBa}OLL[I/Iﬁ JIOJ2KEH OMNpene/uTh, NpuHai-
JIEXKUT JIK 3Ta CTPOKa s3bIKy L, M 0Ka3aThb COOTBETCTBYIOIlEE YTBEPKIAEHHUE,
x €L wm x & L, nposepsitotiiemy. [1pi 3TOM MPoBEPSIONIHIL, Jayke HEUECTHBII,
He TI0JlyyaeT B pe3yJ/ibTaTe BbINOJHEHHs MPOTOKOJA HUKAKOH JOMOJHUTENbHON
I/IHqJOpMaUJ/II/I, 3a UCKJIIOUEHHEM OJHOI'0o 6I/IT8, COOTBETCTBYIOLLETO UCTHHHOCTH
WM JIOKHOCTH OTHOLLIEeHUs1 X € L. JIJs1 BHEIIHero npomusHuKka, mojacayin-
BAIOILErO CEaHC BHIMOJHEHHsI TPOTOKOJIA, cayuan x € L v x & L 10J/DKHBI GbITh
HEepa3JuUYHUMbI.

96. loka3aTebCTBO C HEPA3JUUUMbIMU 10TaKaMH

Witness indistinguishable proof

Kpunmoepaduueckuit npomokoa, npeacTaB/sioinii co6oil Moauduka-
MO TIOHSITHST 00KA3AMENbCMBA ¢ HYALBOLM PA32AAUEHUEM, B KOTOPOH Tpe-
6oBaHKe HyJIeBOTrO pasrialleHus: ocsaadseHo cienyolnm oobpasom. ITyets x —
oblilee BXOJHOE CJ0BO OOKA3blBAIOULL20 U NPOBEPSIOWLe20 U 0KA3bIBAETCS
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MPHUHAIEKHOCTb STOTO CJI0BA JAHHOMY (PUKCUPOBAHHOMY f3bIKY M3 Kjacca NP.
Hanee, nyctb w(x) — MHOKecTBO Beex jgoranok (NP-pokasatenabcTB) aisi x.
CBOICTBO HepasjMUMMOCTH JIOTalloK orpesessiercst TpeGoBaHreM 3(deKTHB-
HOH HepasNMuMMOCTH MpaHcKpunuyuil ouaro2a Ajs Jo6bIX @, We € W(x).
JlaHnHoe CBOIICTBO HETPUBHAJLHO TOJBLKO B TOM CJlydyae, KOrJa MHOXKECTBO w/(X)
COJIEpPKUT OoJiee OJTHOTO 3JIeMeHTa.

97. loka3aTe/bCTBO, CKPbIBalolllee AOTaJdKH

Witness hiding proof

Kpunmoepaduueckuit npomorkoa, MpeicTaBasolmil co60l Moaudu-
KalMio TIOHATHST 00KA3AMeAbCmad ¢ Hyaesblm pad2aduieruem, B KOTOPOH
TpeGoBaHHe HyJIEBOTO pasryauieHusi ocaabgaeHo ciaenyioimm obpasom. [lycts
JUIsl JJaHHOTO si3blka M3 kjacca NP cyiectByeT 3¢heKTUBHbBI BEpOSTHOCT-
Hblll ajaroput™ G, reHepupylolwui napsl (x, w), rae w — jporaaka (NP-
JIOKa3aTesIbCTBO) J/Isl coBa x. [1poToKoJI JIoKazaTesibeTBa CKPLIBAET JIOra KU1
OTHOCHUTEJIbHO asroputMa (G, ecjid ero BbITIOJIHEHHE Ha CJIOBE X He MoMoraer
HaWTH JIoraaKy (BCe paBHO KaKyio) /sl 3TOTO CJIOBA.

98. HenHTepakTMBHOE 10Ka3aTeqbCTBO C HEPA3JMUUMbIMH J0TaJKaMu

Noninteractive witness indistinguishable proof

OnHopayHIOBBIH TPOTOKOJ 0OKA3AMEeNAbCMBA C Hepasauuumbimu 00200-
Kamu.

99. HenHTepaKTHBHOE 10Ka3aTeJbCTBO, CKpbIBAlOILEE I0raaKu
Noninteractive witness hiding proof
OnHopayHJI0BbIH MPOTOKOJ QOKA3AMeAbcmaa, CKpblgaouw,e20 do2adku.

100. HysneBoe pa3rJjaiieHdie OTHOCHTEJNbHO YECTHOTO NMPOBEPSIONULETO

Honest-verifier zero-knowledge

OcniaGJieHHbIA BapHaHT OMpeaeeHns] CBOMCTBA HYJEBOrO pasrjalleHHsl.
TpeGyercst, uToGbI MPOTOKOJ UWHMEPAKMUBHO20 OOKA3AMEeALCMBA HE AaBaJl
HUKAKOH JIOMOJIHUTEJNBHOH HH(pOPMALMK TOJBKO YECTHOMY nposepstouiemy,
T. €. BBITIOJIHAIOUIEMY TOJILKO JE€HCTBUS, NPeAUcaHHble MpoTokosoM. C KpHII-
TorpapuuecKkoil TOUKH 3peHHs JaHHOE CBOHCTBO 3alllMIIaeT 00KA3bl8AI0WLE20
He OT HEUECTHOrO MPOBEPSIONIET0, a OT BHEIIHEr0 NPOMUBHUKA, KOTOPbIN
MOJIC/YIIMBAET CEaHC BbIMOJHEHHST POTOKOJIA.

101. IMpoToKoa KOH(PUAEHIMANbHOKH Nepeaauyn cooOLIeHU

Secure message transmission (protocol)

Kpunmoepaduueckult npomokoa, Kak NpaBuIo ¢ JIByMsl yuaCTHHKaMH,
obecneunBarolni KOHPUOEHUUAAHOCML COOOLIEHUH, epechllaeMbIX y4acT-
HUKAMH MO CETH CBfI3M, He 3alIMIIEHHON OT NACCUBHOR0 npomusHuka. Bax-
HeHLUM ISl Kpunmoezpaduu SBJSETCS HEeMHTEPaKTHBHbIN BapHaHT NPOTOKoJIA
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KOH(HIeHIMAIBHON Mepeaayn coOOIIeHHH, H3BECTHBI MO/ HA3BaHHEM Kpun-
moepaduueckas cucmema WM KPUITOCHCTEMA.

102. Kpuntorpaduueckas cucrema

CHHOHHMBI: KPUMITOCHCTEMA, LIH(P, cHcTeMa MIH(POBaHUs

Cryptographic system, cryptosystem, cipher

Baxuefiwmii THn kpunmozpagpuueckoo npomorkoada (kpunmozpapu-
yeckoil cxemol). Kpunrtocucrema npeacrasisieT co60i HEHHTEPAKTHBHBIA NPO-
MoKOA KOH(pUOeHUUAWHOIL nepedauu cooduieruil. FiMeroTcs 1Ba OCHOBHBIX
THMA KPHIITOCHCTEM — C CEKPETHbIM U C OTKPHITBIM KJI0uoM. CyIIecTBYIOT
TaKkKe OeCKJIoUeBble KPUINTOCHCTEMbI, HA3bIBA€Mble MHOTIIA KPUIITOCHCTEMAMU
THOA 3.

Kommentapuii. AnbTepHaTHBHAST TOUYKA 3PeHHs] PACIPOCTPAHSIET TEPMUH
«KpHUMTorpaguyeckasi cCMcTeMa» Ha BCe KPUMTOrpacuueckue MPOTOKOJMBI M CXe-
Mbl. B Takom ciyuae cjiefyeT roBOpHTh: KpuMTOrpacduueckasi cucrteMa s
3JIEKTPOHHON MOJIHUCH, KpHUmTorpaduueckass cucrema Jjist MoAOpaChIBAHHUS
MOHETbI 10 TeslepOHy U T. 1. DTOT BAPHAHT BIOJIHE COOTBETCTBYET 001LIEHAYUHON
TPAKTOBKE MOHSITHSI CHCTEMbI.

OcHOBHOI1 HeIOCTATOK NaHHOTO MOJXOJA COCTOMT Jlayke He B TOM, UTO OH
BCTYNaeT B KOH(JIUKT C OOLIETNPUHSATON MPAKTUKOH TPAKTOBKH TePMHHA «KPHIT-
Torpacuueckast CHCTeMa» KaK CHHOHIMA TEPMHHA «CHCTeMA HIN(POBaHUSI», a B
IPOMO3JIKOCTH BO3HUKAIOLIMX TEPMHUHOB. BMECTO CJIMIIKOM JJIHHHBIX BbIpake-
HUH cTaJjIn Obl MHCATh: CXeMa 3JIEKTPOHHOH MOIUCH, NPOTOKOJ NoAGpachiBaHHs]
MOHETBI 110 TeJiehoHy | T. 1. A TEPMHH «KpUMTOrpaduueckasi CHCTeMa», CKopee
BCETO, MPOCTO BbIlles Obl U3 yNOTpeOIeHHUS.

Kpowme Toro, pacummpuresnbHasi TpaKTOBKA TEPMHHA «KPHIITOCHCTEMA» YCy-
ry6JisieT W 6e3 TOro HeJerkylo CHUTyalllio ¢ HeMpaBOMEPHBIM (JIMHTBUCTHUECKH)
MCMOJb30BAHUEM TEPMUHA «Kpunmozpadus». BosHUKHYT elile cucTeMbl Taii-
HOMUCH /18 MoAOpachbiBaHUsl MOHETbI Mo TesedoHy, Wi oOMeHa CceKpeTamu
W T.TL

103. OTKpbITHIIA TEKCT

Plaintext

Coo0liieHue, cosiepaKalllee KOHPUAEHIMAIbHYI0 HH(OpPMALHIO, TIepechliae-
MOE€ M0 He3allUIIEHHOMY OT NACCUBHO20 NPOMUBHUKA KaHaJy CBSI3H H 3alllU-
1laeMoe C MOMOIIIbI0 Kpunmocucmembl (cucmemol wudposarus). OTKPbITHII
TEKCT, BMECTE C KJIIOUOM LIHPPOBAHHSI, COCTABJSET HCXOAHbIE JTaHHbIE JJIs1
areopumma wudposaHus.

104. Wudpreker

Ciphertext

PesgysibTaT npUMeHEeHHsT Ane0pumma wudposaHus K OMKpolmomy mek-
cmy.
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105. Kpuntrorpamma

Cryptogram

B kpunmoaoeuu — CMHOHUM TepMHHA wudpmercm.

B kpunmoepaduu —wudpmercm, T0MoJHeHHbIH HEOOXOAUMOH ¢ TIpaK-
THYECKOH TOUKH 3PeHHs CIy»KeOHOH nHopMalmer.

106. BnokoBasi KpunTocucTema

CuHoHuM: 6710KOBbIH MKp

Block cryptosystem, block cipher

Kpunmoepaduueckas cucmema, B KOTOPOH OMKpoblmelit mekcm pasdu-
BaeTcsl Ha GJIOKH M Kax/iblil GJIOK HPyeTcst OTAeJNbHO TaKUM 00pa3oM, uTo
npu o60M (UKCHPOBAHHOM KJltoue MIH(POBAHUS KPUNMOPAMMA KaXKIOTO
6JI0Ka MHBapUaHTHA OTHOCHTEJILHO MepecTaHOBOK GJIOKOB OTKPBLITOTO TEKCTa.

Kommenrapuri. B oreuecTBeHHOH JUTepaType HCMOJb3YIOTCS TEPMHHBI
«6JIOUHAs KPUNITOCHCTEMA» U «TOTOUHAS KpUMTOCHCTeMa». CMbICJ OT 3TOTO
He MeHsiercsi. Ho ¢ TOukM 3peHHsI PyCCKOrO $13blKa, TEPMHMHbI HeyAauHbIe.
[TpunararesbHoe «OJOUHBIH» YMECTHO B OTHOLIEHHH 0OBEKTOB, KOTOPbIE CAMU
COCTOSIT U3 OJIOKOB: GJIOUHBIA J1OM, OJIOUHBIH JIYK U T. .

107. TloTokoBast KpunTOoCUCTEMA

CHHOHHMM: TIOTOKOBBIH 1LIMP

Stream cryptosystem, stream cipher

Kpunmoepaduueckas cucmema, B KOTOPoH Kpunmozpamma Jo60oro
(bUKCHPOBAHHOrO (DparMeHTa OMKPbLLIMO20 MEKCMA 3aBUCUT He TOJbKO OT
KJoua 1dpoBaHus, HO U, BOOOIIE TOBOPS, OT MOJIOXKEHHUS 3TOro hparMeHTa
B OTKPBITOM TEKCTE.

Kommentapui. CM. KOMMEHTapui K TepMHHY 6A0K0BAR Kpunmocucmema.

108. Kpuntocucrema ¢ ceKpeTHbIM KJII04OM

Private-key cryptosystem

Tun kpunmocucmemot (Wudpa), B KOTOPOH BCIKUH YUACTHUK, HMEIOLLIUI
BO3MOXKHOCTb IIM(POBATH OMKpbliMble MeKcmol, MOXKeT 3(h(heKTHBHO pac-
IIM(POBHIBATH KPUNMO2PAMMbL.

KommenTtapuii. B kpunrorpacuueckoil surepaType HIMPOKO pacrnpocTpa-
HeHbl TEPMHUHbBI «CHMMETPHUHAS KPUMITOCUCTEMA» M «aCHMMETPHUHAS KPHUITO-
CHCTEMa», MCMOJb3yeMble KaK CMHOHHMbl TEPMHHOB «KPUMTOCHCTEMA C CEK-
PETHBLIM KJIIOUOM» U «KPHIITOCHCTEMA C OTKPBLITBHIM KJIOUOM» COOTBETCTBEHHO.
C HayuHOH TOYKH 3peHHsi 3Ta TEPMHUHOJIOTHSI HeKoppekTHA. HeTpynHo moctpo-
UTh MPUMEPLI KPUTITOCHCTEM, B KOTOPBIX KJIFOUH OTMPABUTEJS M MOJyuaTels
ACHMMETPHUHBI B CJIEJyIOIlleM CMbIC/IE: 3HAHWE KJIOua OTIPaBUTEJNs He TM03-
BOJISIET SPPEKTUBHO BBIUUCJUThL KJIOU MoJyuatess. Ho kiatou oTnpaBuTess He
MOKeT ObITb OMyGJIMKOBAH, MOCKOJbKY OH M03BOJISIET AeIIH(PPOBATL KPUIITO-
TpPaMMBbI.
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109. Kpuntocucrema ¢ OTKPbITbIM KJIOUOM

Public-key cryptosystem

Tun kpunmocucmemol (wudpa), B KOTOPOH BO3MOXKHOCThL 1H(POBATH
OMKpbLMble MeKcmol TTPELOCTABISIETCS BCEM 2KeJaloliM (BKJIIOUasi npomus-
HUKQ), HO 3(p(HeKTHBHO NeMIU(POBATE KPUNMOPAMMbL MOXKET TOJBKO OJIUH
BbIJIe/IEHHbIH yUaCTHUK (TpyMna BbleJeHHbIX YUACTHUKOB), BJAJEIOLIHHA CeK-
PeMHbLLM KAOUOM.

Kommentapui. CM. KOMMEHTapUi K TEPMHHY Kpunmocucmema ¢ cexpem-
HOLM KAIOUOM.

110. MMoMHOMHUANBHAS CTOUKOCTb

Polynomial security

B kpunmoaoeuu — o1HO U3 onpeleseHuil cmoilkocmu KPUITOCHCTEMBI.
Bruto BBeneno st KpunrtocucTeM BepOSITHOCTHOTO I1HM(POBAHHUSI C OTKPbI-
ThIM KJiouoM. [TosMHOMHaIbHAST CTONKOCTD OTIpe/ienisieTcsl CJieylollel ya2po-
3oll. [Tpomusruk, pacrnosnaraiouyii NOJHHOMHAIBHO OTPAHHUEHHBIMH BbIUMC-
JIMTEJIbHBIMH pecypcaMH, BbIOWpaeT 1Ba COOOLIeHHUs, Mg U M| (OJAMHAKOBOH
JUIMHBI), U 3aTeM MOJYyUaeT KPUNMo2pammy cooOlLeHus Mg, Iie OUT ¢ BbIOpaH
cJy4aiiHbIM 06pa3oM M HEM3BECTeH MPOTHBHUKY. Tpebyercst ompenesuTb OUT
O C BepOSITHOCTbIO, OTJeJeHHOH OT 1/2, T.e. He MeHbIIeH /s BCeX J0CTa-
TouHo Gosblux 1, ueM 1/2 4+ 1/p(n), rme p — HeKOTOPbIH (PUKCHPOBAHHBII
MOJIMHOM, 71 — napamemp cmoilkocmu. [loanHoMuanbHas CTOHKOCTb 9KBH-
BaJIeHTHa cmolikocmu cemaHmuueckotl.

111. CemaHTHUECKAasl CTOMKOCTD

Semantic security

B kpunmonoeuu — 0HO U3 onpejieieHHi CMoilKocmu KPUITOCHCTEMBbI.
Bhuio BBejieHO 7St KPUNITOCHCTEM BEPOSITHOCTHOTO HIM(POBAHUS C OTKPHITHIM
kmoyoM. CeMaHTHUeCKast CTOHKOCTh MpeJicTaBJsieT co60i pecypco-orpaHiuyeH-
HbIl aHAJIOT 1IEHHOHOBCKON abCOJIIOTHON CTOMKOCTH: wudpmexkcm He aaer
NPOMUBHUKY, MPH JAHHBIX OTPAHMUYEHHSIX HA €ro BhIUHUCJHUTEbHBIE PeCypChl,
HUKAKOH HHpOpPMALKH 06 OMKpolMoM mekcme. DKBUBaJ€HTHA CMOILKOCMU
NOAULHOMUAALHOLL.

112. WudpoBanue

Encryption, enciphering

OcHoBHOe Kpunmozpagpuueckoe npeodpPa3osaHUe B KPUNMOCUCTEMAX
(cucmemax wudposaHUl), BbINOJHIETCS OTIPABUTENEM KOH(UIEHUHATbHOH
uHdpopmatmu. [IpeoGpasoBanue HGPOBAHUS MEPEBOAUT Napy (OMKpblmolil
meKkcm, KU WudpoBaHus) B wudpmercm.

Kommentapuii. C TUHTBUCTHUECKON TOUKH 3pEHHUs TEPMUH HeyaauHblil. Ciio-
BO «IIU(POBAHUE» SIBJSIETCS TMPOU3BOJAHBIM OT LUMPBLL. DTOT TEPMUH ObLI
yMecTeH B Te JaBHUe BpeMeHa, Korjaa Bce TMOMBbITKM 3alluThl MHpOpMaLUU
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CBOJMJIUCH K 3aMeHe OYKB B TEKCTaX HA €CTECTBEHHbIX s3blKax LU(ppamH.
CuaienoBaJsio Gbl 3aMEHUTb TEPMHUH wudposarue Ha «KpuntoaHues. C yuetom
rpeyecKrX KOpHEH 3TOro cJoBa, OHO O3HAYaeT MpeBpallleHHe sIBHOTO B TalHOe.

113. Anroputm wudpoBaHus

Encryption algorithm

Kpunmoepaduueckuil areopumm, peanusyrouni npeobpasopanue uudg-
posaHus.

114. JewndpoBaHue

Curonnum: PacuindpoBanue

Decryption, deciphering

Kpunrorpaguueckoe mnpeoGpasoBaHue B Kpunmocucmemax, oOpaTHoe
npeo6pazoBaHuio wudposarus. BeimosHsercss mogyuateneM KOH(HAEH-
nuasbHON HH(opmaimu. [Ipeo6pasoBanne aelHppoBaHUsT TEPEBOIUT Mapy
(wudpmerem, KJaou aAelindpoBaHus) B omKpolmeolili mexem.

Kommentapuii. B oreuecTBEeHHOUN NMpaKTHUeCKOH Kpunrorpaduu s JaH-
HOTO Mpeo6pa3oBaHusl HCIOJb3YeTCsl TePMHH «paciuudpoBaHue», a aelng-
poBaHHe O3HAUaeT B3JIOM MJH PacKpbITHe. JTa TePMUHOJOrHs abcypaHa H,
TMO-CYIIECTBY, €IMHCTBEHHBIH apTyMeHT B €e 3alllMTy COCTOUT B TOM, UTO OHA
TPUMEHSIETCS] y’Ke OueHb JAaBHO. APryMeHTBI jKe MPOTHB JEMOHCTPUPYIOT ee
HECOCTOSITEJbHOCTD.

Bo-nepBbix, npeactaBbte cebe npobieMbl MepeBoaunKa (B 0COGEHHOCTH
CHHXPOHHOT0), KOTOpPOMY aHIJosisbluHble TepMuHbl decryption u cracking
(breaking) Hy»KHO MepeBOIUTb Ha PYCCKHH sI3bIK KaK paclidgpoBaHHe U Je-
M poBaHue COOTBETCTBEHHO. [Ipu mepeBofe ¢ PycCcKOro Ha AaHMVIMACKHI
npobJsiema ele GoJiee TsKenaas.

Bo-Bropbix, s aHriuiickoro tepMmuHa cracking (breaking) neoGxonum
YHUBEPCAJbHBIA aHaJ/or, MPUMEHUMbIH KO BCEM THIAM KpHOTOrpapHuecKhx
MPOTOKOJIOB, a He TOJbKO K CHCTeMaM IIHgpoBanus. KcraTH, BosHHKaeT
MHTEPECHBIl BOMPOC K 3alMTHUKAM JaHHOH TepMHUHOJOTHH. Ec/i MpoTHBHUKY
YAAJ10Ch MOJYUHTb CEKPETHBIH KJIIOU KPHIITOCHCTEMBI, TO YTO OH MOCJE 3TOro
BLITIOJIHAET HaJl KpUNITOrpaMMaMu: pacliudpoBaHue Ud AelindpoBaHue?

B-TperbuX, ¢ JUHIBUCTHUECKON TOUKH 3PEHHUS CJIOBO «JeLIMppPOBaHHE» OT-
JIMYAETCs OT CJIOBA «pacilMpoBaHHe» TOJbKO MPUCTaBKOH «1e». Ecam nepe-
BECTH ee C rPeuyecKoro, MoJMyynM. . . paciindpoBanne! MoxkHO JiM IBYM opMmam
OJIHOTO M TOTO YK€ CJIOBA MPHUITHCHIBATE PA3JINUHYIO, €/[Ba JIH He TIPOTHBOMOJIOK -
HYIO CEMaHTHKy? DTo He GoJiee pa3yMHO, YeM HACTaUBaTh HA MPOTHBOMOJIONK-
HOM CMbICJIe, CKaXKeM, CJIOB JAE€KOMIO3ULMSA U Pas3oKeHHe.

115. Anroputm aeuindpoBaHus
Decryption algorithm
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Kpunmoepaduueckullt areopumm, peanusyoumil nmpeobpasoBaHue de-
wudposaHus.

116. AyreHTudukanus
Authentication
3ajaua, pelllaeMasi NPOMOKOAOM AYymMeHmudurauuu.

117. llpoTokoa ayTeHTUPUKaALUU

Authentication protocol

OcHoBHON TUNT Kpunmozpaduueckux npomoKoaos, MpeiHazHaueHHbIX
JUist obecrieueHus ueaocmuocmu. MMeloTest 1Be OCHOBHbIE PA3HOBUAHOCTH —
MPOTOKOJ ayTeHTH(UKAIMKM yyacTHHKA (aGOHEHTAa CETH), HA3bIBAEMbIH TaKXKe
MPOTOKOJOM UHMEePAKMUBHON aymenmudukaui, 1 npomoKkoL aymen-
mudurayuu coodweHuil.

118. Teopus ayreHTUPUKaUMK

Authentication theory

Teopus Ge3yc/IOBHO CTOMKHX NPOMOKOAOS aymenmudurayuu, pazpado-
tanHas [. CummoHcoM, aHagor Teopuu K. llenHoHa cuctem (6€3yc/ioBHO CTOM-
KUX) CeKpeTHOH cBsI3H. OCHOBY TEOPHH ayTeHTHU(PHUKALMK COCTABJSIOT MOJE/b
CXeMbl ayTeHTH(HUKALMH, ONpeeeHlsT Amak — umMumauus 1 noomera — Ha
MPOTOKOJIbI ayTeHTU(DUKALIMM, U HUXKHUE TPAHULIBI JIIHH KJIoUuell B 6e3yCJOBHO
CTOMKHX TIPOTOKOJIAX ayTeHTH(HKALIUH.

119. Kon ayreHTHdHMKaLKUH

Authentication code

1. BesycsioBHO cTOHKHI NpOMOKOA dymeHmupurkauui.

2. CrieunasibHasi TH(GOPMALHUS, OChIaeMast BMeCTe ¢ COOOIIEHHEM OTIpa-
BUTEJIEM MOJYUaTeIi0 B nPOMoKoLe aymernmudpurauuiu coobweruil ¢ cex-
peTHbIM KJIIOUOM. B TakoM NpoToKoJie OTNpPaBUTEb W MOJydaTesb JOBEPSIOT
JIPYT JIPYTY W 3aLIMIIAIOTCS] OT BHELTHET0 aKTHBHOTO NPOMUBHUKA. DTa Crelu-
aJibHasi HHOPMALIMS UCIIOIb3YETCs JIJIst TIPOBEPKH ayTEHTHUHOCTH COOOIIIEHHS
¥ cokpalleHHo HasbiBaercsi MAC (B JiuTepaType Ha PYCCKOM $i3blKe TaKxKe
MCMOJIb3YEeTCsl TEPMUH HMHTOBCTABKa).

Kommentapuri. Tepmun Heynaunbiii. OH BbI3bIBA€T acCOLMALUM C TEOPH-
el KoaupoBaHus. HecMoTpsi Ha BHelllHee CXOJICTBO KOJIOB ayTeHTH(UKALMH
¢ OObIUHBIMH KOJIAMH, €CTb [0 KpakHeld Mepe JIBa MPHHLMITHAILHBIX OTJHUHS:
MPUCYTCTBHE NPOMUBHUKO M HAJUUHE y YUYACTHUKOB MPOTOKOJA CEKPETHOM
MH(pOpMALUK, KOTOpasi MPEeNoNaraeTcst HeJIoCTYMHON MPOTHBHHUKY.

120. Umuranus
Impersonation
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Yeposa ajist npomoKoAd aymermuduraillL, COCTOSIIAS B MOCHIIKE NPO-
MUBHUKOM COOOLLEHHS MOJIyUaTesto, KOraa OTIIPaBUTe/b Ha CaMOM JieJie HH-
KaKHX COOGILEHHH He TOChIIall.

121. MMoamena

Substitution

[IpuHsToe B JUTEpaType HAa3BaHUe Napbl (AMAKA, Yyeposa), onperenseMoi
JUISi npoMmoKoaa aymermudurayuu. Ataka COCTOUT B MepexBaTe NPoOmus-
HUKOM COOOILIEHHs, MOCAAHHOTO OTNPABUTE/EM TTOJyUaTeIo0, a yrpo3a — B 3a-
MeHe ero JIpyrum cooOiienrem. [1pu 3ToM BHIGOP MOCIEAHErO MOYKET 3aBHCETh
OT TMepexBayeHHOro COOOIIEHHSI.

122. TlpoTokoa ayTeHTU(PUKALUU COOOLLEHUI

Message authentication protocol

[Tpennasnauen mst obecrneuenusi ueaocmuocmu coodwenull. B ciyuae,
KOTJIa YUaCTHHKH MPOTOKOJIA JIOBEPSIIOT JIPYT PYTY M 3aLIMIIAIOTCS OT BHELIHETO
NPOMUBHUKQ, MPOTOKOJbI ayTeHTH(UKALIMH COOOIIEHHH CTPOSITCS HA OCHOBE
K0008 aymeHmudurayuu coodweruil (2). Ecau ke yyacTHHKH Apyr Apy-
Ty He JOBEPSIIOT, TO /sl ayTeHTH(HUKALMH COOOIIeHHIl TpefyeTcss nPomoKoL
3NeKMPOHHOIL nodnucu.

123. [poToKOJ 271€KTPOHHO-LIM(PPOBOI MOANMUCH

CHHOHHM: TIPOTOKOJI 3JIEKTPOHHOH MOJNUCH

Digital signature protocol

[Ipomoxoa aymenmudukayuu coodweruil s He JOBEPSIOMINX JPYr
Ipyry yuacTHHKOB. CylIeCTBYeT TOJNbKO B BapHAHTE C OMKPLLMbLM KAIOUOM.
Heotbemsemoii yacTbio MpoToKoJa 3JeKTPOHHON MOANKCH SIBJISIETCS poLeypa
apbumpadica, ¢ NOMOLLbIO KOTOPOH TPeTbsl CTOPOHA — apOMTP — paspeLuaer
CTIOPbI O TOJJIHHHOCTH 3JIEKTPOHHOE TTOJIMUCH.

Kommerrapnii. B autepaType MIMPOKO pacrpocTpaHeH TePMUH «IH(POBast
noanucb» (B aHrsiuiickom Bapuanre — digital signature), ucnosib3yemblii BMe-
CTO TEPMHHA INEKMPOHHARL NOONUCL. TepMUH «lMpOBas MOANUCH» BecbMa
Hey/laueH:

e coOCTBEeHHOPYUHast MOANKCH (Ha Gymare) He 06s13aTebHO JIO/KHA ObITh
ueM-TO BpPOJIe (PaMUJIUH, 3TO MOXKET ObITh J1060e H300paXKeHHe, B TOM
urcsie HaGop udp;

® BO3HHKAET TEPMUHOJIOTHUECKOE HECOOTBETCTBHE, T. K. K IOKYMEHTY MpH-
KJIaJIbIBaeTCsl «MpoBast MOJMUCh», HO CaM JIOKYMEHT UMEHYeTCs SJIeK-
TPOHHbBIM;

® TEPMHH «LM(POBast MOANHUCL» BbINAAAET U3 psijla OOLIENPUHATBIX Tep-
MHHOB: 3JIEKTPOHHAS 110YTA, 3JEKTPOHHbIE J€HbIH, 3JEKTPOHHBIH JOKY-
MEHTOO0OO0POT U T.TI.
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PacmmpurenbHasi TpaKTOBKAa TEPMHHA 3AeKMPOHHASL NOONUCL HEAOMy-
ctuMa. [lockoJsibKy noanucu (Kak cOOCTBEHHOPYUHblE, TaK W 3JIEKTPOHHBIE)
MOTYT TNpPHHMMATbCsl B CyJe KakK JlI0Ka3aTe/bCTBA MOJUVIMHHOCTH JIOKYMEHTOB,
«TOJMUCh» (C JIIOOBIMU MpUJIAraTeNbHbIMHU) J0JXKHA CBHETENLCTBOBATh, UTO
ee aBTOp HaMepPEeHHO aBTOPH30BaJ JAHHBIH JOKYMEHT. DToMy TpeGOBaHHIO He
YIOBJIETBOPSIIOT, HATIPUMEP, OTIEUATKH MajblieB, B TOM UMCJE H 3JIEeKTPOHHBIE.

Tepmun «uudposoii» (digital) cran monysspen B cepeaune npouioro Be-
Ka B CBSI3U C MosiBJeHHeM LUGPOBbIX KoMmbioTepoB. [lepBoHavasbHo OH HC-
M0J1b30BaJICsl, YTOObI OTJIMYATh TaKHE KOMIbIOTEPbI OT paHee CyLeCTBOBABUINX
aHaJioroBbixX. [Toc/iesiHue MPUMEHSIUCH JUIst pellleHrs cueTeM b depeHialb-
HbIX ypaBHeHU. [IporpammupoBaHue cocTosio B cOOpKe 2JIeKTPHUECKOH LienH,
OTMChIBAEMON aHHOH CHCTEeMOH ypaBHeHuH. Pelienne M0oxKHO GbIJIO MOJYUHTb,
u3Mepsisl mapameTpsl llenu B rpolecce ee paboThl. B HacTosilee Bpemst Tep-
MHH «LM(POBO» yxKe CTaj 0TYACTH aHAXPOHU3MOM; OH HMEET CMBICJ TOJIBKO
B TOM CJyuae, Korja HHpopMalus (Harnpumep, 3ByKOBOH CHTHaJ) MOXKET ObITh
TnpejcTaBeHa U B LM(POBOI, U B aHAJIOrOBOH (hopMe.

124. CxemMa 2J1eKTPOHHOM MOANMKUCH

Digital signature scheme

Kpunmoepaduueckas cxema, npeaHazHaueHHas s obecrieueHHs ue-
aocmuocmu cooduleHuil B CLIEHApUH C He JIOBEPSIOIIMMU JIPYT JPYry ydacT-
HUKaMH.

CM. npOMoOKOA 31eKMpPOHHO-UUPPOBOT NOONUCU.

125. AIropuT™M npoBepKHU 3JEKTPOHHOU MOANUCH

Signature verification algorithm

Komnonent npomoxoaa anekmporHoil noonucu. Ha Bxon anropurma no-
JAI0TCs SJIEKTPOHHAST MOAMUCH, OMKPbLMbLiL KAIOW U IPyrHe OTKPbITble Mapa-
METpPbl CXeMBbI 3JIEKTPOHHOH MOoANHCH. B npomokoaax asekmporHoil nodnucu
C BOCCMAHOBACHUEM COOOWEHUS Pe3yJbTaTOM paGoTHl aArOpHTMa SIBJASETCS
3aKJIIOUeHHe O KOPPEKTHOCTH TOIIMNCH M, €CJI OHa KOPPeKTHa, — caMo c000-
l1leH1e, U3BJICUEHHOE U3 MOANUCH. B ocTasbHbIX ciyuasx cooblleHHe siBJsieTCs
YacTbl0 BXOIHBIX JAHHBIX W AJTOPUTM MPOBEPKH BBbLIAET JIHIIb 3aKJIoueHHe
0 KOPPEKTHOCTH MOJNHUCH. B HEKOTOPBIX Pa3HOBMAHOCTSIX TPOTOKOJIOB 3J€K-
TPOHHOH TMOJMHUCH JJIsT TIPOBEPKHU TIOAMNUCH TpeOyeTCsl HHTEPAKTUBHBIH TIPOTO-
KOJT.

126. AiropuT™M reHepauuu 3JeKTPOHHOM MOANUCH

CHHOHHMM: aJIFOPUTM (POPMHUPOBAHHUS JIEKTPOHHOM TMOMUCH

Signature generation algorithm

KommoHeHT npomokoaa 3AekmpoHHoll nodnucu. AAroputM, Boobiie ro-
BOPST PaHIOMH3UPOBAHHbIHA, HA BXOA KOTOPOrO MOAAIOTCS MOAMHCHIBAEMOE CO-
ofllleHHe, cekpemmolil KAOU, a TakyKe OTKPbIThE MapaMeTpbl CXeMbl 3JeK-
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TPOHHON nojanucu. Pesynbratom paGoThl airopuTMa sBJASETCS 3JEKTPOHHAS
noJnuch. B HEKOTOPBIX PA3HOBUIHOCTAX CXEM 3JIEKTPOHHOH MOIMUCH IS Te-
HepaLKuu NoANUCcH TpebyeTcsl NPOTOKOJ (He 00513aTe/IbHO HHTEPAKTHBHbIH).

127. Apoutpax

Arbitration

[Ipouenypa paspellieHus COPOB O TPAKTOBKE Pe3yJbTaTOB BbIMOJHEHHS
Kpunmoepaduuecko2o npomokoaa. Takas nmpoueaypa HeoGXoauma Jisi MHO-
THX NPUKAGOHbLLX Kpunmoezpaduueckux npomokoLo8, B TOM UHCJE NpO-
MOKOAOB 3AeKMPOHHON nodnucu, NPOMOKOA08 NOONUCAHUS KORMpaKma,
cucmeMm 3AeKMPOHHbLLX naamedtceil U T.1., U JIOPKHA paccMaTpUBaTbCs Kak
HeoTbeMJIeMasi 4aCTh STHX MPOTOKOJIOB. YUaCTHHK MPOTOKOJIA, BbITOMHSIOIINNI
npotenypy apéurpaxka, Hadbisaercsi apbumpom. st camoii npouenypbl ap-
outpaxka TpeOyeTcsl MO0 AJTOPUTM, BBIMOJHSEMBIE apOUTPOM Ha BXOJIHBIX
JaHHBIX, MPEIOCTABJIEHHBIX €My 3asiBUTeJeM (3asBUTEJSIMH), JIMOO CrielHaJlb-
HbII IPOTOKOJI C yUacTHEM BCeX 3aHHTEPECOBAHHBIX CTOPOH.

128. Ap6uTp
Arbiter
CMm. apbumpadic.

129. lpoTokoa ¢ apobuTpom

Arbitrated protocol

Kpunmoepaduueckuit npomokoa, B KOTOPOM /st paspeleHust Crnopos
MEXJy ydacTHHKaMH Tpebyetcst apbumpadc. [TpoToKobl ¢ apOHTPOM JIE/STCS
Ha JBa KJacca. B neccHMHCTHUECKHX MPOTOKOJAX apOUTp JOJIKEH ydacT-
BOBaTb B Ka)KJIOM CeaHCe BbIMOJHEHUS] MPOTOKOJA. B ONTHMHCTHUECKHX —
yuactue apbutpa TpeOyeTcsi TOJbKO B Cjyyae BO3HHKHOBEHHS KOH(JIMKTOB
MeXJly YUaCTHHKAMH.

130. Mopneaka noanucu

Forgery

Yepos3a CTOHKOCTH cxeMm 3neKmpoHHoil nodnucu. [Ipomusnuk, He BJa-
JEIOLIHE CeKpemmblm KAOUOM, CO3/1aeT napy (coobleHne, MOAMUCh), KOTopas
OyJeT MPUHATA KaK KOPPEKTHAas QAA0PUMMOM npogepku nodnucu. B 3a-
BUCUMOCTH OT TOTO, JUISi KAKMX COOOIIEHUH MPOTUBHUK MOXET MOJIE/bIBATD
MOJUMTUCH, PA3JIMYAIOT YHUBEPCANLHYIO, CEACKMUBHYIO M IKZUCMEHUUANOHYIO
noddeaky.

131. YHuBepcajbHasi NoAjeaKa NOANUCH

Universal forgery

Yeposa CTOHKOCTH CXeM dekmporHoil noonucu. [TpomusHuk, He Biaae-
FOLIMI CeKPeMHbLM KAOUOM, CO3/IA€T AJTOPUTM, PYHKIIHOHAJILHO IKBHBAJIEHT-
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HBII an2opummy 2exepauuu noonucu. TeM cambiM OH MOXET MOJIENBIBATD
MOAIHUCH JJ151 JIIOObIX COOOLLIEHHH.

132. CeqekTUBHAs MoaaeJKka Mmoanucu

Selective forgery

Yepo3a CTOMKOCTH cXeM 3AekmporHoil noonucu. [TpomugHuk, He Baje-
IOLIMH CeKpemHolM KAIOUOM, BbIOHpaeT coolblieHne (0TCiofa Ha3BaHHWE Yyrpo-
3bl), U 3aTeM, MOJYYUB OMKPoLLMbLL KAIOW, TIOAAENbIBAET MOAMNUCh JIJIsl 3TOTO
CO001LIeHHS.

133. AK3ucreHUMadbHas NOAAEIKA NOANUCH

Existential forgery

Yepo3a CTOHKOCTH CXxem 3neKmporHoil nodnucu. [TpomusHuk, He BJja-
JICIOLIUH CeKpemHtblM KAIOUOM, TOJydaeT OMmKpolmolll KAIOW U CcO3/aeT napy
(cooblieHme, MOJMUCH), KOTopast GyIeT MPUHSTA KAK KOPPEKTHAS ALA2OPUMMOM
nposepku noonucu. [1pyu 3ToM NpoTHBHHUK HUKAK He KOHTPOJIMPYET BHIGOP TOTO
coo0lieHNs, JIi KOTOPOro B UTore GyJeT nojylesiaHa Moanuchk. BepositHo, 3T0
cooOllleHre OysieT GeCCMbICEHHbIM. DK3UCTEeHIHAJbHAS TOJ1eKa — camas
cjadas U3 yrpo3 CTOMKOCTH CXEM JIEKTPOHHOH MOAMUCH, CJI€0BATENbHO, CTOH-
KOCTb MPOTHUB 3TOH Yrpo3bl siBjsieTcst Haubosiee BbICOKOH. CTOHKOCTb MPOTHB
9K3UCTEHLMANbHOU MOJIJIeJKH — OCHOBHASI TeMa TEOPETHYECKUX UCCJIeI0BAHUNI
MPOTOKOJIOB 3JIEKTPOHHOMH TOJITTUCH.

134. dnekTpoHHasa MOANUCH C BOCCTAHOBJEHUEM COOOLIEHUS

Message recovery signature

PasHOBUHOCTb NPOMOKOAQ IAEKMPOHHON NOONUCU, B KOTOPOH MoJyya-
TEeJII0 Mepeaercsi ToJMbKO MOJAMHCh, a caMO COOOIIeHHe H3BJeKaeTesi U3 Hee
aJITOPUTMOM MPOBEPKHU JIEKTPOHHOM MOJNUCH.

135. Cxema 2/1eKTPOHHOM NOAMKUCH BCJENYI0

Blind signature scheme

Cxema 3nekmMpoHHOil noonucu, B KOTOPOH aJropuT™M reHepaluu MoJArn-
CH BBIMOJIHSIETCS] BCJENYI0 B TOM CMbICJE, UTO 3TOT aJrOPUTM TMpUMeEHsIeTCs
K cJyuailHoMy cooOllleHHIo, He HecyllleMy B cebe HUKAKOH MHPOpPMalLHUH O TOM
COOOILIEHUH, KOTOpoe GYJIET U3BJIEUEHO U3 HEro, BMECTE ¢ KOPPEKTHOH MOJIH-
cblo, moJyuareseM. Mcnosb3yercss B cucmemax 3AeKmpoHHolx naameoicell
KaK CPEeJICTBO 00ecreueH s HeomeaAeHusaemocmu.

136. 3akoHHas cxeMa 3JE€KTPOHHOW MOANKUCH BCJENMYIO

Fair blind signature scheme

Cxema anekmporHoil nodnucu scaenyto, B KOTOPOH Heomcaexcusoe-
MOCMb MoJlyuatesiell MOANUCEH MOXKET ObiTb, MPH ONPENEJEHHbIX YCJOBHSX,
0To3BaHa. B cucmemax aneKmporHolx naamediceil Takue cXeMbl UCIOJb3YIOT-
sl JIJIsT MPEIOTBPALIIEHHS TaK HA3bIBAEMbIX «HJ€aJbHbIX» MPECTYrJieHHH (6e3-
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yCJ/IOBHasi HeomcaeHusaemMocms 3JEKTPOHHBIX MJATEXKHbIX CPEACTB obec-
neyruBaeT MNMpecTynHUKaM BO3MOXKHOCTb 6€e30MacHoro [MoJIlyueHHs1 BbIKYyIa HJIH
OTMbIBaHHUS I[el-[el‘).

137. CxeMa 3J€KTPOHHOUW MOANKUCH € 10KA3yeMOCTbIO MOIENKH

Fail-stop signature scheme

Cxema 3AeKMPOHHOL NOONUCU, B KOTOPOH KAXKIOMY OMKPLLMOMY KAIOUY
COOTBETCTBYET MHOXKECTBO CeKPEeMHbLX KAtoUell T0CTaTOuHO GOJbIIOR MOIIHO-
cTd. [1pu 2TOM MOANUCH 3aBUCHT OT HCIOJb3YEMOr0 CeKpeTHoro KJjtwoua. [Toj-
MUCHIBAIOLIMH 3HAET, TTI0 MOJYJI0 HEKOTOPOTo Kpunmoezpaduueckozo npeo-
NOAOMNCEHUS, TOJBKO OJIMH CEKPETHBIH KJIOU W3 YKA3aHHOTO MHOXECTBA H MPH
obHapy:KeHHH noddeaku NOONUCU MOXKET MOUTH BCErja J0KasaTb 3TOT (PaKT
TPETbUM JIHIIAM.

138. Cxema KOH(UAEHIMANbHONH JEKTPOHHON MOANUCH

Undeniable signature scheme

Cxema 3nekmporHoll nodnucu, B KOTOpoil caM (hakT MOIIHCAHUSI TOTO
WM HHOTO COOOIIEHHS SBJsETCS KOH(MUOCHUUANLHOLM H MOXKET ObITh yCTa-
HOBJIEH TOJILKO B TOM CJIyuae, eCJii MOANUCHIBAIOLINHA COrIACeH COTPYIHUYATS.
B cxemax KoHUIEHIMAIBHON MOANHCH AALOPUMM NPOBEPKU INeKMPOHHOIL
nodnucu 3aMellaeTcs MapoH MPOTOKOJIOB, C TMOMOIIbIO KOTOPLIX TMOMTHCHIBA-
IOLIMH JIOKA3bIBAET C HYJIEBLIM pasrJyiallleHHeM, UTo MOJANHCh KOPPEKTHA, JIO0,
HampoTHB, HeKoppeKkTHA. Kak U B Ipyrux cxemax 3/71eKTPOHHOMN MOAMUCH, CTIOPbI
0 MOJJIMHHOCTH TOJIMUCEN PElaoTCst ¢ MOMOIIbI0 NPOLEAYpPbl apbumpaoica.

139. Cxema rpynmnoBoi 3JeKTPOHHOH MOAMUCH

Group signature scheme

Kpunmoepaduueckas cxema, OTHOCAIIASACS K TPYNIOBOH KpUNTOrpaduu.
B cxeme rpynmoBo# 37€KTPOHHOH MOMMUCH (PYHKLHMS TeHepaluu TMOJMHCH
pacripejiesieHa MexJy Tpynmnoil nojanucbiBaionmx. KoppektHasi 3JieKTpoHHast
MOJIMUCH MOKET ObITh MOJIyueHa TOJLKO B TOM CJiyuae, eCJid BCe UJieHbl MPyMIibl
MPHMHSJIK yUacTHe B BBITOJIHEHHH TTPOTOKOJIA TeHEPALMH MOJIMTHCH.

140. UHTepakTuBHAs ayTeHTUUKALUS

CHHOHHMM: TIPOTOKOJI HHTEPAKTUBHOH ayTeHTH(UKALIHU

Interactive authentication

[Tpukaadnolt kpunmoezpaduueckuii NPOMOKOA, Kak MPaBUIO C ABYMs
yuyaCcTHUKaMH — JIOKa3blBalOLUIMM W NpoBepsitolluM. Llesb nokasbiBatoliero —
JIOKa3aTh CBOI0 ayTEHTHMYHOCTb, a LieJib MPOBePSIoNiero — ee npopeputb. Cy-
ILIECTBYIOT IB€ PA3HOBHHOCTH TIPOTOKOJIOB MHTEPAKTHUBHOH ayTEeHTH(PUKALMH —
C OMKPLLMbLLM KAIOUOM H C CeKpemmuolm KAtouom. B nepsom ciyuae 06-
ILIMM BXOJIHBIM CJIOBOM YUACTHHKOB CJIY?KHUT OTKPBITBIH KJII0U JI0KA3bIBAIOLETO H
OH JIOJZKEH TIPOJIEMOHCTPUPOBATL MPOBEPSIOLLIEMY 3HAHHE COOTBETCTBYIOLLETO
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CeKpeTHOro KJjioua. Bo BTOpoM cjiyyae y J0Ka3bIBAIOLIEr0 M MPOBepsiiolie-
ro uMeercst OOUIMEI CEKPETHbIH KJIOU, UTO MO3BOJISIET BBIMOJHATL KaK 00HO-
CMOPOHHIOIO, TaK U 83AUMHYIO aymernmudurkayuio. B mamemamuueckoil
Kpunmoepaduu CTOHKOCTb MPOTOKOJIOB ayTeHTH(UKALMK OrNpejesisieTcss Ha
OCHOBE TOHSATHS 00KA3AMeAbCMB8a 3HARUL C HYALBLLM pad2iduleHuem.

141. Ayrentudukauus B3aumMHas

Mutual authentication

[TpoTokosa uhmepakmugHoil aymenmudurauiu, B KOTOPOM KaxKJIblil U3
YUACTHUKOB SIBJISIETCS OJTHOBPEMEHHO W JIOKA3bIBAIOLINM, H TPOBEPSIOLIUM. DTO
MO3BOJISIET 32 OJIMH CEAHC BBITIOJIHEHHS] TIPOTOKOJIA KaXKJ0My H3 YUACTHHKOB
JI0Ka3aTh CBOI0 ayTEHTHUHOCTb JAPYrOMY YUaCTHHKY.

142. AyrenTudukauus oiHOCTOPOHHSS

One-way authentication

[IpoTokos unmepakmusHoil aymenmudpukauu, B KOTOPOM OJIMH M3
YUACTHUKOB SIBJISIETCS JIOKA3bIBAIOLIMM, a JPYroil — npoBepsitoliuM. TepMHH
«OJIHOCTOPOHHSIS» MCMOJb3YIOT, UTOObl OTJHUMTHL €€ OT aymerHmudurayuu
B830AUMHOIL.

143. Mporokoa Audhu — Xeanmana

Diffie—Hellman key agreement

1. B 11MpoKoM cMblcjie — NPOTOKOJI BbIPAGOTKH OOLLEr0 CeKpemmo20 KAato-
4q JIByMsl yUaCTHUKAMH, KOTOPble HE UMEIOT H3HAUAJIbHO HHKAKOH 00llel ceK-
peTHoil HH(pOPMALMK U 0OMEHHBAIOTCST COOOLUEHUSIMH 110 He 3alIMIEHHOMY OT
MOJCJYLIMBAHUS, HO AYyMmeHmupulposaHHoMYy Karaay cBsidu. Dosee Kop-
PEKTHBIF TEPMHH JJIsi 3TOTO KJlacca — MPOTOKOJIbI THIA MpoTokosa Judpdpu —
Xesnmana.

2. B y3KkoM cMbic/le — peasu3alysi MPOTOKoJA M. | Ha OCHOBe 3ajauu
JIUCKPETHOTO JiorapupMupoBanusi, npeanoxennas uddu u Xemimanom B ux
oCHOBoIOJaramollell padore.

144. MpoToKoa KOH(PUAEHLHANbHDBIX BbIUUCAEHUI

Multi-party secure computation

Haun6osee obuwit Tun kpunmoepaduueckux npomoKon0s, H3yuaeMbiX
B Kpunmoaoz2uu. TUNHUHAs MOCTaHOBKA 3a/lauk TakoBa. FIMeloTest 1 yuacTHHU-
KOB, KOTOpble MOTYT OOMEHHBATLCS COOOLLEHUSIMH M0 KaHaJjaM CBsI3H. 3ajlaHbl
BXOJIHbIE CJIOBA X|, ..., X, YUIACTHUKOB, (DYHKUMS [ U Uesioe uucio ¢. TpebGyer-
sl BBIUMCJIUTD i = f(X|, ..., X,) TaKUM 00pa3oM, uTOObI BCE YUACTHUKH Y3HAJH
3HaUeHue Yy, HO HAKaKasl KoaJulys U3 He GoJiee 4eM / yHaCTHUKOB He MoJyynJa
B pe3yJibTaTe BbIMOJHEHHS TPOTOKOJA HUKAKOH HH(DOPMALIMH O BXOIHbIX CJI0BAX
JPYTHX YUACTHUKOB CBEPX TOTO, UTO MOXKHO H3BJIeUb U3 3HAUEHHS § U BXOJHBIX
CJIOB IaHHON Koasuuuu. CyLIeCTBYIOT U Ipyrie NOCTaHOBKH 3ajaul. B yacTHo-
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CTH, MO2KHO HOTp€6OBaTb, yTOObI 3HAUEHHE Y CTaJioO U3BECTHO JIMIIb yHaCTHUKAM
M3 3aJaHHOr0 MOJAMHOXKeCTBa. K3BeCTHBI Tak:Ke MHOTrOUMCJEHHbIe Bapualnu
MoJeJiIi B 3aBUCHMOCTH OT HPED,HOJTO)KGHI/I?I O CEeTH CBsI3U: 3alllMILIEHHbIE HJIH
He3allullleHHbIe KaHaJlbl, CHHXpOHHb]I;I HJTH aCHHXpOHHbIﬁ CJ]y'-laIZ H T.II.

145. TIpoTOKOJ BU3aHTUIUCKOTO COTJalleHus

Byzantine agreement

[IpoTokos1 pelieHust caenyrolleid 3agaud, HopMyJaHpyeMOd TPaaHLMOHHO
Ha HWCTOPHUECKOM TpuMepe apMuu Bu3aHTHiICKOH WMMepuu nepuoja ymnajka
(3ajlaua 0 BH3AHTHICKHX reHepasax). Mmetorcs n + 1 yuacTHHK — TJ1aBHO-
KOMaHJyIOLMH M 1 reHepasioB. [IaBHOKOMaHYIOUIMHA NOCHIIAET KaxKJI0My re-
HepaJly MpHKas, KOTOPbIH UMeeT BCero jJBa BO3MOXKHbIX BapHaHTa: aTakoBaThb
WM oTcTynaTh. HacTb reHepasioB, B TOM UMCJ/ie U [JIABHOKOMAHJYIOLLMH, MOTYT
oKasaTtbcs npenaresiMid. UecTHble reHepaJsibl, 0OMEHHBAsICh COOOIIEHUSIMU TI0
KaHa/aM CBSI3H (KOTOpble OOBIUHO MPEANoJaraloTesi 3alluilleHHbIMU) JIO/KHbI
JIOCTUTHYTh COTJIAllIEHHs] O €IMHBIX JEHCTBHUSX — aTaKoBaTb WJIM OTCTYMAaTb.
HetpusuanbHoli 3anauy nenaer cjeiyioulee TpeGoBaHHe: €C/H TJIaBHOKOMaH-
JYIOLLME YeCTHBIH, TO BCE UeCTHbIE reHepalibl 00s13aHbl BIMOJHUTL €ro MPUKas3.

146. lpoTokos moanucaHusi KOHTPaKTa

Contract signing protocol

[Tpukaadroil kpunmozpaduueckuil NPOMOKOA, KaK MPaBHJIO, C JIBYMs
yuacTHHKaMH, KOTOpble, 0OMEHHBAsICh COOOLIEHUSIMH MO KaHaJslaM CBSI3H, JOJIK-
HBI TIOAMUCATh KOHTPAKT, CYIIECTBYIOUIMH TOJBKO B 3JeKTpoHHOH hopme. Oc-
HOBHOE TpeGoBaHHe K CMOilkocmu MPOTOKOJa TOAMHCAHHsT KOHTPAKTa TaKOBO:
TpH JIIOOOM TPEPbIBAHHH BHIMOJHEHHS POTOKOJA IIAHCHI KaXKI0ro M3 ydacT-
HUKOB TOJIyUHTb KOHTPAKT, MOANNHCAHHBII APYTHM, H [TPH 9TOM He MOJNHCaThCs
CaMOMy, HHYTOXKHO MaJibl. B 3TOM cMbIc/ie MPOTOKOJ MOANHCAHUST KOHTPaK-
Ta SIBJISIETCS] Pa3HOBUIHOCTBIO npomokoad obmera cekpemamu. Mmerorcs
1 Apyrve TpeOGoBaHHs K CTOHKOCTH MPOTOKOJA, B YaCTHOCTH TaK HasblBaeMast
3ammra oT 37moynorpebsaenuit (abuse). Ilocsennsss osnauaer, 4To ecjM BbI-
TOJIHEHHE TIPOTOKOJA ObIJIO MPEPBAHO W KOHTPAKT OCTAJICS HEMOJNHCAHHbIM,
TO HM OJIUH M3 YUaCTHHKOB HE CMOXKET JI0Ka3aTh TPETbHUM JIMLAM, UTO JIPYroi
yyacTBOBaJ B BBITIOJIHEHWH MPOTOKoJA (a, cyleoBaTesNbHO, UMes HaMepeHHe
MOJTMCATh JaHHBIH KOHTPAKT).

147. TllpoToKoJ o6MeHa ceKpeTaMH

Secret exchange protocol

[Tpumumuerolil Kpunmozpaduueckult POMOKOA C AByMSI ydacTHUKAMH.
BxojHble cl0Ba yuacTHHKOB HasbiBaloTcs cekperamu. HeoGxoaumMo opraHuzo-
BaThb 0OMEH CeKpeTaMu TakuM 06pa3oM, uToObl B cJiydae rpepbiBaHusl POTO-
KoJsia (BHE 3aBUCHUMOCTH MO KAKOH MPUUHHE) 3HAHUSI YUACTHUKOB O CeKpeTax
JPYT Jipyra ObUIH NPUGJIM3UTENBHO OJIMHAKOBBIMH.
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148. TlpoToko.J rosocoBaHus

Election scheme, voting scheme, voting protocol

[Tpukaadnoil kpunmoepaduueckuit NPomMoKoA, obecrneurBarolUi Npo-
Le/lypy TrOJIOCOBaHHUSl, B KOTOpPOH H30HpaTelsibHble OI0JIIETEHH CYIIECTBYIOT
TOJILKO B 3JIeKTpOHHOH opMe. [IpoTokos siBasieTcsi KpunTorpaguuecKum,
T. K. HEOOXOIUMO 00€CIeUUThb, YTOOLI roJiocoBaHue ObL1o TalHbIM. OCHOBHOE
CBOKHCTBO TPOTOKOJIOB TOJIOCOBAHHS — YHUBEpCasbHasi MPOBEPSIEMOCTb, O]
KOTOPOH MOHUMAaeTCsl MPeloCTaBleHHE BO3MOXKHOCTH BCSKOMY JKeJalolleMmy,
BKJIIOUas CTOPOHHMX HabJstojaresel, B Ji0OOH MOMEHT BpeMEHH MPOBEPHUTH
NpaBUJbHOCTL Mojicyera rojiocoB. CyllecTByeT TakxKe psifi TpeGoBaHUH K MPo-
TOKOJIy TOJIOCOBAHHUS, KOTOPble OGYCJOBJIEHBI €r0 3JEKTPOHHON CTeln(UKOH
¥ OTCYTCTBYIOT MPH TPAJHLMOHHBIX (pOopMax opraHusalld BbiGOpoB. B uact-
HOCTH, MPOTOKOJI TOJIOCOBAHMS He JIO/KEH JiaBaTbh H30MpaTesio HHUKAKOM
MH(pOpMaLMK, KOTOpasi 1M03BoJisiia Obl eMy B JaJibHeHlleM JI0Ka3blBaTbh, UTO
OH T0JIOCOBAJ TakK, a He MHaue. TeM cambIM MpeoTBpalllaeTCsl CKYMKa roJ0CoB.

149. IIpoTOKOJ 3J€KTPOHHBIX MJaTeKen

CHHOHHM: CUCTeMa 3JIEKTPOHHBIX TJIaTeKel

Electronic cash system, e-cash system

[Tpukaadnoil kpunmozpaduueckuit NPOMOKOA, MpeHa3HaAUeHHbIH s
peaJsiM3alMi MJaTeKHOH CHCTEMbI, B KOTOPOH CpeJCcTBa MJaTexka CYLIeCTBYIOT
TOJIBKO B 3JIEKTPOHHOH popme. Co3faHHe CHCTEMbI 3JIEKTPOHHBIX MJaTekKel
TpeGyeT pellleHHs BCeX Tpex 3ajau Kpunrorpachun — obecreueHust KOHpuoeH-
utaroHocmu, yeaocmuocmu, Heomeaexcusaemocmu. CymiecTByer obmmp-
HbII U PEryJIsipHO MOTOJIHAEMbIH CIIMCOK TPEOOBAHUN K CTOMKOCTH NPOTOKOJIOB
3JIEKTPOHHBIX MJaTexKel. BarkKHeHINM U3 HUX SIBJISIETCS] HEBO3MOXKHOCTb MO/~
JIeJIKH 9.0eKMpoHHoLX Oere2. Bropoe no sHaunmoct TpeGoBaHue —Heomceae-
Jcusaemocmo niarexked. CucteMa 3/eKTPOHHbIX MJIaTexKel COCTOUT U3 Habopa
MPOTOKOJIOB, U3 KOTOPBIX OCHOBHBIMH SIBJISIIOTCSI TIPOTOKOJIbI, PeaM3yloline
TPaH3aKLMIO CHATHS CO cyeTa W TPAH3aKLMIO mJaTexka. Ecau /s BbimosHe-
HHUSI TPAH3aKUMH J1aTexKa HeoOX0AMMO yyacTHe 6aHKa-3IMHTEHTa 3J1EKTPOHHbBIX
JIEHeT, TO CHCTeMa JIEKTPOHHBIX MJaTeXKell Ha3blBaeTcst UeHMpaAU308aHHOLL,
B MIPOTHBHOM CJlyuae — aBMOHOMHOIL.

150. LleHTpanu3oBaHHasa cucTemMa 3JeKTPOHHbBIX MJaTexen

On-line e-cash system

Cucmema 3neKMPOHHLLX naamedxceil (NPOMOKOA IAEKMPOHHLLY NAC-
meoicell), B KOTOPOH TpaH3aKLHUsi MJIaTeXKa BBIMOJMHSIETCSI ¢ yyacTHeM OaHKa-
IMHUTEHTA INEKMPOHHbLX OeHe?.

151. ABTOHOMHasi cucTEMA 3JEKTPOHHbBIX MJaTexen
Off-line e-cash system
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Cucmema anekmpoHHoLx naamedxtceil (NPOMOKOAINEKMPOHHbLLX nadMe-
Jceil), B KOTOPOH TPaH3aKLMIO MJ1aTeKa BHIMOJHSIOT MOKyNaTe/b U NpojaBel,
6e3 yuacTusi 6aHKa-3MHUTeHTa. B Takoll cucteme TpeOyercsl JOMOJHUTEIbHAS
TpaH3aKUMs, TPaH3aKUMs [erNo3uTa, C MOMOLIbIO KOTOPOH MpPOJAABell MOXKET
TMOJIOXKHUTb MOJIyUeHHbIE 91eKMPOHHbLe OeHbeU Ha CBOH cueT B GaHKe.

152. dneKTpoHHbIE J€HbIU

E-cash

OOliiee Ha3BaHHe BCEX 3JIEKTPOHHBIX MJIATEXKHBIX CPEACTB, UCMOJb3YEMbIX
B CUCMEMAX INeKMPOHHLLX naamedtcell.

153. daekTpoHHas MoHeTa

E-coin

Hassanue SJIEKTPOHHBIX MJIaTE2KHbIX CPEACTB, UCIOJb3YEMbIX B ABMOHOM-
HbLX CUCTMEMAX INeKMPOHHLLX naamediceil. Takast TpaKTOBKA TepMHHA He sIB-
JIAeTCHA OGLLLeﬂpI/IHﬂTOI;I. Muorue ABTOPbI HA3bIBAOT 9JT€KTpOHHOﬁ MOHETOH JII0-
60€e JIEKTPOHHOE MJ1aTEXKHOEe CPEJICTRO.

154. [IpoToKos NpUBA3KHK K OUTY

Bit commitment protocol

[Tpumumusrolil Kpunmoezpaduueckuil LPOMOKOA ¢ ABYMsI y4aCTHUKAMH
(oTrpaBHTEJIEM U [TOJIyUaTes1eM), OCPEACTBOM KOTOPOTO OTIIPABUTE/Ib MepeiaeT
6UT HHDOPMALMH, YITAKOBAHHBIN B TaK Ha3biBaeMblil 6106 TakuM 00pa3oMm, uTo
BBIIOJIHAIOTCA CJIEAYIOLIHe ABA YCJOBUS:

1. TTocaie Toro kak 65106 nepeaH NoJydyatesio (BbIMOJHEH 3TAI NPUBSI3KH),
OTIPABUTE/b Y2KE He MOXKET U3MEHHTh 3HaueHHe 3aKJ/I0UeHHOro B HeM OuTa.

2. Tlonyuatesb He MOXKET CaMOCTOSITENILHO H3BJeub U3 6J06a 3HaueHHe
O6UTa M y3HAeT ero TOJILKO MocJie TOro, Kak OTIPaBHTe/b BbIMOJHUT 3Tl pac-
KpbITHSA 6J100a.

B uesom npoTokos NpUBA3KK K OUTY HaMOMHHAET WIH(POBAHHE, HO MOXKET
ObITb HHTEPAKTUBHLIM M, KPOME TOTO, He TpeGyeTcs CyLIeCTBOBaHHS d(dek-
THBHOTO aJIrOPUTMA U3BJeueHUs1 6uTa U3 6s100a (1pH U3BECTHOM KJIIOUe).

Kommenrapuri. PyccKosi3bIUHBIE TePMHH TpeJiaraeTcsi Kak BpeMEeHHbIH.
[Tpo6aema 3ameHbl ero Ha GoJiee yAauHbIH OCTAETCsT HEPELIeHHOH Y»Ke MHOTo
JIeT.

155. B106

Blob

I/IHCpOpMaU,I/IH, noJiyyaemast OT OTIPaBUTEJIsI B PE3YJIbTaTe BbIIOJIHEHUST 3Ta-
na NpUBSI3KH B NPOMOKOAe NPUBA3KU K Oumy (B HEKOTOPOM CMbICJIE aHAJOT
KPUnmoz2pammot).

156. Cxema pa3jaesjieHus cekpera
Secret sharing scheme
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Onpenensietcs cmpykmypoil docmyna U napoi aaropuTMoB, Ha3bIBaeMbIX
aJrOPUTMOM pasjie/ieHusi CeKpeTa UM aJIrOPUTMOM BOCCTAHOBJIEHUSI CeKpeTa.
Bxoyom anroputma pasiesieHusi ceKpeTa CJyKUT CEKpeT S, a BBIXOJI0OM — Habop
donell cekpema Sy, ..., S,. Hoas s; nepenaercs i-my yuacTHUKY. Besikas
paspellieHHasi KOaJMLKs MOXKET OJIHO3HAYHO BOCCTAHOBUTb CEKPET S, UCXOs
M3 CBOWX JI0JieH, C TOMOIIbIO aJroOpuTMa BOCCTAHOBJIEHHSI CEKpeTa, a COBO-
KYMHOCTb JI0JIel CeKpeTa, MOoJydyeHHbIX JII0OOH 3anpelleHHON KoaJulued, He
M03BOJISIET ITOTO CJIEJATh.

157. CtpyKktypa pocryna

Access structure

OjiHa M3 COCTABJISIIOLINX CXeMbl pa30eneHUsl CeKpema, COCTOMT U3 KOHeu-
HOrO MHOKECTBA y4aCTHHKOB S M JIBYX CEMEHCTB MOJAMHOXKECTB MHOXKeCTBa S.
MHO0KeCcTBa U3 MEPBOro CeMeHCTBA HA3BIBAIOTCST Pa3pellieHHbIMU, 8 MHOXKECTBA
13 BTOPOTO — 3aMPEIeHHBIMH KOAJTHUIIUSIMH.

158. Noas cekpera

Share, secret share

Wudopmatiisi 0 3HaueHWW Cekpera, MoJjydaemasi OTJAeJbHbIM y4aCTHHKOM
cxemol pazoeneHus cekpema.

159. Moporosas cxema pas3aejeHnsi ceKpeTa

Threshold secret sharing scheme

Cxema pagdenenus cekpema s cmpykmypsl docmyna, B KOTOPO# pas-
pelIeHHbIMHA KOaJIUUHUSAMHA SIBJAIOTCST BCE€ MHO2KECTBAa YHaCTHUKOB MOUIHOCTH He
MeHee { JIJIs1 HEKOTOPOro HaTypaJibHOrO £, a 3anpeuleHHbIMA KOQJHLUUSIMH — BCe
OCTaJIbHbie MHOXKECTBA y4aCTHHKOB.

160. CoBepuieHHast cxema pa3jieJieHUs] CeKpeTa

Perfect secret sharing scheme

Cxema pasdenerus cexpema, B KOTOpoil 0oau cekpema Jio6oi 3arpe-
ILIEHHOH KOAJIMIMK COJIepKaT B COBOKYITHOCTH HyJIeBYIO HH(OPMAIHMIO O 3HaUe-
HUH cekpera. TakHe cXeMbl Ha3bIBAIOT COBEPIIEHHBIMH, UTOOBI OTJHUHUTE HX OT
TEX CXeM pasjie/leHusl CeKpeTa, Iie 9Ta MH(OPMALHUsT «TOUTH HyJIeBast».

161. UneanbHaa cxema pa3aeseHus: ceKpeTa

Ideal secret sharing scheme

Cxema pasdenenus cekpema, B KOTOPOH JJIHHA KaxkI0H 0oau cekpema
SIBJISIETCST MUHUMAaJIbHO BO3MOYKHOT.

162. lpoTokoa pa3neneHus cekpera

Secret sharing protocol

Kpunmoepaduueckull npomorkoa, peasusyolndi cxemy pasdeneHus
cekpema B MOJIEJH, TJIe YYaCTHHKH SIBJISIIOTCS] aOOHEHTAMH CETH CBsI3H. B 3To#
MOJIEJIM UMeeTCsi JIOMOJIHUTEbHBIE YUACTHHK, HasbiBaeMblil JujepoM (WUJH
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JIJIEPOM), KOTOPOMY M3BECTHO 3HaUeHHe cekpera. J{umep reHepupyer doau cex-
pema M pasjiaeT UX OCTajbHbIM yyacTHHKaM. Besikast padpellieHHast KoasuLus
MOXKeT BOCCTaHOBHMTb CEKPET, BBIMOJHHUB MPOTOKOJ BOCCTAaHOBJIEHHs CeKpeTa.
[IpoToKoJibl pasnesieHust ceKpeTa MOryT HaWTH MpHMEHEHHe B OpraHW3alMu
XpaHeHHs KOH(MHUJEHIIHAJbHOH HH(pOPMALWK, HANPUMeEP, KPHITOrpadHueCKUX
KJIOUeH, a TakXKe KaK npumumusHole kpunmoezpaduieckiue npomorool.

163. IlpoToko. npoBepsieMoro pasjejeHus ceKkpera

Verifiable secret sharing protocol

[Tpumumusnolilt kpunmoepaduueckuii npomorkoa. OT obuiero cjyuas
npomoKoaa pazdeseHus cekpemd OTJMUAETCS TEM, UTO YUaCTHHKU He J0-
BEPSAIOT JPYr APYry, B TOM uucje U aujepy. Jlis 3alUThl OT HEUECTHOTO JH-
Jiepa TPOTOKOJ MPEIOCTABISIET KAXKAOMY H3 OCTaJbHBIX YUaCTHHKOB BO3MOXK-
HOCTb MPOBEPUTD, UTO OT JUJIepa NoJyueHa KoppekTHast 0045 cekpema. Cmoil-
KOCMb MPOTOKOJIOB MPOBEPSIEMOTO pa3JieJieHHsl CeKpeTa BCEerja OCHOBbLIBAET-
csl Ha Kakux-Ju6o kpunmoepaduueckux npeonorodiceHusx (T.e. He MOXKET
ObITh 6e3yCTOBHON).
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